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ABSTRACT 
 
 
 
 
Research in Information Technology has a tremendous growth in recent years 

mainly due to the affordability of the technology and consequently, a high increase in 

interest from users.  In addition, the mobility systems which imply the use of 

wireless networks have increased rapidly.  Currently, many organizations have 

provided extensive wireless services to their staffs.  This poses a problem of securing 

the easy access to the wireless networks.  Therefore, authentication has become an 

inevitable reality in the design of such systems.  This research sought for the best 

authentication mechanism suitable for organizations in general, and to university 

campuses in particular.  The result of this research is then the design and 

implementation of an authentication scheme based on IEEE 802.1x standard.  The 

scheme provides secure access to users engaged in the wireless connection.  It 

implements a two-factor authentication.  The first factor is the username/password 

combination which the user provides prior logging onto the system.  The second 

factor is the digital certificates that are stored locally in a client’s desktop/laptop.  

The mechanism involved in the authentication is based on EAP-TLS, which is a type 

of authentication method provided by IEEE 802.1x standard.  The result of the 

implemented system is a highly secure scheme that provides both users and 

computers (machines) authentication.  Only legitimate users with legitimate 

machines can access the wireless network system in an authorized way.  In addition, 

the idea of a Users Tracking System Application (UTSA) has been introduced.  This 

application basically tracks the users’ status and behavior (whether they are online or 

offline) as long as they are utilizing the network resources.  It can later be utilized to 

track who, when and where the users are in the network systems. 
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ABSTRAK 
 
 
 
 
Kebelakangan ini, penyelidikan teknologi maklumat telah berkembang pesat 

kerana pertambahan keupayaan kuasa memiliki teknologi dan hasil pertambahan 

minat pengguna.  Tambahan pula, sistem mudah alih ini bererti penggunaan 

teknologi tanpa wayar yang semakin meningkat.  Sekarang ini banyak organisasi 

menyediakan perkhidmatan tanpa wayar secara meluas untuk kegunaan kakitangan. 

Ini menyebabkan terdedahnya keselamatan ke atas mudahnya mencapai rangkaian 

tanpa wayar.  Oleh itu, pengesah-betulan (authentication) menjadi suatu kemestian 

bagi mereka-bentuk sistem sebegini.  Penyelidikan ini dijalankan untuk mencari 

kaedah pengesah-betulan yang terbaik dan sesuai bagi organisasi secara umum dan 

bagi kampus universiti khususnya.  Maka, penyelidikan ini menghasilkan reka-

bentuk dan pelaksanaan satu skema pengesah-betulan berdasarkan piawaian IEEE 

802.1x.  Skema ini menyediakan capaian selamat bagi pengguna yang terlibat dalam 

hubungan tanpa wayar.  Skema ini melaksanakan pengesah-betulan menggunakan 

dua factor.  Faktor pertama menggunakan nama pengguna dan kata laluan sebelum 

dibenarkan masuk ke dalam sistem. Faktor kedua menggunakan sijil digital yang 

disimpan dalam komputer pengguna.  Mekanisme pengesah-betulan tersebut adalah 

berdasarkan EAP-TLS iaitu satu kaedah pengesah-betulan yang diberi oleh piawaian 

IEEE 802.1x.  Hasil daripada pelaksanaan sistem adalah satu skema berkeselamatan 

tinggi bagi pengesah-betulan pihak pengguna dan komputer (mesin).  Hanya 

pengguna sah yang menggunakan mesin sah dibenarkan mencapai sistem rangkaian 

tanpa wayar ini secara sah. Cadangan satu sistem aplikasi bernama Aplikasi Sistem 

Menjejak Pengguna (UTSA) telah diperkenalkan.  Pada asasnya, aplikasi ini akan 

menjejak status dan tingkah laku pengguna (sama ada mereka berada dalam talian 

atau pun tidak) selagi mereka menggunakan sumber-sumber rangkaian.  Pada masa 

hadapan, aplikasi ini boleh dikembangkan untuk mengetahui siapa, bila, dan di mana 

pengguna sedang berada dalam suatu rangkaian sistem. 
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CHAPTER 1 

 
 
 
 

INTRODUCTION 

N 
 
 
TRODUCTION 
1.1 Introduction 

 
 

A Wireless local area network (WLAN) is a flexible data communication 

system implemented as an extension to or as an alternative for a wired LAN.  By 

using radio frequency (RF) technology, wireless LANs transmit and receive data 

over air, minimizing the need for wired connection.  Thus, wireless LANs combine 

data connectivity with user mobility. 

 

Wireless LANs have gained strong popularity in a number of vertical markets 

including health-care, retail, manufacturing, warehousing, and academia.  These 

industries have profited from the productivity gains of using hand-held terminals and 

notebook computers to transmit real-time information to centralized hosts for 

processing.  Today’s wireless LANs is becoming more widely recognized as a 

general-purpose connectivity alternative for a broad range of business customers. 

 

A WLAN connects users within a local area, which might be a building or 

campus, using radio signals to exchange data.  The basic issues, which differentiate 

WLANs from telephone cellular networks or satellite networks, are frequencies, data 

rates, coverage area and legal issues.  The emphasis of the wireless LANs 

environments is driven by the strong efforts spent by companies in order to improve 

data rates, reliability, and quality of service of such networks. 
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This project is concerned with the security of the WLANs.  Issues involved in 

wireless security include confidentiality, integrity, authenticity, accountability…etc.  

However, this project mainly focuses on the authentication perspective. 

 
 
 
 
1.2 Background of the Problem 

 
 

The security in wireless LANs environment is harder than the wired LANs 

especially with respect to the issue of accessibility. The accessibility in wired LANs 

can be achieved by applying physical security to the room, building or the place 

where the network is located. 

 

In Contrast, The wireless LANs are not restricted or tied to physical 

limitations.  Anyone, who has a wireless device and exists in the wireless LANs 

range, can access it.  The range of the wireless coverage could lead to leakage 

outside the premises, thereby exposing the system to outside threats.  In this case, 

People on the street, car riders, hackers and others, all can access the system. 

 

Therefore, there is an increasing demand to secure the access to the WLANs 

and prevent unauthorized users from accessing the network.  Building a solid 

authentication scheme can solve this problem.  Hence, companies endeavor to secure 

their respective wireless networks. 

 

Authentication encompasses the first piece of wireless security.  Many 

technologies are available to provide secure authentication schemes.  Typically, 

universities have implemented robust authentication services to support their 

information technology infrastructures.  Authentication is comprised of one or more 

of the following categories (Allen and Wilson, 2002): 

 

a) Something you know (i.e.  username and password combinations) 
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b) Something you have (i.e.  smart card and token technology) 

c) Something you are (i.e. biometric solutions such as fingerprint 

technology) 

 

To achieve the high level of security, there is a need to implement these three 

factors.  This kind of implementation called three-factor authentication.  However, 

the implementation of such scheme is so expensive, and in addition clients or users 

are obliged to purchase new biometric devices and attach them to their laptops or 

PCs (to satisfy option c).  Such additional expenditure is affordable by companies, 

unlike normal users, who find it hard to absorb such extra costs. 

 
Therefore, many organizations implement only one or two-factor 

authentication.  Most of these implementations used the first two options, because 

they are stronger than one factor.  According to Cheswick et al. (2003), “Most 

Simple applications use single-factor authentication.  More important ones require at 

least two.  We recommended two-factor authentication using the first two (something 

you know and something you have) when authenticating to a host from untrusted 

environment like the internet.”  

 

The early approach was just to implement an authentication by using the 

username/password, which is so weak and people impersonated each other or stole 

the others’ username/password.  According to Zahur and Yang (2004), “A new 

proposed security solution was Wired Equivalent Privacy (WEP).  According to the 

802.11 standard, WEP was intended to provide confidentiality that is subjectively 

equivalent to the confidentiality of a wired local area network (LAN) medium that 

does not employ cryptographic techniques to enhance privacy".  WEP was ratified in 

September 1999.  It uses the stream cipher RC4 for confidentiality and the CRC-32 

checksum for integrity (Wikipedia, 2007b).  In addition to that, WEP can also 

provide authentication by using the shared secret key as password, which is the case 

of some public café shops.  Even in the field of encryption, which WEP is 

specialized in, news is talking about cracking WEP in minutes.  Microsoft (2002) 

mentioned that “During the summer of 2000, a hacker tool released on the Internet 

http://en.wikipedia.org/wiki/RC4
http://en.wikipedia.org/wiki/Confidentiality
http://en.wikipedia.org/wiki/CRC-32
http://en.wikipedia.org/wiki/Integrity
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enabled a nearby malicious intruder with a high-gain, directional antenna to pick up a 

WLAN RF signal and easily break the encryption of WEP-key, 802.11b-based 

WLANs, thereby rendering them inherently unsecured.  A 40-bit WEP-key can be 

broken in approximately 30-40 minutes; a 128-bit WEP-key can be compromised 

within two hours.  An intruder with a valid WEP-key can gain access to internal 

network resources easily”.  An example of such tool is Kismac, which can crack 64-

bit WEP in 4min 27sec (video source - Google (2007)). 

 

Some organizations used MAC address (MAC filtering) and username/ 

password authentication as a two-factor authentication.  In the beginnings of this 

implementation, it was completely secure and only authorized person can access the 

system.  It was believed that each network card has its unique MAC address and 

can’t be changed.  Nowadays there are many tools that can spoof the MAC address 

e.g SMAC 2.0 and MAC Makeup.  Once the hacker spoofs the MAC address to 

authorized one, he can log on and try to impersonate the username/password 

combination of the victim.  An example of such organization using this technique is 

UTM CityCampus in KL-Malaysia.  The authentication scheme introduced in this 

project can be easily integrated to the local wireless environment in UTM CityCampus-

KL, which will enhance the security of the wireless system on campus. 

 
Based on the recommendation of Cheswick et al., the proposed solution is the 

implementation of IEEE 802.1x standard, which was lately revised in 2004.  The 

system uses two-factor authentication.  The IEEE 802.1x network access control 

standard supports the mutual authentication of the client and corporate network using 

certificates.  This method of authentication requires the physical possession of the 

digital certificates and cannot be imitated by simply knowing a username/password; 

and certificate-based authentication never transmits authentication credentials in the 

clear over the network whether it is comprised of cables (IEEE 802.1x can also be 

implemented over wire LAN with the same structure) or radio waves. 
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1.3 Problem Statement: 

 
 
Wireless environment is not restricted to any physical limitations.  People can 

access the wireless network from outside of the premises.  Therefore, demands on 

implementing a secure authentication scheme for wireless network arise these days.  

This kind of scheme should prevent any unauthorized access whether it is done 

within the building or from outside.   

 

Many researches carried out to implement such schemes.  However, not all of 

them are effective and some suffer from breaches.  Examples of these are WEP, 

MAC, and web-based authentication.  An illustration of one of them is the using of 

MAC address (MAC filtering) and username/password as a two factor 

authentication.  This scheme suffers from the masquerade, in which the attacker can 

spoof legitimate MAC address to access the network as a legitimate user.  Adding to 

that, this is hardware solution (MAC address), so in case the administrator requests 

changing the MAC addresses of all PCs for security reason; this will cost the 

company huge amount of money.   

 

In contrast, the proposed project is a software solution based on certificates 

instead of MAC address.  It uses two-factor authentications, which are 

username/password and certificates.  This scheme is based on the IEEE 802.1x 

standard for port-based network access control.  It is effective and does not suffer 

from previous mentioned problems. 

 
 
 
 
 

1.4 Project objective: 

 
 
This project covers the implementation of a two-factor authentication scheme 

over wireless network.  The goal is to make the client and the machine 

authentications together, so only authorized client with authorized machine (desktop) 
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can access the internet.  The client authentication involves assigning a 

username/password and the machine authentication requires the physical possession 

of the certificate, which is stored in each authorized machine.  The project has the 

following objectives to be achieved: 

 

1. Design of the two-factor authentication scheme based on IEEE 802.1x 

standard. 

2. Implement the IEEE 802.1x authentication scheme. 

3. Enhance the organization security and prevent attacks from outsiders. 

4. Centralize the management through the use of Windows Active Directory. 

5. Automate the wireless clients’ laptop/desktop configuration with the least 

amount of user intervention. 

6. Provide mutual authentication by authenticating both the server and the client 

 
 
 
 

1.5 Project scope: 

 
 
This project focuses on the authentication over wireless network.  This is 

done by implementing the IEEE Std. 802.1x - 2004.  IEEE 802.1x is also called a 

port-based network access control.  The supplicant (client) logs indirectly through 

RADIUS (Authentication) server to the network.  The network (internet) port is kept 

in unauthorized state until the RADIUS verifies the identity of the client (Figure 

1.1(a)).  Once it is verified the port changes to authorized state (Figure 1.1 (b)).  The 

Figure below illustrates this. 
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Figure 1.1: (a) unauthorized state port             (b) authorized state port 

 

In general, the project scope is an implementation of IEEE 802.1 x standard, 

as illustrated in the Figure 1.1.  The project is lab-based; whose success could 

enhance the security inside a university campus.  It is implemented by using one 

wireless Access Point (AP) and four computers.  The four computers used are as 

follows: 

 
 A Certificate Authority (CA) server that is used to generate and 

manage certificates for the users.  To achieve the automated system 

objective, this server is equipped with the following: 

 
o Dynamic Host Configuration Protocol (DHCP) server. 

o Domain Name System (DNS) server. 

o Windows Active Directory 

 

 Web and file server, Internet Information Services (IIS), which is used 

as a target network to test the authentication scheme. 

 Authentication server, Internet Authentication Service (IAS), which is 

acting as a Remote Authentication Dial-In Service (RADIUS) server.  

This server is used to authenticate users before granting access to 

them. 
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 One Client Desktop/laptop is used for testing and evaluating the 

system. 
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