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ABSTRACT 
 
 

Many object-oriented software developers have embraced the technique of 

refactoring – restructuring the source-code of an object-oriented program without 

changing its external behavior – as an approach to modifying and maintaining 

existing software systems. This is because systems, and consequently their design, 

are prone to software degradation, which if left unattended will affect the 

maintainability of the system. Refactoring allows the developer to continually uphold 

the design of the system without spending as much time as other techniques such as 

reverse engineering. In this study the writer would discuss his experiences in 

applying refactoring on a system and explain how they are implemented so as to 

preserve the behavior of a system. A set of software metrics was utilized to measure 

the impact of the said refactoring activity to the system. The results show marked 

improvements on the maintainability, usability and complexity of the overall system. 

Thus, it proves that refactoring can slow down the software degradation rate of a 

system. 
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ABSTRAK 
 
 

Teknik ‘refactoring’ ialah satu teknik  kod sumber dibentuk semula tanpa 

mengubah sifat zahirnya. Ia kini telah menjadi satu pendekatan yang semakin 

mendapat sambutan dari pembangun perisian berasaskan teknologi objek dalam 

proses memelihara dan menyelenggara sistem sedia ada. Ini kerana sesuatu sistem 

perisian dan rekabentuknya akan mengalami kecenderungan untuk menjadi mundur 

sekiranya tiada langkah diambil untuk mencegah perkara tersebut. ‘Refactoring’ 

membolehkan pembangun perisian untuk memelihara rekabentuk. Tesis ini akan 

membincangkan pengalaman penulis mengaplikasikan teknik ini pada sebuah sistem 

dan menerangkan bagaimana ia harus dilaksanakan agak sifat zahir sistem 

terpelihara. Satu set metriks perisian telah dipilih untuk mengkaji kesan teknik 

‘refactoring’ kepada sistem secara keseluruhannya. Keputusan akhir set metriks 

tersebut menunjukkan peningkatan kepada sifat–sifat kompleksiti, pemuliharaan dan 

penggunaan semula sistem. Ini membuktikan teknk ‘refactoring’ ini mampu 

memperlahankan kadar kemunduran sistem. 
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CHAPTER I 

 

 

 

 

INTRODUCTION 

 

 

 

 

This chapter describes the organization, which is SCAN Associates in brief. 

The introduction also describes the IDS project and its corresponding objectives.  

The final section is the description of the project detailing the objective, scope and 

project deliverables. 

 
 
 
 
1.1  Company Background 

 
 
 This section describes the company background as an introduction to the 

working environment.  The history and subsequent relevant company information are 

detailed.  The IDS Project team information and organizational structure are also 

described in this section. 

 
 
 
 
1.1.1 SCAN Associates 

 
 
The idea of SCAN Associates started in 1996 when Prof. Dr. Norbik Bashah 

Idris from Universiti Teknologi Malaysia (UTM) established what was then called 
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the "Security Control and Analysis System (SCAS)", an IRPA Research group 

funded by the Ministry of Science, Technology & the Environment under the 7th 

Malaysia Plan.  For the research, he assembled a group of local researchers and 

talents to help realize the research.  Many of these talents have qualifications ranging 

from Honors and Masters Degrees to PhDs in the area of information security.  When 

the end of the research period came, he managed to go one step further and went on 

to form a partnership with two of his peers to capitalize on the human talent pooled 

and to further establish SCAS as a commercial entity.  With this same core team still 

in existence until today, they form one of the best IT security company in the 

country.  

 
 
Ever since then SCAN Associates has since been involved in such research 

efforts as implementing strong cryptographic algorithms and security applications, 

development of digital notary systems, more and recently, the public key 

infrastructure.  Throughout the years SCAN Associates has had collaborated 

extensively with other security research groups around the world to exchange ideas 

and opinions.  From these activities and its own in-house research SCAN Associates 

has acquired the knowledge and developed the capability in the area of information 

security in subjects such as cryptography, authentication, authorization, access 

control and digital signature. 

 
 
Unlocking their highly developed potential and capability to address the 

critical needs of organizations needing to secure their information assets, SCAN 

Associates sets out to provide consultation services on information and network 

security for the government, financial and commercial sector.  Currently SCAN 

Associates is actively supporting various government agencies and organizations in 

the field of information security.  Many organizations in the public and private sector 

have approached SCAN Associates to undertake various information security related 

activities.  Among them are services such as resource persons on information and 

communication technology (ICT) security awareness, training & education, security 

technology advisor, intrusion incident response and handling, penetration testing, 

security auditing, designing secure network and security policy review to 
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government agencies and institutions. SCAN Associates also participates as 

committee members in various advisory and consultative capacities.  

 
 
Through these various experiences, SCAN Associates has matured and is 

currently expanding its consultancy capabilities and capacities by developing its own 

unique methodologies in the area of security assessment, penetration testing, security 

architecture and policy review.  To highlight a few examples of innovations created, 

SCAN Associates has developed its own cryptographic engine, which is a set of 

programming libraries in Java and C, implementing well known strong encryption 

algorithm such as TripleDES, TwoFish, RC5 and RSA.  Based on the cryptographic 

engine, a result of 4 years of extensive research, SCAN is also developing an 

indigenous Public Key Infrastructure (PKI) and its supporting tools.  

 
 
 
 

1.1.2 SCAN Associates Vision 

 
 

In the long run SCAN Associates aims to become the country’s first truly 

indigenous group of expertise in information security implementing a world class 

standard of services.  SCAN Associates also ultimately aims to be the trusted ICT 

Security Solutions Provider in Malaysia.  

 
 
 
 

1.1.3 Awards Garnered 

 
 

Products from SCAN Associates have won an IBM Java Home-brew Award 

in April 2000 and a Gold Invention Award in June 2000, in the category of “Idea, 

Concept and Algorithm” at the INATEX 2000 exhibition.  Besides technical awards, 

consultants from SCAN Associates are actively involved in research capabilities, 

publishing papers and invited as speaker to conventions.  Most recently, a senior 

security consultant was invited to present a technical paper at the highly regarded 

RUXCON hacking conference held in Sydney, Australia on July 2004. 
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1.1.4 IDS Project Team 

 
 

The IDS project is to provide the customer with the capability to both 

proactively and reactively protect their vital information assets.  It is a security 

solution designed to minimize threats by centrally managing intrusion detection and 

periodically performing vulnerability assessment.  The solution will offer 24x7 active 

security monitoring and support, coupled together with analysis, reporting and 

response for security incidents.  With the realization of the IDS, it will help the 

customer organization in establishing baseline security posture, elevating it to a 

better state and upholding it to thwart and minimize security threats.  

 
 

1.1.4.1 IDS Objectives 

 
 
Over the longer term IDS will help in securing vital personal and 

organization electronic data and thwart any security threats coming from inside or 

outside of the organization.  The IDS project was initiated to achieve the following 

objectives: 

 
• Provides the customer with the capability to proactively detect and 

identify information system weaknesses. 

• Build a security forecasting center that is able to forecast cyber attacks 

likely to take place, therefore providing appropriate and early 

warnings to the organization allowing its workers and security 

personnel to better prepare and manage the security of their 

organization. 

• Provides the customer with a 24x7 ICT security service that will 

reactively monitor and respond to ICT incidents throughout the 

organizational perimeter. 

• Provides the customer with an advanced website monitoring and 

recovery system. 

• To become a one-stop ICT Security reference center that provides 

first level assistance, advisories and alerts related to ICT security 

operations and management within the organization. 
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1.1.4.2  IDS Project Organizational Structure  

 
 

The importance of the IDS security solutions is reflected in the creation of a 

dedicated team solely focused on building this security solution with a different site 

office. This enables the team to work together in a common environment. The 

organizational structure of the IDS Project team is formalized in figure 1.1. 

 
 

Project Director

Project 
Management 
Executive 1

Project 
Management 
Executive 2

Project 
Management 
Executive 3

Project 
Infrastructure & 

Deployment 
Executive

Project Manager 2Project Manager 1

System Architect

Technical Writer

Development Team 
#1

Development Team 
#2

Development Team 
#3

Development Team 
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Figure 1.1  IDS Project Organizational Structure 
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1.2  Project Brief 

 
 
 This sections spells out the project in terms of its objective, scope, planning 

and deliverables. 

 
 
 
 
1.2.1 Project Overview 

 
 

The author’s arrival in the company for the second part of industrial 

attachment has coincided with the IDS project management’s desire to better 

strengthen its software engineering activities.  Part of its focus regarding to the said 

activities is in streamlining the design of its components and making sure its internal 

documentation are accurate and in tandem with the source code of its components. 

Since the IDS solution is currently in its Final Acceptance Test phase, this task is 

urgently needed for the eventual change that is going to happen after the testing is 

done.  The task makes sure the design documents produced follows the source code 

produced and modifying the design done earlier in accordance with the source code 

should there be any difference.  Along the way the source code would be checked for 

compliance with the coding guidelines subscribed.  Besides doing that, another major 

task is that the author would also be applying refactoring techniques to a selected 

component of the IDS in preparation for its reengineering.  The refactoring technique 

will be further described in coming chapters. 

 
 
 
 

1.2.2 Objective 
 
 
The project objectives are as follows: 

 

• To implement the refactoring process as applied to the source code 

• To revise the system architecture document as to reflect the current 

source code and also current software model.  
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• To study the refactoring process and its impact to the component in 

question. 

• To impart the knowledge of refactoring among the development teams 

so that they will be inspired to use it in their daily work. 

 
 
 
 

1.2.3 Scope 
 
 
The project scope is as follows: 

 

• The refactoring for both source code and its related internal 

documentation is to be done for one component in the IDS project. 

The component is the Internet Page Recovery System (IPRS). 

• Some of the documentations are confidential in nature.  For this prior 

approval will be sought from the Industrial Mentor to document any 

design-related subjects in the report. 

• The internal documentation to be updated is the Software Architecture 

Design (SAD) document for the specified components only.  

• The coding guideline to be used as reference is the IDS projects own 

Java Programming Guidelines. 

• The refactoring to be applied is the refactoring techniques that are 

only applicable within classes only. 

 
 
 
 

1.2.4 Project Planning 
 
 

The project schedule is planned in the project Gantt chart that is documented 

in Appendix A.  As a summary, the project is to be implemented over a span of 20 

weeks beginning 23rd March 2004 until 20th August 2004 in 6 phases, as stated in the 

Gantt chart.  
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1.2.5 Project Deliverables 

 
 
At the end of the industrial training period, the expected deliverables are as 

follows: 

 

• An up to date Software Architecture Document for the IPRS. 

• A refactored IPRS source code that complies with the IDS Java 

Programming Guidelines. 

• A training session to the developers for implementing refactoring. 

• A technical presentation to CASE, including a technical report. The 

technical presentation includes the training brochure, documented in 

Appendix B. 

 
 
 
 

1.2.6 Technical Report Outlines 
 
 

The technical report has six chapters in all and is organized as follows: 

Section 2 is the literature study of the issues involved.  Section 3 presents the 

methodology used in the duration of the project.   Section 4 tabulates the data 

collected in the project and discusses the results.  Lastly, Section 5 draws conclusions 

and recommendations for future works. Some extra-related information is reported in 

the appendices. 
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