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ABSTRACT

Cloud computing facilitates instant online unlimited access to data and
computing resources, ubiquitously and pervasively through its various service delivery
and deployment models. Despite the significant advantages of cloud computing, still
there are concerns regarding Security, Privacy and Trust (SPT) that resulted from
consumers’ loss of control over their confidential data since they outsource it to cloud
with no knowledge of storage location or who is accessing and maintaining it. This
raises the risks of insider and outsider threats besides the data breach and misuse. A
Trusted Cloud Computing Framework (TCCF) is designed to overcome these SPT
concerns. TCCF proposes the use of Trusted Computing Group (TCG) technologies
including, Trusted Platform Module (TPM), Virtual Trusted Platform Module
(VTPM), Self-Encrypting Drives (SEDs), Trusted Network Connect (TNC) and
Trusted Software Stack (TSS) to initiate a trusted cloud computing platform. In
addition, a Multi-Factor Authentication Single Sign on Role Base Access Control
(MFA-SSO-RBAC) prototype was developed using a strict security controls.
Furthermore, an additional context for cloud Service Level Agreement (SLA) was
proposed to support the framework and to ensure the trustworthiness of the cloud
computing services to be adopted in critical information industries specifically
healthcare sector. TCCF was evaluated by developing a prototype, comprehensive
comparison with previous work, compliance with standards and a survey from cloud
computing, healthcare and IT security experts. Feedbacks of experts were satisfactory
and they agreed with 94% on the overall security techniques used to secure the TCCF
three layers. The evaluation proves that TCCF assists in optimizing the trust on cloud

computing to be adopted in healthcare sector for best practices.
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ABSTRAK

Pengkomputeran awan memudahkan akses dalam talian segera tanpa had terhadap data
dan sumber pengkomputeran secara merata dan merebak melalui pelbagai tawaran
penyampaian perkhidmatan dan model penempatan. Walaupun pengkomputeran awan
mempunyai kelebihan yang signifikan, masih terdapat beberapa isu berkaitan
Keselamatan, Kerahsiaan dan Kepercayaan (SPT) disebabkan oleh kehilangan
kawalan terhadap data sulit pengguna itu sendiri. Keadaan ini berlaku kerana mereka
menggunakan khidmat penyumberan luar awan tanpa mengetahui sebarang maklumat
tentang lokasi sebenar data dan juga siapa yang mencapai dan menguruskan maklumat
tersebut. Ini akan meningkatkan risiko ancaman dalaman dan luaran selain kebocoran
dan penyalahgunaan data. Rangka Kerja Pengkomputeran Awan Dipercayai (TCCF)
direka bentuk untuk mengatasi kebimbangan SPT. TCCF mencadangkan penggunaan
Teknologi Pengkomputeran Kumpulan Dipercayai (TCG) termasuk Modul Platform
Dipercayai (TPM), Modul Platform Dipercayai Maya (VTPM), Pemacu Penyulitan
Diri (SEDs), Rangkaian Sambung Dipercayai (TNC) dan Perisian Timbunan
Dipercayai (TSS) untuk memulakan platform pengkomputeran awan yang dipercayai.
Di samping itu, prototaip Pengesahan Tandatangan Tunggal Pelbagai-Faktor pada
Kawalan Akses Berasaskan Peranan (MFA-SSO-RBAC) dibangunkan menggunakan
kawalan keselamatan yang ketat. Seterusnya, konteks tambalan untuk Perjanjian
Tahap Perkhidmatan (SLA) awan dicadangkan untuk menyokong rangka kerja dan
memastikan kebolehpercayaan perkhidmatan awan yang akan diterima pakai dalam
industri maklumat kritikal khususnya sektor penjagaan kesihatan. TCCF telah dinilai
dengan membangunkan prototaip, perbandingan komprehensif dengan kerja
sebelumnya, kepatuhan kepada standard dan kaji selidik daripada pakar-pakar
pengkomputeran awan, penjagaan kesihatan, dan keselamatan IT. Maklum balas
daripada pakar adalah memuaskan hati dan setuju secara purata 94% daripada
keseluruhan teknik keselamatan yang digunakan untuk memelihara tiga lapisan TCCF.
Penilaian tersebut membuktikan bahawa TCCF dapat membantu meningkatkan
keyakinan terhadap amalan terbaik dalam pengkomputeran awan untuk digunakan
dalam sektor penjagaan kesihatan.
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CHAPTER 1

INTRODUCTION

1.1 Overview

Cloud computing has emerged as a business IT solution that provides a new
way to manage and deliver automated computing services to consumers via the
Internet (Shawish and Salama, 2014). It has evolved from various technologies such
as Distributed, Grid, Utility computing and Service Oriented Architecture (SOA), by
combining pool of abstracted, dynamic scalable, managed computing IT resources
(Chen and Hoang, 2011). Cloud computing reduces capital expenditure and provides
availability of real time services on pay-per-use basis (Mahmood and Saeed, 2013).
Businesses including government, banking and healthcare require industry specific
cloud computing structure to fulfill their IT needs. Each industry has its own rules and
regulations. For example, healthcare sector is regulated by the Health Insurance
Portability and Accountability Act (HIPAA) and the Health Information Technology
for Economic and Clinical Health Act (HITECH) that are not encountered in standard
public cloud frameworks. Healthcare as one of the critical information industries
requires a trusted cloud computing solution which provides increased information
security, flexibility and accessibility (Smith, 2013). This conducted research focuses
on designing a Trusted Cloud Computing Framework (TCCF) to be adopted in critical
information industries mainly healthcare sector for improving its Quality of Services

(Qo0Ss), just-in-time, in a cost effective manner.



1.2 Problem Background

Despite the numerous benefits of cloud computing in terms of scalability,
resilience, adaptability, connectivity, virtualization and high performance, still there
are several Security, Privacy and Trust (SPT) concerns that made critical information
industries reluctant to deploy cloud computing for best business practices
(Thilakanathan et al., 2013; Hsing, 2012; Servos, 2012; Shini et al., 2012; Khatua et
al., 2011; Pearson and Benameur, 2010; Takabi et al., 2010). These SPT concerns
resulted from the loss of” consumers direct control on their confidential data and
computing resources when they outsource them to a remote third Cloud Service
Provider (CSP) who facilitates the IT infrastructure, applications and management as
services per demands. Since consumers’ data are at cloud storage, they do not know
who is managing or accessing their data and where their storage locations are, which
may cause a threat of data breach or misuse (Taeho et al., 2013; Ermakova and Fabian,
2013). Figure 1.1 demonstrates that data privacy and security are consumers’ top
concerns with 41% which necessitate a trusted cloud solution that overcomes these

concerns over deploying cloud computing.

Data Privagy and Security 41k

Access and Contral 5%

32%

Auditing and Compliance

Control of Data 265

il

Ceeurity Madals/Toolzats 108

Contractual/Legal Issuas 1644

|

Intarnal Issuas 11%

MNetwark Connection Security fal

Il

Geopraphical Coverage A%

|

Figure 1.1: Top Cloud Computing Concerns (ffoulkes, 2014)



1.3 Problem Statement

Consumers need to be assured that their privacy is preserved and their data are
secured besides complying with rules and regulations. The problem statement that

needs to be addressed is as follows

How to design a TCCF that maintains the security and privacy of consumers’
confidential data as well as complies with rules and regulations in order to be trusted

and deployed in critical information industries such as healthcare sector?

Designing a trusted cloud solution and solving the research problem statement

will be achieved by answering the following research questions:

I.  What are the current cloud computing security and privacy concerns that
prevent critical information industries from trusting and adopting cloud

computing?

ii.  How to design a cloud computing framework that can fulfill the security and
privacy concerns as well as assist in increasing the trust on cloud computing to

be adopted in critical information industries?

iii.  How to evaluate and ensure that the designed cloud computing framework will
assist in overcoming the security and privacy concerns as well as increases the

trust on cloud computing to be adopted critical information industries?

1.4  Research Aims and Objectives

According to Trusted Computing Group (TCG) (Donovan and Visnyak 2011),
“There is no comprehensive framework exists to describe the business/mission needs
and validate compliance of the entire solution set in compliance with open standards”.
The aim of this study is to design a TCCF that overcomes the SPT concerns to be

implemented in critical information industries specifically healthcare sector for best



business practices. In order to achieve the research aim, the following objectives

should be accomplished.

i.  To identify and critically analyze the current cloud computing security and
privacy concerns that prevent critical information industries from trusting and

adopting cloud computing.

ii.  To design a cloud computing framework that can fulfill the security and
privacy concerns as well as assist in increasing the trust on cloud computing to

be adopted in critical information industries.

ili.  To evaluate and ensure that the designed cloud computing framework will
assist in overcoming the security and privacy concerns as well as increases the

trust on cloud computing to be adopted critical information industries.

1.5  Scope of Research

The scope of this research focuses on designing TCCF for critical information
industries specifically healthcare sector as a case study. It proposes secures cloud
computing infrastructure based on TCG international standards technologies including
Trusted Platform Module (TPM), Trusted Software Stack (TSS), virtual Trusted
Platform Module (vTPM), Trusted Network Connect (TNC) and Self Encrypting
Drives (SEDs) to initiate a trusted cloud computing platform taking into consideration
HIPAA security and privacy rules and regulations as well as the National Institute of
Standards and Technology (NIST) Special Publication 800-144 Guidelines (Jansen
and Grance, 2011). Moreover, this study proposes a customized cloud Service level
Agreement (SLA) by including additional context to it regarding healthcare
requirements to support the framework and to make it more trustworthy. However,
due to resource and time limitations, TCCF was designed and only the authentication

part was implemented.



1.6

Significance of Research

This research contributes to software engineering, public and scientific fields

as well as to the body of knowledge as follows:

In software engineering field, this research contributes in understanding the
cloud computing critical industries requirements. The TCCF contributes in
overcoming the SPT concerns and providing trusted cloud services based on
secure by design hardware and software execution environment as per experts
expectations. Taking into consideration the trust aspects (security, privacy,
accountability, and availability) (Muppala et al., 2012). Furthermore, by using
cloud computing platform, software developers and programmers will be
provided with the latest IT tools as a service on-demand that will accelerate the
innovation of next generation smart devices, beside facilitating software
development and delivery which enables software engineering researchers to

study distributed multilateral software development (Jsterlie, 2009).

In public field, this research proposes a TCCF that overcomes the SPT
concerns to be deployed in critical information industries specifically
healthcare sector by providing secure cloud services on demand just-in-time in

a cost effective manner that will enhance the QoSs provided to public.

This research adds to science and technology fields as it is based on the usage
of the software engineering methodology in gathering user requirements,
designing, developing, implementing and testing the systems beside
documentation (Bourque and Fairley, 2014). Moreover, providing an agile
way of sharing the information in secure and trusted manner ubiquitously and
pervasively through the use of cloud computing. In addition, also to addressing
the challenge in designing a secure and trusted cloud computing framework for

critical information industries including healthcare sector.

This study adds to the body of knowledge through publications in journals and
conferences for global recognition. Also, the thesis documentation will assist

other researchers in both fields’ software engineering and IT.



1.7 Research Contributions

Cloud computing facilitates consumers, users and software engineers the use
of computing, storage and other resources over the network. It accelerates real time
communication in software development projects that are scattered across the globe in
cost effective manner (Munch, 2013). Cloud computing dynamic virtualized multi-
tenant nature has raised enormous challenges for software engineers to design and
develop trusted cloud applications, platforms, and infrastructures that provide secure
services to critical information industries focusing on healthcare sector. In the domain
of software engineering, a new term has emerged specifically to cloud computing
which is named Cloud Aided Software Engineering (CASE 2.0) that applies the
Software Development Life Cycle (SDLC) according to cloud specification’s starting
with requirements gathering and analysis until development and deployment phases
(Zingham and Saqib, 2013).

The Healthcare Trusted Cloud Computing Framework Multi Factor
Authentication Single Sign on Role Base Access Control (HTCCF-MFA-SSO-RBAC)
prototype is conducted based on the CASE 2.0. software engineering development
process Therefore, this research contributes in the field of software engineering by
providing a TCCF which secure the overall cloud infrastructure, data, communication
and access, bounded by a customized SLA and complies with standards. This research
has several contributions to overcome the SPT concerns in order to optimize the trust
of consumers to adopt cloud computing as follows:

Contribution 1: TCCF proposes security by design multi-layered, defense-in-depth

approach that covers all cloud layers in addition to access and data. It utilizes the latest
security standards and mechanisms for virtual, physical and application layers, as well
as TCCF considers robust security controls such as firewalls, anti-malware, anti-virus

and Intrusion Detection and Prevention Systems (IDPSs).



Contribution 2: TCCF proposes the integration of TCG technologies for enhanced

security, privacy and interoperability. TCG’s Trusted Computing Platform (TCP) will
be used to perform authentication, also to ensure confidentiality and integrity in cloud

computing environment.

Contribution 3: TCCF proposes an additional context to be added to SLA according

to healthcare requirements as a critical information industry which has its own

requirements, rules and regulations that need to be guaranteed in the SLA.

Contribution 4: TCCF proposes the compliance with HIPAA data security and

privacy rules and regulations.

Contribution 5: TCCF enforces data encryption in SLA at rest, while in the process

and in transmit with the latest efficient encryption mechanisms in order to provide
optimized level of data confidentiality besides complying with rules and regulations.
Furthermore, TCCF also includes data backup in SLA and in the design as a separate
phase for securing data availability and disaster recovery.

Contribution 6: TCCF proposes a robust password policy for usage and storage.

Contribution 7: TCCF offers a Multi-Factor Authentication Single Sign on Role Base

Access Control (MFA-SSO-RBAC) prototype for critical information industries
specifically healthcare sector that will secure the access against illegal and malicious
threats and complies with Healthcare Insurance Portability and Accountability Act
(HIPAA) for various types of users’ access based on their roles and organizations’

policy with least privileges.



1.8  Thesis Organization

This thesis focuses on maintaining SPT in the TCCF to be used in healthcare

sector. Complete research is organized into six chapters as follows:

Chapter 1 Introduction: This chapter explores the background of the problem which

is about consumers’ lack of trust in cloud computing. Research questions, aims, and
objectives were formulated as a guide for further studies in the following chapters in
order to design and evaluate TCCF. The scope of the research has been identified as
to conduct the research within the resources and time frame available. The rest of the
chapter discusses the significance and contributions of the study.

Chapter 2 Literature Review: This chapter discusses cloud computing definition

and concerns as well as the cloud current standards which the research will be based
on. It provides an overview literature review of the research topic in relation to the
existing cloud implementations in healthcare sector as a case study with more
justification on the problems related to these projects. In addition to discussing cloud
computing and TCG technologies that are going to be implemented in the research
framework, beside the identification of the cloud SLA current status, in order to
customize it regarding healthcare specifications. Moreover, HIPAA will also be

discussed for designing the framework compliance requirements.

Chapter 3 Research Methodology: This chapter discusses the research activities and

outcomes, research methodology guidelines, study population sampling methods, data

collection methods, research limitation as well as planning and schedule.

Chapter 4 Trusted Cloud Computing Framework Design: This chapter introduces

the components and designing stages of TCCF for critical information industries. The
multi-layered security by design TCCF integrates TCG technologies and other security
controls for overcoming the SPT concerns of cloud computing. Cloud Data Life Cycle

security is also discussed in this chapter.



Chapter 5 Development of the Multi-Factor Authentication SSO Role Based

Access Control Prototype: This chapter discusses the development process of the
TCCF evaluation MFA prototype based on the CASE 2.0 approach.

Chapter 6 Evaluation of Trusted Cloud Computing Framework: This chapter

introduces the evaluation methods of TCCF that include literature review comparison,
a questionnaire survey based on experts’ feedbacks, and the compliance with HIPAA
and CSA standards. The rest of the chapter presents a critical analysis of the survey

and other evaluation methods results.

Chapter 7 Conclusion and Future Work: This chapter summarizes the whole study

based on data analysis and interpretation. It discusses detailed research contributions,

limitations, and future work directions.

1.9 Summary

The increasing demands of industries for enhanced technology solutions
including healthcare sector as a case study for critical information industries, and the
increasing advent of advanced smart technologies with limited healthcare resources
raised the need to balance the limited healthcare resources and unlimited growth of the
healthcare needs. Cloud computing improves the delivery of healthcare services and
enables effective and efficient achievement of coordination of healthcare medication
services in agile cost effective way. In spite of cloud benefits, still there are some
issues related to security and privacy that acts as a barrier against trusting and
deploying cloud computing in healthcare sector for best business practices.
Throughout this chapter, critical discussion on problem background, research

questions, objectives, scope and significance have been conducted.
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