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ABSTRACT 

 

 

 

           Cloud Service Providers (CSPs) offer remotely located cloud storage services 

to business organizations which include cost-effective advantages.  From an 

industrial perspective, Amazon Simple Storage Service (S3) and Google Cloud 

Storage (GCS) are the leading cloud storage services.  These storages are secured 

using the latest data security approaches such as cryptography algorithms, data 

auditing processes, and strict access control policies.  However, organizations where 

confidentiality of information is a significant act, they are not assertive to adopt these 

services due to emerging data confidentiality and integrity concerns.  Malicious 

attackers have violated the cloud storages to steal, view, manipulate, and tamper 

clients’ data.  The researchers have attempted to overcome these shortcomings by 

designing and developing various security models. These solutions incorporate 

limitations and require enhancements as well as improvements before they can be 

widely accepted by CSPs to guarantee secure cloud storage services.  In order to 

solve the stated problem, this research developed an improved security solution 

namely Secure Cloud Storage Model (SCSM) which consists of Multi-factor 

authentication and authorization process using Role-Based Access Control (RBAC) 

with Complex Random Security Code Generator (CRSCG), Partial homomorphic 

cryptography using Rivest, Shamir and Adleman (RSA) algorithm, Trusted Third 

Party (TTP) services including Key Management (KM) approach and data auditing 

process, Implementation of 256-bit Secure Socket Layer (SSL), and Service Level 

Agreement (SLA).  SCSM was implemented using Java Enterprise Edition with 

glassfish server and deployed on a cloud computing infrastructure.  The model was 

evaluated using extended euclidean algorithm, system security analysis, key 

management recommendations, web-based testing tool, security scanner, and survey.  

The survey results presented that 83.33% of the respondents agreed for SCSM to be 

widely accepted by CSPs to offer secured cloud storage services.  The aggregate 

evaluation results proved that SCSM is successful in preserving data confidentiality 

and integrity at remotely located cloud storages.      

 

 

 

 

 

 



vi 

 

 

 

ABSTRAK 

 

 

 

           Penyedia perkhidmatan awan (CSP) menawarkan servis storan awan secara 

jauh yang memberi kelebihan kos yang efektif.  Mengikut perspektif industri, 

Amazon Simple Storage Service (S3) dan Google Cloud Storage (GCS) merupakan 

peneraju utama servis storan awan. Storan ini adalah selamat kerana mereka 

menggunakan pendekatan keselamatan data yang terkini seperti algoritma 

kriptografi, proses pengauditan data serta polisi kawalan capaian yang ketat.  Walau 

bagaimanapun, bagi organisasi yang mengutamakan kerahsiaan maklumat, mereka 

tidak tertarik untuk menggunakan servis tersebut kerana bimbang akan kerahsiaan 

dan integriti data.  Penyerang yang berniat jahat telah mencabuli storan awan dengan 

mencuri, melihat, memanipulasi dan mengganggu data pelanggan.  Para penyelidik 

telah mencuba menangani masalah-masalah ini dengan mereka bentuk dan 

membangunkan pelbagai model keselamatan. Penyelesaian yang telah dibangunkan 

ini masih mempunyai had tertentu dan memerlukan penambahbaikan sebelum ianya 

diterima secara meluas oleh CSP demi menjamin keselamatan servis tersebut. Untuk 

menyelesaikan masalah yang dinyatakan,  penyelidikan  ini telah membangunkan 

penyelesaian keselamatan yang telah ditambahbaik dan ianya dinamakan Secure 

Cloud Storage Model (SCSM). Model ini terdiri daripada pengesahan pelbagai-

faktor, proses kebenaran menggunakan  Role-Based Access Control (RBAC) dengan 

Complex Random Security Code Generator (CRSCG), kriptografi homomorphic 

separa menggunakan algoritma Rivest, Shamir and Adleman (RSA), servis-servis 

Trusted Third Party (TTP) iaitu pendekatan pengurusan kunci (KM) dan proses 

pengauditan data, perlaksanaan  Secure Socket Layer (SSL) 256-bit, dan Service 

Level Agreement (SLA). SCSM dibangunkan menggunakan Java Enterprise Edition 

dengan pelayan Glassfish dan dilaksanakan pada infrastruktur pengkomputeran 

awan. Model ini kemudiannya dinilai menggunakan algoritma Extended Euclidean, 

analisis keselamatan sistem, cadangan-cadangan pengurusan kunci, alatan ujian 

berasaskan sesawang, pengimbas keselamatan serta kajian. Hasil kajian 

menunjukkan 83.33% responden bersetuju SCSM boleh diterima secara meluas oleh 

CSP yang menawarkan servis storan awan yang selamat.  Keputusan penilaian 

membuktikan SCSM berjaya dalam memelihara kerahsiaan data dan integriti pada 

storan awan jarak jauh. 
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CHAPTER 1 

 

INTRODUCTION 

 

 

 

1.1     Overview 

 

 

           Cloud computing is an innovative method of delivering computing resources 

(Tripathi and Mishra, 2011).  It facilitates the clients to execute their enterprise 

applications and store data at third party owned servers.  The cloud offers various 

service delivery models such as Software as a Service (SaaS), Platform as a Service 

(PaaS) and Infrastructure as a Service (IaaS), which are acquired by the clients 

according to their requirements (Bouayad et al., 2012).  IaaS is further categorized in 

three major facilities which include compute, network, and storage.  

 

 

           This research mainly focuses on storage sub-offering of IaaS, which is 

provided to clients by well-known Cloud Service Providers (CSPs) such as Amazon, 

and Google (Ghosh and Ghosh, 2012).  This service facilitates the organizations to 

obtain dynamic, redundant and scalable, remotely located data storage services that 

can be easily scaled-up or down to avoid costly burdens of an under or over-utilized 

storage capacity (Jiang  et al., 2013).  Cloud storage services have been very useful 

for Small and Medium Businesses (SMBs) that lack capital budget to implement and 

maintain personalized storage infrastructure (Sun and Sha-sha, 2011; Deyan and 

Hong, 2012).   
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           However, nowadays cloud storage is becoming a business interest for all size 

organizations that are requiring resilient data availability, business continuity, and 

disaster recovery solutions.  For cloud storage clients, critical data are maintained 

and backed-up by the CSP at multiple geographically distributed locations (Zhang 

and Zhang, 2011).  

 

 

           The remainder of this chapter is organized in eight sections.  Section 1.2, 

describes the problem background.  Section 1.3, represents the problem statement. 

The objectives, scopes, significance, and contribution of research are described in 

Sections 1.4, 1.5, 1.6 and 1.7, respectively.  Section 1.8, illustrates and describes 

anatomy of the entire thesis.  Section 1.9, represents the summary of this chapter.    

 

 

 

 

1.2     Problem Background  

 

 

           The organizations that are required to follow well-defined data security 

standards such as the Health Insurance Portability and Accountability Act (HIPAA) 

and Payment Card Industry Data Security Standard (PCIDSS), do not trust the 

existing security techniques as well as policies offered by the CSPs (Hofmann and 

Woods, 2010; Bamiah et al., 2012; Shucheng et al., 2010).  Due to lack of control on 

their confidential data while it is stored at cloud storages, clients are concerned that 

malicious users might gain illegal access to their sensitive records (Taeho et al., 

2013).  

 

 

           This research focuses on solving two major issues which are emerging 

concerns for organizations dealing with confidential data not to adopt cloud storage 

services, these include data confidentiality and integrity breaches (Syam and 

Subramanian, 2011; Gansen et al., 2010).  The term data confidentiality refers to the 

concept that only authorized parties or systems have the ability to access protected 
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information.  The threat of data compromise increases in the cloud environment due 

to augmented number of parties, devices and applications involved, which leads to an 

increase in the amount of access points.   

 

 

           Data integrity means data can only be modified by the authorized parties.  The 

concept of data integrity refers to protection of data from unauthorized deletion, 

modification or fabrication (Zissis and Lekkas, 2012).  In order to further analyze the 

research problem, this research also conducted a survey from industry and academia 

based information security analysts, data auditors, cloud computing researchers, 

developers, architects and security specialists.  The detailed structure of the survey is 

described in Chapter 6.  The following question was mentioned in the survey to 

determine the validity and impact of the problem background of this research.    

 

 

           Question: Organizations dealing with confidential data are reluctant to use 

remotely located third party cloud storage services due to emerging data 

confidentiality and integrity concerns. 

 

 

           The response scale was based on three options, i.e. Agree, Neutral and 

Disagree. The survey response obtained for the research problem area, as shown in 

Table 1.1 and Figure 1.1, justifies the necessity of formulating a solution for the 

research problem, whereby 83.33% of respondents agreed that the organizations are 

reluctant to adopt cloud storage services due to emerging data confidentiality and 

integrity concerns. 
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Table 1.1: Analysis of Research Problem Area 

 

 

Answer Choices Response Rate Academia  Industry Total 

Agree 83.33% 14 11 25 

Neutral 16.67% 2 3 5 

Disagree 0% 0 0 0 

 

 

 

    Figure 1.1: Survey for Research Problem Area 
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           Past studies proved that confidentiality and integrity of data stored at cloud 

computing storage is breached by external or internal attacks (Ling et al., 2011).  

External attacks are issued by outside hackers who steal clients’ confidential records.  

These attacks may take place by wicked IT personnel from the competitors of CSP or 

the client.  The intention of these attacks is to damage the brand reputation of CSP or 

to violate the clients’ files.  In order to defend against these attacks, CSPs normally 

secure their physical and virtual infrastructure using various tools and techniques for 

protecting clients’ data and their systems.  However, existing solutions are not 

adequate enough to achieve the desired target (Rocha and Correia, 2011).  It is also 

identified that internal employees of CSP may become malicious as well (Catteddu 

and Hogben, 2009).  

 

 

           Internal attacks are placed by malicious insiders such as disgruntled 

employees of a CSP.  They intentionally exceed their privileged accesses in a 

negative manner to affect the data confidentiality and integrity (Duncan et al., 2012).  

In contrast to an external hacker, malicious insiders can attack the computing 

infrastructure with relatively easy manner and less knowledge of hacking, since they 

have a detailed description of the underlying infrastructure.  Without using a 

complete trustworthy solution for defending against insider attacks, malicious 

insiders can easily obtain the passwords, cryptographic keys, files and gain access to 

clients’ records (Rocha et al., 2011).  When clients’ data confidentiality has been 

breached, they would never have knowledge of the unauthorized access mostly due 

to lack of control over their data and lack of transparency in the CSP’s security 

practices as well as policies. 

 

 

           The breach of data confidentiality and integrity creates a barrier of trust 

among clients and CSPs.  Clients need to ensure that CSP will always provide the 

agreed level of service and security to protect their confidential data.  Trust is 

impacted when CSPs do not meet the negotiated agreements, for example, 

implementing insufficient security techniques, storing data at invalid locations which 

are not permitted by the legal law or not complying with the standards such as 

HIPAA or PCIDSS (Khan and Malluhi, 2010).  The trust issues are normally 
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mitigated by signing a legal Service Level Agreement (SLA) and granting adequate 

control to the clients on their confidential data (Xiaoyong and Junping, 2013).  

However, the existing SLAs are non-negotiable and fixed from the CSPs for every 

client which may be either an ordinary home user or a banking sector.  These SLAs 

are not able to accommodate specific requirements of the organizations who are 

seeking to leverage cloud storage services for storing confidential data (Asha, 2012). 

 

 

 

 

1.3     Problem Statement  

 

 

           As discussed in the problem background that cloud storages are vulnerable to 

external and internal attacks which have impacted the clients’ trust towards CSPs for 

shifting their confidential data at third party cloud storages.  Existing network 

security solutions are not able to overcome cloud storage data confidentiality and 

integrity violating threats (Nirmala et al., 2013).  Considering these issues, the 

problem statement of research is mentioned as follows: 

 

 

           How to develop a secure cloud storage model that preserves data 

confidentiality and integrity as well as ensures the delivery of trusted services to the 

clients by considering their data security policies? 

 

 

           Several research questions can be extracted from the problem statement, 

which are mentioned as follows: 

 

 

i. What are the existing security models that have been designed, developed 

or proposed by the industry and academia researchers to overcome data 

confidentiality and integrity concerns for using cloud storage services? 
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ii. What are the limitations of existing industry and academia implemented 

cloud storage models that raise confidentiality and integrity issues which 

prevent organizations dealing with sensitive data from adopting cloud 

storage services? 

 

 

iii. How to design a model that preserves data confidentiality and integrity at 

cloud storages as well as ensures the delivery of trusted services to the 

clients?  

 

 

iv. How to develop a model that enables the clients to store and process their 

data at cloud storages with consistent data integrity, confidentiality and 

trust?  

 

 

v. How to verify that the implemented cloud storage model is successful in 

preserving the confidentiality and integrity of sensitive data, and ensuring 

the delivery of trusted services to the clients?  

 

 

 

 

1.4     Research Objectives  

 

 

           The aim of this research is to develop a security model that overcomes the 

data confidentiality and integrity concerns for using cloud storage services as well as 

for ensuring the delivery of trusted services to the clients by considering their data 

security policies.  The targeted aim will be achieved by completing the following 

research objectives: 
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i. To investigate and obtain in-depth understanding of existing security 

models that have been proposed by the industry and academia researchers 

to overcome data confidentiality and integrity concerns for using cloud 

storage services. 

 

 

ii. To critically analyze as well as explain the limitations or gaps which have 

been identified in the existing industry and academia implemented secure 

cloud storage models. 

 

 

iii. To design an improved and enhanced secure cloud storage model which 

preserves data confidentiality and integrity, as well as ensures the delivery 

of trusted services to the clients by considering their data security 

policies.  

 

 

iv. To implement and deploy a web-based prototype on a cloud computing 

infrastructure which facilitates the clients to store and process their data at 

cloud storages with consistent data confidentiality, integrity and trust 

assurance.   

 

 

v. To evaluate the developed cloud storage model in order to ensure that it 

overcomes or mitigates the data confidentiality and integrity concerns, 

and gains the trust of organizations dealing with sensitive data to adopt 

cloud storage services.  
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1.5     Scope of Research  

 

 

           Cloud reference architecture consists of three service delivery (SaaS, PaaS, 

and IaaS) and four deployment models (Public, Private, Hybrid, and Community) 

(Mell and Grance, 2011).  Since cloud computing is a vast area of research, this 

study only focuses on IaaS.  Furthermore, IaaS providers offer compute, network and 

storage services to the clients.  This research considers security of a cloud storage 

that resides at data center of a CSP.  Security has several perspectives when it comes 

to research and development.  This research considers confidentiality and integrity 

parameters of security as the major problems to be solved.  This research assumed 

that breach of data confidentiality and integrity will impact the clients’ trust for using 

cloud storage services.  In order to achieve clients’ trust, data confidentiality and 

integrity must be protected, and CSP must always ensure the delivery of trusted 

cloud storage services to the clients.  Therefore, in this thesis, trust do not refers to 

the concept of trusted computing.   

 

 

           However, this research assumed that users may be required to use trusted 

platforms for using cloud storage services.  For example, Trusted Extension Device 

(TED) and Trusted Platform Module (TPM) can be used by the clients to protect 

their devices.  In a cloud computing environment, system performance is also 

considered as a significant factor, but SCSM was designed and developed mainly by 

considering the security requirements of the organizations dealing with highly 

confidential data.  We believe that the identified research problem was not possible 

to be solved just by providing encryption and data auditing approaches.  Therefore, 

our research scope focuses on providing a complete secure process that is comprised 

of a set of five components which include Multi-factor authentication and 

authorization process using Role-Based Access Control (RBAC) with Complex 

Random Security Code Generator (CRSCG), Partial homomorphic cryptography, 

Trusted Third Party (TTP) services including Key Management (KM) approach and 

data auditing process, implementation of 256-bit Secure Socket Layer (SSL) and 

SLA.  This research also focuses on the deployment of the research contribution 
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Secure Cloud Storage Model (SCSM) on a cloud computing infrastructure in order to 

obtain authentic evaluation results.   

 

 

 

 

1.6     Significance of Research  

 

 

           When objectives of the research are successfully accomplished, the 

development of SCSM can be considered as one of the valuable contributions in the 

field of cloud computing security, since it will overcome the existing data 

confidentiality and integrity concerns by providing trusted and secure cloud storage 

services to the clients.  Contribution of this research will be beneficial for both, client 

organizations and CSPs.  Clients will adopt cost-effective storage solutions in order 

to store their confidential data for high availability, accessibility, secure backup and 

recovery.  Alternatively, CSPs will adopt this solution to overcome the limitations of 

their existing cloud storage services and to gain clients’ trust.  This research expects 

that adoption of cloud storage service will rapidly increase with the successful 

implementation and deployment of SCSM at the industry level.  

 

 

 

 

1.7     Contribution of Research  

 

 

           The advent of cloud computing brought up enormous challenges for the 

software engineers to design as well as develop secure cloud applications, platforms, 

and infrastructures that deal with the storage of mission critical data.  In the domain 

of Software Engineering (SE), information security engineers apply security 

principles at each stage of the Software Development Life Cycle (SDLC) from 

requirements analysis until development and deployment phases.  They are also 

responsible to analyze and test the security of their developed cloud based solutions 
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(Zingham and Saqib, 2013).  This research adopted a SE approach by designing, 

developing, deploying and analyzing the requirements of secure cloud storages.  

Therefore, this research contributed in the field of SE by completing those 

requirements which actually fall under the responsibilities of information security 

engineers for developing secure cloud storage services.  The final contribution 

produced by this research as software will introduce a novel SE approach to develop 

complex confidentiality and integrity preserved cloud storage systems.   

 

 

 

 

1.8     Thesis Organization 

 

 

           This thesis explores an emerging area of cloud security research focusing on 

data confidentiality and integrity concerns for using cloud storage services.  The 

complete research is organized in seven chapters. Figure 1.2, shows the flow of 

thesis organization.  Chapter 1 represents the significance of this research mainly by 

clarifying the research problem area, scope, contributions and objectives.  An in-

depth analysis of existing literature is provided in Chapter 2, which covers cloud 

security techniques and models provided by various researchers to solve the existing 

cloud storage security problems.  Chapter 2 also covers the critical analysis on the 

limitations and strengths of industry and academia implemented contributions.       

Chapter 3 describes the entire research methodology used systematically for 

accomplishing each research objective.  Description and design of the SCSM are 

provided in Chapter 4.  Each component of SCSM is discussed with technical as well 

as theoretical details.  SCSM is designed using architecture, use-case and sequence 

diagram, in-addition to the construction of an effective SLA.  Chapter 5 describes the 

development details of SCSM implementation as a web-based prototype.  Entire 

system workflow is described using user interface snapshots.  System deployment 

details at the real cloud computing infrastructure are also described in Chapter 5.  

The evaluation process and results for the entire process as well as the each 

component of SCSM are described in Chapter 6.  The applications of SCSM, overall 
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research conclusion, limitations and future direction, are critically discussed and 

justified in Chapter 7. 

 

 

 

 

Figure 1.2: Thesis Organization 
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1.9     Summary  

 

 

           Cloud storage service is sub-category of IaaS which is provided to 

organizations for storing large amounts of data with unlimited capacity, broad 

accessibility, resilient availability, disaster recovery, and cost-effectiveness features.  

However, organizations dealing with confidential data are reluctant to adopt remotely 

located cloud storage services due to emerging data confidentiality and integrity 

concerns which have created a barrier of trust among the CSPs and clients.  In order 

to overcome the mentioned problem, this research aims to provide an improved as 

well as enhanced solution for designing as well as developing confidentiality and 

integrity preserved secure model to use cloud storage services by accomplishing the 

research objectives.  The successful implementation as well as deployment of SCSM 

at the industry level will assist CSPs to adopt this solution for offering secure and 

trusted cloud storage services to the business organizations.   
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