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ABSTRACT

Duplicated region detection is one of the most common blind image forgery
detection techniques to detect evidence of tampering and this is done by scrutinizing
clues in a copy-paste image forgery. Two main issues for detecting copy-paste image
forgery are robust feature extraction and computational complexity. The major and
specific challenges are to improve robustness especially against rotation for small
size duplicated regions and improve time complexity of block similarity detection
due to blindly matching in current methods. In this study, a copy-paste image forgery
detection model is enhanced by including two proposed algorithms. The algorithms
are Spiral Unique Sequence feature (SUS) based on Archimedean spiral to address
the robustness issue and Coarse-To-Fine (CTF) block-matching algorithm based on
sequential straightforward block clustering technique to resolve the time complexity
issue. For evaluating the performance of SUS and CTF, MICC-F220 dataset from
University of Florence and FC2010 dataset from Universiti Teknologi Malaysia were
used. To measure the robustness of SUS, two sizes of blocks including 16 X 16
pixels and 8 X 8 pixels were analysed and the results were compared with Zernike
moment’s robustness. For the first blocksize, the robustness improvement of SUS
against noise and compression were 9.6% and 1.7% respectively but, was -2.9%
against rotation. However, for the second blocksize, the robustness of SUS against
noise, compression, and rotation were improved by 21.3%, 18.9%, 30.8%
respectively. Next, the performance of CTF computational time was analysed in
different cases of the number of clusters and compared with Lexicographical-sorting
method. When the number of clusters exceeded a specific threshold, the
computational time of CTF matching was significantly reduced. In conclusion, the
experimental results and mathematical analysis demonstrated that SUS feature with
coarse-to-fine block matching algorithm have made considerable improvements in
terms of robustness and time complexity thus contributing to the area of duplicated

region detection in forensic science.
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ABSTRAK

Pengesanan rantau penduaan merupakan salah satu teknik pengesanan
pemalsuan imej buta yang biasa digunakan untuk menemukan bukti gangguan
melalui penelitian petunjuk pemalsuan dalam imej salin-tampal. Dua isu utama
dalam bidang penyelidikan pengesanan pemalsuan salin-tampal ialah fungsi
pengekstrakan ciri yang mantap dan pengiraan kerumitan. Cabaran paling utama
adalah untuk meningkatkan keteguhan terhadap putaran kawasan penduaan bersaiz
kecil dan menambah baik kerumitan masa dalam mengesan kesamaan blok
disebabkan oleh pemadanan buta dalam kaedah semasa. Dalam kajian ini satu model
pengesanan pemalsuan imej salin-tampal telah dipertingkatkan dengan memasukkan
dua algoritma cadangan. Algoritma tersebut ialah Spiral Unique Sequence (SUS)
berasaskan lingkaran Archimedean bagi menangani isu keteguhan dan algoritma blok
padanan Coarse-To-Fine (CTF) berasaskan teknik urutan mudah blok kelompok bagi
menyelesaikan isu kerumitan masa. Prestasi SUS dan CTF telah dinilai
menggunakan set data MICC-F220 daripada University of Florence dan set data
FC2010 daripada Universiti Teknologi Malaysia. Untuk mengukur keteguhan SUS
dua saiz blok, iaitu 16 X 16 dan 8 X 8 telah dianalisis dan keputusannya telah
dibandingkan dengan keteguhan Zernike moments. Bagi saiz blok 16 X 16
peningkatan keteguhan SUS terhadap kebisingan dan mampatan adalah 9.6%, dan
1.7% tetapi terhadap putaran adalah -2.9%. Walau bagaimanapun keteguhan SUS
berbanding dengan kebisingan, mampatan dan putaran telah dipertingkatkan dengan
lebih baik bagi saiz blok 8 X 8, iaitu 21.3%, 18.9% dan 30.8%. Seterusnya, penilaian
prestasi kerumitan masa CTF telah dianalisis menggunakan kes-kes bilangan
kelompok yang berbeza dan dibandingkan dengan teknik Lexicographical-sorting.
Apabila bilangan kelompok melebihi nilai ambang tertentu kerumitan masa CTF
padanan telah dikurangkan dengan ketara. Kesimpulannya, keputusan uji kaji dan
analisis matematik menunjukkan bahawa ciri SUS dengan blok algoritma CTF
sepadan telah menghasilkan peningkatan yang ketara dari segi keteguhan dan

kerumitan masa kepada bidang pengesanan rantau penduaan dalam sains forensik.
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CHAPTER 1

INTRODUCTION

1.1 Overview

Multimedia forensics has become important in the last few years in the
forensic science. This area includes audio forensic, video forensic and digital image
forensic. Digital image forensics is a form of image analysis, which deals with the
problem of certifying the authenticity of a picture, or its origin. It can be roughly
subdivided into two categories: Image source identification, which aims to identify
which device was used to capture an image (different models of scanner, digital
camera, etc.) and Image tampering detection, to discover if an image has been
intentionally modified by human intervention (Ardizzone and Mazzola, 2009).
Existing digital image technologies provide very easy-to-use software and tools for
editing digital images. Unfortunately, by these tools, an expert forger can fake the
image invisible to the naked eye without leaving any visual tampering clues. This

can, and does, reduce the reliability of the digital image.

Digital forgeries affect the social and legal systems, forensic investigations,
intelligence services as well as security and surveillance systems. Digital image
forgery detection systems are designed to discover evidence of tampering by
scrutinizing the forgery's clues on the image. There are several proposed methods to
explore faked image (Mahdian, 2010; Li, 2012; Chen, Lu et al., 2013). Generally,
image forgery detection could be divided in two categories: active and passive
(blind). The performance of active methods simply can be done by data hiding
approach via watermarking and digital signature approach. Another approach is the

passive, which analyses forged images, to detect the traces of tampering without any



former information about the image. To detect the traces of tampering, blind
methods use the image function. In fact, the forgeries can bring into the image
specific detectable changes (e.g., statistical changes). The forgery can be detected by
classifying the textures of images using statistical measures and find discrepancy in
those statistics between different portions of the image. At this point, however, it
appears that such approaches will produce a large number of missed detections as

well as false positives.

In the past decade, for the passive (blind) approach, several image forgery
detection techniques have been proposed. The publications on passive image forgery
detection fall into following categories: Duplicated Region Detection (DRD)
(Fridrich, 2003; Popescu and Farid, 2004; Mahdian and Saic, 2007; Ryu, Lee et al.,
2010; Cao, Gao et al., 2012; Chen, Lu et al., 2013), Traces of the re-sampling
detection (Popescu and Farid, 2003), Color filter array processing (Popescu and
Farid, 2005), DCT coefficient analysis (Lin, He ef al., 2009), Noise inconsistencies
detection (Lukas, Fridrich et al., 2006; Mahdian, 2009), and Light inconsistency
(Johnson and Farid, 2007). Duplicated region detection is one of the most common
blind image forgery detection techniques, which identify copy-paste forgery. The
basic model of DRD system includes the following steps: Overlapping blocks,

feature extraction, matching step and forgery decision (Fridrich, 2003).

Copy-paste forgery is one of the most popular ways to change the image
information semantics by cloning a portion or portions of an image into another place
within the same image. This leads to changes in the semantic of image in two cases:
concealing an object within the image and duplicating specific objects. This type of
forgery brings into the image several near-duplicated image regions. It is important
to note that duplicated regions mostly are not exactly alike, because the forger
usually modifies the copied regions by some operations such as JPEG compression,

adding noise, and rotation.

Based on the basic model proposed by Fridrich (Fridrich, 2003), each

overlapping block is a square with bxb pixels. The square slide along the image



from the upper left corner to the lower right corner based on the value of sliding
window. In the feature extraction step, feature vector of each block is extracted as a
row of two-dimensional array BlockArray. If the image suppose to be M X N and
the each block includes b X b pixels, the number of overlapping blocks is called with
a and it is calculated by a =(M —-b+ 1) X (N—b+1). The next main
component of this model in duplication region detection area is block-matching. In
this step, the system should compare each of the blocks in the matrix BlockArray
with others. The goal of this step can be finding the same blocks (probability forgery
blocks) in the image. After running the matching step, it can be seen that there are a
lot of same blocks in the image. It can make difficult to determine which ones are
the real duplicated regions. The number of same block depends on the rate of
accuracy in the block feature extraction method. Low false positive match result in
this step may be reachable with a high accurate feature. However, it is clear that
high accurate features will have high feature vector dimension and will increase the

computational time.

1.2 Background of the Problem

One of the significant branches in the image forensic science is image forgery
detection. Scope of this study is limited to the duplicated region detection as one of
the approaches in image forgery detection area. This method can explore the copy-
paste image forgeries. In this section, the issues and the problems of DRD systems
are briefly presented. For categorizing the issues in copy-paste image forgery
detection area, a scenario framework leading to the problems are introduced. The
issues in the duplicated region detection can be classified into two main branches

namely robustness and computational time.

The first issue is difficulty in finding a robust block feature against under-
modification operations. This difficulty is due to changing the texture of the image
after rotation, noising, compression, scaling, and blurring. Another reason leading to

the first problem is difficulty for detecting the small size forgery. In fact, for



detecting the small size forgery, the block size should be small. There are two
approaches for the feature extraction in copy-paste image forgery detection as

described following.

The first approach is block-based methods in which the image is divided to
several overlapping blocks. The feature extractions in this group fall into four
categories. These categories and related publications are listed as follow: moment-
based feature extraction (Mahdian and Saic, 2007; Ryu, Lee et al, 2010),
dimensionality reduction-based methods (Popescu and Farid, 2004; Kang and Wei,
2008; Bashar, Noda et al., 2010), intensity-based feature extraction (Luo, 2006; Lin,
Wang et al., 2009; Wang, Liu ef al., 2009; Bravo-Solorio and Nandi, 2011), and
frequency domain-based features (Fridrich, 2003; Bayram, 2009; Huang, Lu et al.,
2011; Cao, Gao et al., 2012). The second approach is keypoint-based method in
which the feature extraction step should compute the features only on image regions
with high entropy, without any image subdivision (Ledwich and Williams, 2004;
Huang, Guo et al., 2008; Li, Zhang et al., 2009; Amerini, Ballan et al., 2010; Bo,
Junwen et al., 2010; Pan and Siwei, 2010; Amerini, Ballan et al., 2011; Shivakumar
and Baboo, 2011).

The metrics for the robustness evaluation of DRD system include robustness
against noise, jpeg compression, blurring, rotation, and scaling. However, the
important measure is the size of the block that affect on the robustness against these
metrics. For example, blur moment proposed in (Mahdian and Saic, 2007) only work
with the blocksize more than 24 X 24. Most of the above methods do not work
accurately with blocksize 8 X 8. In the most of proposed feature extraction methods
in DRD area including DCT (Fridrich, 2003; Huang, Lu et al., 2011; Cao, Gao et al.,
2012), PCA (Popescu and Farid, 2004), FMT (Bayram, 2009), Blur moments
(Mahdian and Saic, 2007), Zernike moment (Ryu, Lee ef al., 2010), SIFT (Huang,
Guo et al., 2008; Pan and Siwei, 2010)), when the block size became smaller than
specific threshold, the rate of false positives is increased (Popescu and Farid, 2004;
Mahdian and Saic, 2007; Pan and Siwei, 2010). False positive is the wrong positive

decision and the false negative is the wrong negative decision.



The second concerning issue is how to improve the high computational time
(Zhang, 2008; Mahdian, 2010; Christlein, Riess et al., 2012) and finding an effective
way to match all huge numbers of overlapping blocks with a reasonable time
complexity. The important reasons leading to high computational time include the
huge number of overlapping blocks, blindly block matching algorithm, and large
feature vector dimension. Sometimes also matching the blocks (or other shapes) of
pixels would become infeasible with increasing size of the image. For example in
(Mahdian and Saic, 2007), the system needs at least 40 minutes to detect the
forgeries on 640x480 pixels image. In fact, computational time in duplicated region
detection depends on the following metrics: image size, block size, number of
blocks, feature vector dimension, method of feature extraction, and method of block

matching.

The proposed approaches to improve the time complexity are categorized into
three categories namely decreasing number of instances (blocks) (Huang, Guo et al.,
2008; Pan and Siwei, 2010), reducing feature vector dimension (Popescu and Farid,
2004; Kang and Wei, 2008; Bashar, Noda et al/., 2010), and improving block
matching algorithm (Fridrich, 2003; Mahdian and Saic, 2007; Bayram, 2009; Lin,
Wang et al., 2009; Zhang, Guo et al., 2010). In duplicated region detection, the most
time consuming step is to find similar blocks in the matching step. Most of the
previous works (Fridrich, 2003; Popescu and Farid, 2004; Luo, 2006; Ju, Zhou et al.,
2007; Li, Wu et al., 2007; Myrna, Venkateshmurthy ez al., 2007; Zhang, Feng et al.,
2008; Bashar, Noda et al., 2010; Bravo-Solorio and Nandi, 2011; Huang, Lu et al.,
2011; Michael Zimba, 2011; Cao, Gao et al., 2012) applied Lexicographical-based
model with time complexity T'(a, p)eO(pa log, @). This complexity is a function of
feature vector dimension p and the number of blocks a. This function shows that the
Lexicographical sorting is high computational complex. This is due to the blind
similarity searching. This non-intelligent method performs several extra block-
matching operations. The proposed methods have attempted to improve the
computational time. However, the method of block matching needs yet more

intelligence to make more improvement on performance in term of time complexity.



It is clear that improving the robustness needs a high accurate feature.
However, high accurate feature extraction leads to increase the computational time of
the system. The main reasons to this increscent consist of two things. The first one is
extracting the robust feature is high computational complex. The second reason is
that the robust feature should have high feature vector dimension. However, a high
feature vector dimension extremely increases the time required in the block-matching
step. Therefore, based on these two issues in duplicated region detection namely
robustness and time complexity, the research questions, purpose, objectives and

scope of the study are stated in the following sections.

1.3 Statement of the Problem

As mentioned in the problem background section, there are two fundamental
and concerning issues in image forgery detection area namely extracting a
discriminate robust block feature and improving computational complexity. The
major specific challenge in robustness issue is to improve the robustness against
geometrical transformation for small size blocks (Ryu, Lee et al., 2010). The main
idea to solve the former problem is to apply an adapted Archimedean spiral sequence
(Lockwood, 1967). In addition, another specific challenge in time complexity issue is
to improve computational time of block matching step, because of blindly block
matching in similarity detection of DRD. In this study, the main idea to solve the
later problem is to grant some intelligence to the block-matching step. The suggested
method is Coarse-To-Fine approach using sequential block clustering to reduce the
number of match operations. This method localizes the search space in block
similarity detection. Based on mentioned issues and two primary ideas to solve the

problems, the main research question is stated as follow:

“How to design a fast and accurate copy-paste image forgery detection model

using Archimedean spiral and coarse-to-fine approach?”



In order to answer the main question of the research, additional research

questions are required to be answered as the following:

ii.

1il.

1v.

V1.

How to adapt Archimedean spiral to be used as a robust feature
extraction method in duplicated region detection?

How to adapt a CTF-based block-matching algorithm in duplicated
region detection?

How to determine the time complexity function of CTF-based
duplicated region detection?

How to design an enhanced model for copy-paste image forgery
detection?

How to implement the proposed enhanced model?

What are the metrics in duplicated region detection to evaluate the

accuracy and computational time?

1.4 Purpose of the Study

The aim of this study is to propose an enhanced copy-paste image forgery

detection model for improving accuracy and computational time.

1.5 Objectives of the Study

Based on the research questions, the following objectives are defined in this

research:

ii.

To propose a block feature extraction method based on a spatial
domain feature to improve accuracy of the forgery detection.
To propose a block-matching algorithm based on coarse-to-fine

approach to improve the computational time.



iii.  To propose an enhanced image forgery detection model by integrating
proposed block feature extraction method and block matching

algorithm.

1.6 Scope of the Study

The scopes of this study can be enumerated as follow:

i.  Type of the forgery: Copy-paste image forgery or duplicated regions
in the image.

ii.  Image format: The default image format is JPG (RGB color image
and gray scale).

iii.  Image datasets: Images from MICC-F220 dataset, created at Media
Integration and Communication Center in University of Florence, and
FC2010 datasets created at Faculty of Computing in Universiti
Teknologi Malaysia.

1.7 Significance of the Study

As digital crimes are increasing, the need for digital forensics also is
increased. Nowadays, there is a wide-spread availability of multi-media data in the
digital form. Hence, multimedia information systems are increasingly used in some
areas such as: forensic investigation, criminal investigation, insurance, surveillance
systems, intelligence services, and journalism. Digital forensics is utilized to
conduct investigations into digital crimes or incidents. An image as an important and
common digital multimedia is not safe with current advance technology. Image can
be easily changed (forged) with today’s editing software without leaving any obvious

clue or traces. As a result, the output of this study can be applied to improve



robustness and complexity of detection in modern and intelligent image forensic

tools.

1.8 Contributions

The main contribution of this study is to propose an enhanced duplicated

region detection model. This contribution consists three main parts as follow:

i.  Proposing a discriminative robust feature extraction method namely
SUS (Spiral Unique Sequence). The deliverable for this contribution
is a robust feature extraction method based on Archimedean spiral.

ii.  Proposing a CTF-based image block-matching algorithm for
duplicated region detection. The deliverable for this contribution is a
time-efficient block-matching algorithm based on sequential
straightforward block clustering.

iii.  Proposing an enhanced duplicated region detection model for copy-
paste image forgery detection. The deliverable for this contribution is
an integration of CTF-based block matching and SUS feature

extraction in form of a model.

1.9 Organization of the Thesis

This chapter has presented the motivation of the research by reviewing the
background of the study, as well as an outline of the purpose and objectives of the
research. In addition, the potential contribution of this research has also been
highlighted. This thesis is organized into seven main chapters. In the second
chapter, the literature survey as initial survey in image forgery detection area is
presented. In the last sections of Chapter 2, the categorization of the existing

researches in the area of duplicated region detection based on two challenges were



10

presented. In the Chapter 3, the research framework of the study including three main
phases namely SUS feature extraction, coarse-toe-fine block matching, enhance
model was proposed. In the Chapter 4, the proposed block feature extraction namely
spiral unique sequence (SUS) was presented. The Chapter 5 proposed a coarse-to-
fine block-matching algorithm. Chapter 6 will presented integration of two proposed
methods, which mentioned in Chapter 4 and Chapter 5, in form of a new duplicated
region detection model. Chapter 7 concludes the findings of this research,

contributions, and future works.
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