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ABSTRACT

Among all the computer security breaches, viruses are the most frequent and
destructive. Current anti- virus solutions focus too much on virus recognition
techniques, causing new viruses to escape detection. Thus, this work proposes an
anti-virus scheme that simply defends the data in the computer regardless of the type
and name of virus. The scheme comprises two layers of protection, where the first
layer implements digital signature technique while the second layer implements
anomaly detection technique. In the scheme, newly downloaded files that have been
digitally signed using SHA-1 and RSA algorithms are verified at the first layer. Here
the source and integrity of the files are determined and the executables with authentic
and genuine signatures are accepted and logged into a watch list. At the second layer,
the behaviour of the new executables; the ones in the watch list, are monitored
closely at the lowest level for any anomalies. These anomalies are either blocked or
ignored depending on the configurations set by user. One of the main ideas of the
proposed scheme is to focus on new executables alone, as viruses originate only from
newly downloaded files, either from email attachments, shared files and folders or
new software installation. To realize the proposed scheme a prototype has been
developed for Microsoft Windows 98. Meanwhile, to verify the functionality of the
prototype, a test program that simulates most of the virus behaviour is also devised.
Test results have proven that the proposed scheme can offer users the desired

protection against all kinds of malicious programs.
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CHAPTER1

INTRODUCTION

1.1 Background

It has been more than 20 years since the emergence of the risks posed by
viruses. The growth of malicious programs, generally known as viruses, has steadily
increased from annoyance to a major security threat to all communities of Internet
users and businesses. We cannot stop virus writers from creating viruses and neither
can we fully avoid viruses unless we provide absolute isolation, which is not an

option in this connected world.

The first computer virus problem was described in 1984 [1], by Dr Frederick
Cohen, a renowned man in the virus field. Until today there is still no standard
definition of a computer virus, despite many attempts to give one, as virtually all the
features of a virus may be found in other non-viral programs, or there exist some
viruses which are free from those features (except from their spreading capabilities).

Dr Frederick Cohen defined viruses as follows:

"A computer virus is a program that can infect other programs by modifying them to

include a possibly evolved version of itself”

However, in the context of this work, viruses are defined as any code or
program that displays any undesired behaviour, including propagating. There are

currently more than 60 thousand' viruses in wild. Appendix A describes in brief the

! The figure is obtained from reliable anti virus vendors web pages; i.e. Trend and Symantec



major types of malicious codes, which are classified according to their method of

infection and technology used.

The worst cases of computer disasters are usually caused by viruses. The
recent I Love You virus incident, for instance, which according to ICSA
(International Computer Security Association) is, by far, the most expensive,
pervasive and damaging virus in history has caused a loss of more than one billion
dollars. According to ICSA Labs 7™ annual Virus Prevalence survey (ICSA Labs,
2001), there have been nearly 1.2 million incidents involving destructive computer
code on approximately 6666,327 machines during the 20 months from January 2000
through August 2001, and it is learnt that computer virus attacks have increased
despite all the extra money companies have invested in protection tools [2].
According to a different survey by CSI (Computer Security Institute) and the FBI
(Federal Bureau of Investigations) [3], despite that 90% of the surveyed companies

used anti virus software, 85% were still hit by viruses and worms.

Viruses present four types of information security compromises; namely
disclosure, unavailability, loss of integrity and repudiation of origin, which can
eventually bring negative impacts to companies or individuals, such as loss of
competitive advantage, operational disruption, denial of service, lower customer
perception, legal transgression and direct financial loss [4], without taking into
account emotional breakdowns and frustrations. The details on these threats can be
found in Appendix A. Also included in the appendix is a list of ten most common

viruses today.

The main reason for the widespread of viruses is the Internet. Any node in
the world connected to the Internet is inevitably susceptible to virus attacks. Email
applications, especially, have become the number one entry point for viruses, either
through file attachments or by exploiting the bugs in the applications themselves.
Today, it is known that statistically 1 in every 1500 emails will, on average, contain a
virus [5]. Another entry point quite exploited by viruses is the web browser, which if
not configured correctly will allow execution of harmful Java Applets and Active-X
applications. Other Internet applications that contributes to the spreading of viruses

are chat programs (e.g. MIRC) and Bulletin Board Software. With the Internet



applications seeing advancement in the future, more holes and entry points are

foreseen.

1.2 Problem Statements

Numerous types of anti virus tools are available in the market from software
scanners through behaviour blockersz, CRC checkers, heuristic scanners and data
recovering hardware. The most vastly used protection tool is the software scanner
because of its capability to recognize and remove known viruses. One of its major
drawbacks often highlighted is its inability to detect new viruses as they contain new
signatures that are not in the scanners’ database. By the time their signatures are
extracted and distributed, the new viruses would have already propagated widely and
accomplished their intended damage. In spite of this, users still prefer scanners to
other virus protection tools, as they get comfort knowing the name and type of virus
detected in their computers. Another problem with virus scanners is the increasing
size of its signature database. As the number of viruses increases exponentially every

year, it would be infeasible to store all the signatures in its database.

Most of the other protection tools available are very inconvenient as they
generate a lot of false positives; where non-viral behaviour or programs recognized
as malicious. Additionally, anti virus vendors tend to make their products as user-
friendly as possible for the purpose of commercialization, despite the common
tradeoff that stands between user-friendliness and user-configurability; i.e. as the
more user-friendly a product is, the less configurable it would be, resulting in the

user not being able to tune the product to the exact desired protection level.

Furthermore, new viruses with new techniques emerge almost every month
rendering them elusive to current anti virus tools. Even though scanners are able to
recognize and remove viruses they are totally ineffectual when it comes to new
viruses, which cause the virus incidents. No matter what new algorithm is devised to

fight viruses, virus writers will always surface with new counter algorithms; hence it

2 Anomaly detection technique is similar to behaviour blocking



would be more appropriate now for anti virus developers to try to protect the data

instead of identifying and removing the viruses

1.3 Research Objectives

Motivated by the problems stated above, this research work proposes an anti-
virus scheme that incorporates two layers of protection to protect the data regardless
of the origin of the attack (viral or non-viral). Two common data security techniques
are used here; where the first layer employs digital signature technique to
authenticate incoming executables meanwhile the second layer uses anomaly
detection technique to block malicious behaviour by the new executables in the

system.

The main objective of this research project is to devise a virus protection
scheme that can protect data from all kinds of malicious programs; known or
unknown. The protection scheme, which is intended to act as a supplementary or a
replacement to signature scanners that miss new viruses, is developed based on the

following specifications:-

i.  The protection scheme comprises two layers of protection, where the first
layer delimits the number of potential viruses by blocking downloading of
executables that are not authentic; while the second layer blocks any
malicious attempts by the newly downloaded executables towards the file

system and the registry.

ii.  The first layer of the scheme utilizes digital signature technique to

authenticate the origin and integrity of downloaded executables.

iii. ~ The second layer employs anomaly detection technique to monitor all file and

registry requests made by newly executables to block any malicious attempts

towards the file system and the registry.



iv.  In order to diminish the high number of false positives that are usually
produced by products using anomaly detection techniques, the second layer

focuses on newly downloaded executables alone.

v.  The proposed scheme can stop all viruses that have direct impact towards the
file system and the registry. Nonetheless, the proposed idea of protection here
is rather general, where the anomaly detection technique can be applied to

prevent all types of viruses.

vi.  To validate the viability of the proposed methods, a fully functional prototype
is devised for a specific platform. Meanwhile, to test the functionality of the

prototype a virus behaviour simulator is developed.

14 Scope of Research

The end result of this research project is a software prototype anti-virus

scheme, which is designed according to the following specifications:-

1. The proposed anti virus scheme should stop new viruses from causing any
harm to the file system or the registry. The proposed method cannot
recognize or remove previously known or unknown viruses. With the anti
virus active, the data in the computer system will stay unharmed, regardless
of the existence of viruses in the computer. No scanning technique has been

employed, thus no signature updating is required.

2. The prototype for the proposed scheme is designed for personal computers
running on Windows 98™ and compatible operating systems. Operating
systems like Windows NT™, Windows 2000™ and UNIX™ cannot support

the system as they have dissimilar underlying file architectures.

3. The digital signature scheme applied here is the RSA (with SHA-1 hashing

algorithm) standard, thus any signatures produced using any other schemes



1.5

cannot be verified by the system. The public key management problem for
public key cryptography is not part of the scope of this work, thus will not be

elucidated

Contributions of Research

The proposed idea of integrating both digital signature and anomaly

detection techniques is the main contribution of this research. The closest work found

to be similar to the proposed idea was introduced in Lotus Notes [6] where, basically,

access controls to its databases are set according to the digital signatures; i.e. trusted

person gets higher privilege of access and so on.

Furthermore, unlike other anti viruses, the proposed system emphasizes on

configurability in both the protection layers where a user can tune the system to their

desired protection level. Other contributions are listed below:-

1. An original approach to monitor and filter malicious behaviours has been

implemented in the anomaly detection layer of the proposed scheme. Anti-
virus vendors would not disclose the approaches they use and detailed
information is hardly available in the World Wide Web and in published

materials.

. A virus behaviour analysis has been performed on a number of 90 current and

old viruses (up to date till the end of this research). From this study, virus
behaviours have been extracted and classified into general groups; as can be
found later in this documentation. No official documents or publications that
give such study have been found. The list of the 90 sampled viruses can be

found in Appendix B.

. A fully functional prototype has been developed for personal computers

running Windows 98™ and other compatible operating systems. To test the



prototype a virus behaviour simulator program is also created

4. The high number of false positives usually produced by anti-virus programs
with anomaly detection techniques is reduced hugely, as only new
executables are monitored for malicious bshavig_urs. However, the level of
reduction cannot be quantified as it depends on the number of executables

resident in the computer and the number of newly downloaded executables.

5. The basic idea of initially filtering out potential viruses through authenticity
before filtering the behaviours of the accepted executables is rather general

and can be applied to all operating systems.

1.6 Thesis Qutline

This thesis is organized in 7 chapters. The first chapter is the introductory
chapter that puts in the picture the motivation, scope and objectives of this work.

Also included is the outline of the thesis itself.

Chapter II summarizes the literature that has been reviewed throughout the
research work, which include the issues on viruses and anti viruses, current related

works and commercial products pertinent to the one proposed here.

The next chapter; Chapter III, discusses generally about the method, concepts
and algorithms that are used to realize the proposed scheme. These include the digital
signature algorithms and the anomaly detection techniques implemented in each of
the layers. The tools that are used to accommodate implementation are also revealed

in this chapter.

Chapter IV serves to give an overview of the proposed system, by giving the
basic approach used to protect the data from viruses, the pictorial view and a general
view of what the protection system offers. The results of the virus study are revealed

here.



Chapter V is about the implementation of the proposed system. This chapter
explains how each task and the functional modules of each of the layer in the system
are implemented. Many flow charts and pseudo codes have been provided to give a

better understanding of the implementation.

The end result of this work is a fully functional software prototype. The user
interfacing, testing and benchmarking of the developed prototype is delineated in
Chapter VI. In this chapter, the prototype is compared with some other commercial
products in terms of some standard performance evaluation tests; disk access speed,

memory usage and CPU usage.

The final chapter summarizes the research findings, the capabilities and the
limitations of the proposed scheme and gives some recommendations for the future
expansion of the work. This chapter precedes the list of references used throughout

this work.

There are 7 appendices given at the end of this thesis. Appendix A describes
the major types of malicious codes and lists the 10 most common viruses today.
Appendix B lists the 90 viruses that have been used to extract virus behaviours
through the virus behaviours study. Meanwhile, Appendix C gives the details of the
IOREQ structure; a structure that contains the necessary parameters for a file request.
The results of the virus behaviours study are revealed in Appendices D and E; where
Appendix D delineates the specific targets of viruses meanwhile Appendix E lists the
specific virus behaviours. In Appendix F, a skeleton code for a dynamically loaded
VxD is given. This is to aid the understanding of VxDs; which are used to implement
the anomaly detection layer of the proposed scheme. Finally, the source codes for the

software prototype devised for the proposed scheme are given in Appendix G.
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