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ABSTRACT

The emergence of cloud computing paradigm offers attractive and innovative
computing services. Cloud providers deliver various types of computing services to
customers according to a pay-per-use economic model. However, this technology
introduces a new concern for enterprises and businesses regarding their privacy and
security. Security as a Service is a new cloud service model for the security enhancement of
a cloud environment. This is a way of centralizing security solutions under the control of
professional security specialists. Authentication and authorization services are parts of
cloud security services. This study focused on Authentication and authorization solutions
for cloud environments. More specifically, architecture of a cloud security system is
designed and proposed for providing two identity services for cloud-based systems:
authentication and authorization. The main contribution of this study is to implement these
services using Kerberos protocol, which will enable cloud-based application service
providers to manage their users in an open, flexible, interoperable and secure environment.
The methods of the proposed services are necessary for managing and providing those
identity services. The implementation and specification of each service is described and
explained, a prototype system of an authentication and authorization services are
implemented and tested. The implementation is done using Web Service technologys; it is
shown that both services are at least computationally secure against potential security risks
associated with different types of attacks. The security of Kerberos protocol that has been
implemented for authentication ensures a secure and reliable environment for cloud-based

application services, which is very easy to deploy and exploit on cloud-based platforms.
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ABSTRAK

Kebangkitan paradigma komputeran awan menawarkan pelbagai perkhidamatan
komputeran yang menarik dan inovatif. Pembekal-pembekal awan menyediakan pelbagai
jenis perkhidmatan komputeran kepada para pelanggan yang mengikut kaedah model
ekonomi membayar setiap penggunaan. Akan tetapi, teknologi ini memperkenalkan
masalah-masalah kesulitan dan keselamatan. Keselamatan sebagai perkhidmatan adalah
model perkhidmatan awan yang baru untuk meningkatkan alam awan. Kaedah ini adalah
cara untuk memusatkan penyelesaian keselamatan dibawah kawalan para pakar
keselamatan yang berprofesional. Perkhidmatan-perkhidmatan pengesahan dan kebenaran
adalah sebahagian daripada perkhidmatan keselamatan awan. Kajian ini fokus dalam
penyelesaian pengesahan dan kebenaran untuk alam awan. Lebih terperinci, mereka bentuk
dan mencadangkan seni bina sistem keselamatan awan untuk menawarkan dua
perkhidmatan identiti untuk sistem-sistem berasaskan awan: pengesahan dan kebenaran.
Sumbangan utama kajian ini adalah untuk melaksanakan perkhidmatan-perkhidmatan ini
dengan menggunakan protokol Kerberos, yang akan membolehkan pembekal-pembekal
perkhidmatan aplikasi berasaskan awan untuk menguruskan pengguna-pengguna didalam
suasana yang terbuka, fleksibel, saling beroperasi, dan terjamin. Kaedah-kaedah
perkhidmatan yang dicadangkan diterangkan, semua entiti-entiti yang diperlukan untuk
menguruskan dan menyediakan perkhidmatan-perkhidmatan identiti ditakrifkan. Setiap
perlaksanaan dan spesifikasi perkhidmatan diterangkan dan dijelaskan, suatu sistem
prototaip perkhidmatan pengesahan dan kebenaran dilaksanakan dan diuji. Kaedah
perlaksanaan dibuat dengan menggunakan teknologi Perkhidmatan Web; telah ditunjuk
bahawa kedua-dua perkhidmatan ini adalah terjamin secara komputer terhadap risiko-risiko
keselamatan yang berpotensi yang berkait dengan jenis serangan yang berbeza.
Keselamatan protokol Kerberos yang telah dilaksanakan untuk pengesahan menjamin
suasana perkhidmatan-perkhidmatan aplikasi berasaskan awan yang senang untuk diguna
dan dieksploitasi pada landasan-landasan yang berasaskan awan terjamin dan boleh

dipercayai.
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CHAPTER 1

INTRODUCTION

1.1 Introduction

Cloud computing as a new paradigm of information technology that offers
tremendous advantages in economic aspects such as reduced time to market, flexible
computing capabilities and limitless computing power. To use the full potential of cloud

computing, data are transferred, processed and stored by external cloud providers.

The NIST (National Institute of Standards and Technology: is the federal
technology agency that works with industry to develop and apply technology,
measurements, and standards) definition of cloud computing : “Cloud computing is a
model for enabling convenient, on-demand network access to a shared pool of configurable
computing resources (e.g., networks, servers, storage, applications and services) that can
be rapidly provisioned and released with minimal management effort or service provider

interaction”.

Authentication is the process of verifying the identity of particular users. To
authenticate a user, the user is asked for information that would prove his identity. Once
the server receives the information from the user who provides his identity, the server
determines whether that information is correct. Furthermore, the server verifies whether
the password entered by user matches the one listed in the password database. If so, then

the user is authenticated. If not, then his request is denied or terminate.


http://www.nist.gov/

Authorization refers to granting or denying access to specific resources based on
the requesting user’s identity. This step is performed after authentication phase.
Authorization is usually performed through access control list which associate user
identities with specific rights. Authorization includes information such as a user’s group
membership, user policies, and other information that determines what level of access that

user has to computer or network resources.

As the model of cloud computing is quite new, there are various exposed issues
which need to be fixed before cloud computing can be fully conventional to the broad
community. Before we dive into the research methodology and the issues of security in
cloud, a deeper clarification is needed of what cloud computing comprises.

This chapter will describe the problem background, problem statement, scope, and

objectives of this study as well as contribution of study.

1.2 Problem Background

Cloud computing is a global issue. Nowadays, many researches are working on this
concept so that the serious and private information should be protected from unauthorized
access. Besides this issue, the information must be available to all users who are legitimate
to use it at any time they want. Improving a secure method of accessing cloud computing is
one of the highest concern issues. Some of the important issues related is the authentication

and authorization which means verifying the truly the person who claims to be.

Although many researchers have been done on improving the security of
authentication and authorization in cloud computing, many issues have not yet been solved
totally. Some of the security concerns that are worthy to maintain are security capabilities
discovery, data protection between users a cloud server, and authentication between users
and cloud server. There exist many of authentication method that use encryption
algorithms and hashing the password e.g. SSL/TLS, SSH, RC4 and SHA-2 and so on. On

the other hand, users and companies are concerned about their data and where it is located,



is it encrypted to deny unauthorized users to read it, modify the data or attacker

interception.

The obstacles that limit the spread of cloud computing is the mentality of those
who work on IT department and impede the transition to this technology. That accelerate
the adoption of cloud computing requires a change of mentality that control the IT
departments. To complete the adoption of cloud computing as an alternative to traditional
technical regulations require overcoming technical and regulatory obstacles .The
researchers also claims that all the doubts and fears related to technical cloud computing
may still exist. Even a few institutions find that performance and availability are the key
requirements for the adoption of cloud computing, where some of the issues still raise
concerns, however, they are important issues within the institution itself, may prevent it

from moving to the use of cloud computing.

Both loud service providers and customers are concerned about security issues
associated with the cloud environment. Although different cloud domains have different
security and policy characteristics corresponding to specific functionality and usage of the
system, the important aspects of secure service provisioning are generic among them. All
the potential security issues associated with Identity Management, Confidentiality,
Authentication, Access Control and Authorization, None-Repudiation are fatal for a
cloud environment (Hamdi, 2012). Cloud service providers try to overcome security and
privacy related issues by offering security solutions to its customers. Security as a Service
(SecaaS) is a new instance of cloud service model which delivers security solutions to
enterprises by means of cloud-based services from the cloud. These services may be
delivered in different forms, what may result in market confusion and complication of the
selection process. That is why implementation of Secaas is still limited, but usage of those
cloud-based security services will more than triple in many aspects by 2013, based on the
predictions made by Gartner IT research center (Subashini and Kavitha, 2011).

Identity and Access Control Service should provide identity management and
access control to cloud resources for registered entities. Such entities can be people,
software processes, or other systems. In order to give a proper level of access to a resource,
the identity of an entity should be verified first, which is the authentication process that

precedes the authorization process. Besides authentication and authorization processes,



audit logging mechanism should be used to keep track of all successful and failed
operations regarding authentication and access attempts by the application (Subashini and
Kavitha, 2011).

Confidentiality is achieved by different encryption mechanisms, which is the
procedure of encoding data by means of cryptographic algorithms. Providing such a
service will guarantee privacy of sensitive and private data and the intended entity can only
decode it. Cryptographic algorithms, which are computationally hard to crack together
with encryption and decryption procedures, digital signatures, hashing, certificates, key
exchange and management form an encryption system which can be delivered as a service
and assure confidentiality and non-repudiation in a cloud environment (Subashini and
Kavitha, 2011).

As such, the centralization of security services and implementation of those
services through standardized security frameworks under the model of SecaaS can be
viewed as an innovative and beneficial utility for a cloud environment. This method
promotes the delivery of security services to customers in a professional and standardized
manner (Demchenko et al., 2011). Many motives can be pointed for such kind of solution

for a cloud environment:

e  Aggregation of security skills and security experts.
e  Effective centralized solution.
e Standardization of security practices.

e Competitive advantage in the market over the competitors.

The effective management of security in cloud-based applications is one of the core
factors for the successful cloud computing platform (Ramgovind et al., 2010).

Identity as a Service (IDaaS) is one area of SecaaS and it aims to provide security
services within the scope of “identity eco-system” of a cloud environment (Ates et al.,
2011). Existing cloud-based identity service mechanisms require constant improvements

and enhancements as identity-associated security risks have become one of the most



significant issues for a cloud environment. Privacy protection for identity information is

critical factor for a successful identity system (Lee et al., 2009).

The issues are highlighting that internal obstacles ranging from the constraints and
psychological barriers to simply knowing that the data and applications exist somewhere
else. The mixing of roles between managers applications and managers of infrastructure,
leading to potential opposition within the IT department to move to the use of cloud
computing, add to it pressure faced by technical department managers and employees to
provide IT services to the maximum effectiveness and economic efficiency equivalent to

that provided by external service providers.

Among all the issues in cloud computing, the most important issues are
authentication and authorization that allowed certain users to log in and use the services of
cloud. Many researchers have tried to implement different types of authentication to make
the cloud more secure. There are several ways to implement authentication such as,
graphical, biometric, 3D password and third party authentication. In addition, implement
authentication technique in multi-layer, which authenticates the password in multiple
layers to access the cloud services (Dinesha and Agrawal, 2012). The other researcher
proposed structure provides identity management, mutual authentication, session key
creation between the cloud and users (Choudhury et al., 2011). Moreover, another
researcher impalement SSL/TLS protocol to secure authentication and authorization to

cloud computing, at the same time.

1.3 Problem Statement

Cloud computing offers on-demand services to customers with the properties of
distributed systems, such as unlimited virtual resources, dynamic scalability, Platform as a
Service, web hosting as well as cost advantages for business organizations. Security issues
that arise within this computing environment result in various obstacles from both business
and technological perspectives. There is a continuous development of security solutions
with lots of challenges for a cloud environment. Security as a Service is a rather new

approach to provide security solutions for a cloud environment in a professional and



centralized way. Furthermore, there are many concerns about security of cloud computing
the most critical issue nowadays is authentication and authorization. The problem for cloud
providers is the way to manage all users in cloud by giving or register each user using
different username and password for logging into the cloud servers and assigns privileges
to them, and determined what they can perform when they authenticate or login to resource
server of cloud. Because of Security as a Service delivery model is very broad and not a
concrete implementation and currently still in its improvement stage, few cloud providers
have a system that contains centralized security infrastructure, which can provide all the
needs of customers from the security perspective. Some Authentication and authorization
that can be implemented for cloud computing are still under development stage and there is
a big need of transparent and simplified cloud security infrastructure that can provide
security authentication services to cloud-based platform services.

As a solution to this problem, this master project will investigate how to manage
authentication and authorization systems in cloud environments and propose an approach
of cloud security system for providing authentication and authorization services to cloud-
based software services through Kerberos protocol. At the same time, the project will focus

on how to deliver those services in an interoperable and secure manner.

1.4 Project Objective

The objectives of this project are:

1. To study the features and capabilities of Kerberos and authentication
mechanisms applied in cloud computing.

2. To develop and implement Kerberos based authentication and authorization
technique for cloud computing.

3. To validate authentication by performing penetration testing in order to verify

the security.



1.5 Project Scope

The scopes of this project are:

1. The project will focus on secure authentication based on the Kerberos
authentication protocol.

2. The validation of authentication in cloud computing by using Kerberos
based authentication, authorization and evaluate it on the certain Level of
cloud computing services.

3. The validation of security by using some tools to break authentication.

1.6 Contribution

The contribution of this project is to implement a working authentication
solution, that can be used in cloud services. The authentication method will be Kerberos
protocol with an encryption algorithm that protects the user password and communication
between clients and cloud server. This project also present a solution to securely logs
in users over the Internet. Appropriate encryption methods to use with cloud service,
which must be a fast and secure encryption algorithm, will be discussed and
implemented. The results of the authentication solution is evaluated and compared to
other providers' current solution. Furthermore, the encryption method used for Internet
transmissions is Advanced Encryption Standard (AES) and Hash function (SHA-2) had

been used as well.

1.7 Organization of the Project

The report of this master project comprises six chapters, organized in the following

way:



Chapter 1 presents the background of the research area and defines the motives of
this investigation, the problem statement to be solved, the objectives, and scopes that

required accomplishing this project, Contribution and summary.

Chapter 2 presents a literature review and analysis of the existing problems,

solutions, and related standards and mechanism.

Chapter 3 describes the methodology of the proposed security system, including
authentication phase, authorization phase, and penetration testing phase, their

functionalities and security considerations.

Chapter 4 describes and explains design details and implementation of

authentication and authorization services of the proposed protocols (Kerberos).

Chapter 5 provides the evaluation of the proposed security system. The evaluation
is performed from two aspects: system integration and security.

Chapter 6 finalizes the report by presenting conclusions from this investigation

and future work which may contribute to this research.

1.8 Summary

This chapter provided a complete definition and introduction to the research;
including the research aim, scope of the research and its objectives. In addition, the chapter
provided a comprehensive background of the problem, contribution and importance of the

research.
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