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Abstract :

JPEG files are the most popular image format tlsat@ammonly analysed in image forensics researchsare
The compositions of these files are prominent tp hecomplish the problem of source identificatioontent
classification, forgery detection, steganographysrgption, and file recovery. The purpose of thepgr is to
present the overview of JPEG file format, as wslidentifying important characteristics of its cent, which

are related to signature and compression featufes analysis purposes, we used about 80 JPEG files
produced from several digital devices to examineirtitontents. The results show that it is possitde

differentiate images among JPEG files and from iofiteetypes, by examining specific content of JFiH€3.
K eywor ds-component; JPEG file; signature; compression
I. Introduction

JPEG file standard, a file developed by the Johwt&graphic Expert Group, is the commonly used
image file format found in most electronic and atgr devices [2-6]. Additionally, JPEG files are alguthe
default image format in almost all of digital cam&r Statistics reveals by global camera industeesaled that
over $55 billion digital camera sales on 2010 ,lavlthe figure is projected to increase to over $8%on by
2015 [7], thus making JPEG files the order of thgtal world of photography.

80% to 90% of the criminal cases today have some kif digital evidence [8] and one of such
evidence is digital image file. Details analysisI®fEG content is critically required for image fwie research
areas, since it is the widely used image format plocess of determining the device-source of aagems
called image source identification. Image contedatssification and forgery detection are two sidéshe
forensic process. Image content classification yamesl image files for specific purpose, such as icybe
pornography. On the other hand, image forgery dietedield determines whether the images have been

manipulated and altered. Image steganography &lanigue that can be used to hide secret informatio
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image files while image encryption is a technigsedito prevent the possible interpretation of aagienfile, so
as to render such file unreadable to unintendeénod. However, file recovery methods are neededdover
JPEG files that has been deleted or corrupted.dditthe understanding of the underlying file stowet and bit
positioning, it is almost impossible to recoveredetied or corrupted file irrespective of total @rtal deletion
process. This proves that the detail studies ofGIRIE inner content’s is necessary in order tophehd solve

specific research problems.

This paper discusses the basic information of JRIESwith special consideration on deep analysis o
their internal structure. The next section begirith whe discussions of basic information of JPEIEsfi their
content and available tools that can be used withflle type. Furthermore, the paper details expent and
result of this process in Section 3, clarifying timportant component contained in JPEG files. Csmci

conclusion elaborating current research challenglased to JPEG file image content analysis is pfesented.
I1. Background of Study

JPEG was created as a standard format to storegraphic images. It only specifies how component
values are stored but not the way colours neea teepresented. JPEG File Interchange Format (J&iether
acronym for JPEG, was introduced to allow imagebeareated and exchanged among different applicati
[9]. Usually, JPEG file has the extension of .jatRG, .jpeg or .JPEG.

Generally, JPEG file uses lossy compression mettioals excludes some bits string (which is not
detectable by the human eyes), before images @redsso as to minimize storage space as well axeefile
transmission time. For instance, to store 1 MB Winsl BMP file, it requires only 50 KB with JPEG fi[2].
There are four steps involve in compressing (oodmy) the JPEG file which are sampling, DiscretesiGe
Transform, quantization and entropy coding. Theers® process is also true -decompression (or degpdi

Miano (1999) elaborates more on Compressed Imdgd-Brmat.

JPEG files are defined by four compression moddashndre; hierarchical, progressive, sequential, and
lossless. For file interchange process, the se@li@ampression method with Huffman baseline enagdiO]
is strongly recommended to be used [9]. In seqgakmtiode, images are encoded from top to bottom.

Throughout this paper, discussions will focus mamébaseline JPEG file.
A. State of the Art of JPEG File

The specification of JPEG file format or specifigaharkers can be in three different formats, which
are JFIF (Figure 1), JFIF Exif (Figure 2) Exif (Big 3). JFIF Exif is non-standard format in whiasttb JFIF

and Exif markers can be found in one image filg.[11
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Figure 1. JFIF Format

Figure 1, 2 and 3 shows JPEG markers containdtkifile. Markers are used to specify the locatibn o
component in a file. ‘Scan’ in the figures signifia compressed data in the file. JFIF format cametified
with APPR, marker as shown in Figure 1(b). However, moshef3FIF file do not use the DRI marker, thus the

format in Figure 1(a) is often used.

Exif format can be identified with ARPnarker and sometimes with APRarker (FlashPix extension
data). Most of the Exif files are created with thamail image, usually without the DRI marker as shaw
Figure 3. On the other hand, the JFIF Exif fornmtains two or three markers, ARRAPR and APR which
are incompatible as shown in Figure 2. In this cs= APB marker comes without their extension and use the

same Exif format. This specification is not readiz®y many applications and therefore working witis format
might be a bit difficult.

Exif specifications allow one or two thumbnails ie embedded in the JPEG file [12]. Exif image
specification is described in Figure 4. It showat tiie locations of DQT (Define Quantization Taldel DHT

(Define Huffman Table), are may be switched witlcreather depending on the devices that produceld suc
image.
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Figure 4. Image with Thumbnail/s Specifications
B. Tools

Exif format contain metadata or Exif data that diess the digital image itself. Basically, inforruat
like camera model used, creation time and dateusable for investigation purposes. For the sakeethdata
viewer, there are several available tools that lsanused as provided in Graphic Software web sig}. [1
Additionally, there are also approaches on hovwdaniify only the JFIF header based on their markie4sl6].
Besides that, WinHex [17] and Hexeditor [18] arkeottools that displays the actual content of JRIEES in

hexadecimal form.
I11.Analysis, Result and Discussions of JPEG Tables

DQT and DHT are important tables in JPEG files thlbws the process of compression and
decompression. There are several works done tdaglitipe contents of DQT and DHT. However, no sigaifit
exploration have been presented partaining to la¢yses of JPEG Metadata. JPEG Metadata Viewerdid]
JPEGsnoop [19] as open source tool that can be foseslich purpose. These softwares synopticallglays

the common information about the JPEG tables inctucharkers, length of data and marker locatiorss fite.

This section will start with introduction of DQT @mDHT, followed by examination of their contents.
For analysis purposes, we used total of 80 JPESS, fih which each 40 files are generated from 2fadi
cameras and mobile cameras. Each file was renarmedif to 80 names and the list of their assocideadces
is shown in Table 1. The files are image collectibat has not undergone any modification. Howetigo,
images of every four images from each device (irpadicular sequence), are rotated in order toioktse
proper display of images. In some cases, thes¢etbtenages exhibits some variance with the origimage.

This will be discussed further in next sub sections

TABLE I. DISTRIBUTION OF DEVICES USED IN EXPERIMEN

Digital Cameras M aobile Devices
Device File Name Device File Name
(JPG/.jpa) (JPG/.jpg)
1. Canon EOS 450D 1-4 11. Samsung GT-19300 41-44
2.  Nikon Coolpix L16 5-8 12. Sony Ericsson K770i 45-48
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3. Nikon D90 9-12 13. Sony Ericsson K850i 49-52
4. Olympus T105, T100, X36 13-16 14. Sony Ericsson W660i 53-56
5. Panasonic DMC-F2 17-20 15. Sony Ericsson W705 57-60
6. Ricoh R50 21-24 16. LG Electronics 61-64
7. Samsung ES60/SL105/ES63 25-28 GW520 65-68
8. Samsung S630 29-32 17. Nokia N73 69-72
9. Sony Cybershot 33-36 18. Nokia 1234 73-76
10. Sony DSC-W570 37-40 19. Nokia 5320 77-80
20. Nokia 6233
A. DQT

Quantization is a sort of matrices used by JPEEidrol image compression. Every digital device and
graphical application that produces JPEG files Wwadlve their own quantization table as implied ivice
setting. For instance, image can be set by low,iumedr high quality and this mean users can chdbse

quality level to save the image.

Figure 5. Image Pixels

Image is a collection of information about very dndlats or represented as pixel. In the first stép
JPEG encoding, each pixel data is grouped into tir8ks as shown in Figure 5. Each component is then
converted from RGB (Red, Green, Blue) to YCbCr I(ninance, CbCr: chrominance) colorspace. Luminance

represent brightness of the pixels, chrominancep&eified blueness while chrominance Cr specifézthess.

In the second step of JPEG encoding, DCT is userhisform each 8x8 block into a set of 64 DCT
coefficients. The first value represents the DCfftment and remaining 63 values are called AC &o&hts.
The third phase of JPEG encoding is to quantizebit@ coefficients by using 64 quantization valuesvirled
in DQT. Thus, the results will be used in the nemtoding phase, which is entropy encoding.

Figure 6 shows the parameter specification of DBasically, the value of length is calculated start
with length field until the end of quantization uak. From 40 images together with the 46 thumbo#itigital
cameras, we found that 67 of them use 67-byteciZ2QT, 54 of them use 132-byte size of DQT, anof 4
them use 197-byte size of DQT. From 40 images tegetith the 40 thumbnails of mobile cameras, wentb
that 80 of them use 67-byte size of DQT and 3heirt use 132-byte size of DQT. It shows that majaitthe
images use 67-byte size of DQT. A luminance table loe identified by 00 value while chrominance vith
value. The quantization values are stored in zigzatgr in JPEG files. Hexeditor tool is used towithe
content of DQTSs of one selected image as showrnguar€& 7. Each DQT starts with FFDB marker and dv$

that this image contains two DQTSs.
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Figure 6. DQT Specification
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Figure 7. DQTs in JPEG File

The actual reordering of quantization values ar@iobd by converting the zigzag order as shownigure 8

by using JPEGsnoop [19].

Refer to Figure 8, the precisions 8 bit represént &-bit per pixel sample luminance and chrominance

#%% Marker: DQT (xFFDB) #*+*

Define a Quantizaticn Takle.

QFFSET:

0x00005292
Table length = &7

Precision=8 bits

Destination ID=0 (Luminance)
#0:
#1:
#2:
#3:
#4:
#5:
#a:
#7:
IApprox quality factor = 94.91 (3caling=10.1

DQT,
DQT,
DGT,
DGT,
DQT,
DQT,
DQT,
DQT,

Row
Row
Row
Row
Row
Row
Row
Row

3 1

P I )
[ RS SO T )
[ N N

7 8

#%% Marker: DQT (xFFDB) #+%

Define a Quantization Table.

QFFSET:

0x00005AD7
Takle length = &7

Precision=8& bita
Destination ID=1 (Chrominance)

DRT,
DoT,
DQT,
DQT,
DRt,
DT,
DRT,
DoT,

Row
Row
Row
Row
Row
Row
Row
Row

#0:
#1:
#2:
#3:
#4:
#5:
#6:
#T:

3 3

1o L
[E - S )
(= = = A O

7 8

L T e
L N

5

(- O T = )
- = Y

[

B T S

[3

[ = =

[3

P R T I )

[3

[ = =

[3

4
&
&
[
7
7
7
&
g

variance=66.64)

L T =

IApprox quality factor = 96.41 (3caling=7.18 variance=E8.00)

Figure 8. Actual Ordering of Quantization Values

Quantization tables consist of luminance and chnamie matrices value. This means that the valimade

brightness, blueness and redness have their cosmqmestio. JPEG may consists of two (one for Ye dor
CbCr) or three DQTs (each for Y, Cb, Cr). Basicallyninance table become the first location of DQU{

there is a case where it becomes the second locattiDQT. Table 2 shows the number of DQTs in 882GP

files.
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TABLE II. NUMBER OF DQTS IN JPEG FILES

#Camera | #Mobile
I mages Images
Image YCbCr 2 3
Y with default CbCr - 1
Image with 1 Image: YCbCr 14 16
Thumbnail Thumbnail: YCbCr
Image: YCbCr - -
Thumbnail: Y with default CbCr
Image: Y with default CbCr - 5
Thumbnail: YCbCr
Image: Y with default CbCr 16 11
Thumbnail: Y with default CbCr
Image with 2 Image: YCbCr
Thumbnails 1% Thumbnail: YCbCr - -
2" Thumbnail: YCbCr
Image: YCbCr
1% Thumbnail: YCbCr 3 2
2" Thumbnail: Y with default CbCr
Image: YCbCr
1% Thumbnail: Y with default CbCr 1 -
2" Thumbnail: Y with default CbCr
Image: Y with default CbCr
1% Thumbnail: Y with default CbCr 4 2
2" Thumbnail: Y with default CbCr
Image: Y with default CbCr
1% Thumbnail: Y with default CbCr - -
2" Thumbnail: YCbCr
Image: Y with default CbCr
1% Thumbnail: YCbCr - -
2" Thumbnail: YCbCr

Total: 40 40

Result in Table 2 shows that only five images do mave thumbnail and the rest of images may

contain either one or two thumbnails. Majority ofidges (14 images from cameras, 16 from mobile) are
provided with luminance and chrominance DQT tablasthe second highest number of images (16 images
from cameras, 11 from mobile), whenever luminarat®et is provided, the default chrominance tablesied.
The default table values are different dependingthen devices and thus give the various quality I&wd

images.

In this study, JPEG was saved at 90%, with 10%efdata has loss. Although the quality values has
been identified for several digital cameras [28F fjuantization table in images may not match toatity
values. Therefore, the last quality saved in tHeG@Ran be identified by approximating the qualigyue based
on DQT. The following figures shows the result gpeoximated quality value for 80 JPEG files by gsm
method developed by Neal Krawetz [21].
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Figure 9. Approximated Quality Value for Digitab@era Images
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Figure 10. Approximated Quality Value for Mobilar@era Images

Most of mobile devices produce the same qualityedbr images compared to digital cameras with
different quality level. This is due to various tityasetting provided by the cameras. The averagaity value
is quite high for most images that generated frogital cameras compared to mobile cameras. Moghef
images have the quality value more than 90% whelew 90% for the mobile cameras. This shows thaiges

produced mobile camera will throw out more inforimatand thus the quality of the images are lower.

Results from experiment shows that even if DQT issing and there is requirement to view the
images, it is possible to use DQT from other atddamage [4]. As a result, the quality of the iraagill be
different, either higher or lower, but image stiin be viewed. However, even if one byte data f@RQT is
modified and changed, the image become corrupkedfid cannot be viewed. This type of error carfobed

in one of dataset available in the Internet [2@]wihich one byte of DQT length field has been cleahon a
JPEG file.

B. DHT

Other mechanism to control JPEG compression i©pytencoding. There are two standard ways to
compress JPEG file either by using Huffman encodingarithmetic coding. DHT is important to obtain
successful decoding and it is provided to elimirtae zero numbers in 64 quantized coefficients [iyylyang
variable length codes. Thus, shorter codes wilagsigned to more frequently used bits. Figure Tiwshthe
parameter specification of DHT.

Marker DHT Length  Table Class Table Destination Huffman Code Values of Huffman code
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FFC4 | ... Oor1l Qorl | ... |

2-byte 2-byte 4-bit 4-bit 16-byte No fix length

Figure 11. DHT Specification

Refer to Figure 11, again, the value of lengthakwated start with length field until the endtd@iffman
code values. From 80 images being analyzed, it shibat all of the Y-DC table use either 31-byteld8-byte
size of DHT, Y-AC and CbCr-AC table use 181-byteesdf DHT, CbCr-DC table use 31-byte size of DHT.

Hexeditor tool is used to view the content of DHfone selected image as shown in Figure 12. Eath D

in that image starts with FFC4 marker and thusith&ge contains four DHTSs.

EEIPEG:E c< oo 1F oo
04 05 06 FF C4 00 BS
00 04 11 05 06 13 51 61
52 72 83 09 3 12 25 26 27
54 55 56 57 58 59 S5A 63 64 65 66 &7 68 &
94 95 96 A5 A6 A7 A8
C9 cA D2 D3 5 D& D9 DA E1 E3 E3

C4 1F 01 01 01 01 01
EF 00 BS 04 04 03 04 07 05
41 51 07 &1 08 14 42 91
16 24 5 17 19 14 26 28 29 35 36 37 38 39 45
55 56 57 58 59 SA 63 64 65 66 67 6B 69 &4 T3 75 76 77 78 79 84
93 84 95 94 A2 A3 A4 AS A6 AT AB AS AA B2 B3 B4 BS Be B7 B8 B9 BA C2
CB C% CA D2 D3 5 D6 D7 D& D9 DA E2 E3 E4 E5 E6 E7 EB ES EA F2 F3 F4 F5 F6 F7 F§

Figure 12. DHTs in JPEG File

There are four DHT tables that specified in tab#ss and definition field. They are Y-DC, Y-AC, GbBC
and CbCr-AC tables. DQTs and DHTSs are related eétth other in order to further compress the data.

The observation shows that:

- If either images or thumbnails are using DQT of thwdefault CbCr, then they are using DHT of 2
DC tables

- If either images or thumbnails are using DQT of YX€hthen they are using DHT of 2 DC and 2 AC
tables

Refer to Table 2, it shows that there are highenler of images that use DQT of Y with default CKZF
images) and DQT of YCbCr (30 images). Thus, the $itmations described above are quite importantesa
total of 57 out of 80 images matches with thisatitin. As a result, there are also higher numbénages that
consist of 2 DC tables, and images with 2 DC andt&@fles. On the other hand, emphasizing on JFE,fil00
of this type of files uses 2 DC and AC tables [28dditionally, emphasizing on EXxif files, 69 out @6 files
uses 2 DC tables [24].

IV. Discussion

There are several tools/approaches for viewingirtirtant components (DQT and DHT) in JPEG
file, from which valuable forensic information cdne extracted. Considering DQT for instance, thegena
quality value can be estimated, while number obrimfation about the used device can also be reveales
analysis presented in this paper, shows that s@vieas produce similar image quality value. Howeteey
also exhibit some characteristics which can be dsdughlight the default quality level of the desi If the

default quality levels for the images are knowrenththe number of resaved image can be determirtad. T
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findings therefore provides useful insight for imagnodification analysis, as well as to image source

identification.

As shown in the analysis in section 3, the numbeD@T is related to DHT. Thus, images can be
concluded to use 2 DC tables if they are using @RY with default CbCr; otherwise, 2 DC and 2 A®l&s, if
they use DQT of CbCr. Thus, from this result, thiegth of the DHT can be estimated to depend oltQ&s
that constitute the image. However, the length oabe estimated with accurate number because tfffenkin
code values are not fixed. However, with this studyspecific format of DQT and DHT, it is useful in

differentiating JPEG file from other file types.

Additionally, in comparison with previous reseasgbrks, this research focuses on one type of JPEG
file comprising various JPEG formats such as Emif 4FIF Exif. It is worthwhile to mention that tdEIF Exif
format is not recognized as standard JPEG formatveder, this format is usually ignored by most loé t
research work, while we found that most of the temtamages used this type of format. From the aiglye
found that, due to the effect of image rotatior, fmth digital and mobile cameras, the un-rotatedge

(original image form) uses EXxif specification, wehilotated images uses JFIF Exif specification.
V. Conclusion

This paper discussed an overview of JPEG file foramwell as identifying important characteristfc
JPEG files. While being an important component dompression and decompression, valuable information
(evidence) can also be extracted from DQT and DN&.used about 40 JPEG files from digital camerais4dn
JPEG files from mobile cameras to examine the imagetent. From the examination of DQT, the
approximated quality value of images can be caledlaepending on various devices that are usedotupe
JPEG files. On the other hand, the relation betw2®d and DHT can be used to differentiate betweeB@

files from other file types as well as differenitigt between JPEG files themselves.
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