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ABSTRACT

Grid applications often involves large amount of data that requires secured
resources access and sharing. The multi-institutional nature of a Grid environment
introduces challenging security issues, especially with regard to authentication. The
goal of this project is to propose an advance authentication mechanism which will
furnish users with more secured and also practical environment. Although there are
different available mechanisms such as PKI, KX.509, Kerberos, One-Time password
and etc., proposing a Multi-level mechanism to provide better security and more
reliability still is in demand. However a large number of the existing mechanisms
used X.509 certificate, beside all its advantages due to its long period of validity it
may compromise through brute force attacks or dictionary attacks. In order to come
up with a solution to this vulnerability, this project attempts to propose an advance
mechanism by three different levels. Experiments show the structure is flexible and it

can improve efficiency and reduce the risk of dictionary attack
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ABSTRAK

Aplikasi Grid sering melibatkan jumlah data yang besar yang memerlukan
akses terjamin sumber dan perkongsian. Sifat pelbagai institusi persekitaran Grid
yang memperkenalkan isu-isu keselamatan yang mencabar, terutama yang berkaitan
dengan pengesahan. matlamat projek ini adalah untuk mencadangkan satu
mekanisme pengesahan terlebih dahulu yang akan memberikan pengguna dengan
persekitaran yang lebih terjamin dan juga praktikal. Walaupun terdapat mekanisme
didapati berbeza seperti PKI, KX.509, Kerberos, kata laluan One-Time dan lain-lain,
mencadangkan satu mekanisme pelbagai peringkat untuk menyediakan keselamatan
yang lebih baik dan kebolehpercayaan lebih masih dalam permintaan. Walau
bagaimanapun sebilangan besar mekanisme sedia ada yang digunakan sijil X.509,
selain semua kelebihan kerana tempoh yang panjang sah ia mungkin menjejaskan
melalui serangan kekerasan atau serangan kamus. Dalam usaha untuk tampil dengan
penyelesaian kepada kelemahan ini, projek ini cuba untuk mencadangkan satu
mekanisme terlebih dahulu oleh tiga tahap yang berbeza. Eksperimen menunjukkan
struktur adalah fleksibel dan ia boleh meningkatkan kecekapan dan mengurangkan

risiko serangan kamus.
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CHAPTER 1

INTRODUCTION

1.1  Background of Study

Advances in computer technology have made this technology part of
everyone’s daily life. This in turn has created a demand for various applications to
run on different machines. While these applications were running over different
machines, some of the resources of those machines were not used by the
applications. In this case, theory of resource sharing was introduced to the world. By
this theory, each machine can share its resources while it is connected through a
network with other computers. This is called Grid computing. Network can be varied
from a local network to a larger network such as internet. When internet is going to
be the backbone of such resource sharing only verified users must have the access to
these shared resources. In such a sensitive situation, secured methods and algorithms
must guarantee the access to legitimate user while unknown users’ access must be

restricted. This is the prologue of authentication over Grid networks.

Numbers of methods and algorithms have been proposed since the
introduction of Grid computing authentication such as Kerberos, X509, One-time
password, ldentity Based Encryption (IBE) and etc. some optimizations have been
done over these proposed methods and these methods are going to be discussed in
next chapter.



1.2 Statement of Research Problem

User authentication has an undeniable role to verify users’ access to the
shared resource. Secured methods of authentication must guarantee this
authentication with great security banning eavesdroppers of accessing verification
data. To secure this transmission proposed methods must be improved day by day.
This improvement needs precise study to discover better and secured solution. By
having a precise look over the existence mechanism, mechanisms like Hybrid to
provide more reliability and confidentiality usually present different levels of
authentication and by considering the advantages of these mechanisms, X.509
certificate is one of the authentication types that generally used in most of these

mechanism.

Beside its advantages custom security implementations that use X.509
certificates may depend on custom extensions that are not widely used or understood.
The validity period of an X.509 certificate tends to be much longer than that of other
types of security tokens. For example, passwords are normally changed at shorter
intervals, such as every 30 days. For this reason, it is critical to be aware of any
possible compromise of an X.509 certificate private key, because it will be useful to
an attacker for a considerably longer time than the secret key used in other security
token types that have a much shorter lifespan. It means mechanisms like Hybrid
which has been used X.509 certificate are faced with possibility of a brute force or
dictionary attack to guess that could recover the passwords. As we have shown in
chapter 5, by testing the Dictionary attack via THC-Hydra logon cracker, the x.509
certificate revealed the weakness and we found the password after completing the
fourth round by THC-Hydra. So it is needed to provide a mechanism that besides
employing the advantages of x.509 certificate also covering its weakness and

vulnerabilities.



1.3 Purpose of Study

By the advent of computer technology, the backbone of computer networks
was introduced widely. The same as other technology, computer networks has too
many benefits for human society but no one can deny the problems which this
technology brought to the humanity. One of these problems was security over
networks. Nowadays, security is highlighted as one of the remarked topics over the

networks study.

As it has been discussed, Grid computing is known as resource sharing to
process massive applications needing vast processing power such as processor and
main memory sharing. Whereas these resources are shared over internet, it means
that other users can access the inside of the machine. It can be harmful if this access
is done arbitrarily and without precision. Network security must depict its great role
by managing the safety of the resource access. Providing a safe and reliable
mechanism by enhancing the existence mechanism for authenticating the user can be
named as one of the greatest purpose of the study done and the report written as

follow.

1.4  Objectives of Study

Restriction, verification and permitted access to the users can be named as the
reasons for the study. While resources of each machine are shared through internet,
just verified users must have the ability to access to these resources. Unverified users
may force great overheads to the networks’ traffic and machines’ shared resources.
Furthermore, they can force great risk of damage to those systems because these
users may be invaders with the goals of hacking and harming the system. Objectives

of this study can be list as below:



4

e To study and compare existing authentication mechanisms in Grid in
order to find out possible limitation and problems.

e To propose and Implement a Multi level authentication mechanism based
on hybrid authentication using mod_auth_mysql, OTP and quantum
technology to provide a more secure mechanism.

e To evaluate the security and performance of proposed authentication

mechanism.

1.5  Scope of the Study

In the present study in order to achieve aforementioned objectives some

limits will be taken which can be listed briefly as below:

e This study will only take into account security issues related to
authentication mechanism for Grid application.

e The comparative study of previous Grid authentication mechanisms will
be deemed.

e This study focuses on hybrid, mod_auth_mysql, One-Time Password
mechanisms which support x.509 certificate.

e The implementation has been limited to the third level of proposed
mechanism which is combination of X.509, mod_auth_mysgl and One-
Time Password mechanism.

e The implementation is done on a local grid by using a WampServer, PHP
and My SQL.

e Project Security evaluation will be accomplished by THC-Hydra logon
cracker which is open source software to modeling the Dictionary attack.

e Project performance evaluation will be accomplished by AnVir task

manager and Argus monitor



1.6 Research Question

One of the eldest methods helping the improvement of science was bringing
questions up about from any aspect. This method helps to excavate the problems

deeply to find the right answer.

The same as other sciences and methods, authentication over Grid computing
networks must be questioned too. These questions can be round about the matters
that can help to make the issue much stronger. The questions in this report which are

going to be discussed can be mentioned as follow:

e What can be the innovation to make existing methods much secure?

e What are the new algorithms/ methods which can change the security of
authentication?

e Is there any problem which can be detected in existed algorithms/

methods?

1.7  Significance of the Study

This research is carried out to earn ability of using shared resource over
internet to attain much more power in processing. To challenge with the need of Grid

environment some of these processing must be on time, reliable and secured.

Currently, variety of the existence authentication mechanism use X.509
certificate as a part of their methods and unfortunately most of them did not provide
a methods to cover the X.509 certificate vulnerabilities.

By considering the proposed mechanism of this research, the outcome of this

study will serve as the basis for future plans of proposing and improving the grid
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authentication mechanisms. Hopefully, the result of proposed mechanism would be

more secured, reliable and computationally optimized.

1.8

Thesis Preview

This thesis includes the following chapters.

Chapter 1 “Introduction” introduces the background knowledge for
grid network and authentication, the problem to solve, scope and our
research objective and significance of study.

Chapter 2 “Literature Review” goes through security issues, grid
architecture, current Security issues, current existence mechanisms for
grid and a comparison between mentioned mechanisms.

Chapter 3 “Methodology” discusses on the methodology used in this
research

Chapter 4 <“System Design” is analyzing and designing the
authentication mechanism. The implementation details have been
described.

Chapter 5 “System Test and Evaluation” conducts tests and justify the
security and efficacy of mechanism by Dictionary attack and also
shows the performance of the proposed model.

Chapter 6 “Conclusion” presents conclusion for the authentication
mechanism, from the perspectives of security goals, performance and

Flexibility. Future work is also briefly mentioned.
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