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ABSTRACT

With the increasing need for fast and reliable network connectivity, there has
been an exponentia rise in the number of local area networks. The networks are
becoming bigger and more complex. To ensure that networks function efficiently,
network monitoring and management is needed to detect any malfunctioning and
take corrective measures. Network monitoring is also useful for observing network
performance and traffic patterns, for planning changes and upgrades.

In this thesis, the network monitoring application having Graphical User
Interface (GUI) for IPv6 network that will support IP Security. The Linux Router
will check the al IP packets from the network, if IP packets has IPSec bits then its
secured otherwise it will discard. The [PSec-Policy-MIB which will be take the
filtering log to the database.The GUI will show the filtering log to the monitoring
system. The router will intercept packets from network interfaces flowing through it

and the monitoring application will display the appropriate information.
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ABSTRAK

Dergan keperluan rangkaian penghubung yang semakin meningkat, terdapat
pertambahan yang pesat dalam rangkaian kawasan setempat. Kini, rangkaian tersebut
telah menjadi semakin besar dan kompleks. Bagi memastikan rangkaian tersebut
berfungs secara lancar, pengurusan dan pemantauan rangkaian diperlukan untuk
mengesan sebarang kerosakan dan kemudiannya menjalankan pembaikan yang
sepatutnya. Pemantauan rangkaian juga diperlukan untuk memerhati pelaksanaan dan
bentuk laluan, serta bagi perancangan perubahan dan meningkatkan keupayaan.

Tesis ini meliputi aplikas pemantauan rangkaian yang menggunakan
Pengguna Antara Muka Grafikal untuk rangkaian 1Pv6 yang menyokong
keselamatan IP. Laluan Linux akan memeriksa semua feket |P daripada rangkaian,
jika paket IP tersebut mempunyai bit IPSec yang selamat, atoupun ia akan
disingkirkan. 1PSec-PolicyMIB akan menapis pangkalan data. Pengguna Antara
Muka Grafikal akan menunjukkan log penapisan kepada sistem pemantauan.
Aplikasi pemantauan akan mempam erkan informasi yang berkaitan dan rangkaian
laduan akan memintas paket daripada rangkaian antara muka yang mengalir

melaluinya.
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CHAPTER ONE

INTRODUCTION

11 Preliminary

Network monitoring is the essential part of the network management. Day by
day the network becomes so bigger and more complex. To ensure that networks
function efficiently, network monitoring is needed to detect any malfunctioning and
take corrective measures. Network monitoring is also useful for observing network

performance and traffic patters, for planning changes and upgrade.

12 Objectives

To develop a network monitoring application for IPv6 network that support
of IP Security.



1.3 Scope of Research

Compilation of the kernel “version 2.4.20” which supports IPv6 and IP
security has done.

Configuration of the FreeS'WAN IPSec for the kerne 2.4.20 has
successfully achieved.

Configuration of the Net-SNMP v5.2.1 and IPSEC-POLICY -MIB module
has done.

The tunneling from 1Pv6 to IPv4 has done successfully.

The Linux Router has checked all 1P packets from the networ k, if it has
IPSec bits then it has been secured otherwise it has been discarded

14 Project Outline

The project is organized into five chapters. The outline is as follows:
Chapter 1-Introduction

A genera introduction beside the objectives and scope of this projectwas
stated in this chapter.

Chapter 2- Project Overview
In this chapter the theory of 1Pv6, IPSec, SNMP, MIB, FreeS'WAN |PSec,

Net SNMP were discussed

Chapter 3- Configurations and | mplementation

This chapter described how the entire configuration for the |Pv6 networking,
SNMP, IPSec-Policy-MIB, Net-SNMP and FreeS'WAN |PSec was done in the
Linux system.

Chapter4- Result and discussion
All thefinal results were obtained from the system were shown in this

chapter.

Chapter5- Conclusion and Summary
The project summary and conclusion was discussed in this chapter.
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