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ABSTRACT 

In the modern world, digital images play very important role in areas like 

insurance processing, intelligence services, surveillance systems and forensic 

investigation. After the advent of the digital medium, image forgery has become a 

threat. In today’s digital age, because of the availability of many image editing and 

processing tools it is possible to change the information represented by a digital 

image very easily without leaving any obvious traces of tampering. Since tampering 

of digital images has become so easy, integrity or authenticity of digital images has 

become a question, resulting in a need for robust and reliable tamper detection 

methods. One of the methods that allowed copied areas actual detection on doctored 

JPEG images is blocking artifacts method. This study analyzes the blocking artifacts 

method and then proposed a new method to improve it. The improvement enables the 

blocking artifacts method to detect manipulations that uses painting technique. The 

proposed method called a Marker algorithm was added to the blocking artifacts 

method proposed by Tralic, et al. (2012). The addition of this algorithm facilitates 

the detection process of the blocking artifacts method by making the tampered area 

more visible. Finally, this study evaluated the proposed method in detecting a 

tampered area by using the percentage of effective detection as a measure. The 

analysis shows that the proposed method is capable of making the tampered area 

more visible, thus improving the blocking artifacts method. 
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ABSTRAK 

Di zaman moden ini, imej digital memainkan peranan yang sangat penting 

terutamanya dalam bidang pemprosesan insuran, servis perisikan, sistem pengawasan 

dan penyiasatan forensik. Dengan kehadiran media digital, pemalsuan imej menjadi 

ancaman yang semakin berleluasa. Di zaman digital kini, oleh kerana terdapat 

banyak produk  penyuntingan dan pemprosesan imej, maklumat yang diwakili dalam 

imej digital boleh dilakukan dengan mudah tanpa meninggalkan apa-apa kesan yang 

ketara. Disebabkan, pengubahsuaian imej digital yang semakin, integrity atau 

kesahihan imej digital dipersoalankan, dengan itu kaedah pengesanan 

pengubahsuaian yang kukuh dan boleh dipercayai diperlukan. Salah satu kaedah 

yang dapat mengesan kawasan yang disalin pada imej JPEG yang telah diubahsuai 

ialah melalui kaedah pemblokan artifak. Kajian ini menganalisis kaedah artifak  

pemblokan tersebut dan kemudiannya mencadangkan satu kaedah baru untuk 

memperbaikinya. Pembaikan ini membolehkan kaedah artifak pemblokan mengesan 

manipulasi yang digunakan dengan teknik mengechat. Kaedah yang dicadangkan 

dipanggil algoritma Penanda ditambah kepada kaedah pemblokan yang di cadangkan 

oleh Tralic, et al. (2012). Penambahan algoritma ini memudahkan proses pengesanan 

kaedah artifak pemblokan dengan membuat kawasan yang diubahsuai lebih jelas. 

Akhir sekali, kajian ini menilai kaedah yang dicadangkan untuk mengesan kawasan 

yang diubahsuai dengan peratusan untuk menilai keberkesanan pengesanan. Analisis 

menunjukkan kaedah yang dicadangkan mampu membuat kawasan yang diubahsuai 

lebih jelas, dengan itu memperbaiki kaedah artifak pemblokan. 
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CHAPTER 1 

INTRODUCTION  

1.1 Overview 

A digital image defines as two dimensional representations among a person, 

thing, art, place or data which is similar to the real world at 0s and 1s. The usage of 

digital image is extensively in the print media and the electronic media. The digital 

images have also extensive applications such as medical diagnosis, journalism, 

forensics, entertainment, commercial photography, education etc. The numerous 

applications which utilize digital images can be categorized as sensitive applications; 

for instance the base of a medical diagnosis is an image. Likewise the base of a 

judgment in a courtroom is on an image which provides court evidence. 

After the digital medium image arrived, forgery has developed a threat. 

Previously analog images are used, the interference of images was actually difficult 

to do. However, in current time of digital age, digital images can be changed very 

easily without leaving any obvious tampering traces because of the availability of 

numerous image editing and processing tools. Consequently digital image tampering 

has become very easy and integrity/authenticity of digital images has become a 

question, resulting aimed at a robust and reliable tamper detection method is 

essentially required (Elwin et al., 2010). 

Tamper detection methods can be classified into two subcategories namely; 

active methods and passive methods. Active methods are dependent on watermarking 
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and digital signature for validating an image. Active methods are used when we have 

some prior information about the image. In the perspective of Elwin, et al. (2010), 

such a method is out of work once the handling images are from unidentified or 

unreliable sources. Also, the digital watermark effectiveness and robustness has not 

testified yet among the image tampering detection. The third-party is similarly 

desirable towards the license watermarks. Therefore, the characteristic of passive 

image tampering detection is related to be more practical and significant. As 

considered by Wang, Dong, & Tan (2009), passive methods can verify the 

authenticity of digital images without any prior information, similar to embedding 

watermarks in original images. 

Several passive detection methods have been proposed from different aspects. 

Trails detection can be used to detect whether an image covers certain doctored trail. 

Consistency verification may be used to check if an image contains some special 

scripts that originated from claimed device. If an image is reasonable to nature 

phenomena, Rationality judgment is to verify it. According to W. Li, Yuan, & Yu 

(2009), every detection method affected on some kind of tampering attempts, while 

tampering an image has been still easier to do than detecting a tampered image.  

Recently, the greatest phases of these methods need the doubtful 

uncompressed and high superiority images, although the JPEG standard is an image 

format that widely is used and utilizes a lossy compression. As considered by Tralic, 

Petrovic, & Grgic (2012), there are numerous different methods in JPEG image 

tampering detection like double quantization affect hidden amongst the discrete 

cosine transform (DCT) coefficients or checking the consistency of quantization 

remainders. Blocking artifacts method is one of those techniques that was 

implemented through extracting and analyzing blocking artifact grids (BAGs), 

introduced by block processing during JPEG compression. The analysis was based 

on the fact that BAGs typically mismatch after execution of copy-paste processes 

(Tralic et al., 2012). 
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1.2 Background of the Problem 

In the modern world, the role of digital images is significant in different areas 

such as insurance processing, intelligence services, forensic investigation, 

surveillance systems, journalism, and medical imaging; nevertheless the major 

obligation to accept that what we see refers to the authentic images. According to 

Kumar et al. (2011), by the technology advancement and the obtainability of the fast 

computing incomes, it is not so problematic to operate or forge the digital images. 

Some software tools availability makes the problematic phase more threatening; In 

spite of no technique available to detect all kinds of tampering accurately.  

There are several types of available digital images tampering. Copy-paste 

tampering and painting tampering are two of the most common used methods. Active 

and passive methods are the techniques have been recommended to detect these two 

kinds of the forgery. Tralic, et al. (2012) considered that the key subject through the 

active approach is its application in modern devices that typically do not include any 

module related to digital watermarking or signatures. Additionally, the efficiency and 

robustness of the digital watermark for detecting image tampering are not certified 

till now. To license watermarks, the third-party is necessary too. On the other hand a 

passive method involves checking the integrity of an image. As opposite to digital 

watermarking, which requires a digital watermark to be embedded for later 

authentication, passive forensic analysis infers forensic information and implications 

from the contents without requiring extra information, such as digital watermark, to 

be embedded in advance (Li, 2009). One of the passive methods allowed copied 

areas actual detection on doctored JPEG images is JPEG image tampering detection 

through blocking artifacts proposed by Tralic et al. (2012). This method includes two 

steps: in the first step, a BAG extraction algorithm is proposed to create a BAG 

image and in the second step, an analysis process is suggested to detect a copy-pasted 

area via that BAG image. This analysis of BAG mismatching is performed base on 

judging with human eyes that could be subjective and different based on persons' 

understanding, background and ability to judge. 
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1.3 Problem Statement 

Digital images are widely used in important areas like forensic investigation. 

On the other hand, there are numerous tampering methods to manipulate an image 

easily such as copy-paste tampering and painting tampering. The basic requirement 

to ensure that the content of an image is not manipulated is image authentication. The 

blocking artifacts method was proposed by Tralic et al. (2012) in order to 

authenticate a JPEG image. The proposed method can detect the copy-pasted areas in 

a JPEG image efficiently. However, it is being unable to detect painted areas in a 

tampered JPEG image. Moreover, the aforementioned method utilizes a BAG 

analysis process to detect tampered areas in a JPEG image which is performed base 

on judging with human eyes. Though, it is not easy to only judge with human eyes 

whether a JPEG image is tampered or not. In addition, a computer analysis can 

indicate the doctored areas much more accurate than analyzing with human eyes. 

These challenges threaten the authenticity of the blocking artifacts method. 

1.4 Research Questions 

The main questions this research motivates to answer are as follows: 

i. What are the appropriate passive methods for detecting the tampered 

images? 

ii. How to detect a painted JPEG image via the blocking artifacts method 

in order to improve the previous method? 

iii. How much is the performance of the proposed method to detect a 

tampered JPEG image? 
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1.5 Project Aim 

The project aim is to improve the blocking artifacts method proposed by 

Tralic et al. (2012) through detecting a painted area in JPEG images. To achieve this 

goal, a suitable BAG extraction algorithm will be used. Then, an efficient method 

will be proposed to detect a painted JPEG image. Finally, the proposed method will 

be evaluated to gauge its ability in detecting the painted JPEG images 

1.6 Project Objectives 

The objectives of this project are as follows: 

i. To study the passive methods of image tampering detection especially 

Blocking Artifacts method 

ii. To enhance checking the integrity of a JPEG image in the Blocking 

Artifacts method 

iii. To analyze the performance of the proposed approach 

1.7 Project Scope 

The scope of the project includes the following areas: 

i. The work is based on blocking artifacts method proposed by Tralic et 

al. (2012) 

ii. Copy-paste and painting tampering detection 

iii. Implementation with MATLAB 
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1.8 Organization of Thesis 

This research consists of six chapters. The first chapter begins with an 

overview of the image tampering detection issues followed by the background of the 

problem. Some threats of the image forgery and the related detection methods in 

image forensics are mentioned. The problem statement is declared and the project 

aim is stated. Then the objectives and scope of the project are considered. In the next 

chapter, the literature review of the project is presented, which focuses on Passive 

detection methods that have been using for discovering tampered images. In Chapter 

3, the research methodology and its three phases which been applied to achieve the 

objectives of the study are discussed. After that, Chapter 4 explains the design of 

proposed method in details. The proposed method includes two algorithms which are 

BAG extraction and Marker algorithm. In Chapter 5, the output results and the 

evaluation of the new method are discussed. Finally, the overall project is concluded 

in Chapter 6. The research achievements, contribution and some suggestions for 

future works are provided in the final chapter. 
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