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ABSTRACT 

An ad-hoc network is a group of wireless mobile node that shapes a 

temporary network without any infrastructure and centralized management. Each 

mobile node functions are not only restricted to base station but also as router for 

forwarding packets to other mobile nodes in the network. One primary application of 

Mobile Ad-hoc Networks (MANETs) is for military purpose including the tactical 

operations where security is often the major concern. The different leaks that threaten 

the security of wireless network contain, selective forwarding, wormhole attack, 

Sybil attack, sinkhole attack and black hole attack. One of the dangerous attacks in 

mobile ad hoc network is named as wormhole attack in which two or more 

destructive nodes record the packets at one point and transmits them by a wired or 

wireless to another point in the network. Wormhole attack is so strong and detection 

of this attack is hard. Also, the wormhole attack may cause another type of attacks 

like Sinkhole or Select forwarding. The using a cryptographic technique is not 

enough to prevent wormhole attack. So, in this study, a new method is proposed 

based on modifying the forwarding packet process and also using a delay per hop 

and expiry time technique to detect wormhole. The performance evaluation of the 

proposed method is done using a mathematical modeling and simulation. 
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ABSTRAK 

Rangkaian ‘ad-hoc’ adalah kumpulan nod mudah alih tanpa wayar yang 

membentuk rangkaian sementara tanpa sebarang infrastruktur dan pengurusan 

berpusat. Fungsi bagi setiap nod mudah alih bukan sahaja sebagai stesen pangkalan 

tetapi juga sebagai laluan penghantaran paket untuk nod mudah alih yang lain di 

dalam rangkaian. Satu kegunaan utama Rangkaian ad-hoc Mudah alih (Manet) 

adalah dalam ketenteraan termasuk operasi taktikal. Dalam persekitaran ini 

keselamatan sering membimbangkan. Pencerobohan yang berbeza telah mengancam 

keselamatan rangkaian tanpa wayar merangkumi: penghantaran terpilih, serangan 

‘wormhole’, serangan ‘Sybil’, serangan ‘sinkhole’ dan serangan ‘black hole’. Salah 

satu serangan berbahaya dalam rangkaian ‘ad hoc’ mudah alih dinamakan serangan 

‘wormhole’ yang mana dua atau lebih nod yang rosak merekodkan paket pada satu 

titik, dan menghantar mereka melalui wayar atau tanpa wayar ke titik yang lain 

dalam rangkaian. Serangan ‘worm hole’ begitu kuat dan untuk mengesan serangan 

ini juga sukar. Selain itu, serangan ‘wormhole’ boleh menyebabkan satu lagi jenis 

serangan seperti ‘Sinkhole’ atau Pilih penghantaran. Menggunakan teknik kriptografi 

tidak cukup untuk mencegah serangan ‘wormhole’. Dalam kajian ini, satu kaedah 

baru dicadangkan yang mana berdasarkan pengubahsuaian proses penghantaran 

paket dan menggunakan kelewatan setiap hop dan teknik masa tamat untuk 

mengesan ‘worm hole’. Penilaian prestasi kaedah yang dicadangkan dilakukan 

dengan menggunakan model matematik dan simulasi. 
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CHAPTER 1 

INTRODUCTION 

1.1     Overview 

Nowadays, by the development of new technologies in the field of science, 

especially in Micro Electro Mechanical Systems (MEMS), the applications of 

wireless sensors are increasing rapidly. This application is widely used in militarily 

monitoring, health monitoring and also for various other purposes. 

Generally, the wireless sensor nodes are developed in an untrusted 

environment. For this reason security becomes one of the important major concerns 

in these small devices. Wireless mobile nodes usually suffers from security issues 

such as leakage of secret information, eavesdropping, active interfering, data 

tampering, message replay, message contamination and denial of service; also the 

most secure algorithms that are proposed for this issue is not perfect. This study will 

focuses on the aspects of wormhole attack and the ways to improve WAP 

(Wormhole Attack Prevention) method as to find the hidden and exposed wormhole 

attack in the mobile ad-hoc network. A wormhole is a kind of attack that typically 

happens with two or more malicious nodes in which the first malicious node 

eavesdrop or listen in packets at one location and then send them by tunnel to the 

second malicious node in another area by direct link such as cable or strong wireless 

communication like antenna or cellular broadcasting. 
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The main goal of this project is to consider these characteristics and 

behaviors of wormhole attack in MANETs, and the ways to improve the WAP 

method in order to find the wormhole nodes. 

1.2     Background of study 

Due to the nature of wireless communications in MANETs, the security 

problems are more than wired environments. Among the many attacks in wireless 

network attack, a wormhole is one of the dangerous and specific attacks, that the 

attacker does not require to exploit nodes in the network, and it can be done via the 

route foundation method. Without any special environment assumptions, we can use 

the MHA technique to analysis hop-count from the viewpoint of users. (Jen, Laih et 

al. 2009) provided a new model to prevent wormhole attack in MANETs that called 

Multipath wormhole attack analysis. In MHA three steps are needed: first, the hop-

count values of all routes should be considered. Then choose a reliable set of paths 

for data transmission. Finally, send randomly packets through reliable routers, 

according to decreasing the level of packet that is sent by wormhole. Even if the 

wormhole is not avoided in some extreme situations, this method can still minimize 

the level of using the route path through the wormhole. The best property of this 

technique is no need a special hardware to well-done, it uses RFC3561, the AODV 

routing protocol, to control packets and modify them to satisfy the requirements. 

The primary goal in MOBIWORP technique was to provide primitives that 

mitigate the wormhole attack in mobile ad hoc networks (Khalil, Bagchi et al. 2008). 

Mitigation involves detection of the attack, diagnosis of the adversary nodes, and 

nullifying their capability for further damage. Previous approaches to handling the 

wormhole attack have concentrated on detection using specialized hardware (Hu and 

Evans 2004) highly accurate time measurement, specialized trusted nodes and clock 

synchronization. However, these may not be feasible for many large scale ad hoc or 

sensor networks due to the hardware complexity or cost. Also importantly, all of 

these approaches focus only on detecting and avoiding the attack but do not identify 
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and neutralize malicious nodes. More recent work in a protocol called LITEWORP 

(Khalil, Bagchi et al. 2005) has provided both detection and local isolation of 

wormhole nodes. However, it breaks down in mobile scenarios. The limitation arises 

from the inability to securely determine neighbors at arbitrary points in the lifetime 

of the network. 

A novel trusted-base scheme to detect wormhole node is presented by (Jain 

and Jain 2010), where a trust model in the form of dynamic source routing (DSR) 

was used to detect wormhole attack in the network. In DSR protocol the packet 

contains the address list of each node that has to traverse. In this method the 

wormhole attack is identified by using effort-return based trust model, which applies 

DSR protocol to derive and calculate respective trust levels in other nodes. 

Delay per hop indication method is presented by (Chiu and Lui 2006), and 

called  as (DelPHI). This method used the delay and hop count information to find 

disjoint path between sender and receiver when wormhole attack is subjected to these 

disjoint paths. The benefits are that DelPHI does not need any extra devices, 

hardware and clock synchronization. 

This WAP model introduced by (Choi et al. 2008), called as wormhole attack 

prevention (WAP) is for preventing the wormhole attack.  In this technique when 

nodes send the request packets to destination, all nodes should monitor the 

neighbor’s behavior, by using a special list called as neighbor list. After the respond 

packet if received from source node, it can detect the path under wormhole attack 

between all paths. “Once wormhole node is detected, source node records them in the 

Wormhole List. Even though malicious nodes have been excluded from routing in 

the past, the nodes have a good chance to attack once more.” So the WAP model 

stores the information of the malicious nodes at the source node to avoid them taking 

part in routing again. Furthermore, the WAP method can detect both hidden and 

exposed attack without any extra devices. 



4 
 

1.3     Statement of problem 

Wormhole attack prevention (WAP) method is a detection method that works 

on DSR routing protocol to identify the wormhole attack in the mobile ad hoc 

network. The WAP model uses the neighbors monitoring to detect the wormhole. 

The detection of wormhole in hidden mode is too easy but in exposed mode the 

nodes play a role of legitimate nodes. Therefore if neighbor nodes of a route are 

considered as malicious nodes, therefore it can be difficult to identify. The problem 

statement in this project is to find the route under wormhole attack, while the attacker 

node will play the legitimate nodes in one route to the destination. (Chiu and Lui 

2006; Choi et al. 2008).  

The different leaks that threaten the security of sensor network are 

containing: selective forwarding, wormhole attack, Sybil attack, sinkhole attack and 

black hole attack. Sinkhole attack occurs when the malicious node announces to node 

in the network that have low distance to transmit the packets to the destination, so the 

other node send the packets to malicious node and the traffic goes to the attacker 

side. Sybil attack is like sinkhole attack, if the attacker is able to illustrate the fake 

identification of other nodes. In selective forwarding the attacker, first attempts to be 

reliable by the sender for forwarding the packets to malicious node and finally the 

attacker select an optional dropping of the packets. 

One of the important issues in wireless security is sensor nodes that have 

been extended in an untrusted environment. In a wireless network if we do not have 

any security, certainly the attackers can manipulate and compromise the security 

(Cayirci and Rong 2008). “According to the sensor nodes they are faced with some 

limitations such as limited memory, short power radios, almost complicated security 

algorithms are not suitable and applicable for a long time to create a solution and to 

provide a security unavoidable” (Sookhak et al. 2011). 
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1.4     Project objectives 

The objectives of this study include: 

i. To review various methods on the detection of wormhole attack in ad-hoc. 

ii. To implement the WAP model and analyze the performance. 

iii. To propose a new method and compare the performance with original WAP.   

1.5     Research questions 

The research questions of this study are: 

i. What are the issues for detecting wormhole attack in an Ad-hoc network?  

ii. How to implement the wormhole attack detection and analyze the parameter? 

1.6     Project scope 

This study focuses on detecting the wormhole attack in the DSR routing 

protocol of the MANET. The network of this study contains the malicious nodes that 

play the role of route for sending the information from source node to the destination 

node. Based on the WAP model when all the nodes on one route be a malicious one; 

then the source node cannot identify, which routes are under wormhole attack. 
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1.7     Significance of the study 

In order to avoid wormhole attack, the nodes participating in the mobile ad 

hoc network communication have to be registered in the network. Each node is 

provided with unique ID which would help in maintaining the record of each and 

every node participating in the network, but this situation enables the attacker to 

compromise the network easily. Some prevention method exists to avoid this 

problem but they often cannot be successful to avoid and prevent the attack, for this 

reason the detection is offered to be collaborate with prevention, when the attacker 

penetrates the network and prevention method could not avoid to influence the 

attacker, so here the detection can identify and find the malicious person/node (Choi 

et al. 2008). 

1.8     Summary 

In Chapter 1, the overview of the project along with problem backgrounds, 

problem statements, objectives, research questions and scope of the study are 

explained. The remaining parts of this study are prepared as follows: In chapter 2, the 

literature review describes an overview of wormhole attack and several detection 

methods in wormhole attack. In chapter 3, the proposed method against wormhole 

attack is explained and finally in chapter 4 the design of the proposed method and 

simulation method of the proposed method are explained. 
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