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ABSTRACT

Power plants infrastructure is very important infrastructure because electricity
related with all aspect in our life. To be success infrastructure Power Plant must has
good security protection from the attacks. Physical security is the most important
because it is the first layer in security. In Yemen there are 18 power plants and
generate around 1268.05MW of electricity 835.5MW Using steam and gas and
432.55 using Diesel. Marib Power Plant the largest station in Yemen Republic and
cost $159.016000, it is include 341 MW and cover 27% from electricity in Yemen
while 73% come from others 18 power plants. Moreover, Marib Power Plant
supplies electricity to the capital city in Yemen Sana’a and other neighboring areas.
However, Marib Power Plant faces many physical attacks, the high risky attacks was
local armed tribesman, bombing and sabotage. According to the reports from
ministry of electricity, the attacks that happen caused a lot of problems for the
government (Social, political and economic). Therefore, this study aims to design
physical security measures framework for Marib Power Plant to reduce the physical
security attacks. The framework included many measures (Deterrence, Detection,
Delay, Response and Army role). Validation of this framework conducted by two
types: firstly, by conduct the interview with expert in Marib Power Plant, secondly,
by the hypotheses testing between the components of the framework. The results
from this study showed that, very important to reduce the attacks on Marib Power
Plant.
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ABSTRAK

Infrastruktur loji kuasa merupakan infrastruktur yang sangat penting kerana
ia melibatkan tenaga elektrik sekaligus mengaitkan semua aspek dalam kehidupan
kita. Untuk menjadi infrastruktur yang berjaya, Loji Kuasa mesti mempunyai
perlindungan keselamatan yang baik dari serangan. Keselamatan fizikal adalah yang
paling penting kerana ia adalah lapisan pertama keselamatan. Di Yaman terdapat 18
loji kuasa yang menjana sekitar 1268.05MW daripada 835.5MW elektrik
menggunakan wap dan gas serta menggunakan 432.55 MW Diesel. Stesen Loji
Kuasa Marib adalah yang terbesar di Republik Yaman dan kosnya adalah $
159.016000 ini adalah termasuk 341 MW dan meliputi 27% daripada tenaga
elektrik di Yaman, manakala 73% datang daripada 18 loji kuasa yang lain. Selain
itu, Stesen Loji Kuasa Marib membekalkan elektrik ke ibu kota Sana'a di Yaman
dan kawasan-kawasan jiranya. Walau bagaimanapun, Stesen Loji Kuasa Marib
menghadapi serangan fizikal yang banyak, serangan berisiko tinggi adalah dari puak-
puak tempatan yang bersenjata, pengeboman dan sabotaj. Menurut laporan daripada
kementerian elektrisiti, serangan yang berlaku menyebabkan banyak masalah
kepada kerajaan (sosial, politik dan ekonomi). Oleh itu, kajian ini bertujuan untuk
mereka bentuk rangka keselamatan fizikal iaitu langkah-langkah untuk
mengurangkan serangan keselamatan fizikal keatas Loji Kuasa Marib. Rangka kerja
ini termasuk banyak langkah-langkah (Pencegahan, Pengesanan, Penangguhan,
Tindak Balas dan Peranan Tentera). Pengesahan rangka kerja ini dijalankan dengan
mengguakan dua kaedah: pertama, dengan mengadakan temu bual dengan pakar
Loji Kuasa Marib, kedua, dengan ujian hipotesis antara komponen rangka kerja
tersebut. Hasil daripada kajian ini menunjukkan bahawa, amat penting untuk

mengurangkan serangan keatas Loji Kuasa Marib.
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CHAPTER 1

RESEARCH INTRODUCTION

1.1 Introduction

Information security has become of great significance today because of the
extensive dissemination of information. This, in addition to the expansion of
computers and technology, has made attack on information easier to carry out.
Therefore, security must develop in sophistication along with advanced technology.
The threats may be logical or physical but as Weingart (2000) stated, a physical
attack occurrence is easy as opposed to logical. Also, Norman (2007) said that there

is no security without physical security.

So, focusing on physical security is very important because it is the first layer
of defense. Also, physical security for buildings and infrastructure is very important
to protect the information and assets from the threats and risks, because secured data
and media in storage could be damaged or stolen if the building is not well-secured.
So, secured entrance and access points can prevent potential threats and along with
this is the consideration of environmental and terrorist attacks that will damage the
building or infrastructure. So, physical security can help to maintain the building and
infrastructure to detect the attacks before they occur and to responnd as soon as

possible after their occurrence.



Power plants infrastructure is a very important infrastructure because
electricity is related to all aspects of our lives. If there is any problem in electricity,
lives may stop as all activities depend on it. The figure below shows the significance

of electricity infrastructure and its impact on other infrastructures.

Both direct &
Direct effect indirect effects Impact
Electricity ... == Water con- ___ . City had no clean water

outages tamination

= City had no electricity

Telecom High traffic volume
outages preventing communications
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Hampered emergency
response teams

Building
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i Gas

Refinery %  Pressure ... = City had no gas for heating
damages loss

» Gas price spiked nationwide
as 40% of the US refinery is
in this area

Figurel.l: Effects and Impacts of Electricity on other Infrastructures (Simpson,

2007)

The figure above shows that electricity is a very important infrastructure

because it will affect all other infrastructures when it is shut down.

In Yemen, there are 18 power plants generating around 1268.05MW of
electricity 835.5MW using steam and gas and 432.55 using Diesel. Electricity lines
in Marib feed the Dhahban power station, the main source of electricity for Sanaa
(Gaston and al-Dawsari, 2013). However the electricity infrastructure in Yemen has
a big issue according to the reports from Ministry following the attacks that
happened and this causes a lot of problems for the government (Social, political and
economic). According to Redwan (2010), the continuous electricity shut down led to

many problems in the Yemeni citizen’s life, including:



e Business problems: the daily shut down lead to destroy many of the
merchandise, especially in retail, and stopped many of the daily
businesses

e Tourist Problems: lead to giving a bad picture of the infrastructure in
Yemen and thus, decline in tourism and investments,

e Problems investments: many investors escape from Yemen as a result
of poor infrastructure - some might say that most of the investment

projects have their own sources of electricity

e Security problems: repetitive shut down of electricity at night leads to
the risk of theft and burglary and increase of various crimes in the dark

alleys of the streets.

So, all these bring a lot of problems to the government. In other words, the
provision of good physical security will reduce the impact of threats and will
introduce good protection. This project focuses on physical security for a major

power plant in Yemen (Marib power plant).

1.2 Background of the Problem

Power plants are very important to provide electricity for in countries.
Undoubtedly, electricity is one of the most vital elements without which human
cannot proceed with the activities related to all aspects of life; for instance, in

hospital, factories and interruption in internet.

Marib faced significant security issues even before 2011. In addition to
having one of the highest levels of tribal conflict, because of the lack of government
control, militant groups used Marib as a staging ground for attacks. AQAP was
responsible for several high-profile attacks on electricity and oil resources in Marib
in 2010, as well as frequent attacks on government officials and security forces
(Gaston and al-Dawsari, 2013). Power plants in Yemen have been experiencing a

big obstacle concerning the infrastructure and some facilities in the past few years as



its towers, facilities and power plants became the target of attacks, specifically in
Marib province. This resulted in impacting the every aspect of Yemeni citizens’

lives.

Marib gas station is the largest station in Yemen Republic which costs around
$159.016000, provides 341 MW and provides 27% of electricity in Yemen - 73% are
provided by 18 power plants. So any problems in this station causes interruptions in a
lot of cities which means a huge area will be plunged in darkness. In addition, a lot of
companies, factories and government organization will stop working. So that will

cost the government huge spatial loss in all sides, especially in the economy.

The Yemeni news Agency reported that, Eng. Khalid Rashed said in a press
conference in Sana’a that the total attacks that affected the power transmission lines
Merib - Sana’a, reached 141attacks which costs over 33YR billion consisting of cost

of  spare parts, repairs and interrupted power (Fox, 2012).

The minister of electricity and power of Yemeni stated that the ministries
agreed on Friday 22 June 2012 to stop work in Marib gas- operated power station
and draw attention toward president Hadi and the government to bring complete

protection for transmission lines.

Dr. Saleh Somai told Yemen Fox that “the ministry chose to stop Marib gas
plant because of repeated attacks by vandals and will remain out of service until the
army and security do their duties in protecting the lines. The electrical national grid
would be destroyed completely if the repeated attacks on electric power transmission
lines continued and we did nothing”. Power plants in Yemen have been experiencing
a big obstacle concerning the infrastructure and some facilities in the past few years
as its towers, facilities and power plants became the target of attacks, specifically in
Marib province. This resulted in impacting the every aspect of Yemeni citizens’ lives

(Fox 2012).

So, each building and infrastructure must have physical security, to detect and

prevent attacks from happening. Also, all the staff inside the building should be



familiar with physical security, by providing them with courses and seminars
(Longinow and Mniszewski, 1996), because physical security is the first phase in
protecting devices and data (Caddy, 2005) and should not be ignored in any
organization, either governmental or private. That is because successful attacks or

physical access means getting access to the information easily (Vesperman, 2002).

In addition, physical security plays an important role in protecting all the
assets responsible for the storage and data processing and operation systems
(Stallings, 2009). Although there are many types of assets that are essential for
continuity of organizational work, the most important one is the buildings because all
of the components of the organization are inside the building. Securing the building
strongly ensures weakness of the threats. The building threats include natural
disasters, criminal and terrorist attacks, political issue and accidental events (Renfroe

and Smith, 2011).

To implement a good protection for Power Plants, the facility managers
should be involved in developing a good physical security plan. That is because their
duties are planning and managing the building and infrastructure security, and thus,
they are able to identify the real risks and take the appropriate reaction that reduces

or eliminates such risks (Then and Loosemore, 2006; Lavy and Dixit, 2010).

1.3 Problem Statement

As reported by the Ministry of Electricity, more than 141 attacks were
attempted on Marib power plants and the outcome of the attacks cost the government
is over $153 Million in 2012-2013 (Fox, 2012) and there is no physical security for

frequent attacks can be protect Marib Power Plant.

Therefore, the problem statement is concerned with the need to propose

physical security measures framework to protect Marib Power Plant from the attacks.



1.4  Aim of the Study

The current study aims to reduce the attacks on Marib Power Plant by
proposing physical security measures framework based on the previous studies on

physical security measures and the collection of data from Marib Power Plant.

1.5 Research Questions

Due to the security risks faced by Marib power plants infrastructures and

buildings in Yemen, this project attempts to answer the following questions:

i. What are the countermeasures used in physical security and what is the
risk ranking in Marib Power Plant?

1. What are the measures needed to be used in the framework to mitigate the
risks?

iii. How can the proposed framework be evaluated?

1.6 Objectives of the Study

This study is conducted to achieve the following objectives:

1. To study and analyze previous studies on physical security measures to get
suitable strong measures to be used, and to examine the risks in Marib
Power Plant to come up with the risk ranking.

il. To propose physical security measures framework in Marib Power Plants.

1ii. To validate the proposed framework of Marib Power Plant.



1.7 Scopes of the Study

To able to achieve the project objectives that have been already mentioned in
the earlier section, it is very crucial to determine the research focus boundaries that
will guard and lead in achieving the research objectives which are stated in the

following:

e The research focuses only on Marib power plants in Yemen.

e Data is collected from the top management by interviewing experts in Marib
Power Plant and distributing the questionnaire to staff in Marib Power Plant.

e The questionnaire answers are analyzed in terms of the relationship between
the security obstacles (deterrence, , detection, delay, response and defense)
and physical security measures.

e The current study is also based on the observation that the electricity was

shut down around 15 hours per day.

1.8 Significance of Study

This study contributes to reducing the attacks that happened in Marib Power
Plant. Also, the study can be applied in other critical infrastructure in Yemen to

protect it from the same attacks.



1.9  Thesis Organization

This project contains six chapters. Chapter one explains the problems and
significance of this project and establishes the objectives that should be achieved
from this project. Chapter two contains the literature review which discusses
previous studies dedicated to this area. In addition, the overview of Marib power
plant is also provided in Chapter two. Chapter three explains the research
methodology that is followed in completing the project while chapter four contains
the initial findings. Chapter five provides an overview of the results and chapter six

contains recommendations.
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