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ABSTRACT

Risk is involved in all phases of the software life cycle, and due to these risks,
software can face various problems that can cause the different negative outcomes and
sometimes in extreme cases failure of the software. Most of these risks lie in the
migration of legacy software process. These risks can cause to create many problems,
and in the worst case they can cause to failure of migration project. This project explores
different types of risk analysis methods like CRAMM, CORAS, OCTAVE and
VECTOR. After comparing of all these methods the author choose two suitable of these
methods (OCTAVE and VECTOR). With using these two methods the project also

suggests the enhanced EOV method for risk analysis in migration of legacy software.
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ABSTRAK

Risiko yang terlibat dalam semua fasa kitaran hayat perisian, dan disebabkan
oleh risiko-risiko ini, perisian boleh menghadapi pelbagai masalah yang boleh
menyebabkan kesan negatif yang berbeza dan selalunya dalam kes kegagalan
perisian. Kebanyakan risiko terletak dalam penghijrahan proses perisian legasi.
Risiko-risiko ini boleh menyebabkan untuk mewujudkan banyak masalah, dan dalam
hal yang paling teruk ia boleh menyebabkan kegagalan projek migrasi. Projek ini
meninjau jenis kaedah analisis risiko seperti CRAMM, CORAS, oktaf dan
VECTOR. Selepas membandingkan semua kaedah ini penulis memilih dua sesuai
kaedah ini (OCTAVE dan VECTOR). Dengan menggunakan kedua-dua kaedah
projek ini juga menunjukkan kaedah EOV dipertingkatkan untuk analisis risiko

dalam penghijrahan perisian legasi.
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CHAPTER 1

INTRODUCTION

1.1  Background of Study

Development in computer and software technology, have made this
technology part of everyone’s daily life. Despite of advance in software technology
and created demands for various applications, existing legacy applications that have
different kind of problems for organization do not have justification for used them.
Therefore these systems should be migrated to new one, which can work to new
environment. In migrate process there are existing risks that maybe create problem

for process, so before start migration process possible risks should be analyzed.

A simple existing definition of risk is “a problem that has not yet happened
but which could cause some loss or threaten the success of the project if it did”. In
this project risk analysis has a serious role before spreading a new application
technology. For finding the possible risks of a new technology deployment project,
someone should know how a suitable basic risk analysis can be performed.

Numbers of methods have been proposed for risk analysis such as OCTAVE,
VECTOR MATRIX, CRAMM and etc.



1.2 Statement of the Problem

One of the most important and difficult activity of the software engineering is

security maintenance in migration of legacy system to a new system.

Security maintenance is considerable because two-thirds of a software
system’s lifetime cost involves maintenance. Figure 1.1 shows the percentage of

costs in each phase of software life cycle. (Kagan Erdil, 2003)
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Figure 1.1: The percentage of costs in each phase of software life cycle.

Risk may appear in every kind of investment. If a company wants to change

legacy software to a new one, it has to count the risk of failure and other possible
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hazards. To decrease the risks and attempt in this phase using a suitable risk analysis
is necessary. The aim of any risk analysis is providing decision-makers with the best
possible information about the probability of loss. As a result, it is important that
decision-makers accept the risk analysis method used, and that information resulting

from the analysis has to in a useful form.

Given the importance of object, there are a few researches about risk analysis
of this part until now. So this project is tried to search and study of risk analysis
methods and finds suitable methods for analysis possible risks in migration of legacy
software. These methods should be used in a combination together to achieve better

results of risk assessment.

1.3 Purpose of Study

By the development of computer technology, the backbone of software was
introduced widely. The same as other technology, however, software has many
benefit in the world, but it has many problems too, which may accrue after release of
software. One of these problems is: legacy software that was developed in the past
and now it is critical to the business in which the system operates. There are two
problems which often dependent to legacy system, difficult to understand and
expensive to maintain. Today many legacy software Becomes to dilemma. These

systems are actually critical, but maintaining them incurs unjustifiable expense.

Maintenance engineer should migrate legacy software to new one. But before
this, risk analyst should analysis risks that may accrue in migrate project. The
purpose of this project is suggesting hybrid method for analysis risks that may accrue
during the migration process. (Improve the risk analysis of migration process, for

security maintenance).



1.4

1.5

Objectives of Study

To study and compare existing information security risk analysis methods
and choose suitable methods for migration of software.
To propose enhanced risk analysis method for migration process.

To implementation and evaluate the enhanced method.

Scope of the Study

In order to reach the objectives stated above, the scope of this study is limited

to the following:

This study takes into information security risk analysis methods.

This study focuses on risk analysis in migration process.

Project evaluation is accomplished by Distribute risk analysis questionnaire
for evaluate risk analysis for reason that legacy software wants to migrate to

new software.

1.6 Research Questions
The questions in this report which are going to be discussed can be mentioned
as follow:

What are the current phases in migration of software?
What are the current risk analysis methods?

What are the suitable methods which can analyze existing risks for migration

process?

How to improve risk analysis in migration process?



1.7  Significance of the Study

This research increase software engineering’s ability for developing software
and tries for keep the software up to date with environment changes. Risk analysis in
migration process can show the risks and importance of them and also provide
enough information to deal with the risk. Also in migration legacy software, risk
analysis can find risks, evaluate of them and provide information to deal with the

risk.

1.8  Organization of Report

The project is organized in the following way, chapter 1 explains the problem
background, problem statement, project aims, project objectives, project scopes and
significant of the project. Chapter 2 presents literature review. Chapter 3 discusses on
the project methodology. Followed by, chapter 4 presents the explanation in detail of
proposed design of algorithm. Similarity chapter 5 composes of algorithm testing and

evaluation. Finally chapter 6 is comprised of discussion and future work.
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