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ABSTRACT 

Pervasive systems are weaving themselves in our daily life by making it 

possible for known and even unknown parties to collect user information invisibly 

and in an unobtrusive manner. The huge number of interactions between users and 

pervasive devices necessitate a comprehensive trust model which unifies different 

trust factors such as context, recommendation, and history that would be used to 

calculate precisely the trust level of each party. Therefore, developing a runtime and 

accurate trust computation would be a major issue in these environments. Measuring 

accurately the integrity of nodes willing to interact with each other can enhance the 

trust calculation process, particularly during the uncertainty state and initiation 

phase. Trusted computing enables effective solutions to verify the trustworthiness of 

computing platforms. This research aims to provide a unified and dynamic approach 

while considering several trust dimensions namely: history, recommendation, 

context, and attesting the communicating platforms to increase accuracy of trust 

computation mechanism. In this research, the Unified Trust Model (UTM) is 

proposed to calculate trustworthiness of entities based on history, recommendation, 

context, and platform integrity measurement (used in remote attestation). The 

accuracy and performance of UTM were evaluated using a simulation-based method 

in different experimental scenarios. A comparison of UTM with similar works 

showed that the accuracy of the model improved from 2% to 41.3% during an 

oscillating attack and from 7.4% to 26.8% during a collusion attack. The results 

obtained from the different simulated scenarios have demonstrated that the proposed 

UTM is highly accurate and can be used effectively in realistic as well as low 

interaction environments.  



vii 

ABSTRAK 

Sistem Pervasif semakin mempengaruhi hidupan harian kita, membenarkan 

individu untuk memungut maklumat pengguna secara sembunyi, menggunakan 

kaedah yang tidak menggangu sama ada melalui pihak–pihak yang dikenali atau 

tidak. Interaksi tidak terhingga diantara pengguna dan alat pervasive memerlukan 

sebuah model komprehensif yang menggambungkan pelbagai faktor amanah 

contohnya, konteks, rekomendasi dan latar sejarah untuk mengira tahap amanah 

setiap pihak secara jitu. Oleh yang demikian, suatu komputasi secara masalarian dan 

jitu adalah menjadi masalah besar dalam persekitaran sedemikian. Pengukuran jitu 

terhadap integriti nod nod yang berinteraksi dapat merangsang proses evolusi 

tersebut; khasnya dalam  keadaan ketidaktentuan dan fasa permulaan. Trusted 

computing membolehkan penyelesaian efektif untuk membuktikan keamanahan 

(trustworthiness) sesuatu platform pengkomputeran. Penyelidikan ini adalah 

bertujuan untuk memberikan suatu pendekatan persatuan (unified) dan dinamik 

sementara mengambilkira beberapa dimensi amanah, seperti latar sejarah, 

rekomendasi, konteks,dan pembuktian (attesting) platfom yang berkomunikasi untuk 

meningkatkan kejituan mekanisma komputasi. Dalam penyelidikan ini  kami 

mencadangkan dan membentangkan Unified Trust Model (UTM) yang mengira 

keamanahan entiti berdasarkan kepada latar sejarah, rekomendasi, konteks, dan 

pengukuran integriti platform (digunakan semasa keamanahan jarak jauh). Kejituan 

dan Persembahan model kami dinilai dengan menggunakan  kaedah simulasi dalam 

pelbagai sinario ujikaji. Perbandingan diantara UTM dengan penyelidikan yang 

serupa, kami mendapati kejituannya dapat diperbaiki dari 2% ke 41.3% dalam 

suasana serangan berayun (oscillating attack), dan dari 7.4% ke 26.8% dalam  

serangan kolusi (collusion attack). Keputusan yang diperolehi daripada pelbagai 

senario simulasi menunjukkan kejituan yang tinggi daripada model yang 

dipersembahkan dan mempamerkan bahawa UTM dapat digunakan secara efektif 

dalam keadaan realistic dan juga persekitaran yang mempunyai interaksi rendah. 
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CHAPTER 1 

INTRODUCTION 

1.1 Background of the Problem 

Pervasive computing coined by Mark Weiser (1991) is an emerging research 

field that initiates innovative concepts and ideas into computer science. It provides 

ambient services and applications that allow users, devices, and applications in 

different physical locations to communicate unobtrusively. In a pervasive computing 

environment, the devices are interconnected and embedded in physical objects to 

collect, process, and transport information with the least human participation.  

Trust has diverse definitions within different research disciplines. In 

computer science, trust is related to reliability and behaviour of a system according 

to design and policy. In a decentralized environment such as pervasive computing, 

security, trust and privacy are important issues since devices need to autonomously 

distinguish peers and then interact amongst them, without any human intervention.  

In pervasive computing environments, devices encounter some security issues 

when communicating with each other. These security issues, that are most trust-

related problems, can be summarized as follows (Ranganathan, 2004): 

(a) Device authentication: It is difficult to establish a connection between 

devices, among many, within pervasive environments in which their 

interaction nature is temporary and ad-hoc. So during establishing a 

secure communication channel between two devices, each device 
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must know which physical device it is communicating with, hence 

device authentication is crucial. 

(b) Trust management and device assurance: In pervasive systems, even 

if a device knows which devices it is communicating with, the device 

must be able to assess whether its peer can be trusted, and whether it 

can share sensitive information or not. Meanwhile, the devices in 

pervasive systems must take in some high level security assurance 

properties.  

(c) Recourse: Because of its inherent decentralized administrative 

ownership model in pervasive systems, it is more difficult to manage 

the risk in these systems than traditional ones. So the availability of 

recourse increases the psychological acceptability and reduces the 

risk. 

(d) Availability: Due to the high amount of interconnections and 

decentralized nature of pervasive systems, we face larger attack 

surface with many points of failure in comparison to traditional 

computing environments, so pervasive systems are extremely 

vulnerable to the attacks that decrease the availability of system i.e. 

denial of service attacks.  

(e) Privacy: In pervasive systems, autonomous interaction of devices with 

little awareness of the human entities can cause compromising of 

privacy of personal data or sensed information. 

Since pervasive systems do not have any central control and the users are not 

predetermined, conventional access control mechanisms like authentication and 

authorization are not suitable for pervasive environments. Such environments require 

a security architecture based on trust to handle security and privacy problems (Kagal 

et al., 2001; Sun and Denko, 2008). “The more sensitive the interaction in terms of 

security, privacy, or safety, the more trust there must be” (Trcek, 2011). 

The most relevant sources of information to calculate trustworthiness of an 

entity are experiences of its peers based on the interactions; they had with that entity 

in the past. This is inspired from human society, from the way we evaluate and 
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predict behaviour of the others before relying on them. Reliability of results depends 

on the complexity of the trust models in calculating the trustworthiness and the 

choices of parameters taken into account. 

By calculating the trustworthiness, a pervasive device can estimate as 

accurate as possible its peer’s “honesty” before interaction occurs. In general, trust 

management through trustworthiness calculations, enhances security and privacy for 

devices in pervasive computing environments, and hence improves the efficiency and 

quality of communications among devices. 

1.2 Problem Statement 

In pervasive computing environments, devices tend to interact without prior 

knowledge of each other and meanwhile need to distinguish each other 

autonomously without human intervention. The most noticeable properties of 

pervasive environments compared to other computer science domains are Ubiquity,  

Invisibility, Intimate data gathering and sharing (Lahlou et al., 2005; Langheinrich, 

2001). As it is clear, the pervasive computing properties raised several trust issues, 

i.e. invisible sensing of communication between two devices might happen even 

without user trusting any of these communication endpoints as well as the endpoints 

themselves. In such a decentralized environment, unprecedented data sharing could 

possibly allow unwanted information flow between heterogeneous entities. 

Therefore, providing automatic (and invisible) determination of user oriented trust 

calculation system is a must for any pervasive environment.  

Since pervasive entities are constantly changing, trust determination is not 

simply a static and simple process. To overcome this problem, several trust models 

(Jøsang et al., 2007; Gómez Mármol and Martínez Pérez, 2010b) have been 

proposed, each of which focusing on one of following trust dimensions: 

(a) History: experience of an entity about its past interaction with its peer. 

(b) Recommendation: experience of other entities. 
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(c) Context: situation that interaction happens.  

Based on our study, the recent trust models migrate from single-dimension 

trust calculation models to multi-dimension trust calculation models. They are 

merging the above mentioned dimensions to achieve more accurate trustworthiness 

(Liu et al., 2004; Wang and Varadharajan, 2005; Holtmanns and Yan, 2006; Sarkio 

and Holtmanns, 2007; Nguyen et al., 2007; Sun and Denko, 2008; Yan and 

Holtmanns, 2008; Nguyen and Camp, 2008; Gómez Mármol and Martínez Pérez, 

2010a). 

In pervasive computing environments, because of the ad-hoc nature of 

interactions between devices and large number of possible devices willing to 

communicate, while development of trust-negotiation protocols are critically 

required, attesting trustworthiness of the devices could be useful (Ranganathan, 

2004; Yan and Holtmanns, 2008). Combining trust management with the security 

mechanisms would be a significant contribution to the computing community, if it 

reduces the drawbacks and preserves its advantages (Trcek, 2011). 

There are many suitable hardware and software properties that can be 

remotely attested using Trusted Computing (TCG, 2011b) technology. Trusted 

Computing defines the standards and specifications for multiple computing platforms 

to use an intelligent hardware to vouch for trustworthiness of the platform, its 

firmware and software components. This technique, which is called attestation, 

ensures the health of system, not only against software and hardware modification 

and tampering but even against the user. 

The above discussion motivates the need for a trust calculation mechanism to 

effectively identify the most trustworthy node that helps in making any decision 

whether to do any interaction or activities. The trust calculation will also help us 

detect and later revoke any suspicious nodes by employing trusted computing 

techniques.  
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This research aims to provide a unified and dynamic approach while 

considering several trust dimensions (history, recommendation and context), and 

attesting the communicating devices. A dynamic model of trust will provide the 

ability to autonomously detect alteration in behaviour of the neighbouring nodes and 

dynamically update their trust levels accordingly.  

1.3 Research Objectives 

Based on the problem statement the research objectives of this research are as 

follows: 

(a) To design a unified multi-dimensional trust model to increase 

accuracy of trust computation mechanism. 

(b) To design a trust evaluation method to improve trustworthiness of the 

new nodes. 

In order to achieve the above objectives, we need to formulate components of 

the proposed trust model and describe them mathematically and then develop a trust 

evaluation mechanism to measure accuracy of the proposed trust model in pervasive 

computing. 

1.4 Scope of the Study 

This research focuses solely on trust models and other security functions such 

as privacy and availability are out of the research scope. This research assumes that 

all context information has been extracted before, thus context information gathering 

techniques are not within the scope of this study. Also, network limitations like 

bandwidth or network transmitting quality are not considered in this work. 
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1.5 Significance of the Study 

Because of following visions in pervasive computing, trust has an outstanding 

role as compared to traditional computing (Langheinrich, 2003; Trcek, 2011): 

(c) Highly decentralized networks communicating on shared channels, 

(d) Expected to operate in a non-intrusive way, freeing the user from such 

dull things as usernames and passwords. 

Trust is used in pervasive computing as a prerequisite to automate 

cooperation and transferring information between the pervasive entities. The vision 

of pervasive computing will not become reality if the security issues are not 

addressed. So pervasive computing environments require security architecture based 

on trust rather than just user authentication and access control. 

1.6  Thesis Organization 

The thesis discusses the design and evaluation of a trust model for pervasive 

computing environment by leveraging trusted computing technology. The main aim 

is to present the theoretical background for understanding the area of trust and trusted 

computing and at the same time to provide all the necessary details for designing and 

evaluating a novel model for tackling the current limitations and weaknesses. 

Chapter 1 demarcates the reason and aim of the study besides introducing the 

research topic and touching on the concepts. Furthermore, it describes the scope of 

this study and its significance. Chapter 2 covers the extensive literature review and 

discusses background information and related work on trust models and trusted 

computing to-date. It deepens the understanding of the concepts introduced in 

Chapter 1 and describes additional notions that are used throughout the thesis. The 

philosophical perspective of the research and view of the methods that are applied in 

this research are provided in Chapter 3. Chapter 4 explains the research approach and 

introduces the proposed solution to the research problem and define the model 
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parameters and properties. It also defines the proposed model, called Unified Trust 

Model in details and provides the model formula and calculation mechanism. 

Chapter 5 presents a simulation-based analysis and evaluation of the trust model 

proposed in the preceding chapter. In particular, we investigate which conditions 

affect the trust calculation mechanism and how much the model is able to deal with 

different scenarios. Chapter 6 presents a case study. It describes the application of 

Unified Trust Model to Wireless Sensor Networks, and discusses the simulation 

scenarios and presents the results. Chapter 7 concludes the thesis and reflects the 

results in summary and suggests directions for future research.  
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