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ABSTRACT

Immersive Teleconferencing as one of the new progresses in video-
conferencing allows users to see multiple partners in the conference simultaneously
or watch a single event from different views. H.264/MVC standard provides a well-
defined structure for implementing immersive teleconferencing that can merge
pictures taken by several cameras into a single video stream at the encoder side and
also show the encoded video stream from different views at the decoder side. For
confidential and top secret circumstances like governmental, military and medical
cases keeping the contents of conversations hidden from adversaries is critical.
Therefore for these applications video content encryption is necessary. The
encryption scheme used for video-conferencing besides high perceptual security
must have suitable synchronization performance between two parties due to used key
stream especially in noisy transmission environments. The problem with existing
techniques is that their seed generations have no synchronization mechanism or they
add the encrypted seed or its hash value to the bitstream as synchronization control
information. To overcome the issue this study recommends a seed generation
technique based on points located on elliptic curve to provide synchronization
between teleconferencing parties due to applied key stream. The work proved that
points located on elliptic curve have proper randomness characteristics to offer the
appropriate security property. The results show that the proposed technique performs
better synchronization in secured environment than current seed generation

techniques.
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ABSTRAK

Immersive Teleconferencing merupakan salah satu pembaharuan dalam
persidangan video yang membolehkan para pengguna melihat beberapa rakan
mereka di dalam satu persidangan secara serentak atau menonton sesuatu rancangan
dengan menggunakan pandangan yang berbeza. Piawai H.264/MVC yang digunakan
menyediakan struktur yang jelas untuk melaksanakan Immersive Teleconferencing
membolehkan video yang diambil dari beberapa kamera digabungkan menjadi satu
strim video di bahagian pengekod. Strim video yang telah dikodkan akan dipisahkan
semula untuk menjadi satu pandangan yang berbeza di bahagian penyahkod. Untuk
penggunaan yang sulit atau rahsia seperti dalam transaksi kerajaan, tentera mahupun
perubatan, kandungan video perlu disembunyikan dari pihak musuh dan ini akan
tercapai dengan penggunaan teknik penyulitan. Selain dari keperluan kawalan
keselamatan yang tinggi dalam persidangan video, skema penyulitan yang digunakan
juga mesti mempunyai prestasi sinkronisasi yang sesuai kerana penggunaan strim
kekunci dan terutama sekali dalam talian penghantaran yang mempunyai hingar yang
tinggi. Masalah dengan teknik yang sedia ada ialah ia tidak disokong dengan
penjanaan benih yang mempunyai mekanisma sinkronisasi atau jika ada pun, nilai
benih tersulit atau nilai cincangannya akan dihantar bersama strim bit sebagai
kawalan maklumat sinkroni. Untuk mengatasi masalah tersebut, kajian ini
mencadangkan teknik pembenihan berdasarkan titik-titik yang terletak pada lengkuk
eliptik bagi menyokong penyelarasan diantara pihak-pihak yang bersidang. Kajian
ini telah  membuktikan bahawa titik-titik yang terletak pada lengkuk eliptik
mempunyai ciri kerawakkan yang sesuai untuk keselamatan. Keputusan kajian
menunjukkan bahawa teknik yang dicadangkan mempunyai prestasi yang lebih baik

dari teknik yang sedia ada dari segi sinkronisasi dalam persekitaraan terselamat.
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CHAPTER 1

INTRODUCTION

1.1 Introduction

Video-conferencing has become one of the favorite communication
technologies in recent years especially by increasing the popularity and bandwidth of
internet connection around the world. One of the new progresses in this area is
Immersive Teleconferencing. Immersive Teleconferencing allows users to see
multiple partners in the conference simultaneously or watch a unique event from
different views. For confidential and top secret cases like governmental, military and
medical cases keeping the contents of conversations hidden from adversaries is
critical, though it is necessary to encrypt them. Therefore the security of the applied
encryption technique should be high enough while imposing low encryption
overhead to the video stream to avoid packet size increasing in the transmission. One
of the issues in this subject is synchronization between two parties especially in lossy
or noisy environments which causes packet-error and packet-loss during

transmission.

Rest of this chapter contains the problem background, problems statement,

scope and objectives of the research.



1.2 Background of the Problem

ITU-T Video Coding Expert Groups (VCEG) and ISO/IEC joint working
group, Moving Expert Picture Group (MPEG), developed the H.264/MPEG-4 AVC
standard as a well-defined structure codec (ITU-T recommendation for H.264, series
h). H.264/AVC converts the video source to a series of blocks which are compressed
based on dependencies between pixels in a frame and pixels between other frames
and also motion prediction. It has a wide range of coverage from low-bit to high
definition formats and is widely used in digital TV, Blue-ray Discs, You-Tube,
Mobile TV, Adobe Flash Player, videoconferencing, Microsoft Silverlight, online
video streaming, terrestrial HDTV, satellite HDTV and etc. (Richardson, 2010).

Later ITU-T and ISO/IEC joint group developed a scalable extension for
H.264/AVC which is called Scalable Video Coding (ITU-T recommendation for
H.264, series h). SVC adds subset bitstreams to AVC that present different
scalability based on users’ hardware and network bandwidth. This scalability could
be temporal (frame rate), spatial (resolution) and/or SNR (quality) (Schwarz, Marpe
and Wiegand, 2007).

Recently ITU-T and ISO/IEC joint group developed Multiview Video Coding
(MVC) as another extension of H.264/MPEG-4 AVC (ITU-T recommendation for
H.264, series h). Like SVC, MVC adds subset bitstreams to AVC that present
different views on a unique video stream. These views could be from a same
scene/object or from different scenes or objects. It can be used for applications such
as 3D video application, free-viewpoint video, immersive teleconferencing (Vetro,
Wiegand and Sullivan, 2011).

Different encryption schemes based on H.264/AVC and/or SVC standard
have been proposed to provide security for video bitstream (Stutz and Uhl, 2012).

These encryption schemes can be categorized as:



i.  Before Compression Encryption
ii.  Compression Integrated Encryption

iii.  Bitstream Encryption

Before Compression Encryption schemes encrypt the whole video stream,
and then the encoder starts to compress the encrypted bitstream. The compression
procedures of encoders are based on the relationship between adjacent blocks of each
frame and also relationship between different frames. Encrypting the bitstream
before compression disturbs these relationships and has a great negative influence on
compression performance. Therefore this kind of encryption is suitable for hiding
especial part of the video and is not appropriate to apply to the whole bitstream
(Carrillo, Kalva, and Magliveras, 2008). Accordingly this kind of encryption is not

suitable for real-time video applications like video-conferencing.

Compression Integrated Encryption schemes are applied to the video stream
while encoder is compressing the original bitstream. There are eight kinds of
compression integrated encryption scheme: Intra-Prediction, Inter-Prediction, Motion
Vector, Secret Transform, DCT Coefficient, Secret Scan Order, Joint Encryption and
CAVLC and Joint Encryption and CABAC. Bitstream or After Compression
Encryptionschemes are applied to the compressed video stream after encoding. There
are three kinds of bitstream encryption scheme: NALU Encryption, Container-
Formats and Partial/Selective Encryption (Stitzand Uhl, 2012). Different techniques
for mentioned encryption scheme kinds have been proposed.

Several encryption performance evaluation parameters for multimedia
encryption have been proposed and discussed comprehensively by (Lian, 2009).
These parameters are: Security Requirement, Compression Efficiency and
Encryption Efficiency which are discussed in Chapter 2. Synchronization
performance in lossly or noisy transmission environments also can be added to above

list especially for real-time video streaming applications like teleconferencing.



The proposed During Compression or After Compression encryption
techniques for real-time application have some weaknesses in synchronization
performance in lossy or noisy environments. Some techniques suggest using a unique
key for the whole conversation to avoid losing synchronization. Using only one key
makes the cipher vulnerable against some attacks such as known plaintext and
chosen plaintext (Boztok Algin and Tunali, 2011). Some techniques send the
encryption seed/key or its hash value for each group of packets to maintain
synchronization during transmission. These methods do not have sufficient resilience
against high lossy networks and also impose overhead to the bitstream (Boztok Algin
and Tunali, 2011).

Immersive teleconferencing allows the user to see multiple partners
simultaneously as shown in Figure 1.1. Pictures taken by multiple cameras are
merged together by encoder and sent as a unique bitstream to the other side via
network. In the other side the decoder separates the bitstream to multiple views. In
some cases of immersive teleconferencing application such as governmental,
military, medical and secret business conferencing, security and keeping the contents
of conversation confidential is very important. H.264/MVC is one of the progressive
standards for immersive teleconferencing applications development. In MVC
different pictures from different cameras joint with each other and make a single
bitstream. Therefore the size of the bitstream for a particular duration may be far
bigger than AVC or even SVC, though a lightweight encryption scheme with very
high security is needed. Because for a fraction of time there are more frames in a
MVC bitstream than AVC or SVC’s, the scheme should not impose a high level of
overhead to the bitstream. Also both sides of conversation should be able to
synchronize with each other in case of packet-error or packet-loss especially in lossy
or noisy environment. The existing schemes for real-time AVC and SVC video

encryption have some weaknesses in synchronization performance.

Therefore a research needs to propose a synchronization technique for real-
time MVC video that can cover the issue.
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Figure 1.1: Immersive Teleconferencing

1.3 Statement of the Problem

In some cases of real-time video streaming based on H.264/MVC like
confidential immersive teleconferencing hiding the video contents from adversary is
critical. The existing schemes for H.264 extensions encryption have some
weaknesses for real-time cases. These schemes do not have suitable synchronization
performance in lossy or noisy transmission media (Mian, Jia and Lei, 2007). Even
though these schemes have this performance they either impose significant overhead
to the bitstream (Won, Bae and Ro, 2006) or reduce the security level (Wei et al.,
2012).



1.4 Research Questions

This study will answer to the following questions:

I.  What parameters are required to have a synchronization performance
in secured real time video application?
ii.  How could be an enhanced seed generation scheme that has suitable

synchronization performance?

1.5  Purpose of the Study

The purpose of this study is to propose a seed generation and sharing scheme
for multimedia encryption based on MV C extension of H.264 standard for immersive
teleconferencing. This research proposes a seed generation and sharing scheme to
have suitable synchronization performance in noisy or lossy environments while
preserving the security of encryption with low encryption overhead imposition.
Moreover this research compares existing real-time encryption schemes for
H.264/AVC and SVC with the recommended scheme in terms of synchronization
performance.

1.6 Objectives of the Study

Here are the objectives of the study:

I. To study the synchronization performance of current multimedia
encryption schemes based on H.264/AVC and SVC for real-time

applications.



ii. To propose and implement a seed generation scheme based on
H.264/MVC to cover the current weaknesses in synchronization
performance for real-time application.

iii. To validate and evaluate synchronization performance based on

the proposed seed generation scheme.

1.7  Scope of the Study

This research presents the requirement and technical points of view of a seed
generation and sharing technique for immersive teleconferencing encryption and

outlines the implementation of this scheme with following specifications:

I. The technique is based on the MV C extension of H.264 standard.

ii. The technique is for peer-to-peer teleconferencing.

iii. The software program which is used in this research is designed with
Microsoft Visual Studio C++.

v, JMVC (Joint Multiview Video Coding) reference program willbeused

for some security performance parameters evaluation.

1.8  Significance of the Study

This study proposes a seed generation and sharing scheme for Multiview
Video Coding (MVC) extension of H.264 standard that could be used for immersive
teleconferencing, either for communicating with multiple partners simultaneously or
watching an event from different views. It could be a secured scheme with low
encryption overhead while having suitable synchronization performance for lossy or

noisy transmission media.



The scheme may be used for confidential and top secret immersive

teleconferencing such as governmental, military or medical cases.

1.9  Thesis Organization

This chapter gives a brief overview of the problem background and scope of
this study. In Chapter 2 first essential definitions for video coding and history of
H.264 AVC, SVC and MVC will be discussed. Then different method of multimedia
encryption and the parameters to evaluate them and different related works including
their weaknesses with respect to synchronization will be proposed. The research
methodology for this study will be proposed in Chapter 3. Chapter 4 includes design
while Chapter 5 consists of implementation, results and for the proposed technique.

Chapter 6 concludes the project.
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