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ABSTRACT

Due to the rapid growth of wireless sensor network's applications, the lack of

appropriate secure protocol is so sensible. Meanwhile, a huge number of researches

have been done to fulfill these security principles but still there is not any approved

standard in this field. Black hole attack as one of the most common insider attacks of

Ad hoc networks has been targeted in this research. Black hole attack is occurred

when one node or a group of compromised nodes begin to make a disruption in

network routing through dropping of every received packet. Many security

mechanisms are presented to detect and mitigate this attack that one of them is route

weight method. However, our contribution is combining this technique with the

knowledge sharing concept. In order to achieve this goal some modifications are

applied to algorithm and source code of Ah hoc On-demand Distance Vector routing

protocol. AODV is one of the lightweight protocols in the wireless network that is

not secure by itself. As a result of employed mentioned security mechanisms into

AODV make it possible to protocol continue to its procedure at the present of

adversarial nodes and black hole attacks as far as a safe route exists between source

and destination. Conversely, simulation results show that it caused a small amount of

overload packet but still has great performance even in comparison to be other

proposed protocols.
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ABSTRAK

Oleh kerana pertumbuhan pesat aplikasi rangkaian sensor tanpa wayar,

kekurangan protokol selamat yang sesuai begitu waras. Sementara itu, sejumlah

besar penyelidikan telah dilakukan untuk memenuhi prinsip-prinsip keselamatan,

tetapi masih tidak ada apa-apa piawaian yang diluluskan dalam bidang ini. Serangan

lubang hitam sebagai salah satu daripada serangan dalaman yang paling biasa

rangkaian ad hoc telah disasarkan dalam kajian ini. Serangan lubang hitam berlaku

apabila satu nod atau sekumpulan nod dikompromi mula membuat gangguan dalam

laluan rangkaian melalui menjatuhkan setiap paket yang diterima. Banyak

mekanisme keselamatan dibentangkan untuk mengesan dan mengurangkan serangan

ini salah seorang daripada mereka adalah kaedah berat laluan. Walau bagaimanapun,

sumbangan kami adalah menggabungkan teknik ini dengan konsep perkongsian

pengetahuan. Dalam usaha untuk mencapai matlamat ini beberapa pengubahsuaian

digunakan untuk algoritma dan kod sumber Ah hoc On-permintaan Jarak Vector

protokol routing. AODV adalah salah satu protokol ringan dalam rangkaian wayarles

yang tidak menjamin dengan sendirinya. Hasil daripada bekerja mekanisme

keselamatan yang dinyatakan dalam AODV membuat ia mungkin untuk terus

protokol prosedur pada masa ini nod pertentangan dan serangan lubang hitam sejauh

laluan yang selamat wujud di antara sumber dan destinasi. Sebaliknya, keputusan

simulasi menunjukkan bahawa ia disebabkan jumlah yang kecil paket sarat tetapi

masih mempunyai prestasi yang baik walaupun dalam perbandingan menjadi lain

protokol dicadangkan.
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CHAPTER 1

INTRODUCTION

1.1 Introduction

Mobile ad-hoc networks are more complex than traditional wireless networks

or Wireless local area networks. Since Wireless sensor networks are considered as a

subcategory of ad-hoc network, it inherits almost every feature of ad-hoc networks

such as no infrastructure existing, self-organization without any central fixed

component. Nature of ad-hoc network makes them proper solution for disaster area

communications or hard establishment situations. Recent wireless technology

advances provide the opportunities of sufficient resources to implement dynamic

communications networks. However, it also came with several security issues and

makes it vulnerable to serial attacks and challenging to security aspects [1].Wireless

sensors are little wireless devices with an ad-hoc communications system over

wireless channels, creating Wireless Sensor Networks (WSNs) which attract much

attention to this area throughout the last decade. In addition, it purveyed a variety of

useful application scenarios such as medical, military, transportation, robotic,

environment monitoring and automation. Healthy operations of WSNs can be the

very interested area for adversaries to make disruptions to these vital application's

areas. For instance, it is very significant to deliver accurate data to the sink in critical

proper time. Therefore, attack resilient should be major goal to prevent any false data

injection or modification by malicious activities. One other challenging aspect is the

scale of WSNs; these tiny wireless devices are deployed in large numbers and should
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produce in with low cost then import some constraints to capabilities and

configurations of sensors such as power, memory, computational processor and

physical tamper resistance [2, 3].

1.2 Problem Background

One of the recent subjects in computer network area is the wireless network

that attracted much attention to it during last couple years. Especially when some

new technology and standards were introduced to make it more reliable and stable

Furthermore, make it possible to communicate with in more distances like 802.15.4

in wireless personal area network. As a result of those mention above, wireless

sensor network was revealed. WSN can be defined as a group of sensors that

consciously detected some physical measures from environment then through

creating wireless networks with each other and communicating finally sent what are

observed to a central node (Sink or Base Station) as a commander or administrator to

calculating concluding result or sent out and executes necessary actions. At first,

WSN just was used in military purpose, but now it’s going to take part in many

industrial. Some of the WSN applications are: detecting fire in forest and another

example is using WSN in monitoring and detection of leaking in gas, oil and water

pipeline infrastructure. However, it is going to be used more and more in the future,

so between these new technologies one of the most concerning matters is security of

WSN from adversary goals. What we are going to research for this thesis is related to

wireless sensor network and especially one sort of attacks, which called Byzantine

attack. There are several kinds and categorization of attack in WSN. Some of them

are similar to attack on other kinds of network and some other not and make WSN

more vulnerable to adversaries. So the main subject here is Byzantine attack in the

wireless sensor networks [4].
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1.3 Problem Statement

Before we go deep in purpose and objective, it’s better to clearly have a

problem definition. One of the most effective attacks on WSN is Byzantine, and it

can be described as when one or several of nodes on the network compromised by an

adversary from the outside of network. Those nodes had some delicate information

of their own like the data from sensing the environment and also have some

important information of network like shared keys, etc. so by compromising them the

abuser can get access to those or by reprogramming and manipulating them can do

malicious thing to network like dropping selective packets, sent wrong routing patch

to other neighbors while did its regular jobs and reporting. In this situation, no one

doubts about arbitrary of those nodes as then prevent of network services and in the

worse, storyline makes network down.

1.4 Project Purpose

Due to the nature of wireless network, WSNs have much vulnerability led to

variety of threads and attacks. It makes security as one of the most important

elements in WSNs. Internal attacks are not considered as enough as they should be,

so the main goal, here is to secure wireless sensor network, particularly in dealing

with Black hole attack, which is originally a term of  inside attack against routing

protocol.
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1.5 Project Objective

To approaching primary purposes of this thesis, we have done research in

previous related works that are done in securing wireless sensor network, until now,

comparing these methods and methodologies with each other and extract sufficient

knowledge, then choose the best combination of them and perform some

development and improvement, especially in main vulnerabilities and weakness to

design a new novel Black hole resilient security mechanism with lower calculation

and transmission rate for increasing power saving in life time of sensors and optimal

performance. The result is a secure lightweight routing protocol for detecting and

mitigating Byzantine attack. Based on problem statement, the following objectives

have been formulated:

1. To do a review on security solutions in the wireless sensor network

(WSN) against Black hole attack.

2. To present an improved security mechanism for one of the popular

Byzantine attacks that performs better than existing mechanisms.

3. To implement proposed idea and security mechanism into one

existing well-known protocol.

4. To simulate the presented secure protocol for achieving the expected

results.

5. To evaluate provided results through data analysis and comparison

with other protocols and talks about future related work in conclusion.
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1.6 Project Question

Due to defined objectives in previous sections, five questions in follow

section have been distinguished:

1. How to come with a good review of WSNs and different kinds of

attacks in this area?

2. Why still there is no accepted global standard protocol for wireless

sensor network and how choose a suitable security mechanism?

3. How to design and implement the resilient inside attack mechanisms

without sacrificing power consumption and what is best option of

well-known protocol?

4. What are requirements of simulations and how to provide them?

5. Is it really appropriate evaluation to provide data analysis of secure

mechanisms against Byzantine attacks in WSNs and what could be

our furtherer research steps?

1.7 Project Significance

The significance of this thesis is about every work that has been done, until

now, is not completely secure against every kind of attack, and most of them focuses

on outside attack and approach to good result. However, still there is an important

gap in this way for inside attacks like Black hole attacks and there is no efficient

method that can resist against Black hole attacks with the optimal provided result.

Furthermore, previous techniques cannot apply to internal attacks because of some

existing differences in algorithms. Even though, there are some offered methods like

using binary search and accumulation signature technology but don’t be applied to

real wireless sensor network's condition. So a novel Black hole resilient algorithm

and method that can detect and as a result of that mitigate attack consequences by

selecting the best route among Byzantine nodes and trusted nodes with setting cost of
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trustworthiness to each possible route from source to destination and further methods

is proposed.

1.8 Project Scope

In this thesis first, brief information about WSNs, variety of Attacks and

some previous works that have been done in this area is discussed. The rest of the

thesis is about defined a network model and our presented method for detection and

mitigation of Byzantine attack in WSNs. The identified scopes of research are

limited to wireless sensor network is some specific features such as:

1. We have numerous nodes, which can be mobile or fix with using multi hop

architecture as packet transferring system.

2. Only consist of most famous internal attacks in WSNs. However, it still takes

more than a master thesis to include all of them so after some analysis it has

been limited to just one well-known Byzantine attack, black hole attack, and

left the rest for future works, which are discussed in last section of the thesis.

3. Due to limitation of resources, a real world experimental has been changed to

simulation and extract demanded results like every other proper qualified work

in this area.

1.9 Summary

In this chapter, the overall idea behind this project has been explained.

Especially with glancing to objective's sections, main purpose of the thesis can be

observed. Later chapters will discuss to uncover knowledge behind wireless

networks and well-known proposed protocols in this area, and then talks about
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methodology for implementation of the project, show test result and analysis data of

results. Finally, the summary of project and suggestion of future works is mention in

the final chapter of this thesis.
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