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ABSTRACT 

 

 

 

Personal computer (PC) is a microprocessor designed for an individual user. 

Over few decades, personal computer has evolved into high power machine which 

plays huge role in our daily lives, both for work and play. We use personal computer 

for communication, internet browsing, online transaction and social networking. We 

create files and emails and during all these activities, our PC collects information. 

After years of use, in all these exchange a notable amount of personal information 

and sensitive data are stored within our PC. Personal information is detail used to 

distinguish and identify an individual. The personal information stored within PC is 

not used regularly by user and is in fact can be considered as a liability. Disclosure of 

personal information exposed users to the risk of being a victim to hackers. Hence, 

user should regularly check the information gathered within PC and clean any 

unnecessary personal information. This research examined on categories of personal 

information commonly found on personal computer. A technique was proposed 

which helps user to search the existence and identify the location of personal 

information in the PC. The collected data from the technique is then analyzed. The 

proposed technique was also tested and some future works are suggested at the end 

of this study. 
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ABSTRAK 

 

 

 

Komputer peribadi merupakan mikropemproses yang direka khas untuk 

kegunaan seorang individu. Sejak beberapa dekad, komputer peribadi telah 

berkembang menjadi mesin berkuasa tinggi yang memainkan peranan penting dalam 

kehidupan seharian manusia sama ada untuk berkerja atau berhibur. Kita 

menggunakan komputer peribadi untuk berkomunikasi, melayari internet dan juga 

rangkaian sosial. Kita mereka fail dan emel. Semasa melakukan semua aktiviti ini, 

komputer peribadi mengumpul maklumat. Selepas bertahun digunakan, sejumlah 

maklumat peribadi dan sensitif yang ketara telah disimpan dalam komputer peribadi. 

Maklumat peribadi adalah rekod yang digunakan untuk membezakan dan mengenali 

seseorang individu. Maklumat peribadi ini tidak digunakan dengan kerap oleh 

pengguna komputer malah boleh dianggap sebagai liabiliti. Pendedahan maklumat 

peribadi menyebabkan pengguna terdedah kepada risiko menjadi mangsa penggodam 

komputer dengan niat jahat. Oleh itu, pengguna perlu kerap memeriksa maklumat 

yang terdapat dalam komputer peribadi dan membuang segala maklumat peribadi 

yang tidak diperlukan. Penyelidikan ini akan memeriksa maklumat peribadi yang 

selalunya tersimpan dalam komputer peribadi. Satu teknik dicadangkan untuk 

menbantu pengguna mencari kewujudan dan mengenalpasti lokasi maklumat 

peribadi dalam komputer peribadi pengguna. Data yang dikumpulkan dianalisa dan 

teknik yang dicadangkan juga diuji. Kajian dimasa hadapan telah dicadangkan 

diakhir kajian ini. 
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CHAPTER 1 

 

 

 

INTRODUCTION 

 

 

 

1.0 Introduction 

 

 

 Over few decade personal computer have evolved into high power 

machines which plays huge role in our daily lives, both for work and play. Almost 

all the time we interact with computers. Be it a personal computer, a laptop or 

notebook, desktop computer or even a tablet PC, almost everyone has at least one 

of these items. What exactly is a personal computer? We used personal computer 

every day, but we do not really delve into the definition of a personal computer. 

Generally speaking, a personal computer or PC is a microcomputer designed for 

an individual user. Previously, many years ago, computer was designed for 

companies and was extremely expensive, hence only affordable by these 

particular companies. Back then, terminals will be attached for multiple users, to 

one single large computer which hold resources which then shared among all 

users. 

 

Today, personal computers are a lifestyle. Most Malaysians have at least 

one personal computer in their home, either for work or for entertainment, and 

some have one computer for each of their family members. Computers make life 

easier. With internet advancement today, people can do almost everything at 



2 
 

home. We do need to go to shopping mall for grocery shopping or buys household 

appliances. We do not need to go to the cinema to watch our favourite movies. 

Everything can be done through online, comfortably resting at home.  

 

 

Computer may also be some form of diary. We can share stories and 

information with friends from around the world through social networking, 

therefore, computer holds variety of information of ourselves and anyone who 

interact with that particular computer. However, there are also disadvantages of 

relying to personal computer on everyday work that unsurprisingly, not many 

noticed of. Each time we browse the net, we do social networking, we create files, 

emails and many more activities our personal computer collects information. 

After a few years, months or even days, in all these exchange, a notable amount of 

personal information and sensitive data are stored within the personal computer 

(Bozidar Spirovski, 2010). Most of these information are not used regularly by 

user, in fact can be considered as a liability, hence, it is a good practice to check 

the information gathered and clean any unnecessary personal information. 

 

 

 

1.1 Problem Background 

 

 

 Nowadays, there are many available applications to recover deleted or lost 

files. However, it is very hard to find application which helps user to locate and 

search files. As mentioned above, it is a very good practice to check the 

information and personal data gathered by your personal computer from time to 

time and clean and delete any unnecessary personal information. Unfortunately, 

not all users are technical; hence they need help to scans locations within their 

personal computer for sensitive data. Our personal computer collects information 

even without user intervention, for example the cc function in emails. Our 

browsing history and cookies contains personal information which can become a 

liability if it falls into wrong hands such as hackers or people with malicious 
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intent. Moreover, ordinary users are not exposed enough to the issue regarding 

privacy concerns. Hence, a technique which can help user to search for personal 

information within their personal computer is significantly helpful. Protecting 

one’s personal information is important in order to maintain one’s information 

security.  

 

 

Personal information according to (McCallister et al. 2010) can be used to 

uniquely identify, contact or locate a single person. Personal information can also 

combined with other resources to uniquely single out an individual. Unauthorized 

disclosure of personal information could result a serious adverse effect to the 

particular user and cause damage to reputation and also invasion of privacy. 

 

 

 On the other hand, personal information within a personal computer might 

become evidence in legal and criminal investigations. A suspect’s personal 

computer might hold crucial personal information which is a significant evidence 

to prosecute the suspect. In any forensic investigation, gathering every single 

significant evidence and information quickly and accurately is very crucial in 

order to solve the crime investigated properly. A technique which search personal 

information in personal computer swiftly and accurately is very helpful in crime 

investigations. Through personal information, law enforcements may establish 

motives, personal relationship and prove or disprove alibis of suspected individual 

(Lynch and Ellickson, 2010). 

 

 

 

 

 

 

 

 

 

1.2  Problem Statement  
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 Over years or months, our personal computer gathered significant amount 

of personal information. These personal data is not actually much of use to user 

daily works. Therefore, it is good practice to clean all the unnecessary personal 

information every now and then to avoid risks being a prey of hackers with 

malicious intent. A technique which can accurately locate and find personal 

information within a personal computer is very helpful for this purpose. 

 

 

 

1.3 Project Purpose 

 

 

 The purpose of this project is to propose a technique when launched within 

a personal computer will search and identify all personal information stored in the 

particular personal computer. 

 

 

 

 

1.4 Project Objective 

 

 

 In order to ensure that this project could be completed successfully, the 

following objectives have been identified; 

 

i) To propose categories of personal information classification within 

personal computers. 

 

ii) To propose a new technique for personal information search and identify 

within a personal computer. 
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iii) To test and validate the proposed technique for searching and identify 

personal information.  

 

 

1.5  Project Scope 

 

 The following are the scopes identified to be followed during the process 

of this project: 

 

i) The technique is designed for personal computer only. 

 

ii) The technique will be tested on existing personal computer. 

 

iii) The technique is for searching and identifying personal information 

only. 

 

 

 

1.6 Significant of Project 

 

 

 This project is prepared to produce a technique which can search and 

identify personal information in personal computer. Although people are familiar 

with personal computer and its usage, however they failed to be aware of the 

effect of unauthorized disclosure and manipulation of their personal information. 

They do not realise that unnecessary personal information in personal computer is 

in fact a liability. This project could help people to periodically check and clean 

personal information gathered in their personal computer respectively. 
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1.7  Project Organization 

 

 

 The organization of this project can be illustrated as figure 1.1 below. 

 

 

Figure 1.1: Project Organization 

 

 

Chapter 1 which is the introduction has discussed about the background of 

the problem of this research. Introduction also includes the problem statement, 

purpose, scopes and objectives to be achieved. The next chapter is literature 

review. In literature review, the background information of the study is provided. 

Also detailed information of previous related works which reside on the same 

domain of this research is discussed. Chapter 3 is research methodology. Research 

methodology will discussed phases and process of developing this research. 

Chapter 4, the design and implementation will highlight the development of the 

technique. Chapter will discuss the obtain results for analysis and finally, chapter 

6 will explain about future works recommendation and conclusion of this 

research. 
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