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ABSTRACT

Over the past several years, the online banking has tremendously grown up
and offered several financial services to the customers but plagued by internet
criminals and fraudsters attempted to steal customer information. Malware attacks,
phishing fraudsters and other types of attacks have become well known and widely
used as a means to obtain information from customers. As a result, security and
privacy of personal information became major concerns of the online users.
Nonetheless, the customer attitudes towards online banking using strong
authentication technique such as, the biometric technology, must be studied and not
to forget customer security and privacy of information. This study presents the main
security concerns and it aims to provide a clear picture of the need for strong
authentication means in online banking using biometric technologies. The findings
of this study showed that participants have expressed their opinions and attitudes
regarding the issues of security, privacy concerns, biometrics convenience towards

online banking using biometric technology.
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ABSTRAK

Sejak beberapa tahun yang lalu, perbankan dalam talian telah pesat
berkembang dan menawarkan beberapa perkhidmatan kewangan kepada pelanggan
tetapi dibelenggu oleh penjenayah internet dan penipu cuba untuk mencuri maklumat
pelanggan. Serangan malware, phishing penipu dan lain-lain jenis serangan telah
menjadi terkenal dan digunakan secara meluas sebagai satu cara untuk mendapatkan
maklumat daripada pelanggan. Akibatnya, keselamatan dan privasi maklumat
peribadi yang menjadi kebimbangan utama bagi pengguna dalam talian. Walau
bagaimanapun, sikap pelanggan terhadap perbankan online menggunakan teknik
pengesahan yang kukuh seperti teknologi biometrik, mesti dikaji dan tidak lupa
keselamatan dan privasi maklumat pelanggan. Kajian ini membentangkan masalah
keselamatan utama dan ia bertujuan untuk memberikan gambaran yang jelas tentang
keperluan untuk cara pengesahan yang kukuh dalam perbankan online menggunakan
teknologi biometrik. Hasil kajian ini menunjukkan bahawa peserta telah menyatakan
pendapat mereka dan sikap mengenai isu-isu keselamatan, kebimbangan privasi,
kemudahan biometrik ke arah perbankan online menggunakan teknologi biometrik.
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CHAPTER 1

INTRODUCTION

1.1 Introduction

With the growing popularity of the internet, the relaying on the web have
become a paramount of importance for the organizations today than ever before.
They are trying to reach their customers through a more easier and secure way of
accessing services and performing online transactions at anywhere and anytime
(\Voice, 2005). Moreover, the dynamic nature of Internet with millions of computers
linked to each other makes it hard to control and secure the Internet environment.
Due to this huge and complex nature, it is not surprising that the Internet has given
the fraudster a new and unprecedented opportunity and means of committing

financial crime against businesses (Soh et al., 2010).

Regarding to consumer attitudes and acceptance towards Internet banking,
organizations are concerned with providing a level of satisfaction to their customers
while doing their financial transactions. Besides, many research attempts have been
conducted to address the factors that influence the user acceptance of internet
banking services. Consequently, many security measures, such as using passwords
and traditional means, have been applied to protect the customer information and
their private data. However, the biometric technology is seen as a potential solution

which could achieve, alongside with traditional measures, a satisfied level of comfort



and security while reducing the need to remember multiple passwords and Ids (Frye,
2001).

1.2 Problem Background

Today, there are more and more online applications that enable users to do
various things anywhere and anytime via the Internet. With the current rapid changes
and developments in information technology networks, we can search for
information; perform online services; do financial transactions like pay bills via
internet banking (Soh et al., 2010). Furthermore, banks are undergoing
unprecedented and global achievements. Therefore, the business people have been
revolutionized with a great change which has been occurring in developing countries
(Hassanuddin et al., 2012).

The advantages of Internet banking are manifest. Instead of going a trip to
the bank, the customers can access their personal and business account information.
Although the bank is closed, the customers can check their balance whenever they
want. In addition, the most attractive service that offered by internet banking is that
they can pay the bills online, which saves both time and money on postage
(Hassanuddin et al., 2012).

However, threats of spyware and viruses, which allow usernames and
passwords to be stolen for unauthorized access, are hampering the adoption of online
Banking especially those involving sensitive data and money like financial
transactions. Due to the need to protect customers from online fraud, extra security
measures are implemented like the usage of security devices that generate a different
PIN for each minute and digital certificate/signature or using smart cards (Soh et al.,
2010).



Regarding to growing up in technologies changes which offered the easy way
to adopt internet banking, new security measures have emerged such as biometric
technology which can be used to validate access to the online banking. Since
biometric technology utilizes certain physical and behavioral traits that are unique to
an individual to identify and verify a person, it may therefore provide a better and an
attractive method to implement by organizations for identification as compared to
other security measures. However, the influencing factors related to costumer’s

behavior have raised several concerns on user acceptance such as user’s privacy and

data security (Ahmad and Hariri, 2012; Chan, 2008).

1.3 Problem Statement

The rise of phishing, data compromises and other attacks against online
banking systems have impacted the use of online banking and thus the consumer’s
ability to adopt online services has been negatively affected. There are some studies
have been done to investigate the influential factors and attitude related to online
banking using biometric techniques. Therefore, the need for further investigation to
fill this gap and identify the factors impacting a user’s attitude to use or resist online
banking through the use of the biometric technology is a paramount of importance.
The current study investigates the effects of security and privacy concerns on the
user attitude towards online banking using biometrics technology authentication.
Furthermore, the study explores the other influencing factors such as technology
convenience, technology usage experience and familiarity with the new technology.

All these are done through proposing a conceptual framework.



14 Research Questions

To investigate these questions, the project considers the following questions to
answer the above hypotheses:

1. What are the main factors influencing biometrics implementation in Internet
banking system?

2. What are the roles of security and privacy concerns on the user attitude
towards online banking using biometrics technology authentication.

3. What are the roles of other constructs such as Technology Usage experience,
and technology convenience on the users’ attitude towards online banking

through the use of biometrics?

1.5  Project Aim

The project has general objective which is to propose a framework takes
different factors as an input to measure users’ attitude towards online banking using
the biometrics technology. This research will achieve its goal by using the
conceptual framework through the review of technology acceptance models and

theories for online banking.

1.6 Objectives

To accomplish the aim of this project, a few objectives have been identified:

1. To acquire the level of knowledge and appreciation of biometric enabled

security by internet banking users.



2. To identify the role of influencing factors, security and privacy concerns
on the user’s attitude towards Internet banking through the use of
biometrics technology.

3. To propose a research framework regarding online banking security using

biometrics and to evaluate the proposed framework.

1.7 Scope of Project

The scope of the project identifies the boundaries are listed below:

1. The project will focus on proposing framework for Internet banking using
biometric technology regarding customer’s acceptance.
2. The study will be done by taking a random sample among internet

banking users in Malaysia.

1.8  Significance of Study

The study is becoming extremely significant due to the lack of researches
that has been identified the importance of user security and privacy concerns within
Internet banking when using a new security technology such a biometric technology.
Therefore, the project aims to propose a framework to trace the different factors

which could contribute to the acceptance of this new technology.

1.9 Summary

This chapter includes the project introduction, problem background, problem

statement, project objectives, scope of the project and the significance of the study.



The purpose of this study is to investigate the main influencing factors and attitudes
towards online banking using biometric technology. This project was done through
exploring the literature review, existing studies and data collecting from some
several resources such as books, conferences, journals and the Internet. The findings
of the study showed that users expressed their attitudes towards online banking using
biometrics. The attitudes categorized into seven dimensions: knowledge, privacy,
security benefits, intrusive nature of biometrics, user convenience and technology

usage experience.
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