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ABSTRACT 

Vehicular communications play a substantial role in providing safety in 

transportation by means of safety message exchange. Researchers have proposed 

several solutions for securing safety messages. Protocols based on a fixed key 

infrastructure are more efficient in implementation and maintain stronger security in 

comparison with dynamic structures. Security is an important concern in VANETs 

because a malicious user may deliberately mislead other vehicles and vehicular 

agencies. Sybil attacks have been regarded as a serious security threat to ad hoc 

networks and sensor networks. They may also impair the potential applications of 

VANETs (Vehicular Ad hoc Networks) by creating an illusion of traffic congestion. 

Sybil attack is a malicious vehicle pretends to be multiple vehicles. Reported data 

from a Sybil attacker will appear to arrive from a large number of distinct vehicles, 

and hence will be credible. Privacy is another issue that must be preserved. In order 

to maintain security, privacy ca be compromised, hence this research study proposes 

a privacy friendly framework to detect Sybil attack. Finally, we use MATLAB as a 

simulator and compare the simulation results with other method. 



vi 

 

ABSTRAK 

Komunikasi kenderaan memainkan peranan yang besar dalam menyediakan 

keselamatan dalam pengangkutan melalui pertukaran mesej keselamatan. Penyelidik 

telah mencadangkan beberapa penyelesaian untuk mendapatkan mesej keselamatan. 

Protokol berdasarkan infrastruktur utama tetap adalah lebih berkesan dalam 

pelaksanaan dan mengekalkan keselamatan yang lebih kukuh dalam perbandingan 

dengan struktur yang dinamik. Keselamatan adalah satu kebimbangan yang penting 

dalam VANETs kerana pengguna yang berniat jahat boleh sengaja mengelirukan 

kenderaan dan agensi-agensi lain kenderaan. Sybil serangan telah dianggap sebagai 

ancaman keselamatan yang serius kepada rangkaian ad hoc dan rangkaian sensor. 

Mereka juga boleh menjejaskan potensi aplikasi VANETs (kenderaan Ad hoc 

Networks) dengan mewujudkan ilusi kesesakan lalu lintas. Sybil serangan adalah 

kenderaan yang berniat jahat berpura-pura untuk menjadi pelbagai kenderaan lain. 

Melaporkan data dari penyerang Sybil akan muncul tiba dari bilangan besar 

kenderaan yang berbeza, dan dengan itu akan menjadi kredibel. Privasi adalah satu 

lagi isu yang mesti dipelihara. Dalam usaha untuk mengekalkan keselamatan, privasi 

ca boleh dikompromi, maka kajian ini mencadangkan satu rangka kerja privasi mesra 

untuk mengesan serangan Sybil. Akhirnya, kita menggunakan MATLAB sebagai 

simulator dan bandingkan keputusan simulasi dengan kaedah lain. 
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CHAPTER 1 

INTRODUCTION  

1.1 Introduction 

Vehicular ad hoc network (VANET) is a form of MANET. It is used for 

communication between vehicles in order to provide safer environment for them. It is 

infrastructure-less network that is constructed on self-organizing. Furthermore it is 

based on short range wireless communication among vehicles. Some challenges in 

VANET are similar to MANET such as: wireless links communications, limited 

band-width, multi-hop broadcast and lack of established infrastructure.  

However, VANET has some differences as compared to MANET. For 

example in VANET, vehicles are the components which building the network and 

the network restricted vehicle movements. Sufficient computational and power 

resources are the advantages of VANETs over MANETs that eliminate the need for 

energy-aware algorithms [1].  

Vehicles’ movements in VANET make it dynamic in time and space; 

therefore it offers flexibility which is associated to the vulnerability of wireless 

communications. Hence, it brings new challenges to achieve safe and secure 

communication. The defenseless of VANET due to its specificities and 

characteristics make it target to all types of attacks (passive and active) from 

malicious and malfunctioning nodes.  

For example if message integrity is not protected, the messages’ contents 

which are sent by one node can be modified by an attacker in order to change the 
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behavior of other nodes. Hence, an attacker can keep its identity unknown and use 

this situation in order to obtain many benefits. Consequently, the vehicle that was 

attacked by the attacker would be made responsible for the damage caused. 

Base on the types of communications (Vehicle to vehicle (V2V) and Vehicle 

to infrastructure (V2I)) and in order to provide security and privacy of the vehicles, 

following issues need to be provided in VANET: 

Authentication: It means that receiver must be able to check the legitimacy of 

an event or message and its sender; otherwise an attacker can impersonate an 

emergency vehicle to surpass speed limits without being sanctioned.  

Non repudiation:  It ensures that the sender and the receiver of one message 

cannot deny that they have ever sent or received specific messages that exist. If it is 

not supported, an attacker can report false information in order to misuse a situation. 

In other word both the transmitter and receiver of any messages should be 

identifiable at any given time. 

In order to provide safety in VANETs applications, we need to deal with the 

security issues. Although there are various security attacks in VANET, this research 

study try to concentrate on Sybil attack. It is one of the most important attacks in 

VANET that may cause negative effects to both VANETs security and driving 

safety.  

Sybil attack was first introduced and formalized by Douceur in peer to peer 

networks. Based on this attack, a malicious node fabricates fake identities in the form 

of multiple nodes. These fake nodes (identities) behave like normal nodes in order to 

deceive other vehicles by distributing false traffic information. On the other hand 

cooperative driving plays a critical role in VANET because it increases cars’ safety. 

According to the cooperative driving any sensed event should be reported by 

multiple distinct vehicles. Therefore Sybil attack can target this assumption by 

creating fake identities and report fake events in order to deceive other vehicles to 

follow its desire.  
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For example, in a typical attack, a malicious node creates several fake 

identities. These identities are considered as vehicles. If each of these fake vehicles 

declares false information about an accident and cars with genuine identities consider 

them as an honest report, they may either choose other ways and free the road for the 

purpose of the attacker or decrease their speed which can cause traffic jam. 

Privacy is another critical issue in VANETs which related to protection of 

drivers sensitive information against unauthorized observers. Location-based 

services has several privacy problem, For example, a malicious node eavesdrop and 

collect information sent by vehicles and track their location. It also can guess critical 

data of users such as their residence and their real identities. Nevertheless, privacy in 

VANETs refer to sensitive data related to driver such as license plate, current speed, 

current position, identification number, and the like which must be kept private from 

other vehicles in the system. 

This research study attempts to evaluate the performance of the security 

mechanisms which are proposed to detect Sybil attack in vehicular networks. It also 

tries to propose a technique for detecting the Sybil nodes in VANETs. 

1.2 Problem Background   

The Sybil attack is a well-known harmful attack in networking which forges 

identities, claims as multiple users and send multiple messages from one vehicle with 

multiple identities. Several methods are suggested for detecting Sybil attacks but 

some of them such as radio resource testing [8] are not applicable in VANETs since 

the attacker can access to further computational resources than an honest node.  

Using of public key cryptography [15] is another method which uses a PKI 

for VANET (VPKI) to solve the security issues that are caused by Sybil attack. This 

method is not suitable because it is difficult to deploy PKI for VANET and also 

testing this method in a real world for assessing it, is impossible.  
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Some researches assume a predefined propagation model in wireless 

networks in order to deal with detection of Sybil attack [4][5]. They tried to estimate 

received signal power in order to find some inconsistencies between the signal’s 

power and the claimed position. However, most of these techniques which are based 

on propagation model suffer from imprecision of devices.  It is mainly because an 

attacker can defeat these models by changing the transmitted power. Almost all the 

solutions that have been proposed are inefficient for a complete VANET security 

solution. 

1.3 Problem Statement 

A malicious vehicle have interested in spreading false traffic messages and 

compelling other vehicles to make wrong decisions. Incorrect message reported by a 

malicious node is not sufficient. For accepting it as truth, applications need several 

vehicles to confirm a particular message. By considering this assumption, if a 

malicious vehicle tried to pretends to be multiple vehicles (Sybil attack), it could 

distribute some false messages in order to make other vehicles to follow its desires. If 

other vehicles cannot recognize the Sybil attack, they accept the information and 

decide base on it. Therefore, recognizing this problem is critical for vehicular 

network systems. Previous work are based upon different assumptions, which are 

often not realistic in a VANET context. It is important to provide a theoretical insight 

of which assumptions reduce the potential for Sybil attacks.  

Privacy of vehicles is another big issue which must be preserved. It is a 

critical attributes of a VANET which is related to sensitive information of driver, and 

must be protected from compromising at any time. Simply by overhearing periodic 

beacon messages sent from vehicles, an adversary can identify locations visited by a 

certain car and then breach the privacy of the driver. This study will investigate the 

role of the assumptions on the success rate of Sybil attacks and try to propose a 

privacy friendly detection technique to detect Sybil attacks in VANETs.  
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1.4 Objectives  

The objectives of the study include 

 To study the characteristics of Sybil attack in VANETs perspective. 

 To enhance privacy friendly technique to detect Sybil attacks. 

 To evaluate the technique and compare with Privacy Preserving 

Detection of Abuses of Pseudonyms (P2DAP)   

 

1.5 Project Scope 

Security and privacy are two important aspects of safety communications in 

VANET. There are a great number of attacks in VANET. These attackers have been 

classified according to the layers used by them. The scope of this research is to study 

all types of attacks in VANET but the main concentration is on Sybil attack. It is 

mainly because Sybil attack can import false information into the network which can 

put the drivers and passengers life endanger. It means that it can target the basic 

principles of VANET which are Road safety and Traffic control. This research study 

also tries to propose a method to detect Sybil attack in a vehicular ad hoc network 

(VANET) based on roadside unit (RSU). Matlab will be used to develop and test the 

proposed framework. Currently, this method cannot detect the colluding vehicles if 

each malicious vehicle only reports a faked event with one pseudonym. However, 

such an attack is not a Sybil attack and is beyond the scope of this paper.  

1.6 Thesis outline 

This thesis is organized as follows. 
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Chapter 2 reviews all attacks an security requirement in VANET and then 

gives an insight to the existing Sybil attack detection method which have been 

developed by various researcher.  

Chapter 3 prepares the methodology of the proposed detection, and provides 

a short explanation for each of the main steps in the developed detection system. 

Chapter 4 explains the design of proposed scheme and the design of 

simulation model of the proposed scheme.  

In Chapter 5, the findings of the simulation modeling are assessed.  

Finally, the last chapter concludes the dissertation and offers some directions 

for future works. 
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