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ABSTRACT

There are many ways to prevent the sensitive information from unauthorized
manipulation. Time stamping is one of the ways to prevent the information by keep
tracking time creation of the document. Based on the existing research, there are
several techniques that implemented time stamping method for a document. In this
study, implementing time stamping method for medical record system is the main
objective. The integrity of patient medical data is important and therefore the
medical record need a mechanism that can verify the record from unauthorized
manipulation. The components that included in this proposed time stamping method
are MAC (Media Access Control) Address and hash function (SHA512). Besides
that, this proposed method also provides a link between a record to another record.
That link is produced by including hash value of previous record to the time stamp.
This proposed method introduced several functionalities for the medical record. The
first functionality is to trace creation time of each record, by recording of the time
when the document was time-stamped. The second functionality is to trace who is
the creator of the record. The third functionality is to trace which computing device
that has been used to create the record by examining the MAC Address. And the last
functionality is to prevent the possibility of unauthorized document was put between
the documents that already stored in the database by implementing linking hash
value. Thus by implement this proposed method, the sensitive information of
medical record can be prevented from updated and manipulation by unauthorized

people.
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ABSTRAK

Terdapat banyak cara untuk mengelakkan maklumat sensitif daripada
manipulasi yang tidak dibenarkan. Setem Masa adalah salah satu cara untuk
mengelakkan maklumat dengan menyimpan masa pembuatan dokumen itu.
Berdasarkan penyelidikan yang sedia ada, terdapat beberapa teknik yang
dilaksanakan kaedah setem masa untuk dokumen. Dalam kajian ini, melaksanakan
kaedah setem masa untuk sistem rekod perubatan adalah objektif utama. Integriti
data perubatan pesakit adalah penting dan oleh itu rekod perubatan memerlukan
mekanisme yang boleh mengesahkan rekod dari manipulasi tidak dibenarkan.
Komponen yang termasuk dalam kaedah setem masa yang dicadangkan ini adalah
MAC (Media Access Control) Alamat dan fungsi hash (SHA512). Selain itu, kaedah
yang dicadangkan ini juga menyediakan pautan antara rekod satu dan rekod lain.
Pautan ini dihasilkan dengan memasukkan nilai hash setem masa rekod sebelumnya.
Kaedah yang dicadangkan ini memperkenalkan beberapa fungsi kepada rekod
perubatan. Fungsi pertama adalah untuk mengesan masa penciptaan setiap rekod,
dengan rakaman masa apabila dokumen itu ditanda masa. Fungsi kedua ialah untuk
mengesan siapa pencipta rekod. Fungsi ketiga adalah untuk mengesan mana peranti
pengkomputeran yang telah digunakan untuk mencipta rekod dengan memeriksa
Alamat MAC. Dan fungsi terakhir adalah untuk mengelakkan kemungkinan
dokumen yang tidak dibenarkan telah dimasukkan antara dokumen yang telah
disimpan dalam pangkalan data dengan melaksanakan hubungan nilai hash. Oleh itu,
dengan melaksanakan cadangan kaedah ini, maklumat sensitif rekod perubatan boleh

dihalang daripada dikemaskini dan manipulasi oleh pihak yang tidak dibenarkan.
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CHAPTER 1

INTRODUCTION

1.1 Overview

Nowadays, data or information becomes very important thing that should
have more integrity. Data has strong relation with someone privacy, such as medical
record, identity record, etc. Data itself should construct of three elements of
information security, they are confidentiality, integrity, and availability. In
information security aspect it called as data investigation. There is an evidence
which published by BBC(2012), “Verizon found that 58% of all the data stolen
during breaches in 2011, hacktivists stole more data from large corporations than

cybercriminals in 2011”. That statement shows how the data is very important.

The awareness of security data or information should be increased in
developing country. Because, most of the systems that have been released are
electronic system based, such as paying the tax, medical system, etc. If most of the
system using electronic base system, it means the threat of the data increased. By
that reason, the data become more important, confidential, and cannot access or
updated by unauthorized user. There are so many ways can be implemented to
prevent the data stolen and data updating without authority from the authorized user,

such as time-stamping and digital signature.



Time-stamping is a method that make document more secure from updating
by unauthorized people with certain time. The difference between time-stamping
and digital signature is in time-stamping does not only add a digital signature by the
author, but, it also adds the data with certain time when the author creates the data or
document. It means the creation and modification of a document can be traced in
this method.

1.2 Problem Background

Recently, there are so many crime cases that related to the document stolen
and updated by unauthorized writer. For example, if a patient from medical center
did a check-up for their health. Then, the doctor creates and records their medical
record into the medical center system. The medical record system will show the
updated medical record of that patient. So, if the medical record was updated by
unauthorized user, the doctor cannot recognize that the doctor did not create that
medical record. Because, in that record there is no information about when the
creation or update date and also there is no information about who is the last person
who update that medical record. In this case, securing or tracking our document or
data is very important to prevent our data from ignorance of unauthorized people.

In computer science there are some of recognized techniques that make our
data or information more secure, one of them is time-stamping. Time-stamping is a
method to keep track time of creation and modification date of a document does
prevent the copyright stolen. As (Schneier, 1996) state “It must be impossible to
timestamp a document with a date and time different from the present one”. From
that statement explains that the time-stamping technique will be secure if the

document that already time-stamping cannot be changed.



There are some methods that already implemented in existing research, first
ticket and stub time-stamping protocol algorithm and second nonce based time-
stamping protocol algorithm as described by (Peyravian et al., 2000). Another recent
method for time-stamping electronic documents using certificates and user specified
times, they are originator generated time-stamp receipt protocol, augmented
originator generated time-stamp receipt protocol, public key certificate based
protocol, and time based signing key protocol as described by (Peyravian et al.,
2001).

Besides that, there are some methods also implement time-stamping
algorithm with hash function. Hash function means any algorithm or subroutine that
maps large data sets of variable length, called keys, to smaller data sets of a fixed
length. There are some hash function techniques to hash the message or data in
cryptography, such as MD2, MD5, SHA 0, SHA 1, SHA 2 (256, 512), whirlpool, etc.
Some technique of time-stamping already combined between time-stamping methods
with hash function to make the integrity of document become more secure. But, in
one of hash function method (MD5 and MD4), there was collision-finder that can
make client-side hash function in time-stamping insecure (Buldas and Laur, 2006).
Besides that, (Wang and Yu, 2005) described it also happen in another hash function,
such as HAVAL-128, MD4, RIPEMD, and SHA-0. Then, in hash function also
there is pre-image attack. Therefore, this study proposes a new method of time

stamping that implemented to the medical record system.

1.3 Problem Statement

Combining time-stamping with hash function is one of implementation of
time-stamping method. In those methods the researcher combining time-stamping
with any of hash functions algorithm like SHA-1, SHA-0, and MD5. But, as
described by (Buldas and Laur, 2006), combining between time-stamping with hash

function (MD5) is not secure as client-side, because there is attack that called as



collision finder. This collision finder means that function can produce the same
value when two different messages hashed with one hash function.

Besides that, based on some papers that related to this study, most of the
time-stamping protocol did not focus on how the linking between one document with
another document. Such as the protocol that was done by (Peyravian et al., 2000,
2001), the protocol did not use any linking between one document with another
document, except one protocol that called as originator generated time-stamp
protocol. But, the linking number also did not compulsory to be included to time

stamping.

1.4 Objective

From the problem statement above this study have some objective, they are:

I. Studying and implementing hash function especially SHA-2 (512) in
hashing a document

ii.  Analyzing the existing time-stamping method for a document

iii.  Implementing and developing the prototype of proposed time-stamping
method that will combine with hash function and Media Access Control
(MAC) Address to make a document more secure for medical record.

iv. Testing and validating the prototype of time stamping method that will

be implemented



1.5  Scope

This study will focus in time-stamping that combine with hash function
especially SHA-2 (512) hash function method. A new proposed method of time-
stamping implemented for medical record system. Because, based on the
explanation before, the medical record is very important data that should keep about
the privacy. Besides that, this proposed time-stamping technique uses MAC Address
as a unique value. Then, XPS file becomes the output of this medical record. and
also, this study does not analyze about the possibility of man in the middle attack.

1.6  Significance of study

Basically, this study helps to know and analyze the function of time-stamping
in securing our data or document. By analyzing and knowing function of time
stamping, how to make our document or data more secure can be understood.
Combining time-stamping and hash function can help to make our data or document
encryption become more complicated, so the unauthorized user cannot change,

modified, or delete our data or document.

Then, based on (Williams and Boren, 2008), E-Medical record is one of ICT
invention in developing country. Most of developing country use electronic medical
record (EMR) in their hospital system. The medical record is very confidential, it
means no one can see or update the medical record except the doctor and the
authorized people.



By implementing the proposed method of time stamping in medical record
system, it means the medical record can be traced who is the creator and when the
document was made by the author. Besides of that, by adding the MAC address this

proposed method also can trace where the document has been created.

1.7  Aim of study

This study proposes a method that designed by using hashing function (SHA
512), and then combining with other function, like reliability time in TSA, 1D, Media
Access Control (MAC) Address as a unique key, digital signature, etc. This
proposed method implemented into medical record that will affect the confidentiality

of medical record.

1.8 Organization of Thesis

This thesis is divided into six chapters, the first chapter is introduction, and
the second is literature review, then research methodology, analysis design,
implementation and testing, and the conclusion. Each of chapter will provide

summary of the chapter and will be part of the last chapter as the conclusion.

Introduction is the first chapter of this thesis. In this chapter include the
overview of the thesis, problem that become a background to do this study, the
problem that find by the writer, the objectives of this thesis, scope, significance of

study, and organization of thesis.



The second chapter of this thesis will be literature review. This chapter
explain about the important research that always done before that help to finish this
thesis in this chapter. Such as, what are the techniques that already done by the
research before, what are the disadvantages and advantages of the existing technique

that already implemented, etc.

The third chapter of this thesis is research methodology. In this chapter how
to do this research will be explained in more details. Where each phase figures to

complete the objective of the thesis that already explained in the first chapter.

The fourth chapter is the analysis design. In this chapter will explain about
the proposed time stamping method that combined with Media Access Control
Address and hash function. Besides that, in this chapter also explain the flow of
medical report system that already implemented with new propose method of time
stamping. At the end of this chapter, preliminary analysis shows how secure this
proposed technique can be used, especially in hashing to count how many hamming

weight of changes of each data.

The fifth chapter is the implementation and testing. In this chapter explain
about how to implement the proposed method of time stamping to medical record
system. Besides that, how the testing will be done to the proposed method that

implemented with medical record will be more details in this chapter.

And the last chapter will be conclusion. The last chapter will include all the
summaries of each chapter. From that summary, this study comes out with a

conclusion and also the future work for further research.
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