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ABSTRACT

Web-based applications enable users to carry out their business transactions
virtually at any time and place whereby users are required to disclose almost all their
personal information which result in greater risks of information disclosure.
Therefore, protecting personal information is of utmost importance. Enforcing
personal information protection in databases requires controlled access to systems
and resources and granted only to authorized users. Traditional access control
systems cannot be used in achieving full personal data protection. Current purpose-
based access control systems provide insufficient protection of personal data
especially in web-based applications. This is mainly due to the absence of user
authentication in these systems and the fact that data subjects have less control over
their information. This research is an effort to overcome this problem in which the
Credential Purpose-Based Access Control (CrePBAC) system is introduced. This
system implements a two-phase security and an access control mechanism with a
model and security policy implementation. The two-phase security model involves
user authentication using personal credential and data authorization based on
purpose. The organization’s security and privacy policies are implemented using
metadata technique in Hippocratic Databases. The metadata technique utilizes a data
labeling scheme based on purpose and control data access through query
modification. The model and mechanism were successfully implemented. The
results from the two types of case studies tested showed that the access control
mechanism provides users with more rights and control over their data. In
conclusion, this research has introduced a new approach in purpose-based access
control with a two-phase security model and mechanism that provides greater control

for personal data protection in web-based applications.
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ABSTRAK

Aplikasi berasaskan-web membolehkan pengguna menjalankan urusniaga
perniagaan secara maya pada bila-bila masa dan tempat di mana pengguna
dikehendaki mendedahkan hampir semua maklumat peribadi yang menyebabkan
risiko lebih besar dalam pendedahan maklumat. Oleh itu, melindungi maklumat
peribadi adalah sangat penting. Penguatkuasaan perlindungan maklumat peribadi
dalam pangkalan data memerlukan capaian kepada sistem dan sumber dikawal dan
diberi hanya kepada pengguna yang berhak sahaja. Sistem kawalan capaian
tradisional tidak boleh digunakan dalam mencapai perlindungan penuh data peribadi.
Sistem kawalan capaian berasaskan-tujuan, pada masa ini tidak dapat memberi
perlindungan sepenuhnya ke atas data peribadi terutama dalam aplikasi berasaskan
web. Ini adalah disebabkan ketidakhadiran pengesahan pengguna dalam sistem dan
empunya data (data subject) tidak mempunyai kawalan sepenuhnya terhadap
maklumat mereka. Kajian ini adalah satu usaha untuk mengatasi masalah ini yang
mana sistem Credential Purpose-Based Access Control (CrePBAC), diperkenalkan.
Sistem ini melaksanakan keselamatan dua-fasa dan mekanisma kawalan capaian
dengan satu model dan pelaksanaan polisi keselamatan. Model keselamatan dua-fasa
ini melibatkan pengesahan pengguna menggunakan kredential peribadi dan
kebenaran data berasaskan tujuan. Polisi keselamatan dan privasi organisasi
dilaksanakan menggunakan teknik metadata dalam Pangkalan Data Hippocratic.
Teknik metadata menggunakan skim pelabelan data berasaskan tujuan dan mengawal
capaian data melalui pengubahsuaian kueri. Model dan mekanisma telah berjaya
dilaksanakan. Pengujian ke atas dua jenis kes kajian menunjukkan mekanisma
kawalan capaian ini memberikan pengguna hak dan kawalan yang lebih ke atas data
mereka. Kesimpulannya, kajian ini telah memperkenalkan pendekatan baru dalam
kawalan capaian berasaskan-tujuan dengan model keselamatan dua-fasa dan
mekanisme yang memberikan kawalan yang lebih baik bagi melindungi data peribadi
dalam aplikasi berasaskan web.
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CHAPTER 1

INTRODUCTION

1.1 Preface

Organizations have increased their adoption of database systems as a key data
management technology for their day-to-day operations and decision makings.
There is an increasing growth of web-based applications and information systems
operating in open environments. Therefore, the security of data, especially personal
data managed by these systems becomes crucial (Dagdee and Vijaywargiya, 2009b).
Besides that, there has been a further increased in the risk exposures of databases.
This demands for a more secure database systems than before due to the importance
of data security requirements. In addition, Bertino and Sandhu (2005) identifies that
securing databases in open environments are more challenging where data can be

accessed anytime and from almost anywhere.

The existence and the rapid development of the World Wide Web (WWW)
on the internet have literally transformed people lives in recent years. Web-based
applications enable people to carry out their business activities virtually any time and
from any place such as online shopping, electronic banking and even learning
through online. These applications also provide the capabilities to collect and store
many types of information related to personal and individuals in the course of the
business activities. Every day, organizations are entrusted with the responsibility of
collecting and managing many types of personal information including names, e-mail
addresses, home addresses, genders, believes and the like from users. Indeed, a
study conducted by the Federal Trade Commission in May 2000 (ANSI, 2004) shows
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that 97 percent of web sites were collecting at least one type of identifying

information such as name, e-mail address, or postal address of consumers.

However, personal information once collected and stored, if used without any
concern or awareness of its importance will create fear for privacy violation for users
and many other people (Byun and Li, 2008). On the other hand, easy access to
personal data poses a threat to individual privacy. More and more privacy related
incidents occurs (Anton et al., 2004; Chung and Paynter, 2002), individuals are
afraid that their personal information might fall into the wrong hands and be abused
against their will. Ceruti (2005) stated that data privacy becomes an issue when
users are not comfortable to disclose their personal information even though it is
needed. Easy access to personal information will cause the misuse of data, less
control over their information, and many others. Furthermore, the rapid advances in
database management systems and information technology have greatly increased the

awareness of the need for protecting data especially personal data in the databases.

Data privacy issues become more important especially when it involves data
relating to a person are collected, used and stored easily in databases. The challenge
is to share data and at the same time able to protect these types of data. Therefore,
personal data stored in the database must be protected from being accessed by
unauthorized users. This personal data protection approach is known as access
control. Access control is an approach when users try to access a data object, it will
check the rights that the users have again a set of authorizations, stated usually by
some security administrator (Bertino et al., 2005). Protecting data in the databases
can also be done through the use of specially designed databases called Hippocratic
Databases (HDB). HDB is a new concept of databases introduced by Agrawal et al.
(2002) with the objective of focusing on protecting the privacy of the individuals
whose personal information are contained in the databases. The concept of purpose
has been widely used in proposing an access control based on purpose. Observing
these challenges in protecting the personal data, the concept of purpose must play a

major role in controlling access towards personal data in the open databases.

In line with the above view, this research is to provide an appropriate
approach in controlling the access with the purpose to protect personal data stored in
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open databases from unauthorized access. The research will consider various issues
of data security and privacy with special emphasis on access control approach in

protecting personal data stored in open databases.

This research work focuses on the requirements of data security and privacy.
It emphasizes on controlling the access towards personal data in order to protect
these type of data stored in open databases. The purpose of this research is to
propose an access control model and then, is enforced by the implementation of an
appropriate access control mechanism to provide high-assurance and confidentiality
of personal data. With the brief introduction on personal data protection inside
databases, Section 1.2 describes the background of the problem while Section 1.3
presents the problem statement. Section 1.4 develops the research questions which
were derived from previous section. The objectives of the research are explained in
Section 1.5 and Section 1.6 provides the scope of the research. Section 1.7
overviews the importance of the research that need to be considered. The outline of
the research is given in Section 1.8, and Section 1.9 gives the summary of this

chapter.

1.2  Background of the Problem

Discussions started by looking at the scenario in web-based applications
which emphasize on current problems in access control. Then, this section continues
the discussions on purpose-based access control in supporting data privacy. Finally,
this section also discuss on the subject of personal information protection which it

concentrates on the rights that users have regarding their own data.

1.2.1 The Nature of Web-based Applications

The ability of web-based applications to be accessed anytime, anywhere and

by anyone is essential in modern economy but at the same time require higher



4
security especially when being accessed by many unknown parties in the open
environment. The most commonly used access control methods are based on identity
and role based authentication which makes the system unsuitable for open access
(Dagdee and Vijaywargiya, 2009b). This is caused by in web-based applications
such as e-commerce, data access is required by anyone spontaneously. This
traditional access control approach; known as identity-based authentication where it
is assumed that the users are known to the provider through a process of registration.
Bertino and Sandhu (2005) also claimed that the use of identity mechanism which is
based on login and user names for qualifying the subjects to which a policy applies
are no longer appropriate in that they would require the specification and

management of large number of policies.

Dagdee and Vijaywargiya (2009a) stated that the major challenge is when in
open environments; the requesters are not being identified by unique names but are
identified by their attributes to gain access to resources. For example, requesters
being proved as an owner of the information are more important rather than their
identity in order to provide them an access on their personal data inside databases.
Here, the requesters are required to submit the proof of ownership of personal data.
The open and dynamic natures of these web-based applications require the
development of secure access controls for protecting personal data (Ardagna et al.,
2010). These include implementing appropriate access mechanisms that will
complement the confidentiality and privacy of personal information. Consequently,
these models and its mechanism allow deciding which requesters are qualified to
gain access to the personal data. On the other hand, which server is trusted to
provide the requested personal data, on the basis of certified statements provided by
the interacting parties is needed. For this purpose, Bertino and Sandhu, (2005)
suggested that there is a need to use a more flexible user specification mechanism
rather than user identity itself when determining the access decision. User
specification mechanism based on user credential and profiles such as nationality,
job position can be used besides their login names during the specification and

enforcement of access control policies.

The expansions of web-based applications have heightened the need for the
development of secure databases with the ability to protect the personal data. Both
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model and its mechanism are important in controlling accesses towards personal data
in databases. There is a growing need for development of access control models and
appropriate mechanism with the architectural design in protecting the personal data
inside open databases. Accordingly, it realize the open access systems that enable

easy access to personal data in web-based applications which this research about.

1.2.2 Purpose-based Access Control for Data Privacy

Access control is one of the fundamental security mechanisms for
information systems. Access control enables us to manage the access at a very
granular level. Today, even though data privacy becomes a major concern for both
users and organizations, but, traditional access control such as Mandatory Access
Control (MAC), Discretionary Access Control (DAC) and Role-based Access
Control (RBAC) cannot easily be used in achieving the personal data protection
Yang et al. (2008). According to Chauduri et al. (2011), access control designed to
protect personal data should focused on privacy policy that concerned with which
data is used for which purpose. Unfortunately, traditional access control models

focus on which user is performing which action on which data object.

Kabir and Wang (2009) pointed out the first reasons that privacy protection
cannot be easily achieved by traditional access control as traditional access control
such as RBAC focuses on which user is performing which action on which data
object, but a reliable access control for protecting personal data is concerned with
which data object is used for what purpose. According to Byun et al. (2005), in
order to protect personal data stored in databases, the notion of purpose must play a
major role in access control models. Due to this, more and more researches have
been done in purpose based access control (PBAC) which was motivated by HDB
(Byun et al., 2005; Masoumzadeh and Joshi, 2008; Sun and Wang, 2010). Section
2.5 will discuss further on PBAC.



1.2.3 Personal Information and User’s Right

Concern of privacy is an important issue for individuals when discussing on
personal information. Privacy is closely related with personal data and its protection.
Both privacy and personal information protection scope are directly related in this
research. In the context of personal information, privacy is defined as an ability to
control collection, retention and distribution of personal information that belongs to
them (Goldberg et al., 1997). Through web-based applications, organizations will
collect various types of personal information and will use it for various purposes.

This may leads to concern that personal information may be misused.

Privacy protection is a fundamental personal right of all individuals.
Individuals have a right to expect that organizations will keep their personal
information confidential. One way to ensure this is by requiring the organizations to
collect, maintain, use, and disseminate personal information only as necessary to
carry out their functions. In other words, organizations should be able to ensure that
personal information contained in their databases is securely protected. This
research is closely related with these issues since it proposes an appropriate data
protection approach to ensure personal information privacy. One of the main
challenges regarding personal data protection is to share this information while

complying with data owner privacy preferences.

Besides data protection, users should be provided with their right and control
towards own personal data stored in databases which is also will be highlighted in
this research. Westin (1967) stated that users disagree when they lost all control over
how personal information is collected and used by companies when using online
transactions. According to Gates and Slonim (2003), it is not sufficient for users to
own their personal information but they must be able to control access to this
information. However, the difficulty that arises is when this information cannot be
controlled by any technological means. As owners, users must have their right to
their own information. The idea of users having control on access to their data when
it stored in e-form has been viewed as a right (Barker, 2010). Right enable the owner
(also known as data subject) of the data that it belongs, should be able to access their
own information regardless for what purposes. As an owner of the data, they should
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have the control towards their own personal information either to access, update or
delete their data. They should be able to access and participate in whatever data

belongs to them stored in a database.

1.3 Problem Statement

Previous discussion has covered the background of the data privacy focusing
on the importance of protection towards personal data stored in open databases and
database management system (DBMS). Privacy has become an important
requirement in any web-based applications and information systems that deal with
personal data. Any personal data must be protected not only from unauthorized user
but also from unauthorized access. According to Greenstadt and Smith (2005), once
an individual chooses to release some portion of his or her personal information,
individual must then rely on laws or mechanisms to control further distribution and

subsequent use of that information.

Bertino et al. (2011) presents an access control as one of the available
approaches in protecting personal data stored in the databases. According to
Chauduri et al. (2011), through access control, the system can restrict the access to
authorized users only and it can guarantee the protection of the data object. But there
are several issues regarding the protection of personal data inside a database that
arise with current access control system. From the previous discussion, this research

has summarized the following issues:

. The use of traditional identity mechanisms for qualifying the users to
which policy applies is no longer appropriate in that they would require
the specification and management of a large number of policies,

e  Traditional authorization based on roles and data objects does not fully
support privacy and personal data protection. However, personal
privacy and its data protection is the main concern in this research,

o Less control and participation from users towards their personal data

once released via web-based application,
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e  Current access controls based on purpose does not support personal data
protection especially user’s right for web-based applications in open

environment.

All of the above issues have led to the problem statement as follows:

14

Traditional access controls cannot fully protect personal information stored in
databases. The current purpose-based access control systems are also
insufficient to protect personal data in web-based applications. In these types
of applications, data subjects will also lose their right and control over their
personal information released. How then can we formulate a solution to
control access to personal information in web-based applications and its
databases while ensuring personal data is protected and data subjects have

full control over their personal data once released.

Research Questions

Based on the problem statement identified in Section 1.3, the following

research questions have been formulated.

e  What are the requirements that need to be considered when designing
an access control model with the purpose to protect personal data in an
open environment?

o How to design and implement the access control mechanism to enforce
the access control policies in an open database for the protection of
personal information?

o How to test and validate the new access control model, policies and
mechanism for protecting personal information in open databases for

web-based applications?

From the above research questions, the effort of this research is to introduce a

new access control model and implement the access control mechanism in order to
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enforce the access control policies with the purpose to protect the personal data

stored in an open database. The proposed access control system should be able to

solve the current problems and issues of personal data protection as stated in Section

1.3. This research presents an access control for open database system that has the

following characteristics in order to fulfill the privacy requirements introduced by
Ardagna et al. (2006):

Open: Allow unknown individual who able to prove as an authorized
user to access personal data stored in the databases,

Fine-grained: Provide an access control at a cell-level in order to protect
other data

Customizable: Allow individuals whose personal information is stored
in the database to control and provides their preferences regarding their
personal data stored in a database,

Transparent: Make the query processing as transparent as possible, so

that users know the data protection mechanisms available.

1.5  Research Objectives

The main objective of this research is to propose an access control system for

protecting personal data stored in open databases and achieving the confidentiality

requirement of data security.

The specific objectives of this research are:

i)

to study the current issues in access control models and mechanisms for
protecting personal information in web-based applications,

to design and develop an access control model in an open environment
that can support the protection of personal information,

to design, develop and evaluate the access control mechanism in an
open database for the purpose of protecting personal data in web-based

applications.
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1.6 Scope of the Research

In order to ensure that this research achieves its objectives within the
stipulated timeframe, it is necessary to state the scope of the research. Firstly, this
research is mainly concerned with protecting personal data stored in open databases.
Guarda and Zannone (2009) introduced four types of data based on EU Directive,
that is personal data, sensitive data, identification data and anonymous data. This
research take into account three types of data which involves personal data, sensitive
data and identification data where these data are associates with personal data types.
Secondly, the purpose of this research is to protect personal data stored in the open
databases. Although there are many available mechanisms to protect personal data
such as data access control, encryption and using digital signatures (Bertino et al.,
2011), but this research focuses on access control.  Thirdly, this research
concentrates on user’s rights towards their personal data stored in open databases.
Even though there are other types of users described by Guarda and Zannone (2009),
data subject is the main concern in this research. Data subject is the person who
owns the data, which also refers as user. Users and data subjects will be used
interchangeably throughout this research.

This research considers a complete solution for access control system must
contain model, policies and mechanism. However, specifying and deriving the
access control policies in web-based applications is a complex process because
different organizations have set up a different privacy policies (Bhavani et al., 2002).
Due to this complexity, this research will not take into account the access control
policy aspect. Yet, a set of assumptions on access control policies were made for the

purpose of implementing the access control mechanism.

The final concern in this research is regarding the trust management in web-
based applications. Trust is considered as an important feature in web-based
applications. There are two aspects of trust in web-based applications, i) users
established a trust with the system and willing to use the system and ii) users are
considered as trusted parties and being allowed to use the system. Since this research
focuses on controlling the access from unauthorized user towards personal data

stored in web-based application, hence this research consider the second aspect that



11
Is, users are considered as trusted parties and being allowed to use the system.
However, this research will not consider the trust aspect in web-based applications.
For this reason, an assumption was made where users who are successfully
authenticated to the system is also considered as trusted user to the system. This
assumption indicates that all transactions occurred between users and service
providers are considered as trusted communications once users are authenticated to

the system.

1.7 Importance of the Research

Since the invention of the WWW in 1989, web-based applications have been
transformed from a simple idea into reality. In these types of applications, personal
information is collected, used, stored and disclosed for various types of business
purposes. Today, there are a lot of personal information breaches happen around the
world. An example of the breach happened when Citigroup admitted on June 8,
2011 (Gogoi, 2012), that an attack on its website allowed hackers to view customers'
names, account numbers and contact information such as email addresses for about
210,000 of its cardholders in North America. Because of this breaches, privacy
concerns towards personal data are become more important than before.

Privacy and personal data protection is a critical issue in web application
since most data involved are about individual who is highly sensitive and private
(Olivier, 2002). Inappropriate disclosure or misuse of those data will cause the
privacy problems not only to individuals but also for organizations which in turn lead
to serious problems. Thus, data protection is more important today. Therefore, more
and more personal data acts have been introduced by countries in order to protect the
personal information. The main purpose of these acts is to protect users' personal
data, particularly after it was revealed to third parties. In addition, most of the acts
protect the rights that users have regarding their own data as summarized in Table
2.1 in Section 2.2.2. As mentioned earlier, the enforcement of the data protection
alone couldn’t solve the problem arise (Agrawal et al., 2002). It should come
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together with the implemented technology to support these acts. These have led us to
this research.

From the above explanation, it is clearly defined that this research is very

much relevant and its importance can be re-stated as follows:

o To solve the problem of protecting personal information that is stored in
the database as exposed through web-based applications,

o To provide an appropriate model and mechanism for controlling access
towards personal data in databases,

o To design and implement an open database with the user's ability to

control and have rights to their personal information.

1.8 Thesis Outline

The main purpose of this research is to propose a model and its mechanism
for controlling the access towards personal data stored in databases via web-based
applications. As such, this thesis shall present each component that contributes to the

development of the research.

Chapter 2 provides a detailed review on the body of knowledge related to
protection of personal data through access control mechanism.  The
discussion covers data privacy and its protection approaches. The chapter
also presents the available privacy protection access control model for
protecting personal data in open database system. An analysis on several
access controls based on purpose was conducted in the aspects of features,

strengths and weaknesses. A brief explanation on HDB is also given here.

Chapter 3 describes the research methods and procedures followed in
conducting this research. The chapter presents the discussion of the research

development phases which were conducted in this research.
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Chapter 4 covers a details explanation on designing the access control
model. The discussions start with a discussion on how the access control
components were derived from a set of requirements that have been identified
earlier. Then, the access control model was developed based on these
components. Besides that, the specification of access control policies with
two elements that is, access control rules and access control condition are also

defined in this chapter.

Chapter 5 presents the implementation of access control mechanisms in
order to enforce the access control policies which have been specified in the
previous chapter. Federated database has been developed using the concept
of HDB. The chapter describes the system architecture, design and
implementation of the mechanism. Also discussed in this chapter is two
implementation approaches in access control which is data labeling scheme

and query modification technique.

Chapter 6 discusses the results obtained from testing and validation. The
purpose of testing is to validate the access control system in terms of
accuracy and validity. An evaluation is required to ensure that the proposed
access control system developed is able to protect personal data when

disclosed it via web-based applications.
Chapter 7 provides a summary of the research and highlights the research
contributions and limitations exist in this research. In addition, some

suggestions for future work are also given in this chapter. Finally, this
chapter also concludes the research.

Summary

The advance use of database technology in web-based applications has

increased data privacy concern. More and more data especially personal data are

being collected, used and stored in these open databases. However, the collection of
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these types of data may cause various problems not only for the users itself but also
for organizations. Due to this, data protection has increasingly important when
individuals are more concern about the privacy of their data, especially when the
disclosed it via web-based applications. The next chapter will discuss in detail the

literature review done for this research purposes.
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