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ABSTRACT 

 

 

 

 

 

Skype    uses    strong    encryption    to    secure communications inside the 

whole Skype network. Clients choose communication ports randomly. Therefore 

traditional port based or payload based identification of Skype traffic is not feasible. 

In this   project   we   used   a   Machine Learning  identification  method  to  

discover  Skype  host  and  voice  calls  as well.  In this method, we test the whole 

algorithms in Weka application with five groups of features to show the most 

effective features and algorithm for Skype classification. Results indicate the 

Random forest and REPtree   based approach perform much better than other 

algorithms on the identification of Skype traffic with accuracy 96.90% and 95.40% 

respectively.  
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ABSTRAK 

 

 

 

 

 

 Skype menggunakan penyulitan yang kuat untuk mendapatkan komunikasi 

di dalam rangkaian Skype secare keseluruhan. Pelanggan memilih pengkalan 

komunikasi secara rawak. Oleh itu sistem pengenalan secara tradisional atau payload 

trafik Skype tidak dapat dilaksanakan. Dalam projek ini kami menggunakan 

pencarian dangon kgedan Machine Learning untuk menemui pengkalan Skype serta 

panggilan suara. Dalam kaedah ini, kita menguji keseluruhan algoritma dalam 

aplikasi Weka dengan lima kumpulan tertentu untuk menunjukkan ciri-ciri yang 

paling berkesan dan algoritma bagi klasifikasi Skype. Keputusan menunjukkan 

pendekatan berasaskan Random Forest dan REPtree adalah jauh lebih baik 

berbanding algoritma lain dalam pengenalan trafic Skype dengan ketepatan 96,90% 

dan 95,40% masing-masing. 
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CHAPTER 1  

INTRODUCTION  

1.1 Introduction  

Network and service providers can only deliver a service to their customers 

with a certain level of quality if they know how their platforms are being used. 

Currently ISPs try to achieve a seamless experience for their users by ensuring that 

enough bandwidth is available in all parts of the network  and to adjacent peers at all 

times. In practice this means that links are typically over-provisioned according to 

the peak traffic expected and are upgraded as soon as a certain threshold is exceeded. 

This is not very efficient and does not take into account the different kinds of IP 

traffic that fill up the links. 

The success of the internet is mainly based on its versatility and flexibility, 

allowing for the development of network applications ranging from simple text based 

utilities to complex systems for e-commerce and multi-media content. The on-going 

expansion of the internet is the cause of continuous unitization and traffic behaviour 

changes. Due to this diversity and the fast changing properties the internet is a 

moving target. At present, the internet is far from being well understood in its 

entirety. However, constantly changing internet characteristics associated with both 

time and location make it imperative for the internet community to understand the 

nature and behaviour of current internet traffic. Measuring and understanding data 

traffic is essential for ensuring the reliable operation and smooth growth of computer 
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networks. Through the measurement and analysis of traffic the internet can be better 

understood because of the over-all impact of these traffic classes on internet traffic 

behaviour.  

To study the data and the applications in the traffic we need to make a 

classification operation. By making the classification, we will be able to study the 

behaviour of each application on the traffic. There are several methods of internet 

traffic classification such as Machine Learning, Payload and Port base among others. 

Machine Learning (ML) is one of the most popular methods used for classifications 

[4]. 

One of the applications which are commonly used among people and 

consider as the most popular voice over IP applications is Skype. [9]. Skype is 

encrypted application and tune itself throw different ports, therefore identifying 

Skype traffic becomes even more challenging.  

1.2 problem statement  

This paper started with the importance of making the classification for all 

applications in the traffic. Since we study Skype traffic, we faced some problems in 

classify this application. The first problem is Skype can not be classified efficiently 

by using payload method because it is encrypted. Moreover, we can not use port base 

method because it establishes the connection by using dynamic ports. The second 

problem is there are many algorithms it can be used for the classification but the 

most accurate algorithm for Skype classification is still debatable. The third problem 

is there are many features it can be used to identify the applications, but the features 

that can be selected for Skype classification are still under study.   
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1.3 Project Objectives 

The  objectives  and  goals  of  this  paper  can  be  briefly  summarized  in the 

following points :  

 Specify the best algorithm that can be used for Skype classification, since 

there are many algorithms it can be used for classification. All the algorithms 

are available under machine learning method. 

 Specify the best features that can be used with Skype classifications since 

there are more than 240 features for the traffic.  

1.4 Scope of study  

There are five points we considered them in this project: 

1- Obtain stored data Skype and non-Skype data offline.  

2- Identify the features for classifying Skype and non-Skype data. 

3-  Select the whole algorithms in WEKA application to run and test the 

selected features.  

4- Determine the five best results based on the highest accuracy and the time 

that consumed to build each model.  

5- The general traffic data has been taken from Università degli Studi di 

Brescia in Italy. 

1.5 Organization of thesis  

At the beginning, chapter one shows an introduction on the necessary to 

understand the behaviour of the applications in the traffic and how that can affect on 

the bandwidth. Also, it will include some characteristics about Skype application and 



4 
 

why it is difficult to classify it. Moreover, this chapter will contain the problem 

statement, the objective and the scope of this project.  

While in chapter two, the literature review of the thesis will be stated.  First, 

after the introduction, it will talk about the Skype and what are the services which are 

provided by Skype. Also, it will include the Skype components. Moreover, this 

chapter will contain several methods it can be used for classification and what is the 

best method for Skype classification. Finally, at the end of this chapter we will show 

some related studies for Skype classification.  

Chapter  three  will  talk  about  the  methodology  of  the  research  and  how 

the thesis had been organized and how the data had collected from Università degli 

Studi di Brescia in Italy and how do we select the group of featurs and test all the 

featurs and the algorithms. Also, it will cover how to compare the results and select 

the best features and algorithms.  

Chapter four will cover the results and the discussion of the results which had 

obtained by using WEKA software Such as, a comparison between the accuracy with 

several algorithms, and the time taken to build each model.  

Chapter five will talk about the conclusion of the thesis according to the result 

which had been obtained.  Also, it will list the point that could be covered in future 

work for the other research. 
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