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ABSTRACT

Insider threat is rapidly becoming the largest information security problem
that organizations face. With granted access to internal systems, it is becoming
increasingly harder to protect organizations from malicious insiders. The typical
methods of mitigating insider threat are simply not working, primarily because
insider threat is a people problem which is problematic at best. The insider threat
problem is more elusive and perplexing than any other threat. Assessing the insider
threat is the first step to determine the likelihood of any insider threat. Technical
solutions do not suffice since insider threats are fundamentally a people issue.
Therefore the aims of this research are to identify countermeasures addressing
Insider Threat, as well as improve the behavior of end users by knows the factors that
influence human behavior in order to mitigate the insider threat and to propose new a
Framework of Human Behavior to limit or Mitigate the Insider Threat. In this
research the questionnaires was distributed to the employees and one of the expert in
CICT, Universiti Teknologi Malaysia, after distributing the questionnaires data was
collected and analyzed by using (SPSS) program, and finally by getting the result of
questionnaires, comments and suggestions from the expert the new framework of

human behavior to mitigate the insider threat was proposed.
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ABSTRAK

Dewasa ini, serangan Insider dengan pantas telah menjadi masalah
keselamatan maklumat yang terbesar yang dihadapi oleh kebanyakan organisasi.
Dengan akses yang sah dalam sistem dalaman, ianya menjadi semakin sukar untuk
dilindungi daripada serangan jahat ini. Kaedah sedia ada pada masa kini untuk
mengurangkan masalah serangan Insider ini adalah tidak mampu mengatasinya
mungkin disebabkan serangan Insider adalah masalah yang secara amnya adalah
berkaitan dengan manusia. Masalah serangan Insider ini adalah sangat abstrak dan
kompleks berbanding dengan serangan-serangan siber yang lain. Dengan mengukur
masalah serangan Insider ini adalah langkah pertama untuk mengenalpasti
kebarangkalian terjadinya serangan seumpama ini. Walaubagaimanapun,
penyelesaian dengan kaedah teknikal adalah tidak cukup kerana serangan Insider ini
secara asasnya adalah masalah yang melibatkan manusia. Oleh itu, objektif
penyelidikan ini adalah untuk mengenalpasti serangan balas yang melibatkan
serangan Insider sekaligus meningkatkan tingkah laku pengguna akhir di dalam
sesebuah organisasi. Dalam usaha untuk mengurangkan serangan Insider adalah
dengan mengusulkan rangka kerja tingkah laku manusia yang baru. Dalam
penyelidikan ini, borang soal selidik telah diedarkan dikalangan pekerja-pekerja serta
kepada salah seorang pakar keselamatan maklumat di CICT, Universiti Teknologi
Malaysia dan selepas itu data-data telah dikumpul dan dianalisa dengan
menggunakan perisian SPSS. Akhir sekali, hasil keputusan yang diperoleh daripada
borang soal selidik, komen-komen dan juga cadangan-cadangan daripada pakar,

rangka kerja tingkah laku manusia yang baru telah diusulkan.



CHAPTER 1

INTRODUCTION

1.1 Introduction

Risks from insider threats are critical weapons to harm the value assets of the
organization, and arise in many facets at different layers of system abstractions. It is
very difficult to discover the insider and identify his characteristics because of his
legitimate access to facilities, physical assets, critical information and where the
vulnerability of the organization exists. Insider refers to a member of the
organization who has granted access to the resource of the organization and can use
certain privileges for confidential information. The threat is also defined as “Intended
expression of inflicting pain or punishment of future harm”, combing these words
together an insider threat is anyone has permitted access and causes harm to

organization asset accidently or intentionally (Colwill, 2009).

1.2 Problem Background

Most problems related to computer security are happening due to people,
ultimately they are responsible for causing harm to the system, and therefore it will
help as a basis for this project. People are the weakest link in Computer and
Information Security (Bulgurcu, 2008) technical issues are not responsible here in

information security just it’s known as purely people issue.



It is possible to show that human behavior is useful in computer modeling to
determine the likelihood of damage from the inside, allowing security personnel to
implement suitable tools to reduce the insider threat and the amount of damage that
occurs (Puleo, 2006).

Users, researchers, and administrators they are worried about the outsider’s
attacking the systems and networks, but actually they should be worried about the
insider threats. Legitimate users have access in multiple ways to put the data,
systems, and organization of work at a risk. Malicious behavior probably not
malicious, but it may well intended to undesirable consequences (Roy Sarkar, 2010,
Pfleeger et al., 2010)

Users commit to steal sensitive information or fraud in an organization when
motivated by money, revenge, and competitive advantage. Every organization it has
diverse variety of consultants, employees, and partners, then it’s difficult to protect
form the insider threat. (Roy Sarkar, 2010).

Problem from the insider threat it causes harm to the system or the
organization more than any other threat. To identify the insider threat it should be by
determines the vulnerability of any attacks. However technical solutions are not
enough since the internal threats is essentially a question of people. Therefore, the
following three-pronged approach - technology assessment, behavioral and
organizational is necessary to facilitate the insider threats to predict and anticipate
any attack from the inside and thus improve the security of the organization. (Roy
Sarkar, 2010)



1.3 Problem Statement

The insider threat is becoming quickly the biggest information security
problem faced by the institutions. With access granted to the internal systems, and it
became increasingly difficult to protect organizations from insider threats. One of the
main reasons that organizations facing is they cannot buy the honesty of the
employees. Like factors affecting the employees are competition among the
organizations, disgruntled employee, bribe and less salary. The current organization
employees and former organization employees both are threats posing to
organization information, which is problematic at best. Therefore the purpose of this
project is to mitigate the insider threat by developing a new framework that contains
components that will affect to the human behavior, In this project there are four
frameworks and these frameworks they have problems like lack of the factors that
influence of human behavior and its need to be modified, so in this case a

Framework will propose to solve the following problem.

How to propose A Framework for Insider Threat considering human behavior

in relation to the existing Frameworks?

It’s necessary to find out the weaknesses of existing frameworks by

comparing them.

i.  What are the existing frameworks of human behavior related to insider
threat?
ii.  How to develop a framework to limit or mitigate the insider threat?
iii.  How to evaluate the proposed framework (human behavior to mitigate

the insider threat)?



1.4 Aim of this Study

Insider threat is a problem that all organizations are facing, as employee
action or ignorance can potentially lead to incidents so that the organization may
even not survive, so the aims of this research are to identify countermeasures
addressing Insider Threat, as well as improve the behavior of end users by identify
the factors that influences human behavior in order to mitigate the insider threat and
to develop a conceptual framework of human behavior to limit or mitigate the insider

threat.

1.5  Research Objectives

In order to answer the questions asked previously the researcher designed the

following objectives:

i.  To find out the common threats, countermeasures of insider threat and
to investigate the insider threat frameworks that covering human
behavior

ii.  To develop a framework to limit or mitigate insider threats related to
human behavior.

iii.  To evaluate the proposed framework of insider threat.

1.6 Project Scope

This research focuses on the ethical employees or agent usually has originally
no intention of causing damage. Hired employees with the intention of harming
confidentiality excluded, as well as those paid by outsiders to enter the organization

and do harm.



By excluding people who already have the intention to cause harm or damage
from this research, it is possible to get an idea of what behavioral scientists might
consider "normal” behavior of a typical employee. Using this basis, it is possible to
differentiate between employees with high risk of causing damage to natural and

familiar.

The scope of this project that identifies the boundaries is listed below:

i The study will focus on developing a framework of human behavior to
mitigate the Insider Threat
ii. The study will be conducted mainly in the administrative computing

environment in CICT, University Technology Malaysia.

1.7  Significance of the Research

The importance of this project helps to use countermeasures against insider
threats. It enables organizations to get a better understanding and clear picture of the

threats that happened by insiders.

The aim of this project is to know the relationship between countermeasure
and the insider threats, and to build a framework for human behavior to mitigate the

insider threats.



1.8 Organization of Report

This report consists of six chapters; the first chapter covers the introduction,
problem background, and problem statement, aim of this study, research objectives,
scopes and the significant of this research. Chapter 2 covers the literature review on
insider threat, human behavior, countermeasures of insider threat, and frameworks of
insider threat behavior. Chapter 3 consists of a methodology that is used in this
research. Chapter 4 is designing the proposed conceptual framework of human
behavior to mitigate the insider threat. Chapter 5 consist of analyze the
questionnaires, and interview with expert, finally chapter 6 covers the project

achievement, project constraint, and future work.
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