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ABSTRACT

As the dependant of organizations to Information Technology increases and
government agencies reliance on private organizations to protect critical information
infrastructure, National government in some quarters began not to merely outsource
services from the private but to equally provide protection to information resources.
Nigerian postal service (NIPOST) is a large government agency responsible for
postal services in the country, following the government recommendations NIPOST
partners with a number of private sector organizations to provide services to its
customers. Incident response is a key aspect of information security and it is not well
attended in most organizations, The focus of this study is to investigate the computer
security incident response process in NIPOST, shared responsibility and coordinated
incident response capability and how NIPOST utilizes the incident response teams to
support its information security learning and a general support for cybersecurity
protection. The project is a case study based with interviews, documentation and
questionnaire as the key to improve NIPOST incident response process and any
similar organisation to provide a knowledge feedback to the agency and the
cybersecurity community at large through a collaborative workspace. A detail
investigation was conducted in the second phase of the research, the investigation
revealed that the organization incident response does not support learning from the
past incident and there was no any collaboration with outside teams. The proposed
enhanced framework supports incident learning and coordination between teams at
all levels and this improves organizational learning and coordination, which finally
improve cyber security. To validate the proposed enhanced framework, expert’s
feedback through a questionnaire were analysed with modification of the initial
result. This result can be improved to build a framework for national computer

security incident response framework.
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ABSTRAK

Disebabkan kebergantungan organisasi kepada Teknologi Maklumat (IT) meningkat
dan agensi-agensi kerajaan pula bergantung kepada pemeliharaan infrastruktur
maklumat yang kritikal, kerajaan Nasional dalam sesetengah pihak tidak sewenang-
wenangnya memonopoli perkhidmatan daripada sektor swastatetapi utuk bersama-
sama memberi perlindungan kepada sumber maklumat. Perkhidmatan Pos Nigeria
(NIPOST) adalah sebuah agensi kerajaan yang besar yang bertanggungjawab
menyediakan perkhidmatan pos kepada di negara ini, berikitan daripada cadangan
kerajaan untuk NIPOST untuk membuat rakan kongsi dengan sektor swasta untuk
menyediakan perkhidmatan kepada pelanggan-pelanggannya. Tindakbalas insiden
merupakan aspek utama keselamatan maklumat namun ia tidak diambil berat oleh
kebanyakan organisasi. Fokus kajian ini adalah untuk menyiasat insiden keselamatan
komputer tindakbalas dalam proses NIPOST, tanggungjawab bersama dan
keupayaan tindakbalas insiden diselaraskan dan bagaimana NIPOST menggunakan
respon insiden pasukan untuk menyokong pembelajaran keselamatan maklumat dan
sokongan umum untuk perlindungan keselamatan di alam siber. Projek ini adalah
satu kajian kes berdasarkan dengan temubual, soal selidik dan dokumentasi sebagai
kunci untuk memperbaiki sistem tindakbalas insiden NIPOST dan mana-mana
organisasi yang bekerjasama untuk memberikan maklum balas pengetahuan kepada
agensi dan komuniti keselamatan di alam siber yang besar. Satu siasatan terperinci
telah dijalankan pada fasa kedua penyelidikan dan hadil siasatan mendapati bahawa
sambutan organisasi tersebut tidak menyokong pembelajaran daripada insiden yang
telah berlalu dan tidak wujud kerjasama organisasi dengan mana-mana pihak luar.
Rangka kerja yang telah dipertingkatkan dan dicadangkan adalah untuk menyokong
pembelajaran insiden dan koordinasi di antara pasukan pada semua peringkat dan ini
akan meningkatkan pembelajaran dan penyelarasan dalam organisasi yang akhirnya
akan meningkatkan keselamatan siber. Untuk mengesahkan rangka kerja yang
dipertingkatkan seperti yang dicadangkan, maklum balas daripada pakar soal selidik
dianalisis dengan pengubahsuaian hasil awal. Keputusan ini boleh diperbaiki dengan
membina satu rangka kerja bagi keselamatan tindakbalas kejadian komputer
antarabangsa.
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CHAPTER 1

INTRODUCTION

1.1 Introduction

Information systems technologies advance rapidly, simplifies our daily lives
and make it difficult for interdependent systems to successfully manage information
security controls (People, Technology and Organization) due to its complexities,
these controls are the lifeline of many organizations, therefore it must be managed
proactively to secure organization’s information resource. Compromise to
information will lead to lose of the overall organization’s resources, manpower and
reputaton. “Information security” is to protect information, to ensure that the
information security goals (confidentiality, integrity and availability) are not
compromised. The Internet is being the network that links the entire planet so
responding to security incidents often requires the coordination of organisations,
government intervention and international coordination efforts. The Computer
Emergency Response Team/ Coordination Center (CERT/CC) at Carnegie Melon
University has set the first milestone by providing a central location for the reporting
and evaluation of such incidents as well as for providing the appropriate solutions
(Mitropoulos et al, 2006). “information security management” is a management of

information security risks, threats and vulnerabilities (Kritzinger and Smith, 2008).



Incident response (IR) is a managerial function for planning and establishing
a framework for computer security incidents to structurally detect and resolve
incidents to minimize the impact to the organisation’s resources and return back to a
normal operation, it is an ability of an organisation to react to suspicious and
unacceptable actions targeting a computer or network infrastructure in a timely
approach. Incident response (IR) requires a systematic and well organised approach
to prevent unprepared, chaotic and possibly a devastating incident (Freiling, 2007).
Computer incident response team is responsible for organising and conducting a
responses to a computer related abuses. The team comprise of experts of different
background not only within the field of information security but may include experts
from other field who may not actively take part in the operation but contribute a lot
to the success of the operation to guarantee computer security incident response
capabilities (CSIRC). Computer security incident is complex, it includes but not
limited to denial of service (DoS), organisations relies on the responsible team to

resolve incident which might be critical to its existence.

Interdependent systems exists alongside with each other and internet of a
thing is a channel that facilitates transfer of information from different entities, the
network is not reliable and it is no longer a matter of deploying security that lock up
a domain to prevent unwanted guest into the network, today security incident can
emanates from within a domain and create devastating disaster to the organisation.
Information security is extremely difficult especially to a socio-technical
organisation where technology, organisation people exist. The challenge of building
information security incident response includes both formal and informal controls

that can build around technical controls to ensure security of information.

Finally building incident response in a government owned enterprise where
service delivery models relied on outsourced private enterprise systems will foster
both national and international incident response management and cooperation on
cyber security respectively. Local and international collaboration with peer enterprise

can enhance the current state of information security community at all levels.



1.2 Problem Background

Critical hardware and software systems that control critical information are
owned by both public and private enterprise in a so called Public-private partnership
model, information flows from a public system to private system, and to users as
well, and these dependancies is critical to the Services rendered by cooperation
between the public and the private. Information travels along unsecured network and
computer security incidents are evolving and this necesiatiate the need to respond
against the Incident that occurs on the organisational system and to jointly respond to

global trends of cybercrime.

Different frameworks exists for incident response, this include framework for
critical infrastructure of process oriented systems that supports proactive incident
response (Jaatun et al, 2009), Palantir system constitutes both technological and
conceptual incident response and it is first to implement multi site incident response
(Khurana et al, 2009), others are internationally adopted best practices like NIST and
SANS. However there is no complete standard of incident response, either as a
dedicated document or an enterprise wide information security standard (Mitropoulos
et al, 2006) and incidents can happen in different dimensions based the
organisational culture and environment especially the organisational models of
Public-Private. It is difficult to have a timely incident response framework without
considering the organisational information flow and interdependencies these would
not only provide a trust mechanism but also provide a Sharing formula for an
incident response. Customers rely on public for the services but most of these
services emanates from private systems, sometimes the customers experience a
downtime which shows that the link is not always available, there must be likelihood
for an attack to occur, and therefore how this attack can be mitigated without
knowing the responsibilities attached to various entities. Based on the above
scenario, the project will investigate how incidents are attended in Nigerian postal
service and how the agency uses its incident response team to support learning and

collaboration in cyber protection.



The international efforts in fighting against cybercrime, typically, the
International Telecommunication Union (ITU) - Global Cyber-security Agenda
(GCA) in handling threats and vulnerabilities at global stage and cooperation
between all member states is one of the efforts demonstrated at international height.
All these efforts cannot yield positive result except it is been checked at
organisational level. Developing a framework for incident response will have impact
on the other federal agencies to follow the suite, these will effectively enhance the
reporting capabilities to cybersecurity communities and provides a basis for an indebt
analysis of threats and inputs the knowledge back for unexpected event in the future,
eventually this would reduce the number of incidents in the cyberspace. The
responsibility to fight against cybercrime rests on the customers, Public and private
entities and a responsibility for all.

The level of authority, roles and responsibilities defined in organisational
structure should includes the authority of incident response team, this was identified
by (Cichonski et al, 2012 ) to includes monitoring of suspicious activity, reporting
certain types of incidents and general guidelines of what can be shared with whom,
when and over what medium of communication, dividing incident response
responsibilities and restricting access to certain information that are regarded as not
only confidential but sensitive to outsiders especially in an event of attack. Users
including implementation manergers, customers and other internal employees relies
on services provided by public systems and success of service delivery depend the
private systems. Attacks are imminent, users reports the obscurity to internal
response team, incidents are either resolved internally or escalate to the private
partners. However, a collaborative framework of shared responsibilities with the
partners who provide immediate services and other third party organisations is a very
good indication for success in addressing issues of public-private interdependent

systems and future network of the cloud computing (Yamaguchi, 2011).



1.3 Problem Statement

It is difficult to manage incidents in an organisations that are independent of
one another which may outsource only internet connection from internet service
providers (ISP), on the other hand government agencies in most part of the world
through a public-private model come together with private sector organisation and
outsource most of its services including those agencies that operates critical national
infrastructures, failure of critical systems may lead to a failure of the entire country,
survival of a nation is crucial to critical national information infrastructure (Zahri and
Syahrul, 2010), consequently it is difficult to manage incident in such a model of
interdependency. Additionally, an explosive growth of cyber attack has a great
impact on organization critical information systems because attack can come from
any part of the world and the interaction of people and technology in an organization
(Cusick and Ma, 2010) made it more difficult to determine the security requirement
of incident response. Computer security incident response team is usually notified
when an incident happen in a particular organization, the team is expected to respond
in a timely and proactive mode. In such case, even though the model of PPP defines
the Response Team (RT) it is difficult to determine roles and responsibilities and
establish trust between entities involved, all these are eminent to the protection of
organisation’s sensitive information. A large number of incident response processes
have been proposed and they are varied according to the size, structure, mission and
type of the organization. (Naseri and Azmoon, 2012) in this context, we can
understand that computer security incident response is difficult to establish because
of different requirement by different domain like government, commercial, military,

research and development centres.

Therefore different structures are proposed for computer security incident
response based on the organizational missions, goals requirement and services with
coordination at national level. Additionally, it is important to highlights the need for

regional and global coordination and incident learning.



In any organizational set up both private and public always do not like to
share some information with their outsourcer or service provider therefore without a
standard measure of who own what and at what level can both have access to devices
during, before and after incident will make it difficult to investigate and re-evaluates
incidents. Nigerian Postal Service have about 5,000 post offices nationwide with a
number of business ventures apart from percel services,which includes, E-
registration and NIPOST PostCash. Information system technologies used to support

these services are outsourced from the private sector organisation.

1.4  Research Questions

Q) How team of incident response is organised in public-private to
support the protection of critical information infrastructure.

(i) What is a suitable incident response process framework for public-
private interdependent Systems in a particular organization’s culture
and environment?

(iii))  How incident response is coordinated to support incident learning and

reporting to improve cybersecurity.

1.5  Objective of the study

The following are the main objective of the project and the final outcome

would depend on the objectives.

()  Study various existing incident response processes and analyse which
process can be best suited to the requirement of the case study.
(i)  To propose a framework by enhancing incident response process

models.



(i)  To evaluate the proposed enhanced framework with the selected

incident response process.

1.6 Scope of the project

Generally, the current research on information security management
addresses two broad areas of technical and non-technical information security
management; however this project will address the non technical part of information

security. Thus, the scope of the project focuses on the following;

(i) The study will only consider an incident response planning and the
effects of private partners on critical information infrastructure protection
of a government agency.

(i) The study will consider computer security incident in a public

organization and coordination with outside teams.

(iii) Only the incidence response process will be considered in the design of

new framework.

1.7  Significance of the Project

The threats to global information network is quite alarming and many
organizations rely on information technology to support and share information within
and outside their domains. The complexities and integration of poorly standard
systems and technology makes it very difficult to manage information securely and
this gave chance to sophisticated attackers to continually launch attack, this makes
organizations to begin responding to incidents as they occur (Cichonski, 2012).
Organisations at various levels began to accept and implement computer security

incident response. However some organizations not only outsource the IT services



but also rely on each other organisation for systems implementations, this makes it
difficult to define level of responsibilities and trust between the organisations
especially in a public-private domain in which both agreed on a clear terms to work
for the benefit of one another and to support critical infrastructure systems.

This study will provide an in depth analysis into incident response process in
a public-private structure and the protection of critical information infrastructures
and how the process supports cybersecurity by reporting incidents to appropriate

coordinated organisations.

1.8  Organization of the Project

This project contains six chapters, this is the first chapter and it introduces the
project work, problem background, research questions and objective of the project.
Chapter two, the next chapter which covers the literature review. Chapter three states
the methodology used to achieve the objectives of the project. Chapter four provides
the initial result which is subject to validation by experts from the case study
organisation and in the field of incident response community. Chapter five describes
the expert feedback and analysis of the result. The last chapter, chapter six concludes
the project by stating the achievements and future direction of the project in terms of

areas that can be improved.
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