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ABSTRACT 

Wireless Sensor Networks is consisting of number of limited sensor devices 

which are communicated over the wireless media. There are a lot of its application in 

military, health and also industry. Stated that the sensor devices are limited 

resources, the network may experience a variety of conventional techniques of attack 

and the attacks that are not desirable because of limited resources is a characteristic 

of the type of network. One severe attack in WSNs is passive wormhole attack which 

attacker forwards data from one part of network to another part through the 

wormhole. In this dissertation, neighbor discovery approach has been proposed in 

order to enhance SeRINS to detect and mitigate passive wormhole attack which 

bring considerable amount of communication over load to entire network and is a 

means of lunching DoS attack. The simulation results shows that when enhanced 

SeRINS through the proposed neighbor discovery approach, it can detect and 

mitigate almost 100% of passive wormhole attacks.  

 

  

 



vi 

ABSTRAK 

Wireless Sensor Networks (WSN) adalah terdiri dari sejumlah peranti 

pengesan terhad yang berkomunikasi diantara satu dengan yang lain melalui media 

tanpa wayar. Terdapat pelbagai aplikasi WSN jenis ini digunakan di dalam bidang 

ketenteraan, kesihatan dan juga industri.  Disebabkan rangkaian ini mempunyai ciri-

ciri sumber pengesan yang terhad, ianya terdedah kepada pelbagai jenis ancaman 

konvensional dan serangan yang tidak diingini.  Salah satu ancaman kepada 

rangkaian ini adalah serangan wormhole pasif yang mana penyerang akan 

mengarahkan data dari satu bahagian di rangkaian ke bahagian lain melalui 

wormhole.  Disertasi ini telah mencadangkan kaedah penemuan tetangga sebagai 

penambahbaikan kaedah SeRINS bagi mengesan dan mengurangkan serangan 

wormhole pasif yang menyebabkan jumlah beban komunikasi keseluruh rangkaian 

meningkat dan kemungkinan berlakunya serangan DoS. Keputusan simulasi 

menunjukkan penambahbaikan kaedah SeRINS menggunakan  kaedah penemuan 

tetangga yang dicadangkan  boleh mengesan dan mengurangkan hampir 100% dari 

serangan wormhole pasif.  
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CHAPTER 1 

 

INTRODUCTION 

1.1 Overview 

Wireless Sensor Networks is usually consisting of huge number of limited 

sensor devices which are communicated over the wireless media. There are a lot of 

its application in military, health and industry. As sensor devices are limited, the 

networks exposed to various kinds of attacks and conventional defenses against these 

attacks are not suitable due to the resource constrained nature of these kinds of 

networks. Therefore, security in WSNs is a challenging task due to inheritance 

limitations of sensors. 

In general, network is a set of computing nodes (such as computer and sensor 

device) which are connected and communicated over a common transmission 

medium such as cable. According to type of transmission medium, it can be 

classified into two major categories which are wired network and wireless network. 

Wired networks, as its name suggests, communicate over tangible transmission 
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medium such as cable or optical fiber. Wireless networks, in contrast to wired 

networks, exchange information through intangible medium such as radio frequency.  

Wireless network, itself, includes following two sections which are Mobile 

Ad-Hoc Network (MANET) and Wireless Sensor Network (WSN). The term 

“MANET” refers to automated system of mobile hosts that are connected and 

communicated over a wireless media. In this kind of wireless network, there is no 

fixed infrastructure and the network topology may dynamically change due to free 

movement of nodes (Agrawal, 2006).  The term “WSN”, refers to the set of 

computing sensor nodes that is operating together using wireless connection.  

1.2 Problem Background 

It is necessary to provide wireless sensor network not only with the 

acceptable reliability of services but also adequate level of security. Many of WSN 

applications such as military and healthcare are critical and required certain level of 

security. In these kinds of applications, any malicious changes in the network 

information may cause catastrophic consequences.  

Security in wireless sensor network is different and more challenging from 

conventional wired networks due to several reasons. First in WSNs communication 

media is wireless therefore malicious attacker does not require to physically tap into 

wires to gain access and it can easily eavesdrop, inject wrong data and modify 

information due to open communication media. Additionally WSNs suffer from lack 

of clear line of defense such as gateways which is applied in order to control illegal 
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access in conventional wired networks. Another reason is limited resources such as 

restricted battery and processor which are applied in sensor devices.  

In order to achieve security in wireless sensor networks, security 

requirements considered. These requirements are Confidentiality, Integrity, 

Authentication and Availability. Confidentiality is the ability of hiding message to an 

unauthorized attacker. It means that if an illegal and unauthorized adversary access to 

the message, it cannot understand it. Integrity is another security requirement which 

provides a mechanism to know whether the message had been tampered or not.  

Authentication is ability to identify the reliability of message origin. And availability 

which grantees that network services are on hand as they needed. This factor identify 

whether message can move on to network or not. If the node can use its resource, 

then the availability is provided to the network for forwarding the message. The 

mentioned security requirements are often called the basic security requirements as 

almost every researcher had referred to them. Beside of basic security requirements, 

it is possible to have additional security requirement such as Data Freshness, 

Robustness against attacks, Resilience, Broadcast Authentication, Self Organization 

and Scalability. The detail discussion regarding to security requirements will be 

presented in Chapter 2. 

Due to inherited nature of wireless sensor networks, these types of networks 

are exposed to variety types of attacks. Researchers can classify attacks in WSN 

regarding to the different criteria. Attacks can be classified into passive and active 

depending on how much attacker involve. In the active attacks, attacker will change 

the actual data, drop them or inject its own fake data. In another words, it involved. 

Unlike active attacks, passive one will not make any changes to the data. It just 

monitors the network, eavesdrop or analyze the traffic. According to the other point 

of view which is domain of attack, attacks classified into internal and external 

attacks. Internal attacks are lunched through the compromised nodes which share the 

secret key with other nodes. Unlike internal attacks, external attacks are performed 

by the nodes which do not belong to the network. This classification is also known as 
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insider and outside attacks. In another classification which is more common among 

the researchers, attacks classified base on the layers of wireless sensor networks into 

application layer, transport layer, network layer, data link and physical layer attacks. 

More details on WSN‟s attacks can be found in the Chapter 2. 

One of the most severe attacks to detect and defend in wireless sensor 

network is wormhole attack (Zhao, Wei, Dong, Yao, & Gao, 2010) (Prasannajit B, 

Anupama, Vindhykumari, Subhashini, & Vinitha, 2010) (Karlof & Wanger, Secure 

Routing in Wireless Sensor Network: Attacks adn Countermeasures, 2003) , 

(Rehana, 2009), (Chen, Makki, Yen, & Pissinou, Sensor Network Security: A 

Survey, 2009). In this attack, a malicious attacker receives packets from one location 

of network, forwards them through the tunnel (wormhole) and releases them into 

another location. The illustration of wormhole attack in wireless sensor networks is 

shown in Figure 1.1.   

 

 

Figure ‎1.1 Illustration of Wormhole Attack in WSNs  

Previous researchers classify wormhole attacks base on different points of 

view such as passive and active wormhole. This classification is based on whether 

attacker node belongs to the network or not. In the passive wormhole, two tunnel 

endpoints are not belonging to network but in active wormhole they are part on 
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network. More discussion on wormhole attack classifications will be presented in 

Chapter 2. 

If wormhole peacefully transfers data to faraway location in the network, it 

could have positive effect. But the problem will arise when attacker receives the 

traffic through the wormhole. It can lunch selective forward attack or perform 

cryptanalysis attack. Additionally wormhole can effects considerable amount of 

communication. It also has negative effects on localization protocols or protocols 

which are depending on geographical information. By transmission of data from one 

place of network and broadcast to the other part, the total number of sends and 

receives of entire network will increase and therefore energy of node will decrease as 

energy consumption in WSNs has a direct relationship with number of sends and 

receives.  And as energy of nodes be depleted, data cannot move in the network and 

this will lead to DoS (Denial of Service) attack. 

1.3 Problem Statement 

The common approaches to detect wormhole attack in WSN are the usage of 

additional tools such as GPS or Antenna and some other approach required accurate 

time synchronization. In this attack attacker transmits data of one part of network to 

the other part through the wormhole tunnel which its endpoints are not visible to the 

network or is not part of it. Secure routing protocols in WSNs are responsible for 

providing adequate level of security and they should be strong against the attacks. 

This dissertation tries to enhance secure routing protocol in WSN in order to detect 

passive wormhole attack and mitigate its effect on the network which is leading to 

DoS without any additional tools or accurate time synchronization. Additionally 
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most of previous approaches had been focusing at active wormhole attack. The 

problem main question is mentioned below. 

“How to enhance SeRINS routing protocol to mitigate passive wormhole 

attack in wireless sensor networks?”  The main question is divided to below sub-

main questions. And these questions will be answered during this dissertation. 

 

1. How to select an appropriate secure routing protocol to be enhanced? 

2. What is the appropriate approach to for detection and mitigation of wormhole 

attack? 

3. How to integrate SeRINS with appropriate wormhole countermeasures.  

 

1.4 Project Aim 

The aim of this study is to enhance a secure routing protocol in wireless 

sensor network in which it can detect passive wormhole attack and mitigate its effect 

on the network load, total number of send and receive, which is a mean to lunch DoS 

attack without applying any additional tools or accurate time synchronization.  
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1.5 Objectives 

Objectives of this research are as follows: 

1. To study and analyze existing secure routing protocols in wireless sensor 

network.  

2.  To propose an approach to detect passive wormhole attack in SeRINS and 

mitigates its effect which will leading to DoS attack.    

3. To evaluate the enhanced SeRINS regarding to wormhole attack detection 

and mitigation. 

1.6 Project Scope 

In this study, the scope of the proposed algorithm is mainly based on the 

following items: 

1. SeRINS will be applied during the dissertation. 

2. Wormhole attack, as the main attack, will be considered through the 

project. 

3. C++ as the language which will be applied to implement protocols. 

4. Omnet++ as a network simulator 
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1.7 Significant of Study 

As the objectives of the study will be achieved, the secure routing protocol is 

able to detect and mitigate the effect of passive wormhole attack without any 

additional tools which is more affordable and cost effective. Additionally as the 

results will enhance secure routing protocol to provide better level of security and it 

also address the issue of availability which is necessary to critical application such as 

military.  

1.8 Organization of the Research 

This research consists of six chapters. Chapter 1 presents introduction, problem 

background, problem statement, aim, objectives, scopes and significant of this 

research and provide the overview of the dissertation. In the Chapter 2 some 

basic backgrounds about Wireless Sensor Networks, security issues in WSNs is 

presented. Additionally it will present discussions concerning routing in WSNs 

and discuss about previous findings concern wormhole attack countermeasure in 

wireless sensor networks. Discusses on the methodology used in this research 

will be presented in Chapter 3. Additionally Chapter 4 will present data analysis 

is presented in this chapter. It will elaborate proposed technique and experimental 

results as well. And finally Chapter 5 concludes the dissertation and presents 

suggestion for future works. 
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