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ABSTRACT

Use of digital reversible watermarking has grown tremendously in the last few
years. The watermarking embeds an invisible payload into digital content for the purpose
of copyright protection, content authentication, forensic tracking and other security
purposes. Besides these applications, issues concerning imperceptible distortions,
underflow problems and increasing capacity while maintaining the quality, are affecting
the watermarking. The purpose of this research is to determine the optimum block size for
embedding this reversible watermark, and to develop a novel multilayer reversible
watermarking using non underflow difference expansion scheme. A traditional Difference
Expansion (DE) scheme has been applied and used as a benchmark for comparison
purposes with the proposed scheme. The new scheme comprising embedded multilayer
reversible watermarking is capable of extracting and returning a watermarked image to its
original form. Before the embedding phase, the host image is partitioned into non
overlapping blocks and then the process of scanning is carried out to identify embeddable
blocks. Then, location map is used as a key to store embeddable blocks, size of
watermarks and number of layers that were applied. This process uses two ways of
embedding; horizontal and vertical embedding. The number of layers embedded into the
host image is decided according to the threshold value of Peak Signal to Noise Ratio
(PSNR). The effect of multilayer and difference block sizes used on the performance of
the developed scheme was studied. One of the findings was the discovery of the
effectiveness of non underflow on capacity and quality of watermarked image. The results
of the research had the highest embedding rate at 1.2 bit per pixel (bpp) with the highest
visual quality of PSNR 30.8 decibel and equivalent to 6.2 percent improvement when
compared to other available current schemes. The study proved that smaller block size
yields higher capacity while retaining a low distortion as well as restores watermarked

image to its original form.



ABSTRAK

Penggunaan tera air digital berbalik telah berkembang maju dari segi penyelidikan
sejak akhir-akhir ini. Tera air membenamkan maklumat rahsia ke dalam media digital
untuk kegunaan aplikasi kawalan hak cipta, pengesahan, pengesanan jenayah dan lain-lain
kegunaan keselamatan. Di samping aplikasi-aplikasi ini isu-isu berkenaan perubahan nilai
kualiti imej, masalah limpahan ke bawah dan peningkatan kapasiti bersama mengekalkan
kualiti memberi kesan kepada tanda air. Kajian ini dilakukan bagi menentukan saiz blok
yang optimum untuk membenamkan tera air, dan membangunkan satu skim asli multi-aras
tera air berbalik melalui skim pembesaran perbezaan tanpa limpahan ke bawah. Skim asas
pembesaran perbezaan digunakan sebagai penanda aras untuk dibuat perbandingan kepada
skim yang dicadangkan. Skim baru terdiri dari pembenaman maklumat tera air berbalik
secara multiaras, memperolehi semula maklumat dan memperolehi semula imej asal.
Sebelum fasa pembenaman dilaksanakan, imej asal akan dipecahkan kepada blok-blok
yang tidak bertindih dan seterusnya proses saringan akan dilaksanakan bagi menentukan
blok-blok yang boleh digunakan. Selanjutnya, peta kedudukan digunakan sebagai kunci
bagi menyimpan blok-blok yang boleh dimasukkan maklumat, saiz tera air dan bilangan
lapisan dilaksanakan kepada imej. Proses ini membenamkan maklumat melalui dua cara
iaitu membenam secara mendatar dan secara menegak. Bilangan lapisan maklumat boleh
dimasukkan kepada imej tertakluk kepada nilai puncak PSNR. Kesan kepada multiaras
dan perbezaan saiz blok digunakan untuk mengukur prestasi skim yang dibangunkan,
dikaji. Satu daripada penemuan dijumpai iaitu kekesanan tanpa limpahan ke bawah kepada
kapasiti dan kualiti imej tera air. Hasil penyelidikan telah menyumbang kepada kadar
pembenaman yang tinggi pada kadar 1.2 bit setiap piksel (bpp) dengan kualiti tertinggi
PSNR 30.8 decibel yang bersamaan 6.2 peratus peningkatan berbanding dengan skim-
skim semasa yang lain. Kajian telah membuktikan bahawa saiz blok yang kecil
meningkatkan kapasiti dan pada yang sama mengekalkan paparan kualiti dan mampu

mengembalikan ime;j tera air kembali kepada bentuk asal.
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CHAPTER 1

INTRODUCTION

1.1 Overview

The world is facing a daily rapid technology change due to swift advancements of
computers, networks and communications. These advancements have opened networks
and individual machines to wide range of offenders’ abuses. Offenders abuse the
technologies in many criminal activities. In other words, they use technologies in various
Cyber crimes (Sekgwathe ef al., 2011). A study found that there are relatively few
criminal and civil cases that have not digital facilitation. It has estimated of over 85
percent of criminal and civil prosecution cases are committed through the use of digital
technology (Zebbiche, 2009). The impact of the Internet is perhaps the visible in the use of
digital media such as audio, image, and video. It has not so much affected the creation of
these media, but to a much larger extent their reproduction and distribution. While in open
networks most of the information is kept electronically, the demand for confidentiality and

privacy gains more and more in importance (Lestriandoko ef al., 2010).

Open networks as a whole does not use secure links; therefore digital information
may be vulnerable to intercept as well. Accordingly, the security of information has
become an important issue, there is indeed a need to protect information from passing
before curious eyes or, more importantly, from falling into wrong hands. Thus, multimedia
security is much to consider in distributing digital information safety (Tsai, 2010; Khan

and Muhammad, 2011).

Digital media have numerous advantages over analog media, such as higher
quality, easy editing, lossless copying, and fast and efficient distribution. At the same
time, such advantages may turn into disadvantages when the underlying technologies are

being exploited by non authorized users. However digital media also offer the technique



which is called watermarking to embed additional data into the original media data in a
way that is perceptually, and sometimes also statistically, undetectable. This data
embedding potential can be exploited to build protection mechanisms against the threats
mentioned before, or to provide additional functionalities (Chen et al., 2010; Chrysochos

et al., 2009).

Huang er al. (2009) describes that data hiding has been an interesting
research topic since the early 1990’s. Among the hiding schemes, reversible data hiding
has attracted more and more attention in both researches and applications. With reversible
data hiding, at the data extraction stage, both the original content and the hidden message
should be perfectly extracted, hence, how to design such schemes seem an interesting task.
It can be classified into two branches, one is histogram-based scheme, and the other is
performed by adjusting the difference between adjacent pixels. The major insufficiency

for the two schemes above is the limited amount of capacity.

Digital watermarking methods from the application point of review can be
divided into two categories: robust watermarking and fragile watermarking (Al-Nu’aimi,
2009). Robust watermarking is mainly aimed at copyright protection. Here, “robust”
means the embedded watermark should be very resistant to various signal processing
operations. On the other hand, fragile watermarking is aimed at content authentication. A
fragile watermark will be altered or destroyed when the digital content is modified (Xiao
and Shih, 2010). As a special subset of fragile watermarking, reversible watermarking as
described by Zhao et al. (2010) and Feng et al. (2011) has drawn lots of attention recently.
Reversible watermark, (which is also called lossless watermark, invertible watermark,
erasable watermark), has an additional advantage such that when watermarked content has
been detected to be authentic, one can remove the watermark to retrieve the original, non-
watermarked content. Such reversibility to retrieve non-watermarked content is highly

desired in sensitive imagery, such as military data and medical data (Yang et al., 2009).

Medical images are very important part of patient’s records and information, which
are stored in the databases of hospitals and may be exchanged between hospitals and
health centers. Among these data, the patient information and medical images need to be
properly organized, so to avoid mishandling and loss of data (Basheera et al., 2011). In
order to achieve an efficient utilization of bandwidth of the communication channel and
storage, data size must be reduced. Separate transmission of the image and data requires

more bandwidth in transmission and more memory space during storage. By means of



watermarking, interleaving one form data such as 1-D signal or text file over digital
images can combine the advantages of data and security with efficient memory utilization
(Zhang et al., 2011). Thus, the hiding capacity must be large enough to accommodate the
payload. On the other hand, reversibility is one of the most important requirements for

medical images, as they must be kept intact to avoid any misdiagnoses.

Several reversible watermarking schemes have been proposed by Gu and Gao
(2008), Al-Qershi and Khoo (2010), Chrysochos et al. (2009), Zhao et al. (2010), Feng et
al. (2011), Gupta et al. (2010), Lee et al. (2007), Zeki et al. (2011) and Peng et al. (2011).
The concept of a reversible watermark was first introduced by Mintzer ef al. (1997). The
watermark that they embedded into an image was completely visible but could be removed
since it was embedded in a reversible manner. Tian (2003) applied integer Haar wavelet
transform into an image and embedded the watermark into high-frequency coefficients by

difference expansion.

Kamstra et al. (2005) improved Fridrich ef al. (2005) and Tian (2003) methods by
sorting least-significant bits (LSB) or pairs of pixels to be watermarked with respect to the
heuristically obtained values. The sorting locally improves the coding efficiency of the
lossless compression, so that the overall performance is improved. Celik (2003)
generalized a well-known LSB-substitution technique and achieved high capacity by using
a prediction based conditional entropy coder. Yang et al. (2004) proposed a reversible
watermarking scheme based on integer DCT transform. Peng ef al. (2011) derived a
theoretical bound on the embedding capacity for reversible data hiding. Yeo et al. (2011)
applied reversible watermarking scheme with high embedding capacity for digital images.
The input image is divided into non-overlapping blocks, and the watermark is embedded
into the high-frequency wavelet coefficients of each block. To achieve the reversibility,
invertible integer-to-integer wavelet transforms are used, and the conditions to avoid
underflow and overflow in the spatial domain are derived for arbitrary wavelets and block
sizes. The watermark payload includes not only messages but also side information
required to reconstruct the original image at the decoder. The block-based embedding
makes the size of the side information that needs to be embedded small in proportion to
the total embedding capacity. Most of the algorithms used the block size equal to four by

four.

Lee et al. (2007) applied semi-blind detection when he introduced the side

information in his watermarked image. This side information was embedded together with



watermark bit. Before he embedded the watermark bit, a process of selecting changeable
blocks was implemented and recorded in the side information. These processes decreased
the performance of the embedding process and increased the size of side information
stored in watermarked image. Chrysochos et al. (2009) proposed a new Difference
Expansion (DE) based scheme is presented that uses consecutive, overlapping pairs,

instead of the non-overlapping pairs or triads used by traditional DE derivatives.

In this research a new scheme of reversible watermarking based on pixel value
expansion is introduced by using multilayer embedding. The process of determining
changeable blocks is modified using location map and it is determined before embedding
process takes place. The proposed scheme also exploits sorting differences of expansion to

improve quality for a given embedding capacity.

This research will present the multilayer reversible image watermarking using non-
underflow difference expansion scheme. This chapter outlines the importance of reversible
digital image watermarking and also explains how it can be done. The objectives and the

thesis organization are also provided in this chapter.

1.2 Background of the Problem

Traditional watermarking and reversible watermarking scheme has similar
characteristics in the process of embedding or extracting the additional information into or
from the host image or original content (Gupta and Pieprzyk, 2009). Watermarking is a
process of embedding extra information called payload into host image. After this process
there should be no perceptible differences between original images and the watermarked
images. In traditional watermarking scheme, these embedded payloads cannot be removed
from the host images. However there are situations such as in medical and military
applications that these watermarks need to be removed from the host and then reconstruct
the watermarked back to original like before the process of watermarking take place (Guo

and Zhuang, 2009; Arsalan et al., 2010).

Watermarking is a process of embedding extra information called payload into the
host mage. After this process there should be no perceptible differences between original

images and the watermarked images. In traditional watermarking scheme, these embedded



payloads cannot be removed from the host images. However, in some applications,
especially in the medical, military, and legal domains, even the imperceptible distortion
introduced in the watermarking process is unacceptable (Nayak et al., 2008). This has led
to an interest in reversible watermarking, where the embedding is done in such a way that

the information content of the host is preserved.

The distortion introduced by embedding the watermark is often constrained so that
the host and the watermarked work are perceptually equivalent. The content authentication
of multimedia data such as images is becoming more and more important in the fields of
law enforcement, medical imaging, astrophysics research, and military application
(Allatar, 2004b). Having the original image during analysis and diagnosis to make the
right decision is of critical importance. Traditional watermarking techniques cannot
provide adequate security and integrity for the content authentication because of their
irreversible nature. Reversible watermarking enables exact recovery of the original image
by extracting the embedded information from the watermarked images (Shaowei et al.,

2007; Zhao et al., 2010).

Thodi and Rodriguez (2007) describes that reversible watermarking enables the
embedding of useful information in a host signal without any loss of host information.
Tian (2003) difference-expansion technique is a high-capacity, reversible method for data
embedding. However, the method suffers from undesirable distortion at low embedding
capacities and lack of capacity control due to the need for a location map. Problem of

overflow and underflow occurs, and must be determined before embedding is executed.

Hu et al. (2009) mentioned that for difference-expansion (DE)-based reversible
data hiding, the embedded bit-stream mainly consists of two parts: one part that conveys
the secret message and the other part that contains embedding information, including
position of pixels and location map. The first part is the payload while the second part is
the auxiliary information package for blind detection. Tian’s classical DE method has a
large auxiliary information package. They mitigated the problem by using a payload-
independent overflow location map. However, the location map only can be used only for

one layer of embedding.

Research by Khodaei ef al. (2010) proposed a reversible data hiding method with
low time complexity and high embedding capacity for gray-scale images. This method

presents a block-based lossless data hiding schema to utilize the similarity between



neighborhood pixels in the block to improve the marked-image quality. The experimental
results show that our method has increased the hiding capacity with keeping acceptable
marked image quality. The optimum block size is not determined during their experiments

to obtain which appropriate block size gives better capacity and quality.

Tudoroiu et al. (2011) investigates the block implementation of median edge
detector (MED) based prediction error expansion reversible watermarking. Image is
divided in overlapping blocks. A block is considered for data embedding only if all its

pixels can be embedded. By embedding on blocks, the size of the location map is reduced.

Internet is used to promote medical information. However, it is exposes to the
unauthorized users to copy or misused the digitized information on the internet.
Techniques of reversible watermarking are introduced to protect medical information. Lou
et al. (2009) proposes a multiple-layer data hiding technique using difference expansion.
Both pixels are changed during embedding process. Problem of their techniques still
similar to Tian’s Classical DE where overflow and underflow situation is occurs during

the embedding process.

The main advantage of reversible image watermarking is the ability to recover the
host image without any loses. Many reversible watermarking schemes were proposed for
digital images during the last few years. The classic scheme for difference expansion (DE)
was introduced by Tian (2003). Work done by Al-Qershi and Khoo (2010) adopt a two-
layer difference expansion technique (2L-DE) in order to increase the hiding capacity by
minimizing the size of embedding map while keeping a good visual quality of the
watermarked image. They need to maintain two location maps to keeps the information for

reversible process.

However, according to Fallahpour ez al. (2009), in some applications, especially in
the medical, military, and legal domains, even the imperceptible distortion introduced in
the watermarking process is unacceptable. This has led to an interest in reversible
watermarking, where the embedding is done in such a way that the information content of
the host is preserved. In the nature of images in medical and military, there are many
smooth areas in the images. Most of the techniques prefer to embed payloads at edge
areas. This is because of to increase imperceptibility and robustness (Chiang et al., 2009).
Hence, to increase capacity, the smooth areas should be utilized for embedding the

payload.



The aim of lossless watermarking is to develop a method that minimizes visible
distortions while keeping the embedding capacity as high as possible. The method
essentially should have the ability to recover the original image from the watermarked
image if so required. From existing works, most of the techniques face a common problem
that is, if the embedding capacity is increased, distortions become large and visible (Hu ef
al., 2009). From the literatures, beginning with classical difference expansion scheme
from Tian’s and improves until now, most of the scheme facing the problems of overflow
and underflow. This situation arise because of selected pair of pixels are changed by
increasing and decreasing their values. When the pixel value is added, it could lead to
overflow when the final value is more than 255 and underflow situation once the final
value changes below zero. Both selected pixels are increase or decrease and this will affect
the quality of watermarked image (Wang et al., 2010). If we can find ways only one of the
pixel changes and either the situation of overflow or underflow can be avoided, hence this

will increase the quality of host image.

1.3 Problem Statements

Although several researches have been done on reversible watermarking using
difference expansion scheme, there are still several issues are highlighted. Classic
Difference Expansion scheme was present by Tian (2003) become a benchmark for many
researchers to evaluate their works (Wang ef al., 2010). The main issue being focused is
regarding tradeoff between three major components which are interrelated; embedding
capacity, imperceptibility and robustness (Huang et al., 2009; Khodaei et al., 2010). In
reversible watermarking many researchers try to improve embedding rate of payload and
the same time obtaining acceptable visual quality of watermarked image. Second issue is
about situation of overflow and underflow during the embedding of payload. Underflow is
a condition where the new pixel value after embedding becomes negative. Non-Underflow
is a case whereby underflow situation does not occur. Most of works from previous studies
applied formula based on Tian’s method. In this formula both selected pixels are
transformed and situation of overflow and underflow may occur, when the value of pixel
decrease or increase beyond zero and 255 respectively. The third issue is, determining the
optimum block size and correlation between embedding rate and visual quality. Not many

researchers discuss regarding the optimum of block size to be used during partitioning the



image into non-overlapping block and the effect to the embedding rate and visual quality

when different block size is applied (Tudoroiu et al., 2011).

The limitations of reversible image watermarking are illustrated in the magic
triangle, shown in Figure 1.1 (Zhang et al, 2010). Imperceptibility, robustness and
capacity are at the corners of this diagram. This figure describes the required trade-off
between capacity and robustness, at the same time keeping the quality at the acceptable
level. Therefore, if the capacity is the aim to be achieved, its quality will be reduced and
vice versa. Although there were some researchers who had ability to improve embedding
rate, there are still opportunities to obtain higher capacity at acceptable visual quality

(Huang et al., 2009).

capacity

robustness imperceptibility

Figure 1.1 Required Tradeoff between Capacity, Robustness and Imperceptibility
(Zhang et al., 2010)

14 Research Questions

(1) What are the trade-off between capacity and visual quality of watermarked
image related to the block size of image?

(i1) How to formulate a new non-underflow difference expansion formula in
multilayer embedding and to obtain perfect recovery of watermarked
image?

(i)  How to improve the rate of embedding without degrading the visual quality

of the watermarked image?



1.5

1.6

Research Objectives

The following objectives were attempted to be achieved in this research;

(1)

(ii)

(iii)

To implement, analyze and validate relationships on capacity and quality
related to the block size of the host image.

To formulate a new non-underflow formula for multilayer embedding for a
new scheme of reversible image watermarking.

To design a new scheme for reversible image watermarking by using
Multilayer Reversible Watermarking using Non-underflow Difference

Expansion (MRWNDE).

Research Scope

Below are the scopes of reversible image watermarking project:

(1)

(i)

(iii)

(iv)
V)

Standard testing data set and camera snapshot of images will be used to test
the scheme for imperceptibility, capacity, extracting and reconstructing the
original images.

To test the performance of reversible watermarked image with various five
types of block size.

Digital reversible watermarking was developed to extract watermarked
without the presence of the original image (blind watermark scheme)

The host images with size 512x512 will be in grayscale format.

Proposed scheme is implemented using MATLAB program to illustrate the

main idea involved in reversible watermarking scheme.



1.7

10

Significance of the Study

The outcome of this study would greatly contribute to reversible image

watermarking technology with the following contributions:

1.8

(1)

(i)

(iii)

Developing and demonstrating a novel reversible image watermark using
non-underflow difference expansion scheme through multiple embedding
of watermark which can accommodate large amount of payload while
keeping distortion low. The scheme restores the complete original image at

the receiving end.

A new formula was developed to implement the proposed scheme. In
conventional schemes, both pixels are transformed. In proposed scheme,
new formula is derived, transforms only a pixel, instead of pair. These

equations are steps to implement non-underflow reversible watermarking.

Optimizing block size will improve the process of searching the
embeddable block, hence improve embedding rate at acceptable visual
quality. Allows the smooth area as the best region to embed the
watermarks. This is because in the smooth area the distortion are very
minimal because new pixel values after embedding are almost unchanged,

hence increase the imperceptibility.

Thesis Organization

This thesis is divided into 6 chapters and organized as follows:

Chapter 1: This chapter introduces the problem area and objective to be achieved.

In this chapter reversible watermarking is introduced as the scheme to

be used in the research.

Chapter 2:  Literature review, explains the basics of watermarking, various types

of reversible watermarking, applications and characteristics of
watermarking. It also explains the advantages of reversible
watermarking, the difference expansion scheme and the application

using it.



Chapter 3:
Chapter 4:

Chapter 5:
Chapter 6:

11

Describes research methodology, design and procedures.
Implementation of proposed scheme, determining block size,
embedding, extracting and reconstructing of host image.

Analyzing and discussing on the results.

Conclusion, novelty of proposed scheme, contribution and future

work.
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APPENDIX A

SOURCE CODE

Program 1 : Control Program (Scanning and Embedding)
%embed Main

clear all;close all;clc;

i=1;
a=importdata('host_imageDB.txt");
c=importdata('wm_image.txt");
ftxt=fopen('fembed_b100.txt'",'w+");
fnl=importdata('owner.txt');
fn2=char(fnl(1:end,1:end));
b=char(a(1:end,1:end));
d=char(c(1:end,1:end));

block=2;

fprintf(ftxt,'%s %d\n','Embedding the Watermark into Host Image with blocksize:',block);

while i<=20

totaltime=0;

starttime=0;

fprintf(ftxt,"\n%d. %s\n',i,b(i, 1:end));

fprintf(ftxt, %s\t%s\t%s\t%s\t%s\t%s','Layer','Eltime','Payload’,'HostSize','BitRate");
fprintf(ftxt,'%s\t%s\t%s\n','total Bitrate', PSNR','SSIM");
fh=strcat('c:\users\shahidan\documents\matlab\host\database\',b(i, 1 :end));
host=imread(th);

host=imresize(host,[512 512]);

vimage=host;

[al,a2]=size(host);

hostsize=al*a2;
% fn22=strcat('c:\users\shahidan\documents\matlab\textWMV',fn2(i,1:end))

fn22=strcat('c:\users\shahidan\documents\matlab\text WM\',fn2(1,1:end))
fid=fopen(fn22,'');

fn3 = fread(fid);

disp(char(fn3"))

[sf1 sf2]=size(fn3);

fn4=double(fn3);

wml=dec2bin(fn4);

[s1 s2]=size(wml);

s3=s1%*s2;

vfl=strcat('c:\users\shahidan\documents\matlab\WM\");
wm?2=imread(strcat(vfl,d(2,1:end)));
wm3=imread(strcat(vfl,d(3,1:end)));
wmd4=imread(strcat(vfl,d(4,1:end)));
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wm5S=imread(strcat(vfl,d(5,1:end)));
wmo6=imread(strcat(vfl,d(6,1:end)));
wm7=imread(strcat(vfl,d(7,1:end)));
wm8=imread(strcat(vfl,d(8,1:end)));
wm9=imread(strcat(vf1,d(9,1:end)));
wm10=imread(strcat(vf1,d(10,1:end)));
wml 1=imread(strcat(vfl,d(11,1:end)));
wm 12=imread(strcat(vfl,d(12,1:end)));
wm 13=imread(strcat(vfl,d(13,1:end)));
wm l4=imread(strcat(vfl,d(14,1:end)));
wm15=imread(strcat(vfl,d(15,1:end)));
wm16=imread(strcat(vfl,d(16,1:end)));
wm17=imread(strcat(vfl,d(17,1:end)));
wm 18=imread(strcat(vfl,d(18,1:end)));
locimage=imread(strcat('c:\users\shahidan\documents\matlab\host\','Biglena.jpg'));
saizLoc1=(fix(hostsize/16)+ 35)* 20;
saizLoc2=fix(sqrt(saizLoc1))+1;
r=saizLoc2;
c=saizLoc2;
locimage=imresize(locimage,[r c]);
[r,c]=size(locimage);
locsize=r*c;
locimage(1:r,1:¢)=0;
Vlayer=0;
Hlayer=0;
layer=0;
tbitrate=0;
psnr=30;
while psnr >=30
if Vlayer ==
bv=35;
end
if Hlayer == 0
bh=locsize;
end
if layer >= 2
bv =35 + Vlayer * fix(hostsize/(2*8)) + 1;
bh = locsize - Hlayer * fix(hostsize/(2*8)) - 1;
if bv > locsize
break;
end
if bh <35
break;
end
end

Vlayer=Vlayer+1;
layer=layer+1;
if layer > 16
break;
end
switch layer

case 1

wm=wml;



case 2
wm=wm2;
case 3
wm=wm3;
case 4
wm=wm4;
case 5
wm=wmJ5;
case 6
Wm=wmo;
case 7
wm=wm7;
case 8
wm=wms;
case 9
wm=wm9;
case 10
wm=wm1l0;
case 11
wm=wml1;
case 12
wm=wml2;
case 13
wm=wml3;
case 14
wm=wml4;
case 15
wm=wml?5;
case 16
wm=wml?5;
case 14
wm=wml4;
case 15
wm=wml5;
case 16
wm=wml5;
case 17
wm=wml7;
case 18
wm=wml8§;
end
starttime=cputime;
[locimage acpl vpos payload] = scanV2(vimage,wm,locimage,bv,layer,block);
if payload > acpl
mesej = 'embeddable pairs in host image > payload size ';
fprintf(ftxt,"\t%d\t%d\t%d\t%s\n',layer,acp1,payload,mese;j);
break;
end
[vimage locimage payload bitrate] =
embedVt2(vimage,wm,locimage,block,bv, Vlayer,layer);
masa=cputime-starttime;
totaltime=totaltime+masa;
psnr = rev_psnr(host,vimage);
[mssim, ssim map] = ssim_index(host, vimage);
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tbitrate=tbitrate + bitrate;
layer

fprintf(ftxt,"t%d\t%.2 f\t%d\t%d\t\t%.41\t\t%.4{\t\t%.41\t%.4f\n',layer,masa,payload,hostsiz
e,bitrate,tbitrate,psnr,mssim);

if psnr < 30
break;
end
Hlayer=Hlayer+1;
layer=layer+1;
switch layer
case 1
wm=wml;
case 2
wm=wm?2;
case 3
wm=wm3;
case 4
wm=wm4;
case 5
wm=wmJ5;
case 6
wm=wmo;
case 7
wm=wm7;
case 8
wm=wms;
case 9
wm=wm9;
case 10
wm=wm10;
case 11
wm=wml1;
case 12
wm=wml2;
case 13
wm=wml3;
case 14
wm=wml4;
case 15
wm=wml?5;
case 16
wm=wml?5;
case 14
wm=wml4;
case 15
wm=wml35;
case 16
wm=wml5;
case 17
wm=wml7;
case 18
wm=wml8§;
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end
starttime=cputime;
[locimage acpl hpos payload] = scanH2(vimage,wm,locimage,bh,layer,block);

if payload > acpl
mesej = 'embeddable pairs in host image > payload size ';
fprintf(ftxt,"t%d\t%d\t%d\t%s\n',layer,acp1,payload,mese;j);
break;
end
[vimage locimage payload bitrate] =
embedHt2(vimage,wm,locimage,bh,Hlayer,layer,block);
masa=cputime-starttime;
totaltime=totaltime+masa;
psnr = rev_psnr(host,vimage);
[mssim, ssim_map] = ssim_index(host, vimage);
tbitrate=tbitrate + bitrate;

fprintf(ftxt,"t%d\t%.2 f\t%d\t%d\t\t%.41\t\t%.4 {\t\t%.41\t%.4f\n',layer,masa,payload,hostsiz
e,bitrate,tbitrate,psnr,mssim);
end
fprintf(fixt,"t%s%.2f\n','Total time ',totaltime);
totaltime=0;
s1=b(i,1:end);
s2=findstr(s1,"jpg");
ifs2>0
s3=strcat(s1(1:s2-1),".bmp");
imwrite(locimage,strcat('c:\users\shahidan\documents\matlab\lokasi\','lokasi _',s3));
imwrite(vimage,strcat('c:\users\shahidan\documents\matlab\hostWm\','wm_"',s3));
else

imwrite(locimage,strcat('c:\users\shahidan\documents\matlab\lokasi\','lokasi_',b(i,1:end)));

imwrite(vimage,strcat('c:\users\shahidan\documents\matlab\hostWm\','wm_',b(i,1:end)));
end
i=i+1;
fclose(fid);

end

fclose(ftxt);

Program 2 : Vertical Scanning

function [w acp1 pos payload] = scanV2(image1,f2w,w,b3,layer,block)
round=0;

beza=0;

s=dec2bin(2);

[row,col]=size(imagel);

hostsize=row*col;

wimage = imagel;

%display 'size watermark image row and column’;

[pan leb] = size(f2w);

if layer==1



wmark1=f2w;
else

wmark 1=dec2bin(f2w);
end
[wk1l wk2]=size(wmark1);
wmark=wk1*wk2;

if b3==35
payload=pan*leb;
else

payload=pan*leb*S;
end
[baris,lajur]| = size(w);
locsize=baris*lajur;
wm=dec2bin(w);
[wl,w2] = size(wm);
acp=0;
b1=b3;
while wmark > acp
if wmark > hostsize/2
acp=ceil(hostsize/2);
break;
end
round=round-+1
if round > 50
break;
end

while i < (row-block) && (acp < wmark)
while j< (col-block) && (acp < wmark)

r=0;
c=0;

while ¢ <= (block-1) && (acp < wmark)
while r <= (block-1-(block/2)) && (acp < wmark)

b2=b2+1;
if b2>8
b2=1;
bl=bl+1;
end

x1=double(wimage(r+i,ctj));
x2=double(wimage(r+(block/2)+i,c+j))

if(x1>x2)
y=x1;
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X=x2;

else
y=x2;
x=x1;

end

d=y-x;

ov = floor((x+254)/2);

if (x1==255 && x2==255)
wm(b1,b2)=s(2);
rej=rej+1;

else

if ((y <= ov) && (d <= beza))
wm(b1,b2)=s(1);
acp=acp+I;

else
wm(b1,b2)=s(2);
rej=rej+1;

end

end

r=r+1;

end; % whiler

r=0;

c=c+l;

end; % while ¢
j=j+block;

end; % whilej
=L
1=i+block;

end; % while 1

beza=beza+1;

end % while wmark

pos=bl;

loc=bin2dec(wm);
loc=reshape(loc,baris,lajur);
w(1:baris, 1:lajur)=loc(1:baris, 1:1ajur);
acpl=acp;

end

Program 3 : Vertical Embedding

function [wimage image2 payload bitrate] =
embedVt2(imagel,image3,image2,block,pos, Vlayer,layer)
[pp,ll]=size(image?2);

[row,col]=size(imagel);

hostsize=row*col;

wimage = imagel;

loc=dec2bin(image2);

round=1;

w3=1;
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rej=0;
boleh=0;
embed=0;
s=dec2bin(2);
[pan leb] = size(image3);
if layer==1
wm=image3;
else
wm=dec2bin(image3);
end
[w1,w2] = size(wm);
wmsize=w1*w2;

i=1;
=L
bl=pos;
b2=0;
while 1 < (row-block)
while j<(col-block)
r=0;
c=0;
while ¢ <= block-1
while r <= block-1-(block/2)

b2=b2+1;

if b2>8
bl=bl+1;
b2=1;

end

if boleh > wmsize
round=3;
I=row;
j=col;
r=block-1-(block/2);
c=block-1;
break;

end

x1=double(wimage(r+i,ct+j));

x2=double(wimage(r-+(block/2)+i,c+j));

if(x1>x2)
y=x1;
X=x2;
diff=y-x;

else
y=X2;
x=x1;
diff=y-x;

end

if loc(b1,b2)==s(2)
r=r+1;
continue;

end
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if loc(b1,b2)==s(1)
boleh=boleh+1;
embed=1;

if wm(w3)==s(1)
msgbit=1;
else
msgbit=0;
end
d1=diff+msgbit;
yl=y+dl;
if y1>255
display y1>255
x1,x2
end
if x1>x2
wimage(r+i,c+j)=yl;
else
wimage(r+(block/2)+i,ctj)=yl;
end
end
r=r+1;
if embed==
embed=0;
w3=w3+1; % goto next bit of wm
end
if(w3>wmsize)
1=row;
j=col;
r=block-1-(block/2);
c=block-1;
break;
end % if

end; % whiler

r=0;

c=ctl;

end; % while ¢
j=j+block;

end; % whilej
=L
i=i+block;

end; % while 1

im2=bin2dec(loc);

im2=reshape(im2,pp,ll);

image2(1:pp,1:1)=im2(1:pp,1:11);

display 'di V';

d=layer*2;

if layer==1
image2(1,1)=fix(pan/4);
image2(2,1)=mod(pan,4);
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image2(18,1)=0;

else

image2(d-1,1)=pan;

image2(d,1) = leb;
end
image2(33,1)= Vlayer;
payload=wmsize;
bitrate=wmsize/hostsize;
end

Program 4 : Horizontal Scanning

Y%scanH
function [w acpl pos payload] = scanH2(image1,f2w,w,bh,layer,block)
[row,col]=size(imagel);
hostsize=row*col;
wimage = imagel;
s=dec2bin(2);
[pan,leb] = size(f2w);
if layer==1

f3w=2w;
else

f3w=dec2bin(f2w);
end

[f4 £5]=size(f3w);
wmark=f4*f5;
payload=pan*leb*S;
[baris,lajur]| = size(w);
wm=dec2bin(w);
round=0;

beza=0;

acp=0;

b1=bh;

kes0=0;



while wmark > acp
if payload > hostsize/2
acp=ceil(hostsize/2);
break;
end
round=round+1;
if round > 50
break;
end
i=row-block;
j=col-block;
neg=0;
w3=1;
rej=0;
kes0=0;
acp=0;
bl=bh;
b2=0;
while i > block && (acp < wmark)
while j > block && (acp < wmark)
r=0;
c=0;

while r <= block-1 && (acp < wmark)
while ¢ <= block-1-(block/2) && (acp < wmark)

b2=b2+1;
if b2>8
b2=1;
bl=bl-1;
if bl <35
i=block;
j=block;
r=block-1;
c=block-1-(block/2);
break;
end % forif
end
%fprintf('hello2 %d\n',j)

x1=double(wimage(i-1,j-c));

x2=double(wimage(i-1,j-c-(block/2)))

if(x1>x2)
y=x1;
X=x2;
else
y=Xx2;
x=x1;
end
d=y-x;
ov = floor((x+254)/2);
if (x1==255 && x2==255)
wm(b1,b2)=s(2);
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rej=rej+1;
else
ify <=ov

if d <= beza

wm(bl,b2)= s(1);

acp=acp+l;
else

wm(bl,b2)= s(2);

rej=rej+1;
end

end

end

c=ctl;

end; % while ¢

c=0;

r=r+1;

end; % whiler
j=j-block;

end; % whilej
j=col-block;
i=i-block;

end; % while i
beza=beza+1;

end % while wmark
pos=bl;
loc=bin2dec(wm);

loc=reshape(loc,baris,lajur);
w(1:baris, 1:lajur)=loc(1:baris, 1:1ajur);

acpl=acp;
end
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Program 5 : Horizontal Embedding

function [wimage image?2 payload bitrate] =
embedHt2(image1,w,image2,pos,Hlayer,layer,block)
[pp,l1]=size(image2);
[row,col]=size(imagel);
hostsize=row*col;
wimage = imagel;
loc=dec2bin(image2);
[cwl,cw2]=size(loc);
round=1;
msgbit=0;
neg=0;
w3=1;
rej=0;
boleh=0;
embed=0;
s=dec2bin(2);

[pan leb] = size(w);
if layer==1

Wm=Ww;
else

wm=dec2bin(w);
end

[wl,w2] = size(wm);
wmsize=w1*w2;

bl=pos;
b2=0;
i=row-block;
j=col-block;
while 1 > block
while j > block
r=0;
c=0;
while r <= block-1
while ¢ <= block-1-(block/2)

b2=b2+1;

if b2>8
bl=bl-1;
b2=1;

end

if boleh > wmsize
round=3;
i= block;
j= block;
c=block-1-(block/2);
r=block-1;
break;

end

x1=double(wimage(i-1,j-c));
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x2=double(wimage(i-1,j-c-(block/2)));

if(x1>x2)
y=x1;
X=x2;
diff=y-x;

else
y=x2;
x=x1;
diff=y-x;

end

if loc(b1,b2)==s(2)
c=c+l;
continue;

end

if loc(b1,b2)==1s(1)
boleh=boleh+1;
embed=1;
if wm(w3)==s(1)
msgbit=1;
else
msgbit=0;
end
d1=diff + msgbit;
yl=y+dl;
if y1>255
display y1>255
x1,x2
end
if x1>x2
wimage(i-1,j-c)=y1;
else
wimage(i-1,j-c-(block/2))=y1;
end
end

c=ctl1;
if embed==1
embed=0;
w3=w3+1; % goto next bit of wm
end
if(w3>wmsize)
round=3;
i=block;
j=block;
c=block-1-(block/2);
r=block-1;
break;
end % if

end; % whiler
c=0;

227



r=r+1;
end; % while ¢
j=j-block;

end; % while j
j=col-block;
i=i-block;

end; % while i

im2=bin2dec(loc);
im2=reshape(im2,pp,ll);
image2(1:pp,1:1)=im2(1:pp,1:11);
display 'di H';
d=layer*2;
image2(d-1,1)=pan;
image2(d,1) = leb;
image2(34,1)= Hlayer;
payload=wmsize;
bitrate=wmsize/hostsize;
end
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Program 6 : Control Proram (Extracting and Reconstructing)

% extractMain
clear all;close all;clc;
i=1;
% a=importdata(‘host_image.txt');
a=importdata('host_imageDB.txt");
%c=importdata('watermarked image.txt');
ftxt=fopen('fextract b100.txt','w+');
b=char(a(1:end,1:end));
% d=char(c(1:end,1:end));
fnl=importdata('owner.txt');
fn2=char(fnl(1:end,1:end));
block=2;
fprintf(ftxt,'%s %d\n\n','Extraction and Reversible with blocksize: ',block);
while 1<=20

totaltime=0;

fprintf(ftxt,'%d. %s\n',i,b(i,1:end));

fprintf(ftxt,\t%s\t%s\t%os\t\t%s\t\t%s\t%s\t%s\n','Layer','time','Payload’,'HostSize', 'bitrate',’
PSNR','SSIM");
fout=fopen(strcat('text ',b(i,1:end)),'w");
host=imread(strcat('c:\users\shahidan\documents\matlab\host\',b(i, 1 :end)));
host=imread(strcat('c:\users\shahidan\documents\matlab\host\database\',b(i,1:end)));
host=imresize(host,[512 512]);
[r c]= size(host);
hostsize=r*c;
vimage=host;
s1=b(i,1:end);
s2=findstr(s1,"jpg");
if s2>0
s3=strcat(s1(1:s2-1),".bmp");
s4=1;
else
s4=0;
end
if s4==
wrimage=imread(strcat('c:\users\shahidan\documents\matlab\hostWm\','wm ',s3));
locimage=imread(strcat('c:\users\shahidan\documents\matlab\lokasi\','lokasi_',s3));
else
wrimage=imread(strcat('c:\users\shahidan\documents\matlab\hostWm\','wm_',s1));
locimage=imread(strcat('c:\users\shahidan\documents\matlab\lokasi\','lokasi ',s1));
end
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[r,c]=size(locimage);
locsize=r*c
Vlayer=double(locimage(33,1));
Hlayer=double(locimage(34,1));
layer=Vlayer+Hlayer;
tbitrate=0;
bv=35;
bh=35;
while layer >= 1

if Vlayer > 1
bv =35 + (Vlayer-1)* fix(hostsize/(2*8)) + 1

end
if Hlayer > 1
bh = locsize - (Hlayer-1) * fix(hostsize/(2*8)) - 1
end
if Hlayer ==
bh=locsize
end
if Vlayer == 1
bv=35
end
if bv > locsize
display 'kes break bv>locsize'
break;
end
if bh <35
display 'kes break bh<35'
break;
end
starttime=cputime;
if Vlayer > Hlayer
[wrimage wm locimage Vlayer Hlayer hostsize payload] =
extractVt2(wrimage,locimage,bv,i,block);
if payload==0
mesej = "There do not have any watermarks inside this image';
fprintf(ftxt,"\t\t%s\n',mesej);
break;
end
masa=cputime-starttime;
totaltime=totaltime+masa;
psnr = rev_psnr(host,wrimage);
[mssim, ssim map] = ssim_index(host, wrimage);
bitrate=payload/hostsize;
tbitrate=tbitrate + bitrate;

fprintf(ftxt,"\t%d\t\t%.2 A\t%d\t\t%ed\t\t\t%.41\t%.41\t%.4f\n', layer,masa,payload,host
size,bitrate,psnr,mssim);
if layer ==1
fn3=char(wm);
display 'Extracted text watermark :>'
display ' '
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disp(fn3");
fwrite(fout,fn3);
fclose(fout);

end

else

display 'start extractH'

starttime=cputime;

[wrimage wm locimage Vlayer Hlayer hostsize payload] =

extractHt2(wrimage,locimage,bh,i,block);

if payload==0

mesej = "There do not have any watermarks inside this image';

fprintf(ftxt,"\t\t%s\n',mesej);
break;

end

masa=cputime-starttime;

totaltime=totaltime+masa;

psnr = rev_psnr(host,wrimage);

[mssim, ssim_map] = ssim_index(host, wrimage);

bitrate=payload/hostsize;

tbitrate=tbitrate + bitrate;

fprintf(ftxt,"\t%d\t\t%.2 \t%d\t\t%d\t\t\t%.41\t%.4\t%.4f\n',layer,masa,payload,hostsize,bit
rate,psnr,mssim);

end

if layer > 1

imwrite(wm,strcat('c:\users\shahidan\documents\matlab\wm\','extwmLayer',num2str(layer
) s
end
layer=layer-1;
end
fprintf(ftxt,"t%s%.2\t\t\t%s\t%.2f\n',' Total time ',totaltime, Total bitrate ',tbitrate);
if sd==
imwrite(wrimage,strcat('c:\users\shahidan\documents\matlab\rev\','reversible ',s3));
imwrite(locimage,strcat('c:\users\shahidan\documents\matlab\lokasi\','lokasi ',s3));
else
imwrite(wrimage,strcat('c:\users\shahidan\documents\matlab\rev\','reversible ',s1));
imwrite(locimage,strcat('c:\users\shahidan\documents\matlab\lokasi\','lokasi ',s1));
end
totaltime=0;
i=i+1;
end
fclose(ftxt);

Program 7 : Horizontal Extracting and Reconstructing

% extractV
function [wrimage w image3 nv nh hostSize wmSize] =
extractVt2(image2,image3,bv,cyc,block)

figure(1);
imshow(image?2); title('watermarked image'); % watermarking image



[row,col]=size(image?2);
hostSize=row*col,;
[ro,co]=size(image3);
wimage = image?2;
wrimage = image2;
nv = double(image3(33,1));
nh = double(image3(34,1));
layer=nh+nv;
swm=layer*2;
if layer > 16
wmSize=0;
return;
end
wx = double(image3(swm-1,1));
wy = double(image3(swm,1));
if layer==1
wx1 = double(image3(1,1));
wx2 = double(image3(2,1));
wx = 4*wx1 + wx2;
wy = 1;
end;
kes=0;

loc=dec2bin(image3);
round=1;
extract=0;
bl=bv;

b2=0;

i=1;

=L

neg=0;

w3=1;

rej=0;
boleh=0;
s=dec2bin(2);

ww=imread(strcat('c:\users\shahidan\documents\matlab\host\database\','lena.jpg"));

w=imresize(Ww, [Wx wy]);
wm=dec2bin(w);

[wl,w2] = size(wm)
wmSize=w1*w2

figure(2);

imshow(wimage); title('before extract');

i=1;
=1
bl=bv;
b2=0;
while i < (row-block)
while j<(col-block)
r=0;
c=0;
while ¢ <= block-1
while r <= block-1-(block/2)
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b2=b2+1;
if b2>8
bl=bl+1;
b2=1;
end
if boleh > wmSize
round=3;
I=row;
j=col;
r = block-1-(block/2);
¢ = block-1;
break;
end
kes=0;
x1=double(image2(r+i,ctj));
x2=double(image2(r+(block/2)+i,cH));
if(x1>x2)
y=x1;
X=x2;
kes=1;
else
y=Xx2;
x=x1;
kes=2;
end
d=y-x;
if loc(b1,b2)==s(2)
extract=0;
r=r+1;
continue;
end

if loc(b1,b2)==s(1)
boleh=boleh+1;
extract=1;

msgbit = mod((y-x),2);
f=floor((y-x)/2);
yo=y-f-msgbit;
if msgbit==0
wm(w3)=s(2);
else
wm(w3)=s(1);
end
if kes==
wrimage(r+i,ctj)=yo;
end
if kes==
wrimage(r+(block/2)+,c+j)=yo;
end

end

r=r+1;

233



if extract==1
extract=0;
w3=w3+1; % goto next bit of wm
end
if(w3>wmsSize)
I=row;
j=col;
r=block-1-(block/2);
c=block-1;
break;
end;

end; % whiler
r=0;
c=ctl;
end; % while ¢
j=jtblock;

end; % whilej
=L
1=i+block;

end; % while 1

display 'extracted watermarked'

if layer>1
d4=bin2dec(wm);
d5=reshape(d4,wx,wy);
w(l:wx,1:wy) = d5(1:wx,1:wy);
figure(layer®10+cyc);
imshow(w);

else
w=bin2dec(wm);

end

nv=nv-1;

image3(33,1)=nv;

end

Program 8 : Vertical Extracting and Reconstructing

% extractH

function [wrimage w image3 nv nh hostSize wmSize] =

extractHt2(image2,image3,bh,cyc,block)

figure(1);

imshow(image2); title('watermarked image");

[row,col]=size(image2);
hostSize=row*col;

% watermarking image
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[ro,co]=size(image3);
wimage = image?2;
wrimage = image2;
nv = double(image3(33,1));
nh = double(image3(34,1));
layer=nh+nv;
if layer > 16
wmSize=0;
return;
end
swm=layer*2;
wx = double(image3(swm-1,1));
wy = double(image3(swm,1));

loc=dec2bin(image3);
[cw],cw2]=size(loc);
round=1;

extract=0;

neg=0;

w3=1;

rej=0;

boleh=0;
s=dec2bin(2);

ww=imread(strcat('c:\users\shahidan\documents\matlab\host\database\','lena.jpg"));

w=imresize(Ww,[Wx wy]);
wm=dec2bin(w);

[w1,w2] = size(wm)
wmSize=w1*w2
figure(2);

imshow(wimage); title('before extract');

bl=bh;
b2=0;
i=row-block;
j=col-block;
while 1 > block
while j > block
r=0;
c=0;
while r <= block-1
while ¢ <= block-1-(block/2)
b2=b2+1;
if b2>8
bl=bl-1;
b2=1;
end
if boleh > wmSize
round=3;
i=block;
j=block;
¢ = block-1-(block/2);
r = block-1;
break;
end
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x1=double(image2(i-r,j-c));
x2=double(image2(i-r,j-c-(block/2)));
if(x1>x2)

y=x1;

X=x2;

diff=y-x;

kes=1;
else

y=x2;

x=x1;

diff=y-x;

kes=2;
end

if loc(b1,b2)==s(2)
c=ct+l;
continue;

end

if loc(bl,b2)==1s(1)
boleh=boleh+1;
extract=1;
msgbit = mod((y-x),2);
f=floor((y-x)/2);
yo=y-f-msgbit;

if msgbit==0
wm(w3)=s(2);
else
wm(w3)=s(1);
end
if kes==
wrimage(i-1,j-c)=yo;
else

wrimage(i-1,j-c-(block/2))=yo;
end

end

c=ctl1;
if extract==1
extract=0;
w3=w3+1; % goto next bit of wm
end
if(w3>wmsSize)
round=3;
i=block;
j=block;
c=block-1-(block/2);
r=block-1;
break;
end;

end; % whiler
c=0;
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r=r+1;
end; % while ¢
j=j-block;

end; % while j
j=col-block;
i=i-block;

end; % while i

display 'extracted watermarked'

if layer>1
d4=bin2dec(wm);
d5=reshape(d4,wx,wy);
w(l:wx,1:wy) = d5(1:wx,1:wy);
figure(layer*10+cyc);
imshow(w);

else
w=bin2dec(wm);

end

watermarked image as a bmp file
image as a bmp file

nh=nh-1;

image3(34,1)=nh;

end

Program 9 : Check PSNR

function p = rev_psnar(imagel ,image?2);

figure(1);

imshow(imagel); title('original image");
figure(2);

imshow(image2); title('watermarked image");

[row,col] = size(imagel)

size host = row*col;
o_double = double(imagel);
w_double = double(image?2);
s=0;

for j = 1:size_host; % the size of the original image
s = sH(w_double(j) - o_double(j))"2 ;

end

mes=s/size_host;

psnr =10*log10((255)"2/mes);
p=psnr;

Program 10 : Attack (Robustness)
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clear all;close all;clc;

s3="lena.bmp";
wtr_image=imread(strcat('c:\users\shahidan\documents\matlab\hostWm\','wm _',s3));
(wtr_image,strcat('c:\users\shahidan\documents\matlab\hostWm\','wm_','lena.jpg"),jpg','qu
ality',70);

%Attack wtr image = imread ('w_image.jpg");

%Attack wtr image=imnoise(wtr image,'salt & pepper',0.02);

%Attack wtr image = imrotate(wtr_image,1);

%Attack wtr image = imrotate(Attack wtr_image,-1);

%Attack wtr image = imcrop(Attack wtr _image, [7 7 255 255]);

%Attack wtr image=medfilt2(wtr_image,[3 3]);

%Attack wtr_image=wiener2(wtr_image,[3 3]);

Attack wtr_image=imnoise(wtr_image,'gaussian',0.01);

imwrite(Attack wtr_image,strcat('c:\users\shahidan\documents\matlab\hostWm\",'wm ',s3

));

display 'tamat attack’;

Program 11 : Attack (Determine NCC, BCR, BER and PSNR)

clear all;close all;clc;

s3="2 lena.jpg';

s4='_copyright.bmp';
wm=imread(strcat('c:\users\shahidan\documents\matlab\wm\extwmlayer',s3));
ori=imread(strcat('c:\users\shahidan\documents\matlab\wm\',s4));
oril6=uint16(ori);

wm1l6=uint1 6(wm);

atas = sum(sum(immultiply(oril6,wm16)));

bawah = sum(sum(immultiply(oril 6,0ri16)));

ncc = atas/bawah

%BCR

im1=imread(strcat('c:\users\shahidan\documents\matlab\wm\extwmlayer',s3));
im2=imread(strcat('c:\users\shahidan\documents\matlab\wm\',s4));

ixor = xor(im1,im2);
BER = sum(sum(ixor))/(50*300*8)*100
BCR=100-BER



APPENDIX B

Collection of Selected Additional 35 Host Images

1. Img1 2. Img2 3. Img3
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11. Med1 12. Med

14. Med4 15. Med5

-

16. Med6 17. Med7 18. Med8

C (4
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19. Med9

20. Med10

21. Med11

22. Med12

23. Med13

24. Med14

25. Med15

28. Med18

26. Med16

29. Mil1

27. Med17

30. Mil2
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31. Mil3

34. Milé

32. Mil4

35. Mil7




APPENDIX C

Result of Embedding for Host Images
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APPENDIX D
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