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ABSTRACT 

 

 

 

In an organization which is actively involved in administrative or 

management work, data is the most valuable asset. Without proper preparation and 

adequate knowledge, those asset will be exposed at high risk to threat.  Office of 

Student Affairs is the main office of the university management. It handled a lot of 

sensitive data and information that can be manipulated by unscrupulous people for 

personal gain. Any negative impact on the information can affect an organization's 

operations and organizational performance. The most worrying threat is caused by 

the insiders themselves. Threats from people inside can be specified to both technical 

and non technical. This problem is difficult to overcome but with the effective 

measures can reduce this risk to a greater minimum. Implementing risk management 

framework into the organization a good alternative. By creating a framework for 

information security that specific to an organization can help reduce this problem by 

deliver a practical guideline for everyday practices.  The processes to produce this 

framework are going through selecting common feature available in existing 

framework.  Exiting framework process was merging depending on the selected 

feature and threat to produce a framework that focus on UTM office of Student 

Affair.  Those risk management framework design were specific for UTM office of 

Student Affair work flow by aiding and assist the organization towards securing their 

data confidentiality, integrity and availability.  
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ABSTRAK 

 

 

 

Dalam sesebuah organisasi yang terlibat secara aktif dalam kerja-kerja 

pentadbiran atau pengurusan, data adalah aset yang paling berharga. Tanpa 

persediaan yang betul dan pengetahuan yang mencukupi, aset mereka akan terdedah 

pada risiko yang tinggi kepada ancaman. Pejabat Hal Ehwal Pelajar adalah pejabat 

utama pengurusan universiti. Ia mengendalikan banyak data yang sensitif dan 

maklumat yang boleh dimanipulasi oleh orang-orang yang tidak bertanggungjawab 

untuk keuntungan peribadi. Sebarang kesan negatif ke atas maklumat yang boleh 

menjejaskan operasi organisasi dan prestasi organisasi. Ancaman yang paling 

membimbangkan adalah disebabkan oleh orang dalaman itu sendiri. Ancaman 

daripada orang dalam boleh dikelaskan  kepada dua iaitu  teknikal dan  tidak 

teknikal. Masalah ini sukar untuk diatasi tetapi dengan langkah-langkah yang 

berkesan dapat mengurangkan risiko ini ke tahap yang lebih minimum. 

Melaksanakan rangka kerja pengurusan risiko ke dalam organisasi satu alternatif 

yang baik. Dengan mewujudkan satu rangka kerja bagi keselamatan maklumat yang 

khusus kepada sesebuah organisasi boleh membantu mengurangkan masalah ini 

dengan memberikan satu garis panduan yang praktikal untuk amalan harian. Proses 

untuk menghasilkan rangka kerja ini ialah  melalui pemilihan ciri biasa yang ada 

dalam rangka kerja yang sedia ada. Proses rangka kerja sedia ada akan digabungkan 

yang bergantung kepada ciri-ciri dan ancaman yang dipilih untuk menghasilkan satu 

rangka kerja yang memberi fokus kepada pejabat UTM Hal Ehwal Pelajar. 

Rekabentuk rangka kerja pengurusan risiko ini adalah khusus untuk cara kerja 

pejabat Hal Ehwal pelajar UTM dengan  membantu dan membimbing organisasi ke 

arah melindungi kerahsiaan, integriti dan ketersediaan data.  
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CHAPTER 1 

 

 

 

INTRODUCTION 

 

 

 

1.1 Introduction 

 

 

Most of the organization in the world has their own valuable asset that they 

need to protect. This valuable assets are including staff, equipment, documentation, 

financial and more. At this point, the asset that needs to be concern is information 

documentation that involving all asset that been mention before.  This information 

need to be protected from threat that comes from inside of organization. The threat 

can be unintentional due to staff carelessness or intentional for personal gain. 

 

 

  It is important to implement security mechanism into every asset to enforce 

their confidentiality, availability and integrity. The negative effect on data 

confidentiality, availability and integrity can cost the organization reputation, 

financial crisis, management crisis and more disaster.  So the implementation of 

information security generally mean to protect the data  from unauthorized access, 

unauthorized use, disclosure, interruption, alteration, unauthorized assessment, 

recording and destruction.  
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1.2      Problem Background 

 

 

According to Ramkumar Chinchani et al, 2005, information confidentiality, 

integrity and availability are at risk because it is vulnerable to insider threat.  Threat 

from insider was known to be low base rate problem.  This kind of attack is hard to 

predict and protect due to the insider threat perpetrator are user with legitimate and 

authorization. Many attacks continue to spoil or circumvent authentication by 

combining stolen or guessed credentials to gain access with backdoors.  Given the 

decline in internal agents, the misuse category had no choice but to go down as well. 

Social tactics fell a little, but were responsible for a large amount of data loss. 

 

 

The insider threat is also misperceived. Most of the organization was often to 

concentrate on the threat from outside or external threat. This happen because the 

tool are available to aid in finding the vulnerabilities such as security audit tools and 

modeling technique. Insider threat is hard to measure and lack of tool to overcome 

the situation. Lastly the threat from inside can give very high impact to organization. 

Maybe threat from insider was not frequently as attack from outside but it poses 

higher rate of success because the attack activity it is undetected. The insider have 

the advantage of accessibility and  familiar with their target and security 

countermeasure in place witch therefore attacks of damaging the security system can 

be done with only a short or non-existent reconnaissance phase. 

 

 

Inside the organization, there was a lot off staff with difference kind of 

responsibility and ability. Internal threat is much deadly compare to outsider threat.  

This insider can become a threat due to their ability to access information and their 

knowledge about the organization work flow, security measure and physical 

condition. To understand and anticipating the risks, the critical threat to information 

system among insider staff can be divide into two categories which is technical and 

non-technical staff (Privacy Technical Assistance Center,2011).  This component can 

clarify what kind of threat may occur among technical and non-technical staff. 

According to Eric Shaw et al, 1999, Information technology specialists or technical 

employee such as operators, programmers, networking engineers and systems 
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administrators is the person who holds positions of unprecedented importance and 

trust. Malicious actions on the part of such an insider can have dangerous 

consequences. That malicious action can show several points about the insider threat 

to the critical information.  

 

 

The organization mostly handles important information mostly about staff, 

financial, timely information about activity and more.  The data that being handle in 

the organization should keep their integrity which is the information contain in the 

data must be consistent and correct.   Data inconsistency can come from variety of 

way and it can be come from current staff who unintended key in wrong information 

or from carelessness act. Same problem are also can happen to data availability and 

confidentiality. Those components were also vulnerable to threat.   

 

 

According to report from Verizon Risk Team on data breach during in early 

2012. They state that the corporate and personal information theft was certainly a 

central part of the tactics.  This re-imagined and re-invigorated specter of 

“hacktivism” rise to haunt around the world.  Cybercriminals sustained to automate 

and streamline their high-volume method and low-risk attacks against weaker targets. 

Much fewer repeated, but arguably more damaging, were continued attacks targeting 

trade secrets, classified information, and other intellectual property .Verizon  Data 

Breach Investigation Report in early 2012 comprise more occasion involving data 

breach, resulting from more contributors, and represent a wider and more various 

geographical scope. The compromised records number across these incidents 

increase drastically back up to 174 million after reaching an all-time low in last 

year’s report of four million. In fact, in the year 2011 boasts the second-highest data 

loss total since they started keeping track in 2004. 

 

 

From traditional way of handling important data, most organization 

implement systematic way of handling data which is using database system.  This 

technology is hopefully can overcome the problem but this information technology 

has their own weaknesses. The usage of information technology (IT) to handle those 

valuable information raise concern about the risk to data associated with weak IT 
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security that including vulnerability to viruses, malware attacks and compromise of 

network system and services. 

 

 

The negative impact of vulnerability exercise that considering both 

probability and occurrence impact is risk.  According to Michael E. Whitman, 2003, 

knowing the foe faced by information security is the most critical component to 

defining an information security defense bearing. Routinely publish by press 

dramatic reports a billion dollar lost to fraud, computer theft and abuse.  The survey 

on computer crime and security by the 2002 computer security Institute/Federal 

Bureau of Investigation (CSI/FBI) found that 90% respondents been report and 

documented that they acknowledged financial losses because of the computer 

breaches, a total of roughly $455,848, 000 in financial losses, up from $377, 828,700 

reported in 2001. 

 

 

A comprehensive risk management framework is the answer for the 

components to work together, instead of having stand alone components and system. 

The connected risk management framework delivers practical guidance for everyday 

IT practices and activities, helping users establish and implement reliable, cost-

effective IT services. Even though the risk management framework does help to 

solve an issues involving securing the data, not all organization implement this kind 

of method.  The framework supposes to be design according to the organization 

needs. Not all organization share same kind off process and face same kind of 

problem and threat.  More research on different risk management frameworks in the 

literature should be done to suit the requirement needed into the organization.   
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1.3 Problem Statement 

 

 

 The true threat for the organization is come from the inside. The organization 

was vulnerable to insider threat that can cause to violate information confidentiality, 

availability and integrity (Ramkumar Chinchani et al, 2005). Those entity from 

inside have the rightful access throughout an organization (Predd et al,2008). Other 

cases that concern employees who take their position such as technical employee, 

information technology specialist or systems administrator have the advantage of 

trust for financial gain or even hackers who are employed within the organization 

caught engaging in unauthorized explorations, and “well-motivated” employees who 

claim they are acting in the best interest of their organizations (Ramkumar Chinchani 

et al, 2005 and Eric Shaw et al, 1999).  The threat is hard to detect and hard to 

protect unless there is prevention mechanism.  There is a lot of information security 

framework build to assist the organization in term of securing their information.  But 

those frameworks were too broad and to general.  It not focuses on the organization 

work flow.    One weakness about the framework is narrow focus to a particular area, 

topic or approach.  There is no single framework that can suite all organization. 

(Robert M. Slide, 2009).   

 

 

 The question listed below is some problem that needs to be concern in this 

research: 

 

i. What is the threat from insider? 

ii. What is the insider threat problem? 

iii. How serious is the threat from insider?  

iv. What can the data security framework do in certain organization? 

v. How data security framework can help to prevent risk on important 

data? 

vi. How the risk management framework performances suit the 

organization? 
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1.4 Project Aim  

 

 

 The aim of this project is to implement risk management framework for 

insider threat by merging existing framework features to improving organization 

security practices and strategies to avoid any risk to compromise data confidentiality, 

integrity and availability as the organization valuable assets. 

 

 

 

1.5 Project Objectives 

 

 

To complete this research, the project main objective has been acknowledged 

and all three objectives are shown as follow: 

 

i. To identify the risk and threat that possible to be happen in an 

organization 

ii. To propose the risk management framework for insider threat to improve 

the data security in the organization 

iii. To validate propose risk management framework whether it applicable 

and suitable can be apply to the organization. 

 

 

 

1.6     Project Scope 

 

 

Scope of the project was including the areas as shows below: 

 

i. The research is focus on UTM Office of Student Affair and Alumni 

(HEMA) as a target organization. 

ii. The research are also concern on HEMA valuable assets which is data 

iii. Survey and interview has been done to all units under HEMA and 

concentrate on the critical unit that handle most important asset.  
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iv. The result from the survey and interview describe the awareness level 

and the countermeasure that should be take to overcome the  risk and 

vulnerability to the information 

v. To design and implement security measure to HEMA 

 

 

 

1.7 Organization of the report 

 

 

This division of the report is to summarize every chapter that contain in this 

research report.  This report holds six chapters. Each and every chapter describes 

different kind of information as steps to conclude the whole process of the research.  

 

 

 Chapter 1 is an introduction of the research that give overview of whole 

research that cover problem background, statement of the problems that need to be 

concern, research objective and also research scope.  This chapter provides 

understanding about the whole idea of the research 

 

 

Chapter 2 was review on the understanding of risk management and risk 

management analysis.  This chapter also covers a deep understanding of threat, 

vulnerability and type of method being used from other researcher in this particular 

field.  

 

 

Chapter 3 highlights the research methodology used in the implementation of 

this project. It describes working flow throughout the whole research to ensure the 

research is based on current objective. 

 

 

 Chapter 4 gives detail design of the framework. This section also describes 

the enhancement being implemented in the framework.  The enhancement is also 

explained in detail base on initial finding and literature review. 
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Chapter 5 is validation process which is the step need to be done to ensure the 

method working according to the objective. This validation goes through an analysis 

and the result was discussing the statistical calculation base on the feedback from the 

organization. 

 

 

Lastly in Chapter 6, it discusses challenge and constrains of the research and 

also research conclusion.  It also covers a discussion on future research on this 

project that can be improved or upgrade for upcoming use. 

 

 

 

1.8       Summary 

 

 

In this chapter, it describes a basic understanding about this project before 

moving any further.  All the detail contains in this chapter is used as guides to do 

more research on complete chapter 2.  
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