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ABSTRACT 

These days, as increasing the number of internet users, numbers of hackers 

and intruders is also increasing. There also is essential need to improve information 

security of organizations. One of the main parts of information security issue is 

awareness of employees about new threats and vulnerability points. Hence the 

organizations have often established the programs to increase the information 

security awareness. So the level of awareness can be an important measure to help 

top management and information security department for developing a new security 

awareness program. In this research the security awareness of staff was studied and 

measured. Scope of the study is to make a survey for knowing thoughts of staff about 

information security.  We did a survey in CICT department to reach objectives. Dean 

of CICT and security team are interviewed to provide the necessary information. 

They have been asked questions about how they work to raise the security awareness 

and improve the attitudes among their employees and also how they measure the 

level of information security awareness among staff. According to the interview 

session with the dean of the CICT there is no staff’s information security awareness 

survey was conducted before. This study can be as original study. The main purpose 

of this study is to help the information security management to know what the level 

of security awareness among staffs is. The results from this study can also be used as 

additional information when improving or planning university’s information security 

system. 
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ABSTRAK 

Kini, boleh dilihat pertambahan bilangan dari segi pengguna internet, 

penggodam dan juga penceroboh yang semakin berleluasa. Terdapat juga keperluan 

penting untuk meningkatkan keselamatan maklumat sesebuah organisasi. Salah satu 

bahagian utama isu keselamatan maklumat adalah kesedaran pekerja tentang 

ancaman baru dan titik kelemahan. Oleh itu organisasi telah sering mewujudkan 

program-program untuk meningkatkan kesedaran keselamatan maklumat. Jadi, tahap 

kesedaran boleh menjadi satu daripada langkah penting untuk membantu pengurusan 

pihak atasan jabatan keselamatan dan maklumat untuk membangunkan satu program 

baru berkenaan dengan kesedaran keselamatan. Dalam kajian ini kesedaran 

keselamatan kakitangan akan dikaji dan diukur. Skop kajian ini adalah untuk 

membuat kaji selidik bagi mengetahui pemikiran kakitangan tentang keselamatan 

maklumat. Kami sedang melakukan satu kajian di jabatan CICT untuk mencapai 

objektif tersebut. Dekan CICT dan pasukan keselamatan telah ditemu bual untuk 

menyediakan maklumat yang diperlukan. Mereka telah ditanya soalan tentang 

bagaimana mereka bekerja untuk meningkatkan kesedaran keselamatan dan 

memperbaiki sikap di kalangan pekerja-pekerja mereka dan juga bagaimana mereka 

mengukur tahap kesedaran keselamatan maklumat di kalangan kakitangan. Menurut 

sesi temuduga dengan Dekan CICT, tiada lagi kajian berkaitan dengan maklumat 

kesedaran keselamatan yang dijalankan sebelum ini. Justeru itu, kajian ini boleh 

menjadi sebagai rujukan kajian asal. Tujuan utama kajian ini adalah untuk membantu 

pengurusan keselamatan maklumat bagi mengetahui tahap kesedaran keselamatan di 

kalangan kakitangan. Hasil daripada kajian ini juga boleh digunakan sebagai 

maklumat tambahan apabila memperbaiki atau merancang sistem keselamatan 

maklumat universiti. 
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CHAPTER 1 

1 INTRODUCTION 

1.1 Introduction 

With today‘s advance and widely accessible communication technologies 

information security is a significant topic for protecting the organizations against 

intruders. Information security awareness among staff also plays an effective role for 

protecting information. Hence, level of information security awareness is defined as 

one of the main concern in this area. So, researchers have proposed own techniques 

for increasing awareness among employees. (Adam-mark, 1975; Mathisen, 2004; 

Adam-mark, 2005; Casmir, 2005; North 2010; Khan 2011). 

UTM as an academic environment also deals with security problems every 

semesters. In this system there are several types of users. Staff has more access 

permission to the systems information at work place (Borreson, 2006; Aloul, 2010). 

Therefore, conducting a survey among staff can reflect the level of information 

security of them.  

In this study, we use the quantitative survey for gathering the awareness of 

staff. For designing the effective questionnaire, we use seven metrics namely 

Security policy, Email and web security, Social Engineering, Backup, Physical 
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security, Password and Security attitude. With descriptive statistical analysis of data, 

the level of information security awareness of staff is measured.  We also applied the 

correlation analysis for extracting the relationship between metrics and level of 

security awareness. These relationships and level of awareness are useful for 

proposing a new information security awareness program workflow. The results of 

this study includes information security awareness metrics, level of information 

security awareness of staff, relationship of metrics and a proposed security awareness 

workflow. These outputs can useful in future security plans and security awareness 

programs. 

In this chapter, an overview of research including the background of the 

problem, statement of the problem and objectives and significant of the study will be 

stated.  

1.2 Background of the Problem 

Everyday new incidents such as data breaches, threats, risk etc are reported 

and almost every time these incidents are due to human errors and lack of 

information security awareness. Many analysts claim that human component of any 

information security framework is the weakest link. Information is one of the 

resources that an organization is heavily dependent on. If the critical information of 

an organization is leaked, the organization can suffer serious consequences, e.g., in 

the form of loss of income, loss of customers‘ trust and maybe legal action etc. 

therefore, information should be protected and secured (Risvold, 2010; Khan 2011). 

Information security awareness plays an effective role in establishing the 

security in the systems. It can be said one of the most important criteria for 

evaluation safety of the system is level of security awareness of the users and 
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employees in the organization (Siponen, 2000; Shulaili 2010). Low level of the 

security awareness can be a danger vulnerability points in systems. Hence several 

researchers (Wilson 2003; North 2006; Yacine 2008) have proposed own techniques 

for measuring the security awareness of the users in their organizations (Krishna, 

2010). Some of them conducted own surveys with effective questionnaire for their 

system and users, and others proposed techniques as research-based papers (Young, 

2004; Puhakainen, 2006; Albrechtsen 2010). Here we explain briefly five research 

about the measuring the information security awareness. 

Higher education institutions possess a vast amount of information and 

computing power. They also provide a relatively open access to their constituents 

and the public. The concerns of Information Systems (IS) Security and 

confidentiality in higher education are not recent. In fact, they can be traced back to 

the 1970s (Adam-mark, 1975). But, even today, with all the available Information 

Systems Security and best practices, only some of universities provide acceptable 

InfoSec measures and establish proper InfoSec awareness training (North 2006). 

According to a quantitative survey of 435 higher education institutions in the US 

(Updegrove 2003), only a third of the examined institutions had applied InfoSec 

awareness training for students and staff. In fact, most InfoSec managers pay more 

attention to technical aspects and solutions (such as firewalls, routers, and intrusion 

detection software), and ignore the socio-organizational issues such as the hazards 

caused by end users‘ lack of InfoSec awareness (Katz, 2005). 

These days many intruders target the human (end-user), bypassing most 

security controls and using techniques such as social engineering to get what they 

want. Hence, awareness is becoming a key factor in an organization‘s ability to 

improve security, protect information (Navarro, 2007; Bulgurcu, 2009). 

Social engineering is an underestimated security risk that is rarely addressed 

by companies. Security awareness training and education is the most important 
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method of preventing social engineering attacks. It should be continuous and 

dynamic. Organizations can reduce the impact of social engineering attacks by 

implementing information security awareness program (Jason Baker, 2005). 

Social Engineers are well aware that low-level employees and employees 

with low company morale are more susceptible to a Social Engineering attack thus 

they are easy targets for information revealing. But since Social Engineers can attack 

any employee for information, all employees should be concerned with methods of 

attack and be aware of who to trust when a problem occurs (Hermansson 2005) 

(Nelson, 2004).  

Since many users do not believe that anyone would ever attack them, because 

they are not ―rich and famous‖, and that hackers cannot do much damage anyway 

(Sasse 2001; Stewart, 2009), social engineering attacks can be highly successful. 

This attitude is also influenced by the fact that most users do not understand how 

security works. The ―old‖ way of managing information security has led to two 

specific problems (Adams 1999): 

 users‘ lack of security awareness, and 

 Security departments‘ lack of knowledge about users, producing security 

mechanisms and systems that are not usable. These two factors lower 

users‘ motivation to produce secure work practices. 

In addition, the user‘s lack of security awareness and the protective measures 

are not well liked, among the users, or usable. Organizations also need to establish a 

clear and strong policy (Terry 2005; Martin, 2006; Muda, 2010), including standards, 

processes and procedures to help eliminate the threat of social engineering. 
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A significant problem is that it is not easy to investigate people‘s attitudes 

and behavior patterns in relation to complex technological matters such as ICT 

security, since there is a real risk that the respondents in a survey simply do not 

understand the questions put to them. 

Enhancing information security does not depend on only technical solutions 

in a company. Based on the literature (Abawajy 2008), the first and important 

problem in this area can be difficulty in measuring the security awareness among 

staffs. In fact, the problem is in designing the best and effective questionnaire to be 

suitable to own companies to evaluate the level of information security awareness 

among staffs (Mathisen, 2004; Adam-mark, 2005). 

1.3 Problem Statement 

The most important problem in information security issue is level of 

information security awareness among staffs. Usually employees don‘t have enough 

attention about information security to protect their information system completely. 

The main problem is: 

―The awareness, attitudes, and behavior of the users are important to make 

higher level of safety in our system, but for designing the new security awareness 

program, we need the level of current security awareness of staffs which is 

unfortunately not easily sensible. Hence the main problem is: ―what is the level of 

information security awareness among employees?‖ 
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Extracted sub-questions are also as follow:  

 RQ1: What are the set of metrics for measuring the level of information 

security awareness?  

 RQ2: What is the level of information security awareness among staffs?  

 RQ3: Are there significant relationships between information security 

awareness metrics, level of security awareness, and personal profile of 

staffs? 

1.4 Objectives 

The aims of this study are: 

 To find the information security awareness measuring metrics in order to 

design an effective survey questionnaire  

 To measure the level of information security awareness of staffs by 

descriptive statistical analysis tools 

 To identify impact of each metrics on level of security awareness by 

correlation analysis 

1.5 Purpose of the Study 

The purpose of this study is measuring the level of information security 

awareness among CICT staffs. This level of awareness and also correlation analysis 

of metrics will be applied to propose the Critical Success Factors and effective 

security model.  
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1.6 Significance of the Study 

According to the interview session with the dean of the CICT there is no 

information security awareness survey was conducted before. This study is an 

original study that can help the information security management to know what the 

level of security awareness among staffs is. It hopes that the result of this research 

offers a positive impact on the CICT organization. The result of this study can be 

useful in future security planning and security awareness programs.  

1.7 Scope of the Study 

 Respondent:  All CICT staffs 

 Questionnaire: based on information security awareness  metrics 

 Data gathering: Quantitative methodology 

 Data analysis: SPSS software  

 Measuring the level of awareness: Descriptive Statistical analysis 

 Correlation analysis: Spearman Correlation Analysis 

1.8 Summary 

This chapter discussed an overview of this study. There are four project 

objectives that need to successfully achieve as the goals of this research. The scope 

and importance of this project have also been pointed out. 
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