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ABSTRACT 

 

 

 

Todays, with complicated networks spread around the world, each action that 

happens or does not happen to a network can affect its state of compliance. Therefore, 

network compliance is of great significance to any organization and in this area the 

important point is that, each network infrastructure device namely; Router, Switch, 

Access point, Firewall etc. has a unique configuration file, containing hundreds of 

settings, rules and various other options. If the configuration changes are done manually 

the opportunity for errors is enormous. To make secure network and in that connection 

organizational data security and integrity, there is a need to have a tool to monitor 

changes to the network. Configuration audit tool is management solution for network 

infrastructure devices for security vulnerabilities. As a consequence of the research 

objectives which are to determine (a) study about the different security risks that 

network devices are exposed to and sequentially study about the available defense 

mechanisms especially related to CISCO devices.(b) study about automation auditing 

configurations and existing settings and solutions (c) propose and discussed about a 

more completed  and secure categorized settings for audit configurations based on 

finding of researches and coding some of them as a demo the samples by Perl script to 

automate the auditing of the configuration file to make sure about security settings, at 

the end of this research suggested tool provides the usefulness of examining the device 

configurations for compliance to a defined set of internal policies, standards and 

templates by the way, greatly decrease the time for secure configurations and this tool 

can also be customized for each an organization. It will help to administrators to at once 

check each device in an Organization for a new vulnerability with only a few mouse 

clicks. 

 



ABSTRAK 

 

 

 

Hari ini,Dengan rangkaian rumit yang merebak di seluruh dunia, setiap tindakan 

yang berlaku atau tidak berlaku kepada rangkaian boleh menjejaskan keadaan 

pematuhan.Oleh itu,pematuhan rangkaian adalah amat penting kepada mana-mana 

organisasi dan di kawasan ini yang penting adalah bahawa, setiap peranti rangkaian 

infrastruktur iaitu Router,Suis,Pusatakses,dan sebagainya.Firewall mempunyai fail 

konfigurasi yang unik, yang mengandungi beratus-ratus tetapan, peraturan dan pelbagai 

pilihan lain. Jika perubahan konfigurasi telah dilakukan secara manual peluang untuk 

kesilapan besar.Untuk membuat rangkaian selamat dan bahawa sambungan data 

keselamatan dan integriti organisasi, terdapat keperluan untuk mempunyai alat untuk 

memantau perubahan kepada rangkaian.Konfigurasi alat audit adalah penyelesaian 

pengurusan untuk peranti infrastruktur rangkaian bagi kelemahan keselamatan.Sebagai 

akibat objektif kajian adalah untuk menentukan ,kajian mengenai risiko keselamatan 

berbeza peranti rangkaian terdedah kepada dan berturutan belajar mengenai mekanisme 

pertahanan yang terutama yang berkaitan dengan peranti,kajian mengenai konfigurasi 

pengauditan automasi dan sedia ada tetapan dan penyelesaian,mencadangkan dan 

dibincangkan kira-kira lebih siap dan selamat dikategorikan tetapan untuk konfigurasi 

audit berdasarkan dapatan penyelidikan dan pengekodan sebahagian daripada mereka 

sebagai demo sampel dengan skrip Perl untuk mengautomasikan pengauditan fail 

konfigurasi untuk membuat pasti tentang tetapan keselamatan, pada akhir alat kajian ini 

mencadangkan menyediakan kegunaan pemeriksaan konfigurasi peranti untuk 

pematuhan kepada satu set ditakrifkan dasar,piawaian dalaman dan template dengan 

cara, banyak masa untuk konfigurasi selamat dan alat ini juga boleh disesuaikan bagi 

setiap organisasi.IA Akan membantu kepada pentadbir sekaligus memeriksa setiap 

peranti dalam Pertubuhan bagi kelemahan yang baru dengan hanya beberapa Klik. 
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CHAPTER 1 

 

 

INTRODUCTION 

 

 

1.1 Introduction 

 

The backbone of any organization in today‘s world is the network and it is the 

availability of the network that keeps the business alive as well as how the information is 

treated on its way in the terms of confidentiality and integrity. Security has become a 

major concern for many network equipment manufacturers and software developers in 

the recent years so they are actively working on recognizing security vulnerabilities and 

trends to add built-in and add-on security protection into their products. All vendors are 

laying security in all their customer-training plans to increase the level of security 

awareness and better use of their products, which of course brings them market 

reputation. Hence, organizations and business owners are making huge investments on 

appropriate network infrastructure because they are aware that security is critical to their 

network infrastructure. 

 

 

 



1.2 Research Problem Background 

 

Although there are rich security features built into network devices but these 

Settings are not active by default. Network equipment vendors deliver their products 

with a default configuration that makes it very easy to setup and bring into operation for 

network administrators. 

 

Activating security features means bringing some limitation and restrictions into 

the system and if not planned and implemented with consideration it might bring partial 

or complete service disruption into the network and since many network administrators 

have a limited scope of security, knowledge and skill they are very conservative to touch 

any of the security configurations.  

 

Securing a network is not about turning on a single button. There are a variety of 

areas that a network administrator must look into and make the right decision. There are 

hundreds of security configuration options available in network devices but that does not 

mean an administrator needs to activate them all to make sure the network is secure. An 

administrator should know the current network, organization security policies, technical 

constraints, have a thorough understanding of different kind of network attacks and 

vulnerabilities, and know about all the security features that have been built into the 

network equipment by the vendor (Brand, 1990). 

 

One common problem after an administrator implements security features in the 

network is that over time and during troubleshooting daily network problems 

administrators tend to disable security features to isolate their problems which no 

problem if they come back and activate the security features again but unfortunately this 

is not the case in most circumstances.  

 



To overcome this, an auditing policy should be in place to check the entire 

configuration on network devices on regular intervals and make sure configurations Are 

in compliance with the recommended security settings (Yusuf, 2008).So the problems 

can be summed up as: 

 

Devices ―default configuration‖ are not secure. Security features on network 

devices are not enabled by default. Enable security features requires strong security 

knowledge on both the threats and the defense mechanisms so requires administrator 

with strong security knowledge. Enabling security features means changing different 

configuration sections in a single device configuration file which means auditing is 

required regular and rapidly changes, to make sure the right security settings are in 

place. Manual Security  configurations  of network devices are time-consuming ,prone 

to human-error with high  cost besides more downtimes can reduce the network 

customers.No specific tool or solution is available to help the network companies in 

assessing auditing configurations for more security and None of the existing tools 

designed specifically for Cisco devices auditing (Devargas,1995). 

 

 

1.3 Research Problem statements 

 

To overcome the complexity of implementing and maintaining security, 

automated software is required to provide security guidelines and perform security 

auditing on regular basis to make sure the configuration are conforming with the security 

policies. 

 

Some problems are specified in current security auditing that are used in 

organizations, they are common between them such as misconfigurations by admins,  



high cost of implementation of auditing, untimely response, time and cost 

consuming and etc.Although, some tools are produced but they can not cover all the 

problems and even all versions of routers and switches, in the other hand in the real 

network marketing only SDM is available for Cisco devices which is only for 

monitoring and showing some limited range of configurations as an auditing reports 

.CIS is the security agency which published list of security configurations which should 

be applied in the network devices based on many best practices, so in this research is 

studied based on CIS recommendations for suggestions and improving auditing Cisco 

devices, which all this matters will be discussed in details in literature review. 

 

Research Questions that are tried to answer in this research: 

 
            Main research question that this project is going to answer: 

 

          ―How to improve controllers of Auditing tools that can be used to automating 

network devices auditing and assist in the security configurations?‖ 

 

Some sub questions: during this research should be find answer for some sub 

questions to find the answer of the project question, as such as: 

 

―What are different network attacks and vulnerabilities and the control 

mechanisms and what are the impacts of them on networks?‖ 

 

How these control mechanisms configured on cisco devices and what are the 

recommended security configurations. 

 

 



1.4 Research Objectives 

 

The objectives of this project are proposes as bellow: 

 

 To investigate the different security risks and attacks that network devices are 

exposed to 

 To study the solutions mechanisms available to protect network devices 

against security risks.  

 To study and conduct a survey of exciting auditing devices.  

 To explain which defense mechanisms are available and are not on cisco 

devices and provide the auditing report. 

 To propose the extraction rules that can be used to which defense 

mechanisms are available and are not on cisco auditor SDM and for 

improving security auditing, provide the recommendation based on CIS lists 

and network security admins requirements (gathering from questioners) and 

finding of other researchers. 

 

 

 

1.5 Research Scopes 

 

Security is a vast topic, and it can be applied to many scopes so what this project   

is focused on is limited to the following areas: 

 

 Focuses on security areas which are related to securing Network Management on 

Layer-2 and Layer-3 attacks. 

 Focus on 5 Network  Organizations and  IT entrepreneurs (who) of Iran 

 Searching threats and solution mechanisms and rules related to cisco routers 

configuration. 



 

1.6 Significant of the research 

 

This project will help in the following: 

 

 System administrators with little or no security knowledge can find out how 

secure is their cisco switches and routers and how can they secure the 

devices. 

 It can use as part of an automated and periodic security auditing procedure.  

 Preventing time and cost consuming and downtimes in network cause of 

Miss-configurations. 

 Network devices auditing is necessary for Implementing ITIL in network 

companies because change management is based on auditing network. 

 

 

 

1.7 Summary 

 

Configuring a secure cisco switch or router requires high knowledge and 

understanding for the network administrator. Network administrators are more involved 

and concerned with the day to day operation tasks and this keeps them away from 

learning about the in-depth of the security and implementing security. Besides, security 

often makes the operation more difficult for the network administrators so they are 

reluctant to utilize security features. So having an automated security auditing tool that 

someone can run against the network devices without having much security knowledge 

is crucial.  
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