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ABSTRACT 

 

 

 

Network firewalls have been receiving a lot of critics from the Internet 

community since many security incidents originated from the Internet could 

successfully bypass firewall protection.  This condition is caused by the incapability of 

firewalls to cope with the rapid growth of the Internet technology, especially for 

dealing with active content.  The static behaviour of the firewall becomes the root of 

this problem.  Motivated by this condition, this study aims to improve the security of 

network firewalls by activating its mechanism.  Here, active firewall is defined as a 

firewall aware of the conditions of its surrounding network and capable to identify and 

to develop the security requirements for guarding the protected network.  To 

implement the active firewall, a security strategy to combat the Internet threats is 

defined by developing an Internet access model that consists of the models of intranet 

users and external parties.  Three security strategies were formulated, i.e. minimizing 

unprotected internal users, minimizing untrusted external parties, and minimizing the 

interaction between unprotected internal users and untrusted external parties.  Hence, 

the implementations of active firewall that consist of initialisation and runtime 

processes follow these strategies.  In the initialisation process, three methods were 

developed namely close-condition, open-condition and lattice-based. In the runtime 

process, three methods were also developed, namely fuzzy-based, agent-based, and 

zero-based configuration.  The combinations between each initialisation and each 

runtime process produced five active firewall systems, namely OF, LF, OA, LA, and 

CZ.  Evaluations on each active firewall system were based on RFC 2979, a standard 

behaviour of and requirements for Internet firewalls.  Two stages of evaluations were 

conducted, namely security analysis and comparative study.  The results of the 

evaluations showed that active firewall was capable to combat Internet threats.  And it 

was also proven that LA delivers the best security and usability compared to other 

proposed active firewall methods. 
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ABSTRAK 

 

 

Sistem dinding api rangkaian komputer menerima banyak kritikan dari 

pengguna sejak pelbagai ancaman keselamatan dapat melepasi sistem pertahanannya.  

Keadaan ini disebabkan oleh perkembangan keupayaan teknologi dinding api tidak 

selari dengan perkembangan teknologi rangkaian yang berkembang dengan pesatnya, 

terutamanya yang berkaitan dengan kandungan Internet yang aktif.  Ciri statik yang 

ada pada dinding api dikatakan sebagai punca kepada masalah di dalam sistem 

keselamatan rangkaian ini.  Oleh yang demikian, kajian ini bertujuan memperbaiki 

tahap keselamatan dinding api rangkaian, dengan mengaktifkan mekanismanya.  

Dinding api aktif didefinasikan sebagai dinding api yang sensitif terhadap perubahan 

yang berlaku di dalam persekitaran rangkaian.  Ia juga berkeupayaan mengenalpasti 

serta membina keperluan bagi keselamatan pertahanan rangkaian.  Bagi melaksanakan 

model ini, strategi keselamatan terhadap ancaman Internet dikenalpasti dengan 

membina model capaian Internet yang mengandungi model pengguna intranet dan 

pihak luaran.  Tiga kaedah dibentuk dalam strategi ini iaitu menggurangkan pengguna 

dalaman yang tidak dikawal, menggurangkan pihak luaran yang tidak dipercayai, dan 

mengurangkan interaksi antara pihak dalaman dan pihak luaran.  Seterusnya, proses 

inisialisasi dan proses masa larian dalam dinding api aktif  dilaksanakan mengikut 

strategi yang ditetapkan.  Bagi proses inisialisasi, tiga kaedah dibangunkan iaitu 

keadaan-tertutup, keadaan-terbuka dan kaedah berasaskan kekisi.  Sementara bagi 

proses masa larian pula, kaedah berasaskan fuzzy, kaedah berasaskan agen dan 

konfigurasi berasaskan sifar dibina.  Gabungan bagi kedua-dua proses ini 

menghasilkan lima sistem dinding api aktif iaitu OF, LF, OA, LA dan CZ.  Seterusnya, 

penilaian ke atas setiap sistem tersebut dibuat berdasarkan kepada sistem penilaian 

piawai tindakbalas keperluan sistem dinding api Internet, iaitu RFC 2979.  Pada 

peringkat penilaian ini, dua fasa dilakukan iaitu analisa keselamatan dan kajian 

perbandingan.  Keputusan penilaian menunjukkan dinding api aktif yang 

diperkenalkan mampu untuk bertahan dari ancaman Internet.  Seterusnya, ia terbukti 

bahawa LA menghasilkan sistem keselamatan yang lebih kukuh dan kebolehgunaan 

yang lebih baik berbanding kaedah lain yang dibina. 
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CHAPTER 1 

 

 

 

INTRODUCTION 

 

 

 

1.1 Overview 

 

Nowadays Internet becomes more and more important to many organisations 

due to the advantages delivered by the Internet to support and facilitate their business 

and activities.  The needs for Internet access exist on broad and different activities.  

They range from doing a simple and daily routine such as updating antivirus 

database, reading stock market index, and obtaining weather report, to a complex and 

critical task such as conducting e-commerce and bank transaction.  In fact, to some 

organisations Internet has become their main tool to conduct the business.  Besides 

its benefit, Internet is widely known to become the sources of many security 

incidents as well (Anagnostaskis et al., 2003; Huang et al., 2004; Lai, 2004).  

Therefore organisations having Internet connection needs to give more protection to 

their information system and internal network in order to reduce or even to eliminate 

the Internet threat.  Commonly this strategy is implemented by installing firewall 

between the protected internal network or intranet and the outside network or 

Internet.  

 

During the first decade of its discovery i.e. in 1980 to 1990, firewalls had 

gained so much popularity (Arbaugh, 2002).  However, the effectiveness of firewall 

to enforce security has been called into question recently.  In the last three years, 

there are dozens reports disclosing the security incidents happening in many business 

and private information systems originated from and even facilitated by Internet.  
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Consider the following facts.  In September 2002, Bugbear Internet virus was first 

spotted in Malaysia, and within 24 hours this virus was spreading in over 100 

countries and infecting million computers (Cherry, 2002).  In October 2003, 

Spammers were reported for stealing the customers email addresses from Orbitz, the 

online travel agency (Associated Press, 2003).  In June 2004, mysterious Internet 

virus stealing credit card information designed by a group of Russians was detected 

spreading through hundreds or possibly thousands of infected websites (Wired, 2004; 

Pruitt, 2004).  In October 2004, Purdue’s computer system was cracked by hackers 

that successfully gained unauthorized access to its internal network (Associated 

Press, 2004).  This attack forced users to change their password.  The security 

incidents above show that current firewall technology exhibit serious vulnerabilities 

that can easily be exploited to commit attacks.  In this thesis, this issue is addressed 

in order to afford better intranet protection. 

 

 

 

1.2 Background of Study 

 

The mechanism of firewall to establish intranet protection has been receiving 

a lot of critics recently.  Indeed, some reports disclosed the vulnerabilities of current 

firewall implementations.  Arbaugh (2002; 2003) described the flaws of firewall as 

being insensitive when it deals with the active content of Internet such as ActiveX 

and Javascript, user mobility, and peer-to-peer technology.  While Eschelbeck (2000) 

and Hunt and Verwoerd (2003) highlighted the security problems of firewall caused 

by it’s static behaviour.  The static character of firewall shows that current firewall 

implementations depend heavily on the configuration and security rules explicitly 

defined by network administrator.  This configuration is created at start-up and 

maintained along the duration of the firewall, without considering the condition of 

the surrounding network.  Thus it is not surprising that many firewall 

implementations cannot cope with the raising threats of Internet. 

 

Meanwhile CERT surveys on the threat of Internet showed that during the 

year 2002, 2003, and 2004, malicious code in terms of worms and automatic 

intrusion become the most serious threats endangering many organization networks 
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(CERT, 2002; CERT, 2003; CERT, 2004).  These results are similar to the survey 

conducted by Whitman (2003) and CSI/FBI Annual Computer Crime and Security 

Survey (Power, 2002) that produced deliberate software attacks and virus, 

respectively as the top rank of Internet threat.  In fact, the report of Zetter (2004) 

supported the above survey results.  It disclosed that 45% of executable files 

downloaded from Internet such as Kazaa contain malicious code in term of viruses, 

worms, and Trojan horses. 

 

Confronting the above survey results with the critics on firewall security 

discloses a fact that technological improvements of Internet contents have been 

undermining the intranet protection provided by current firewall technology.  

Although this phenomenon can be easily discovered from many organization 

networks, however survey held by CERT on electronic crimes (CERT, 2004) showed 

that firewall are still considered as the most effective security tools for protecting the 

trusted intranet from the danger of Internet.  The survey also showed that firewall 

becomes the most common security technology deployed to combat electronic 

crimes.  Therefore it is crucial to upgrade the mechanism of firewall in order to 

enable firewall to cope with the raising threats of Internet.  

 

Some research groups notably have been developing smart firewall 

mechanisms, with the purpose to enable firewall aware of the security condition of 

surrounding network.  The work of Eschelbeck (2000) in Network Associates to 

develop active security initiated the development of this field by introducing active 

firewall system i.e. firewall collaborate with other security tool, such as IDS and anti 

virus, in order to recognize any intrusion and possible vulnerabilities of protected 

network.  This approach however drew some critics from the researchers, such as 

Kamara et al. (2003) who reported the appearance of denial of service in Gauntlet 

active firewall, the product of implementing this method.  Moreover, Haixin et al. 

(2000) emphasized a number of possible security issues might be driven by the 

firewall such as the problem of asymmetric routing and the decrease of performance. 

 

Referring to the surveys of Internet security that highlighted malicious code 

as the most serious threat (CERT, 2002; Power, 2002), Arbaugh (2002) applieds a 

different approach to provide intranet protection.  In this work, he developed an 
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active security management after learning the incidents of Code Red worm, which 

the spreading of this code could not be prevented although the software patch for 

stopping it’s spreading and it’s action had been available.  This method puts greater 

responsibility on the management of the organization to manage network security 

manually.  However, by considering the rapid growth of malicious code that 

increases from year to year (Kientzle and Elder, 2003), this approach would probably 

create more burdens to the management and fall short in the implementation.  

 

Considering the importance of the firewall to many organization networks, 

and learning from the past lessons for providing more secure systems, a well-defined 

security strategy that appropriately combats the Internet threat while at the same time 

facilitating the connection to external parties is required.  Thus, a study on activating 

the mechanisms of network firewall would become a promising approach in dealing 

with this issue. 

 

 

 

1.3 Objectives  

 

As discussed in the research background, the reason for conducting this study 

is due to the incapability of existing firewall methods to deal with the threat from the 

Internet driven by the growth of the Internet technology.  The static behaviour of 

firewall is highlighted to cause this problem.  In fact, based on CERT survey (CERT, 

2004) firewalls are still required by most organization information systems to 

establish internal network protection.  Thus, the main objective of this study is to 

develop appropriate strategy for protecting intranet from the threats of Internet.  The 

methods to activate and to improve the mechanism of firewall are observed.  The 

expectation is to have an approach capable to recognize any possible threats 

originating from Internet, and to restrict the Internet threats from entering the 

protected intranet.  To accomplish this task, the study needs to achieve the secondary 

objectives as follows: 
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(i) Formulating the security strategy to combat the Internet threats.  This strategy 

is built by identifying the possible security conditions caused from accessing 

Internet. 

 

(ii) Developing a model of active firewall to host the implementation of the 

security strategy developed in point (i). 

 

(iii) Formulating and developing active firewall methods in the implementation of 

each security strategy developed in point (i) in order to combat the Internet 

threats. 

 

(iv) Conducting evaluation on each active firewall method in order to measure the 

applicability of network firewall to provide intranet protection.  Security 

analysis on each method together with comparative study among the 

developed methods and to known firewall techniques are held in this study 

 

 

 

1.4 Research Scopes 

 

To conduct properly this study, the conditions limiting the research are set up 

as follows: 

 

(i) It is assumed that network packets passing through the firewall are not 

encrypted.  Or if the packets are encrypted, then it is assumed that they can be 

decrypted easily.  This assumption greatly reduces the effort to deal with the 

content of the packets, thus the work can be focused on observing the 

mechanism to activate the firewall. 

 

(ii) It is assumed that the speed to transfer data from the Internet to the intranet or 

vice versa is faster than the speed required by the internal user to 

communicate with more than one external party, or jumping from one 

external party to the other.  Thus, at any time the internal user would only be 

able to communicate with an external party. 
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(iii) With regard to the mechanisms of network firewall, the security methods 

developed in this study are intended to guard the gate of intranet.  Thus, any 

mechanism to secure the individual host, user, and application residing inside 

the intranet, are not taken into account since this operation required a 

mechanism that is beyond the capability of network firewall. 

 

 

 

1.5 Outline of Research Methodology 

 

In this study, the methodology for conducting research can be outlined as the 

following steps: 

 

(i) Identifying the sources of Internet threats.  This step is done by developing a 

model of Internet access, thus any condition causing the present of Internet 

threats can be recognised.  To develop an Internet access model, a model of 

internal users and a model of external parties are built, in which set theory is 

used to formulate each model.  Since Internet access is merely the interaction 

between internal users and external parties, hence intersecting both last 

models produces the model of Internet access. 

 

(ii) Developing the security to combat the Internet threats.  Following the 

identification of security conditions causing the Internet threats as formulated 

in step (i), a set of security strategies is defined to deter the Internet threats.  It 

is achieved by minimizing any conditions that contribute to the threats. 

 

(iii) Developing a model of active firewall to enable the implementation of 

security strategy defined in step (ii).  The concept of canalisation is employed 

in developing this model.  It is worth to note that steps (i) to (iii) are 

presented and discussed in Chapter 3. 

 

(iv) Formulating and implementing the mechanism of active firewall to 

implement the security strategies defined in step (ii).  This step consists of 
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two main implementation stages, namely the initialisation and runtime 

process of active firewall.  The former is described in Chapter 4, while the 

latter in Chapters 5 to 7.  In this stage, Redhat Linux operating system is used 

to develop the mechanism of firewall.  It is due to the work of Patton et al. 

(2000) that proves the capability of firewall developed under Linux operating 

system consistently having higher transaction throughput compared to some 

commercial firewall such as Cisco firewall. 

 

(v) Evaluating the developed active firewall methods.  Evaluations are conducted 

in two stages.  The first stage is to measure the usability of each method to 

serve Internet transaction by analysing some network parameters such as 

processing time, sensitivity, and accuracy.  Different methods would be tested 

using different parameters since each method has its own operational domain.  

It is necessary to note that step (iv) and the first stage of evaluation are 

discussed in Chapters 5 to 7.  Meanwhile, the second stage of evaluation as 

described in Chapter 8, consists of two sub-stages namely security analysis 

and comparative study.  Security analysis is conducted based on RFC 2979, 

the standard behaviour of and requirements for Internet firewall.  The 

comparative study is to compare the developed active firewall systems with 

the existing firewall methods i.e. no firewall, static, and dynamic firewall 

configuration.  Upon completing this stage, the ranking of active firewall 

methods in term of security and usability could be determined, thus the best 

approach for activating network firewall can be known. 
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1.6 Organisation of the Thesis 

 

This thesis is organised as follows.  Chapter 1 describes the background, 

objective, scope, and the outline of research methodology of the study.  Chapter 2 

presents the results of studying the literatures in the effort of developing firewall 

technology.  Chapter 3 discusses the concept of active firewall and formulating the 

strategy to combat Internet threats.  A generic model of intranet users, a generic 

model of external parties, a model of Internet access, and active firewall model are 

also presented in this chapter.  Chapter 4 presents the development of the 

initialisation process of active firewall, and the development of the runtime process is 

presented in Chapters 5 to 7. Chapter 5 specifically deals with the adaptive update of 

security rules using fuzzy-logic reasoning in which the content of network packet 

originating from external parties are evaluated. Chapter 6 describes a mechanism to 

monitor the activities of internal users by scrutinizing the running process of each 

internal host using distributed agent-based module. And Chapter 7 introduces zero-

based configuration to minimize the available services at runtime. Chapter 8 

conducts the evaluation on all of the methods proposed above using security analysis 

and comparative study with the known firewall methods. Finally, the conclusion, 

contributions, and future works of this study are given in Chapter 9. 
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