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ABSTRACT

Many firms are now evaluating the possibility to outsource their IT functions
in order to focus their efforts and capitals on core-competencies thus reducing costs and
improving quality of their IT services. While the client’s sourcing decisions and the
client-service provider relationship have been investigated in literature, the service
provider's perspective has rarely been studied. Since the outsourcing organization
loses the direct control of information system, maintenance of adequate level of
security is a fundamental problem in outsourcing. This study focus on various
aspects of information security in IT outsourcing that must be addressed by Iranian
service providers, but attention will be focused on importance of physical security,
personnel related security issues and business continuity planning. There are several
objectives for this study. This study firstly attempts to explore the IT outsourcing
activities of Iranian service providers. Secondly, is to investigate the service
provides’ practices in terms of physical security, personnel related security issues
and business continuity planning. This study further examines physical security,
personnel related issues, business continuity planning and the relevancy of those
factors with best practices of information security implementation. IT managers and
IT executives of service provider companies are the targeted respondents. There are
three phases in the design of the study. The initial phase is preliminary study where
interviews are conducted. This is done to probe IT outsourcing practices in Iran from
perspective of service provider. In the second phase, which is the main phase,
questionnaires are distributed. Subsequently, interviews are conducted which
involves purposeful sampling method. This is embarked in order to derive a more

comprehensive conclusion.
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ABSTRAK

Kebanyakan organisasi kini telah mengenalpasti kemungkinan mengambil
perkhidmatan luar (outsourcing) bagi melaksanakan fungsi IT di organisasi mereka.
Ini membolehkan organisasi tersebut lebih menumpukan usaha dan modal kearah
perkhidmatan yang lebih utama sekaligus mengurangkan kos dan meningkatkan
kualiti perkhidmatan IT di organisasi mereka. Berdasarkan penyelidikan yang
dijalankan, kajian dari sudut penyedia-perkhidmatan adalah amat kurang dijalankan
berbanding kajian terhadap hubungan diantara pelanggan serta penyedia-
perkhidmatan. Memandangkan organisasi perkhidmatan luar tiada kawalan terus
terhadap sistem maklumat, menyediakan kawalan keselamatan yang berpatutan
merupakan masalah utama bagi perkhidmatan luaran. Penyelidian ini bertujuan untuk
mengenalpasti aktiviti-aktiviti yang dijalankan oleh penyedia-perkhidmatan yang
terdapat di Iran dan respondent utama adalah pengurus dan pegawai IT yang terdapat
di organisasi tersebut. Penyelidikan ini bertujuan mengkaji beberapa perkara
berkaitan keselamatan maklumat bagi perkhidmatan luar yang perlu diambil kira
oleh penyedia-perkhidmatan yang terdapat di Iran. Tujuan penyelidikan ini adalah
bagi mengkaji secara terperinci amalan perkhidmatan yang disediakan oleh
penyedia-perkhidmatan dari segi keselamatan fizikal, keselamatan individu dan
rancangan perkhidmatan yang berterusan bagi mengenalpasti amalan terbaik bagi
pelaksanaan keselamatan maklumat. Terdapat tiga fasa dalam melaksanakan
penyelidikan ini dimana fasa pertama adalah bertujuan untuk memahami dengan
lebih mendalam masalah amalan perkhidmatan luar IT di Iran dari pandangan
penyedia-perkhidmatan. Maklumat yang diperolehi adalah melalui temubual. Phasa
kedua pula dijalankan secara meninjau (survey) dimana soalan-soalan akan diberikan
kepada para responden terpilih di organisasi tersebut. Seterusnya, pada peringkat
akhir, temubual terhadap respondent akan dijalankan bagi mendapat penyelesaian

yang lebih menyeluruh.
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CHAPTER 1

INTRODUCTION

1.1 Overview

Growth of Information Technology (IT) outsourcing has been on upward
trend since 90’s and still is going on. The growth of outsourcing is mainly attributed
to its supposed benefits; improve strategic focus and structural change, generally
hyped by IT service provider press release or publications (Linder, 2004). A report
by Gartner Group (2005) indicates that worldwide spending in IT outsourcing will
rise from US$193 billion in 2004 to US$260 billion in 2009.

The underlying concept of IT outsourcing is the acquisition of services and/or
products, through continuous interactions between parties to the agreement; may it
be temporary or designated within an agreed length of time (Hirschheim and Lacity,
2000).

IT outsourcing is a perfect opportunity for clients and service providers to
achieve their business approaches. However, lack of information security aspects
would impede the IT outsourcing in meeting the objectives. Failure to understand,
implement and maintain comprehensive information security in IT outsourcing by
service providers may put the clients exposed to threats. Hence, there is a need for

look at information security in IT outsourcing from service providers perspective.



1.2 Background of the Problem

IT outsourcing has been usually studied and justified from the financial point
of view. This is a logical approach, since the major motivation behind outsourcing is
usually reduction of operational cost of the system and gaining of special skills into

the organization (Lacity and Hirschheim, 1993a).

Nevertheless, a particular attention to information security in outsourcing is a
need. Traditionally, only non-strategic systems have been outsourced. This is,
anyhow, changing (Rao et al., 1996; Hirschheim and Lacity, 1997), and therefore the
traditional assumption of guideline-based approach towards security (Kajava and
Viiru, 1996) is no longer appropriate. Typically, information security methods have
evolved from checklist-based methods to the risk analysis and evaluation criteria
methods (Baskerville 1993, Backhouse and Dhillon, 1996). Current checklist-based
approaches are adequate when outsourcing noncritical systems, but when the
importance of outsourced systems increases, more convincing provision of security

of service providers is required (Kajava and Viiru, 1996).

1.3 Problem Statement

Maintenance of adequate level of security is a fundamental problem in
outsourcing since the outsourcing organization loses the direct control of information
system and thus it cannot affect directly to the functioning of information system
(Wong, 1993). As long as the responsibility of enforcement of information security is
transferred to the service provider, the adequate level of information security must be
considered by service provider. The important information security objective for an
outsourced system is maintenance of the security as it was when systems were
operated internally. Hence, it is very critical that organizations make sure that service
providers have adequate security measures in place (Khalfan, 2004). As Levina and
Ross (2003) noted, the client’s outsourcing decisions and the client-service provider

relationship have been examined in IT outsourcing literature. However, the service



provider's perspective has hardly been explored. According to British Standard
(1999), information security implementation refers to preservation of:
e Confidentiality: ensuring that information is accessible only to those
authorized to have access.
e Integrity: safeguarding the accuracy and completeness of information and
processing methods.
e Auvailability: ensuring that authorized users have access to information and

associated assets when required.

Information security covers both data security and business recovery planning
(Lee, 1995). The former aims to ensure the integrity and privacy of data owned by
the organization, whereas the latter aims to include measures which ensure the rapid
restoration of normal business operations in case of an occurrence of IT-related
problems (e.g. infection by computer virus, destruction of data, sudden outage of the
IT function) (Khalfan, 2004).

In addition, personnel related security issues are the other subjects that must
be considered by service providers in order to implementation of information
security. Hence, a study on the information security aspects of outsourced IT projects
towards best practices is timely as there is lack of empirical study, particularly in
Iran. In contrast, this proposed study examines the matter from the service provider

perspective.

1.4 Project Aim

The aim of this research is to identify critical information security factors and
study the issue of how service providers implement the information security
requirements for IT outsourcing in both technical and non-technical aspects and

control enforcement of these requirements.

This study focus on various aspects of information security in IT outsourcing

that must be measured by service provider, but attention will be focused on



importance of physical security, personnel related security issues and business
continuity planning in IT outsourcing and duties and responsibilities of service
provider to provide those factors. Specific issues related to IT outsourcing include
the client/service provider relationship, types of outsourcing and factors best

practices of IT outsourcing are also another objectives of this research.

1.5 Project Objectives

Questionnaire will be used as quantitative method and semi-structured

interviews will be used to collect the qualitative data in order:

e To explore the IT outsourcing activities of Iranian service providers.

e To investigate the IT service providers’ information security concerns in
terms of physical security, personnel related security issues, business
continuity planning towards best practices of information security
implementation.

e To develop a framework regarding the best practices of information security
implementation.

e To examine the relevancy of physical security, personnel related security
issues and business continuity planning with best practices of information

security implementation.

1.6 Project Scope

e The scope of this study covers information security concerns in IT
outsourcing projects in Iran from the perspective of service provider.

e Sixty five Iranian private companies will be selected to participate in the
investigation (all the organizations are service provider).

e Questionnaire and semi-structured interview are the methods of collecting
data.



1.7 Summary

The chapter begins with an overview of the study, followed by background of
the problem. Subsequently, problem statement was described and project aims and
objectives were defined. The next chapter presents the review of IT outsourcing

literature.
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