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ABSTRACT

Web Services is a raising model of Web based applications, which allows
interconnection, communication, and interoperability among different devices and
applications more convenient. Since web services applications run over the open and
unreliable internet, security for web services is a necessity and should be applied to
provide services providers and service requestors with quality of protection. With the
intention to protect resources and information from unlawful access, access control
systems are built to provide protection. In spite of the recent advances in Web based
access control approaches applicable to Web Services, there remain issues that
obstruct the development of effective access control models for Web Services
environment. In this project, a secured model for Web Services to provide an
effective Access Control model through strong authentication and authorization has
been developed. Moreover, in order to demonstrate the proposed model design, the

prototype applying a case study is illustrated.
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ABSTRAK

Perkhidmatan web melahirkan model-model applikasi berlandaskan web
yang saling hubungan, perhubungan dan saling kendali di antara peralatan dan
applikasi yang berbeza dengan lebih mudah. Oleh kerana applikasi perkhidmatan
web berfungsi di atas plantar internet yang terbuka dan tidak boleh diharap,
keselamatan untuk perkhidmatan web amat diperlukan dan patut diguna-pakai untuk
memberikan pembekal perkhidmatan dan peminta perkhidmatan dengan
perlindungan yang berkualiti. Dengan tujuan untuk melindungi sumber-sumber dan
maklumat daripada capaian yang ditegah, sistem kawalan capaian dibina untuk
memberi keupayaan perlindungan. Walaupun terdapat kemajuan baru dalam
pendekatan kawalan capaian berlandaskan web, masih terdapat isu-isu yang
menghalang pembentukan model-model kawalan capaian untuk persekitaran
Perkhidmatan Web. Dalam projek ini, model yang selamat bagi kegunaan
Perkhidmatan Web untuk memberikan model kawalan capaian yang berkesan
melalui pengesahan dan perakuan kuasa yang kukuh telah dibina. Selanjutnya, untuk
mempamerkan cadangan reka bentuk model, satu prototaip menggunakan kes kajian

dipaparkan.
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CHAPTER 1

INTRODUCTION

Web Services are a transformational technology for integrating information
sources from both inside and outside an enterprise [5, 7]. Web Services are the
newest incarnation of middleware for distributed computing. Unlike all previous
forms of middleware, however, this is a simpler, standards-based, and more loosely
coupled technology for connecting data, systems, and organizations. “That is good
news for developers and architects wanting to rapidly become expert in this
technology and develop real systems. It is also somewhat bad news for them because
all middleware needs strong security practices, and Web Services need it more than
any middleware of the past” [11]. In addition Web Services create loosely coupled
integrations. Web Services are not just being used to integrate internal systems, but
they are also integrating data sources from outside the organization [20]. Also Web
Services are based on the passing of readable and self-describing business messages
represented in XML. Moreover Web Services are based on basic web technologies

that already had their own set of security challenges.

1.1. Background of the problem

As mentioned above, owing to wonderful growth of internet-based distributed
application and the related increase of computer crime, security is recognized as one
of the most serious to individuals, companies and countries. Web Services
application run over the open, untrustworthy internet and Web Services providers
and requestors must assure their established communication path is not cooperated.

In other words, they must ensure the confidentiality and authentication and
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authorization of message in transit [9, 2, 19]. Also, as mentioned in IBM and
Microsoft joint security white paper [9] security has been a key factor that was
holding companies back from adopting Web Services. There are several security
issues that must be considered such as confidentiality, integrity, privacy,
authentication, authorization, and auditing [22]. So, security for Web Services is a

necessity and should be deployed.

1.2. Statement of the Problem

Since new threads and vulnerabilities are introduced to Web Services “what
kind of security does Web Services need?” It is seen Web Services security focuses
on the application layer, although security at the lower layers remains important.
Also, it is discussed the principles of security are confidentiality, authentication,
authorization, integrity, non repudiation, privacy, and availability. These are the
check boxes that need to be kept in mind when designing a secure system. If only

some of the boxes are checked, security loopholes exist [20].

Web Services security present many challenges. One of the hot issues in Web
Services security which is considered in this research is the design of effective
Access Control schemes that can adequately meet the unique security challenges
posed by the Web Services paradigm. In fact, the main question that this research is

intended to response can be described as follows:

How to enable Access Control for Web Services environment with respect to

authentication, authorization to increase the quality of service (QoS)?

In order to be able to answer this question, a set of research questions that

address the problem in detail are defined, as follows:

» RQ1: How to use SAML in order to protect transport and request
XACML schema instances and other information needed by an XACML
implementation?

> RQ2: How to deal with the relationship between SAML and XKMS in

order to Support trustworthiness?
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» RQ3: How to specify the interaction between SAML, XACML, and
XKMS to support authentication and trust in the SOAP (Simple Object
Access Protocol) technology?

» RQA4: How to combine the role based and complex context-aware

authorization policies with SAML and XACML?

1.3. Project Aim

The aim of this project is to develop an effective Access Control model to
provide powerful authentication and authorization in Web Services through the

current XML-based technologies and mechanisms.

1.4. Objective of the Study

Project objectives can be listed as follows:

» To investigate security problems in Web Services.

» To evaluate of state-of-the-art approaches base on Access Control using
Quality of Service (QoS) criteria.

» To develop effective Access Control model based on XML.

» To validate the proposed model applying a prototype.

1.5.  Scope of the Study

The project scope is limited to the security solutions using xml as they can be
practically implemented later in development phase, therefore the others security
solution is ignored. The design is constructed in a way that contains the best related
offered solutions and in the same time be more comprehensive than the others. In

addition, the input data to validate the prototype to be applicable are based on a
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number of Web Services. In fact, the knowledge base (repository) is assumed as

closed world (not open world)

1.6.

1.7.

Significance of Study

» Access control is of increasing importance in a world in which computers are

ever-more interconnected through networks. In order to protect resources and
information from illegal access, access control systems are built to provide
the ability of protection. Access control systems usually implement access

control policies [23].

One of the most important features of Web Service is ease of access over the

Internet. But the downside is that security is compromised [1].

Authorization systems today are increasingly complex. They span domains of
administration, rely on many different authentication sources, and manage
permissions that can be as complex as the system itself. worse yet, while
there are many standards that define authentication mechanisms, the
standards that address authorization are less well defined and tend to work

only within homogeneous systems [13].

Summary

With the fast growth of internet-based distributed applications and the

associated increase of computer crime opportunities, security is now recognized as

one of the most fundamental issues for the computer industry. Web Services is an

emerging model of Web-based applications, which makes the interconnection,

communication, and interoperability among different devices and applications more

convenient. Because Web Services applications run over the open, untrustworthy

internet, security for Web Services is a necessity and should be deployed to provide

services providers and service requestors with quality of protection.
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In this project, a secured model to provide an effective Access Control model
through strong authentication and authorization applying for Web Services is
developed. There are number of solutions to answer discussed problems such as WS-

Security, XML encryption, XML signature, SAML, XACML, XKMS and the like.
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