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ABSTRACT  

 

 

 

Most of corporations have already adopted ICT for business administration 

and corporate governance. This is crucial to understand and implement because the 

risks posed by the use of ICT tend to be more complicated at unprecedented level. 

Among those risks are the threat to integrity, security and confidentiality of 

information systems within the corporate entities. Any slight mistake in this process 

will cause detriments to the corporations; ranging from network system failure, lost 

of informational assets, infringement of trade secret and intellectual property, to the 

loss of workforce productivity. As a country which recently started to involve ICT in 

corporate governance, National Welfare Fund “Samruk-Kazyna” in Kazakhstan 

urgently need in deep understanding of risks associated with using ICT in corporate 

governance. Therefore as a benchmark to further development they have chosen 

Khazanah Nasional Berhard in Malaysia, which has more experience in corporate 

governance. This project is developed to achieve the objective to establish an 

effective guideline in ICT risk management in corporate governance. The proposed 

guideline will be helpful to mitigate and reduce risks posed by using ICT in 

corporate governance in the biggest and the most important government investment 

holding in Kazakhstan. 
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ABSTRAK  

 

 

 

Kebanyakan syarikat korporat telah ataupun sudah mengadaptasikan 

teknologi komunikasi maklumat didalam pentadbiran perniagaan dan pengkerajaan 

korporat. Ini adalah untuk memahami dan mengimplemen risiko yang dihadapi 

dengan kegunaan teknologi komunikasi maklumat yang mengelirukan pada 

peringkat yang ketidaktentuan. Kebanyakan risiko adalah dari integriti, keselamatan 

dan kesulitan dalam sistem maklumat dalam keadaan korporat. Apa-apa kesilapan 

dalam proses boleh mengakibatkan kerugian dalam syarikat dalam ketidakupayaan 

sistem rangkaian, kehilangan maklumat harta, kesulitan dalam perniagaan dan harta 

intelektual serta kehilangan keupayaan kerja berpoduktiviti. Untuk negara yang baru 

menglibatkan teknologi komunikasi maklumat dalam pengkerajaan korporat, Nation 

Welfare Fund “Samruk-Kazyna” di Kazakhstan amat memerlukan kefahaman yang 

mendalam dalam pengkerajaan korporat. Maka itu satu penanda untuk 

membangunkan perkara tersebut, mereka memilih Khazanah Nasional Berhada di 

Malaysia yang mempunyai pengalaman dalam pengkerajaan korporat. Projek ini 

adalah untuk membangunkan pencapaian pada objektif dalam merekabentukkan 

garispanduan yang berkesann dalam pengurusan risiko teknologi komunikasi 

maklumat dalam pengkerajaan korporat. Cadangan pada garispanduan boleh 

membantu mengatasi dan mengurangkan risiko yang telah dihadapi dalam kegunaan 

teknologi komunikasi maklumat dalam pengkerajaan korporat yang terbesar dan 

keutamaan pelaburan kerajaan dalam Kazakhstan. 

 



vi 

 

 

 

TABLE OF CONTENTS 

 

 

 

CHAPTER TITLE 

 

PAGE 

 DECLARATION OF ORIGINALITY ii 

 ACKNOWLEDGEMENTS                                iii 

 ABSTRACT iv 

 ABSTRAK v 

 TABLE OF CONTENTS vi 

 LIST OF TABLES ix 

 LIST OF FIGURES x 

 LIST OF ABBREVIATIONS xii 

 LIST OF APPENDICES xiii 

   

1 PROJECT OVERVIEW 1 

 1.1 Introduction 1 

 1.2 Background of the Problem 2 

 1.3 Statement of the Problem 3 

 1.4 Research Objectives 3 

 1.5 Scope of the Project 4 

 1.6 Importance of the Research Study 4 

 1.7 Chapter Summary 5 

   

2 LITERATURE REVIEW 6 

 2.1  Introduction 6 

 2.2 Corporate governance introduction 7 



vii 

 

 2.3 Corporate Structure 8 

 2.4 Corporate Management 9 

 2.5 The Corporate Body 9 

 2.6 Corporate Governance 10 

 2.7 Role of ICT in corporate governance 12 

 2.7.1 ICT and Transparency/Disclosure  13 

 2.7.2 ICT and Internal Control  14 

 2.7.3 ICT and Risk Management  15 

 2.8 Risk background 16 

 2.9 The Origin of the Risk 17 

 2.10 Dimensions of Risk 18 

 2.11 Uncertainties 19 

 2.12 Sources of Risk 19 

 2.13 General Risk management 21 

 2.14 The Risk Management Process 22 

 2.14.1 Risk Identification 22 

 2.14.2 Risk Quantification and Analysis 24 

 2.14.3 Risk Response 26 

 2.15 Selection of Risk Response Options 27 

 2.16 Outputs from the Risk Response Process 27 

 2.17 Risk Management Plan 29 

 2.18 ICT Risk Management 30 

 2.18.1 Risk Assessment 31 

 2.18.2 Risk Mitigation 33 

 2.18.3 Risk Mitigation Options 33 

 2.18.3.1 Risk mitigation strategy 34 

 2.18.3.2 Control Implementation 

Methodology 

35 

 2.18.3.3 Control Categories 37 

 2.18.3.4 Cost-Benefit Analysis 40 

 2.18.3.5 Residual Risk 41 

 2.18.3.6 Evaluation and Refinement 41 

 2.19 Using ICT governance and IS governance 42 



viii 

 

standards in ICT risk management 

 2.20 Conclusion 44 

   

3 RESEARCH METHODOLOGY 45 

 3.1 Introduction 45 

 3.2 Research Design 46 

 3.2.1 Data Collection 46 

 3.2.2 Research Instruments 47 

 3.2.3 Respondents of the Study 48 

 3.2.4 Research procedure 49 

 3.3 Operational Framework 49 

 3.4 Project Schedule 51 

 3.5 Chapter Summary 51 

   

4 DATA ANALYSIS AND FINDINGS 52 

 4.1 Introduction 52 

 4.2. Data Analysis of Khazanah Nasional 

Berhad 

52 

 4.2.1 Secondary Data Source Analysis of 

Khazanah Nasional Berhad 

52 

 4.2.2 Interview Analysis of Khazanah 

Nasional Berhad 

53 

 4.3 Data Analysis of NWF “Samruk-Kazyna” 55 

 4.3.1 Secondary Data Source Analysis of 

NWF “Samruk-Kazyna” 

55 

 4.3.1.1 Fund Management Accounting 

System (MAS) Implementation 

program 

56 

 

 4.3.2 Interview Analysis of NWF 

“Samruk-Kazyna” 

58 

 4.5 Chapter Summary 60 

   

5 PROPOSED GUIDELINE 63 



ix 

 

 5.1 Introduction 63 

 5.2 ICT which Supports and Enhances 

Corporate Governance 

63 

 5.3 Proposed ICT Risk Management Guideline 

for NWF “Samruk-Kazyna” 

65 

 5.3.1 ICT Governance 65 

 5.3.2 IS Governance 67 

 5.4 Chapter Summary 72 

   

6 DISCUSSION AND CONCLUSION 73 

 6.1 Achievements 73 

 6.2 Constraints and Challenges 74 

 6.3 Recommendations  75 

 6.4 Chapter Summary 75 

   

 REFERENCES 55 

 Appendices A - E 81 - 88 



x 

 

 

 

LIST OF TABLES  

 

 

 

TABLE NO. 

 

TITLE PAGE 

2.1 Types of ICT risk 16 

2.2 Sources of risk 20 

2.3 Technical controls 37 

2.4 Management controls 38 

2.5 Operational controls 39 

4.1 Interview answers of Khazanah Nasional 

Berhad  

54 

4.2 MAS realization stages 57 

4.3 Interview answers of NWF “Samruk-

Kazyna”  

59 

4.4 Summary of the findings 61 

 

 



xi 

 

 

 

LIST OF FIGURES  

 

 

 

FIGURE NO.    

 

TITLE PAGE 

2.1 Multidivisional structure of corporate 

governance 
8 

2.2 Concept of risk 17 

2.3 Model of concept of risk  18 

2.4 Risk identification process 23 

2.5 Risk quantification and analysis process 25 

2.6 Risk response process 28 

2.7 ICT risk assessment methodology 32 

2.8 ICT risk mitigation methodology 36 

2.9 Internal control and audit for ICT risk 

management 
44 

3.1 Operational Framework 50 

4.1 Organizational chart of Khazanah 

Nasional Berhad 
53 

4.2 Organizational structure of National 

Welfare Fund “Samruk-Kazyna” 

56 

 

 



xii 

 

 

 

LIST OF ABBREVIATIONS 

 

 

MMEs - Micro and medium-sized enterprises 

ICT - Information & Communication Technology 

IT - Information Technology 

IS - Information security 

NWF - National Welfare Fund 



xiii 

 

 

 

LIST OF APPENDICES 

 

 

 

APPENDICES    

 

TITLE PAGE 

A Interview question 81 

B Interview with Khazanah Nasional 

Berhad 

82 

C Interview with Samruk-Kazyna 84 

D Interview with NWF “Samruk-

Kazyna”(English version) 

86 

E Gantt chart of the research study 88 

 

  



 

 

CHAPTER 1 

 

 

 

PROJECT OVERVIEW 

 

 

 

1.1 Introduction  

 

Corporate governance is now becoming a standard requirement for proper 

industrial conduct and effective organization. More so for micro and medium-sized 

enterprises (MMEs) vying for access to financial services, perimeters such as internal 

control, transparency, and disclosure of material information –among key areas of 

corporate governance – are something potential investors today would naturally like 

to see with particular interests. 

 

What tends to be overlooked by many is that this ‘internal control’ does not 

only cover controls of financial aspects. In fact, such internal control has to cover 

also those aspects of operational control, compliance and risk management. These 

are among those aspects that pose significant and potential threats to companies’ 

assets and business operations. 
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The influences of ICT to the notion of corporate governance cannot be more 

obvious in today’s enterprises that operate in the technological environment. The 

basic question to be posed in this research is how such corporate governance is 

implemented in the current pretext of e-corporations, i.e. those corporations that 

adopt ICT for business administration, operation and products and services – 

virtually every today’s corporations. For this reason the title of the research was 

chosen. 

 

 

 

1.2 Background of the Problem 

 

Most of corporations have already adopted ICT for business administration 

and corporate governance. This is crucial to understand and implement ICT risk 

management of using ICT in corporate governance because the risks posed by the 

use of ICT tend to be more complicated at unprecedented level. Among those risks 

are the threat to integrity, security and confidentiality of information systems within 

the corporate entities. Any slight mistake in this process will cause detriments to the 

corporations; ranging from network system failure, lost of informational assets, 

infringement of trade secret and intellectual property, to the loss of workforce 

productivity. As a country which recently started to involve ICT in corporate 

governance, National Welfare Fund “Samruk-Kazyna” in Kazakhstan urgently need 

in deep understanding of risks associated with using ICT in corporate governance, 

because as a benchmark to further development they have chosen Khazanah Nasional 

Berhard in Malaysia. 
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1.3 Statement of the Problem 

 

This research is conducted as an attempt to find the answers to some 

problems, relating to:  

1. What is the role of ICT in corporate governance? 

2. How ICT can enhance and improve corporate governance? 

3. How risky is involvement of ICT in corporate governance to company 

performance? 

4. How to mitigate risks posed by using ICT in corporate governance? 

5. What can be an effective ICT risk management guideline for National 

Welfare Fund “Samruk-Kazyna”? 

 

 

 

1.4 Research Objectives 

 

The objectives of the research study are: 

1 To identify the role of ICT in corporate governance; 

2 To identify the risks posed by involvement of ICT in corporate 

governance to company performance; 

3 To determine the ways to mitigate risks posed by using ICT in corporate 

governance; 

4 To propose ICT Risk management guideline or policy to improve 

corporate governance. 
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1.5 Scope of the Project  

 

The boundaries of the research will be the ICT risk management in corporate 

governance based on Khazanah Nasional Berhard in Malaysia. The data collection 

will be done by the observation of the secondary sources and collecting the primary 

data, having applied qualitative research method. National Welfare Fund “Samruk-

Kazyna” and Khazanah Nasional Berhard will be involved in the survey. Qualitative 

study will be conducted through interview. The duration taken for the whole study to 

be carried out is short.   

 

 

 

1.6 Importance of the Research Study 

 

This project is developed to achieve the objective to establish an effective 

guideline in ICT risk management in corporate governance. 

 

The proposed guideline will be helpful to mitigate and reduce risks posed by 

using ICT in corporate governance in Kazakhstan. 

 

With the information at hand, more extensive studies could be planned for the 

future. 
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1.7 Chapter Summary 

 

This chapter has covered about the introduction of the project including the 

background of the problem, problem statement, research objectives and scope of the 

project. This project will be done with literature review from some resources such as 

the Internet, books, conferences and journals and collecting primary data using 

different research methods.  




