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ABSTRACT

Nowadays, Short Message Service (SMS) is an emerging
software mobile technology that support mobile-driven for
business and telecommunication industry. The use of SMS
has become an essential to most enterprises because the
technology is known excellent. However, once SMS has
been applied in distributed computing, the performance
shows not given satisfied results. Extensive usage of SMS
transaction has lead to the unseen faulty and errors. Also,
the system is not able to support secure service to the users.
This problem occurred because tremendous amount of SMS
consume high bandwidth which could limit the network
resources. Therefore, verification is needed to ensure the
reliability of the system. This paper proposed the use of
model checking agent approach for the verification of SMS
Management System. The analysis of modeling shows the
model checking agent is a basis approach to handle the
SMS wverification at the early stage of the software
development.

Keywords: Short Message Service (SMS), Model Checking
Agent, Verification.

1. INTRODUCTION

As an internet and mobile technology growth fast, it is one
of potential technology to increase the market value for
organizations. When we use the internet as a medium for
managing commercial transactions, it can enhance the
accessibility to a wide variety of information and services,
and greatly facilitates remote payments. In fact, towards the
evolution of the mobile technology, Short Message Service
(SMS) is one of the notorious services that are capable to
increase the performance of the conventional system. Thus,
many companies are eager to convert the conventional
system for mobile SMS application in order to have a better
performance and service (Valentino, 2007), (Mee &
Selamat, 2007) and (Shengguang, et al., 2008). Moreover,

in the telecommunication industry especially, we always
need a system that can reduce the time, cost and give high
priority in security because they want the users to have
satisfaction in services and performance. Therefore, the
SMS become one of the technologies which support the
requirement so far.

However, there are several cases of mobile systems have
faced the unprecedented risk in operations especially
involving on computing processes which resulting non
trustworthiness for user point of view. They found out
some problems occurred when many online ventures have
been a victim to the operational processes because of poor
security, poor data integrity control and inadequate
management contro] once using the SMS. Others, Chaki et
al. has claimed that now in information society, the
correctness of computer software becomes one of the
critical issues (Chaki, et al., 2008), The errors in complex
software systems have caused large-scale economic losses
in the past. Furthermore, Chaki et al. added that it is
difficult to detect and fix the software bug in multi-threaded
systems.

Therefore, for a distributed application such as SMS
Management System, we assume that the system will
encounter risk during a heavy workload of SMS transaction.
Problems occur when tremendous amount of SMS need to
share the network bandwidth which could limit the network
resources. Then, the bandwidth and network traffic became
congested (Timothy & Scott, 2000). Consequently, the
system will be unstable and prone to errors. Therefore,
verification is needed to ensure the reliability of the system.
We propose the use of model checking agent approach for
the verification of system that based on the integration of
agent based system and model checking method. This
approach is one of potential idea in order to ensure the SMS
Management System can support robustness and verifiable
to satisfy user.
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In this research, we show the analysis of our model
checking agent in a temporal logic approach. We have
designed the SMS agent architecture and we test it using a
model checker approach. The remainder of this paper is
organized as follows: We present the related works in
Section 2. Sections 3 showed the previous and propose
architecture of the system. Section 4 and 5 respectively,
showed the formal verification of SMS properties and
experimental of result. Then, we conclude our paper in
Section 6.

2. RELATED WORKS

21 SMS issues

Today’s everyone used Short Message Service (SMS) to
send and receive messages to retrieve the information in a
fast way. It became one of popular communication
technology that offers services to mobile devices including
PDAs, all type of mobile phones, computers and any other
terminals. It is an easy technology that been created in
Europe by Global System for Mobile Communications
(GSM) (http://www.etsi.org, 2004). Lately, there are
billions of messages has been sent worldwide and the
number i getting increase every year (Schusteritsch R., et
al., 2005). However, when the SMS is applied in the
application of business industry, we have anticipated
several 1ssues in the design challenges which are the
limitation of the network bandwidth and network resources
for communication between the mobile phones users and
the system. Although, the SMS is a low cost consume
money with high speed services, but somehow the
undesirable congestion can probably effect the system
management (http://cramsession.brainbuzz.com, 2004).

2.2 Formal Method and Model Checking

Nowadays, formal methods have an important role to
represent the specification of software for complex system.
It is rapidly becoming a promising automated method to
enhance the accuracy and correctness of the software
systems. The verification is based on the static analysis that

able to analyze systematically and exhaustively (Eugenio D.

S, et al, 2003). The known formal method model
checking is a current evolving technology to evaluate the e-
business process. Model checking provides an effective and
efficient evaluation with counter-example to verify the
correctness of complex software system (Bonnie B. A., et
al, 2005). This method can effectively represent a
systematically exhaustive mathematical models and infinite
models to trace the errors. In verification using model
checking, there are several model checkers can be used for
testing our model. SPIN (Simple Promela Intepreter) can be
written using Promela language and is representative of
LTL model checker for communication protocol or
concurrent software. SPIN provides safety and liveness

properties such as deadlock, invalid end state and non-
progress cycle (Bang Ki, et al., (2005).

Generally, to specify the property of a system in model
checking, we use Computational Tree Logic (CTL) or
Linear Temporal Logic (LTL). The logics specify the
behaviors of a system based on time structure. In the case
of our research, we use the LTL because the time sequence
is assumes as linear. The model of the system is represent
in Kripke structure as we proposed in (Selamat, A. &
Bujang, A.S.D., 2008).

3. SYSTEM ARCHITECTURE

SMS Management System is one of e-business system that
integrates with SMS for multi level marketing (MLM)
services (Mee & Selamat, 2007). There are four main
modules in this system; registration module, selling product,
bonus calculation and group SMS for activities sharing.
However, this architecture has been enhanced for greater
performance by using our proposed architecture in Fig 1.

System §

la - Input agent

Ca - Qutput agent

Mca - Model Checking agent
Ra - Refine agent

Fig. 1: The SMS Management System and the propose
architecture

The propose architecture is the enhancement from the SMS
Management System into agent- based system with the
model checking agent as the manager to control the SMS
system. We identified that the problems occurred in SMS
Management System is when they are dealing thousands of
user sending the messages to a system. The services
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became slow and the probability of system to receive an
invalid data is greater. As a result, the collision between the
messages will increase the system errors. Therefore, the
proposed of our model checking agent will be suggested to
enhance the quality of services to check the correctness of
the system design.

31 Modeling of Agent

In dealing with the problems in SMS Management System,
we proposed a Model Checking Agent (MCa) with other
supporting agents includes Input Agent (Ia), Cutput Agent
(Oa) and Refine Agent (Ra). The MCa plays as a manager
that will verify the incoming message. The message is
verify based on three properties; format and syntax
checking, byte transmission checking and timing checking.
However, in this paper we only showed the verification of
format and syntax checking as the experiment is still on
going. The verification design of our MCa will then be
tested using model checker SPIN.

Based on Fig. I, we cnhance the architecture into agent-
based system with the role of all agents as the following
below:

i.  Input Agent (Ia)
Input Agent is a user interface in mobile phone has
used as a medium for a users to interact with the SMS
management system. The [a will receive the request
from user and assist the MCa to get the input from the
user.

ii. Model Checking Agent (MCa)

The Model Checking Agent role as a manager of the
whole system that will check and verify the SMS
request whether does it satisfies the system
requirement or could be otherwise. The requirement is
verify based on the properties that we mentioned
before. This process is done in order to ensure the
system get a correct and valid message.

1. Output Agent (Oa)
Output Agent will be reacted if the messages
successfully verified from the MCa, Then the Oa will
accept the messages and sent it to the system server.
The status of the user request will automatically send
in back propagation to the user for acknowledgment.

iv. Refine Agent (Ra)
However, if the messages are identified as failure, the
refine agent or Ra will handle to do the refinement of

any errors in the user request by sending ’fatlure status’.

It means that the user has to send back their request
again for new process. Otherwise, the message will be
considered as violated and terminate automatically.

The flow chart of the agents” role can be showed as in
Fig 2.

N
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Users sending request to the system

and continue to do s0 until it receives
an acknowledgemant
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Message receive to Mca will be
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massage with the system requirament
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Fig. 2: The flow chart of the verification

4. FORMAL VERIFICATION OF SMS
PROPERTIES

In model checking, we use linear temporal logic (LTL) to
encode the formulae about the future path with modalities
referring to time. It has two main types of properties that
can be expressed using LTL which are safety and liveness.
Safety properties is usuvally state that something bad never
happens, while liveness properties is something good keeps
happening. Therefore, we defined two properties in this
paper: "no messages redundant” (safety) and "all messages
send and receive eventually get through the system in valid
format” (liveness).

Then, we verified the correctness of thc SMS property
based on format and syntax checking using SPIN. There are
two paths for the issues of format and syntax checking
which are:

1. la=~ MCa- Oa: Process checking and
verifying is success.

2. la=~ MCa - Ra == Ia: Process checking and
verifying is fail.
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Based on the issues, MCa will checks and verify the format
and syntax message in SMS Management System. MCa
keeps track the message status as valid, invalid and fuzzy. It
isdenoted as v.iand f.Let say we represent the number of
messages M in a situation of transmission. Then, a new
transmission is made by the user as if m € Mand M = v
ormeMand M =inf, then the MCa wil response as
“fail_message” and “refine_message”. But, if
meM=v=1ni=f=0), then the MCa will
response as “‘success_message”’. The message then will be
accepted by the system. The process is showed in the Fig. 3.

refine_msg
(ack req)

fail_msg (userlD, itemID,
qty bankrefno)

§0 - Start State
S1 - Input State
S2 - Verify State
$3 - Refine Siate
S4 - Accept State
S5 - Stop State

accept_msg (useriD, demiD,
qly,bankrefno)

Fig. 3: Formal verification result of format and syntax
checking

Based on Fig. 3 the property of the system must be
specified based on the system requirement. The MCa has to
follow a protocol to communicate using the formula of LTL.
The formula used as follows:

1.6(- ((mx,. Omsg) ) A (s6nGngy D 1D, gty. brkrof) )} = Fm(accepty)

At the initial state, the user request will not be allowed and
no transmission message is handled, then the path is not
accepted.

2. 6{(~(mS Gruzenu lD. 1D, gty bricraf)))U {refin o, (ack, 7eq)) )

The message will not be accepted as success until the
refinement of message is done.

5. EXPERIMENTAL RESULT

The verification results in Fig. 4 shows that the both
property satisfy the correctness of property as it is no
assertion violations in the specification we done. However,
we can find a significant difference between the safety and
liveness properties with SPIN. The result determines that
the format and syntax checking for the properties that we
defined used 2.302 Mbyte of the computer memory.
Although the result is identified as no assertion violation in
the state of the system, but the SPIN has showed there is an
error in some state for the refinement in the counter-
example. We have to investigate and analyze the
specification for the SPIN to find the reason why the result
performs in the simulation. We assume that the source code
and specification that we specified from natural language to
PROMELA does not perform as well as the automata
model that we designed. Therefore, the process of the
verification is not complete.

Full statespace search for:
never clairr - (none specified;
assertion violations +
cycle checks - (disabled by -DSAFETY)
invalid end states +
State-vector 36 byte, depth reached 5, *** errars: 1 s»e
2.302 memory usage (Mbyte)

Fig, 4: Formal verification result of format and syntax
. checking for safety and liveness properties

6. CONCLUSION

This paper explains a way to identify the problems which
can cause a non trustworthiness of the system performance
by using the model checking agent approach. It is important
for the system to be designed accurately for system safety
and not affect to the quality of service in
telecommunication networks (QoS). However, in this paper,
we have presented a mechanism of model checking agent
specify and verify the SMS properties of syntax and format,

the number of byte transmission and the time consume for
each SMS transmission. We use Spin to show the

correctness of the design with provided a counter-example

that define sequences of processes that may lead to failure.

However, during the number of states that can be verified is
limited because due to the errors found in the SPIN.
However, the improvement is siill in the process of
experiment as we attempt to make some adjustment of the

specification. But the performance analysis using SPIN has
given an effective testing tool to identify software bugs and
errors at the early stage of the software development. Also,
the proposed of model checking agent approach is able to
be one of a new solution in order to overcome the
verification issues especially in SMS Management System.
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As in the future works, we will enhance the results with two
properties that we defined for SMS quality checking.
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