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ABSTRACT 

 

 

 

 

 

Mobile Ad hoc Network (MANET) is one of wireless technologies that gains 
widespread use nowadays.  Since ad hoc network does not have fixed infrastructure such 
as access point that it can rely on, the nodes operate in promiscuous mode and are 
vulnerable to attacks and service disruption especially from the existence of selfish 
nodes.  This research focuses on how to motivate cooperation and trust among mobile 
nodes and thwart away malicious nodes without using complex computational process.  
The goal of this research is to provide a secure mechanism for MANET by enhancing 
cooperation and trustworthiness among mobile nodes by using friendship mechanism 
and trust features.  The creation of friendship mechanism is inspired from the concept of 
small-world phenomenon.  The main contributions of this research are the enhancement 
of friendship mechanism’s algorithm with trust features and also enhancement of Ad hoc 
On-demand Distance Vector (AODV) routing protocol’s algorithm to gain secure data 
transmission’s path.  The definition of secure path in this research is that the path that 
will be established only consists of nodes that are listed in the trusted friends’ list.  This 
means that nodes will not transmit data amongst anonymous nodes that are not listed as 
trusted friends.  All the developed algorithms in this research were demonstrated through 
Network Simulator 2 (NS-2) software.  The results show that although the relationships 
of trusted nodes are decreased after implementing trust features, it is an acceptable trade 
off for obtaining more trusted friends and secure paths in AODV.  This is proven by the 
good performances obtained through experiment in terms of packet delivery fraction, 
normalized routing load and packet loss where under malicious attacks, the proposed 
work could protect the AODV routing protocol from being severely affected.  This 
research provides a good alternative to secure MANET in such a way that it provides a 
platform for nodes to exchange information safely in a trusted community.  
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ABSTRAK 

 

 

 

 

 

Rangkaian ad hoc bergerak (MANET) merupakan salah satu teknologi tanpa 
wayar yang digunakan secara meluas pada masa kini.  Memandangkan rangkaian ad hoc 
tidak mempunyai struktur tetap seperti titik capaian sebagai tempat bergantung, nod-nod 
terlibat akan beroperasi dalam keadaan tidak menentu dan mengakibatkannya mudah 
terdedah pada serangan dan gangguan perkhidmatan terutamanya dengan kewujudan 
nod-nod yang mementingkan diri sendiri.  Penyelidikan ini memfokus untuk 
meningkatkan kerjasama dan kepercayaan antara nod-nod bergerak serta menyingkirkan 
nod-nod tidak baik tanpa menggunakan proses pengkomputeran yang kompleks.  
Matlamat penyelidikan ini adalah untuk mewujudkan mekanisma keselamatan untuk 
MANET dengan meningkatkan elemen kerjasama dan kepercayaan antara nod-nod 
menggunakan mekanisma persahabatan dan ciri-ciri percaya.  Pembentukan mekanisma 
persahabatan diinspirasikan daripada konsep fenomena dunia kecil.  Sumbangan utama 
kajian ini adalah pengukuhan algoritma mekanisma persahabatan menggunakan ciri-ciri 
percaya dan juga pengukuhan algoritma protokol penghalaan Vektor Jarak Atas-
permintaan secara Ad hoc (AODV) untuk mendapatkan laluan penghantaran data yang 
selamat.  Definisi laluan selamat dalam kajian ini adalah laluan tersebut hanya dibina 
oleh nod-nod yang telah tersenarai sebagai rakan-rakan yang boleh dipercayai.  Ini 
bermakna, nod-nod tidak akan melakukan penghantaran data kepada nod-nod tidak 
dikenali yang tidak tersenarai sebagai rakan yang boleh dipercayai.  Algoritma-algoritma 
yang dibina telah didemonstrasi menggunakan perisian Pensimulasi Rangkaian 2 (NS-
2).  Keputusan yang diperolehi menunjukkan bahawa walaupun jumlah hubungan antara 
nod-nod yang dipercayai berkurangan setelah ciri-ciri percaya diimplementasikan, ia 
merupakan timbal balik yang boleh diterima untuk mendapat lebih ramai rakan yang 
boleh dipercayai dan laluan-laluan selamat dalam AODV.  Ini dibuktikan melalui 
prestasi baik yang ditunjukkan dalam eksperimen dari segi kadar penghantaran paket, 
bebanan penghalaan normal dan kehilangan paket yang mana algoritma cadangan dalam 
kajian ini dapat melindungi protokol penghalaan AODV daripada mendapat kesan teruk 
akibat serangan.  Penyelidikan ini telah berjaya menyediakan alternatif yang baik dan 
selamat untuk MANET dengan menyediakan satu platform bagi nod-nod melakukan 
pertukaran maklumat dengan selamat dalam komuniti yang dipercayai.   
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CHAPTER 1 

 

 

 

 

 

INTRODUCTION 

 

 

 

 

 

1.1 Introduction 

 

 

The advancement in telecommunication technologies has brought up the 

emergence of popular wireless local area network (WLAN).  WLAN has proven to be 

one of a very good way of communications without the use of wires.  Currently, people 

have been moving towards these kinds of communication methods due to their ability to 

connect people in a more flexible way.  WLAN can be classified into two major 

categories: networks that have a fixed infrastructure and networks that do not have any 

fixed infrastructure.  The latter, which is also known as a mobile ad hoc network 

(MANET) will be the focus of this study.  

 

 

A MANET consists of autonomous mobile nodes that are free to roam arbitrarily 

with no centralized controller such as router to determine the communication paths.  
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Each node in the ad hoc network has to rely on each other in order to forward packets.  

Every node can operate both as a host and a router at a time, thus there is a need to 

deploy a suitable routing protocol to assist nodes in forwarding packets across the 

network.  Examples of MANET’s routing protocols are Ad hoc On-demand Distance 

Vector (AODV), Zone Routing Protocol (ZRP), Destination Sequenced Distance Vector 

(DSDV) and Dynamic Source Routing (DSR) (Pandey et al., 2005).  These routing 

protocols work using different techniques but the major similar contribution is to find 

the shortest path in the source-destination routes selection.  Significant applications of 

MANET range from critical situation such as in military battlefield and emergency 

medical operation to simple usage like file sharing between business associates and 

interaction between students and lecturers in classrooms.      

 

 

 The nature of MANET communication that utilizes wireless link has put such a 

network into facing several passive and active attacks.  These attacks could come from 

several ways including from internal and external intruders.  Nodes could easily be 

compromised or controlled by attackers if there is no secure mechanism to protect them.  

The approach to secure MANET should be different than those that have been used in 

wired networks due to the different characteristics of both networks.          

 

 

 There are many approaches have been proposed by researchers to enhance 

security in MANET.  In the works done by Zhang et al. (2003) and Boukerche (2006), 

four different approaches had been lined out to solve the security issues in ad hoc 

networks: intrusion detection, secure routing, service availability protection, and trust 

and key management service.  An intrusion detection system acts as a defensive 

technique to thwart away attacks by monitoring activities in the network and generate 

reports whether certain system is under attack or not.  Secure routing on the other hand 

is a method to protect MANET at the routing protocol level from internal and external 

attacks.  The most common mechanism to secure routing protocols is by using 

cryptographic techniques (Li et al., 2006).  However, due to the increasing number of 
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new attacking techniques, cryptographic mechanism is no longer relevant to be the sole 

solution in protecting MANET’s routing protocols.  There is a need to enhance the 

current solution with more effective approaches that can still tolerate with the dynamic 

nature of MANET.  The third approach which is service availability protection is an 

approach of solving the unavailability service problem in MANET that is caused by 

selfish nodes.  There are two commonly used approaches: reputation-based and 

monitoring approach which will be further described in Chapter 2.  The last approach of 

securing MANET (i.e. trust and key management service) is the service required by 

cryptographic mechanisms to create a mutual trust among nodes.  In such an approach, 

each node holds a key issued by the certificate authority (CA) that controls the process 

of key revocation and renewal.   

 

 

 Although many solutions have been proposed to increase security element in 

MANET, there are still ample rooms to make improvements.  As MANET is currently 

becomes more significant and widely used in many applications, it is important to tackle 

arising security issues that exist so that the technology could functions effectively.  

Hence, the purpose of this research is to investigate security issues that exist in MANET 

and study on focusing issues prior to coming up with proposed solutions.     

  

 

 

 

 

1.2 Background and Motivation 

 

 

An ad hoc network possesses several characteristics that make it more vulnerable 

to attacks compared to wired network.  The network topology of a MANET is dynamic 

in nature in which mobile hosts hold arbitrary way of movement and do not have fixed 

physical locations.  The network is decentralized and every node plays multiple roles in 
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discovering routes and forwarding packets.  Due to the mobility feature of each node, 

the network topology may have to face rapid changes as frequent as possible over time 

which needs efficient routing protocol to control the activities of the nodes.  According 

to Ghosh et al. (2005), although efficient routing protocols like AODV and DSR have 

been introduced, these protocols are prone to attacks that come in several ways and 

forms especially when it comes to dealing with malicious nodes.   

 

 

There are several attacks that are well known as being major threats to MANET 

such as forging legitimate data packets to cause the real data to be sent to the wrong 

destination (blackhole) (Cooke et al., 2004), injection of a large number of unnecessary 

routing updates that will consume network bandwidth and router processing time (Hu et 

al., 2002), and packet forwarding from malicious nodes (Ghosh et al., 2005).  However, 

the security techniques that have been proposed for wired networks cannot be 

implemented in an ad hoc network due to the difference requirements of both networks 

such as cost, power consumption, behavior of network topology, computational abilities 

and Quality of Service (QoS) (Hu et al., 2004).   

 

 

The susceptibilities of MANET have drawn attentions from many researchers to 

develop security mechanisms to overcome the problems.  Many of the solutions are 

related to providing a more secure protection on routing protocol based on 

authentication mechanism.  For instance, an extension to AODV routing protocol called 

Secure AODV (SAODV) has been proposed by Zapata (2006).  This work combines the 

use of both asymmetric and symmetric keys by appending RSA key and hash chain on 

the messages.  The fact that this work utilizes both public and private cryptography keys 

imposes the nodes in the network to high processing overhead and with so many 

unrealistic assumptions; the SAODV approach is actually only suitable for best case 

scenario.  Hu et al. (2002) have proposed a Secure Efficient Distance Vector Routing 

(SEAD) that uses a symmetric cryptographic technique called one-way hash functions.  

In comparison with asymmetric cryptographic, even though the symmetric technique 
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provides less complex computational process, it is still facing an increasing amount of 

overhead problem in the network resulting from the authentication process.  Other 

authentication-based security mechanisms have been proposed in (Marti et al., 2000; 

Smith et al., 1997).  Similar to SEAD, these approaches face the risk of having higher 

computational overhead and delay.  Besides, they also have a tendency to find the 

shortest path between source and destination but at the same time ignoring the 

possibility of colluding malicious nodes in the route selection process.   

 

 

A common problem that occurs in MANET due to its autonomous characteristic 

is the selfish behavior of certain involving nodes that are motivated by their intention to 

conserve their own limited resources such as time, energy and bandwidth (Karygiannis 

et al., 2006; Yokoyama et al., 2006).  In MANET environments that rely heavily on 

nodes’ participation, the existence of non-cooperative nodes would affect the successful 

of a packet transmission.  Since the problem is caused by the authorized internal nodes, 

even with the deployment of the best cryptographic mechanism will not solve the 

problem.  The act of selfishness is mostly driven by the lack of trust among each node.  

Trust plays an important factor for nodes to cooperate with each other.  However, it is 

not easy to make each node to trust each other as trust is a very subjective matter that 

cannot be simply fostered using certain fixed rules.  Thus, there is a need to propose a 

solution that could encourage trust and cooperation among mobile nodes other than 

using traditional authentication schemes.  The issue with current security 

implementation by using cryptographic scheme is that it uses a lot of device’s resources 

due to complex computational process and causing the production of high overhead in 

the network.  As a result, more selfish nodes problem will occur. 

 

 

Having the discussed issues as motivation, it is important to provide a suitable 

security solution that could reduce the number of uncooperative mobile nodes by having 

trusted nodes community. 
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