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ABSTRACT 
 
 
 
 

Several studies have proposed the concept of “fuzzy logic technique" to 

assess risk in information security field. These studies revealed that in risk analysis 

process, evaluators face difficulties in collecting accurate data and adequate 

knowledge to estimate the probability of threats and its consequences. The estimated 

value contributes to data fuzziness.  As a result, with the estimated value, they must 

make threat assessment judgment under conditions of uncertainty. Moreover, based 

on the literature review, there is lacks of fuzzy based threat analysis model in 

Healthcare Information Systems (HIS). Hence, this project attempts to develop fuzzy 

based threat analysis model in which; linguistic variable, fuzzy number and fuzzy 

weighted average are applied to deal with the uncertainty problem in doing 

evaluation of potential threats in Total Hospital Information Systems (THIS) 

environment. In fuzzification process, Triangular Average Number technique using 

two sets of membership functions was applied to evaluate “likelihood” and 

“consequence” of THIS threat variables upon a particular THIS asset. Then, each 

security threat level was aggregated using Efficient Fuzzy Weighted Average 

(EFWA) algorithm. Finally, Best Fit Technique is used in defuzzification process to 

translate a single fuzzy value to linguistic terms that indicates the overall security 

threat level impact on THIS asset. To confirm the effectiveness of this adopted 

model, prototype is developed and verified using scenario method. Finding shown 

that this model, is capable to perform threat analysis with incomplete information 

and uncertain in THIS environment. 
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ABSTRAK 
 
 
 
 

Beberapa kajian telah mengutarakan konsep ‘teknik logik kabur’ untuk 

menilai risiko dalam bidang keselamatan informasi. Kajian-kajian ini menjelaskan 

bahawa dalam proses menganalisa risiko, penilai-penilai menghadapi kesukaran dari 

segi mengumpul data yang tepat dan pengetahuan yang mencukupi dalam 

menganggarkan keberangkalian ancaman-ancaman dan akibatnya. Nilai anggaran ini 

menghasilkan data kekaburan (ataupun anggaran). Hasilnya, berdasarkan nilai 

anggaran tersebut, mereka perlu membuat pertimbangan bagi penaksiran ancaman 

dalam keadaan ketidakpastian. Selain daripada itu, berdasarkan kajian literatur, ia 

menunjukkan bahawa terdapat kekurangan model penaksiran ancaman yang 

berorientasikan teknik kabur dalam persekitaran Healthcare Information Systems 

(HIS). Justeru itu, projek ini berusaha mencadangkan model penaksiran ancaman 

berorientasikan teknik kabur di mana; pembolehubah linguistik, nombor kabur dan 

purata pemberat kabur digunakan untuk menangani masalah ketidakpastian dalam 

proses penaksiran potensi ancaman-ancaman dalam persekitaran Total Hospital 

Information Systems (THIS). Dalam proses pengkaburan, teknik Triangular Average 

Number menggunakan dua set darjah keahlian kabur untuk menilai ‘anggaran’ dan 

‘akibat’ pembolehubah ancaman THIS terhadap sesuatu aset THIS. Seterusnya, setiap 

tahap keselamatan ancaman dihimpunkan dengan menggunakan teknik algoritma 

Efficient Fuzzy Weighted Average (EFWA). Akhir sekali, teknik Best Fit digunakan 

dalam proses penyahkaburan bagi menukarkan satu nilai kabur kepada terma 

linguistik yang menunjukkan tahap impak keseluruhan ancaman keselamatan 

terhadap aset THIS. Bagi mengesahkan keberkesanan model yang telah diubahsuai 

ini, prototaip dibangunkan dan disahkan dengan menggunakan kaedah senario. Hasil 

penemuan ujikaji menunjukkan bahawa model ini berkeupayaan membuat analisis 

ancaman yang melibatkan informasi yang kurang dan ketidakpastian dalam 

persekitaran THIS. 
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CHAPTER 1 
 
 
 
 

INTRODUCTION 
 
 
 
 

   Recently, there is an increasing number of hospitals integrate Healthcare 

Information Systems (HIS) into their computing environment. Hence, they should be 

aware of the security risk associated with internal and externals threats and the 

impact on hospital resources and patient privacy issues (Bones et al., 2007). 

Therefore, to protect the organization information assets and its ability to perform 

their mission, risk management process must be carried out by the organization 

(NIST 800-30 Risk Management Guide for Information Technology Systems).  

 
 

 According to ISO/IEC 27005 Information Security Risk Management 

Standard, “Risk management” is the process of identifying, analyzing, evaluating, 

eliminating and reducing the risks of a system. Risks are weighed and decisions 

about acceptable risks are made. Risk analysis is part of the risk management 

process. The intention of risk analysis is not to help build a completely secure 

system, but rather to implement and maintain a correct level of security to the 

system. This depends on how the threats are identified. It should be correspond to 

the guidelines that defined prior to the analysis, which determine what is and what is 

not an acceptable risk.  

 
 

 There are many risk analysis methods. However, generally all the methods 

consist of four basic steps. These steps are; (a) analyze the system and its 

environment, (b) identify the vulnerabilities and the possible threats of the system, 

(c) determine the impacts and probabilities of the identified threats, and (d) 

evaluating the risks of the system (Xenakis et al., 2008).  
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 Perceptibly, threat assessment is part of risk analysis process. Therefore, this 

project will examine suitable fuzzy risk analysis model and adopt the theory of fuzzy 

set in context of threat analysis. It seems applicable to apply this theory because 

threat analysis lies in theory of probability. For instance, ISO/IEC 27005 

Information Security Risk Management Standard highlighted threat assessment as: 

 
 

(i) Evaluating the consequences (asset value) on predefined scale of each 

threatened asset; and  

(ii) Evaluating the probability of threat occurrence on a predefined scale of each 

threat.  

(iii)Finally, threat can be ranked in order of their associated measure of risk. 

 
 
 
 
1.1 Background of the Problem 

 
 

Most risk analysis exercise lies in theory of probability and involved team 

effort participation. For example, a scenario is given as below: 

 
 

The threat identification was performed as a structured brainstorming 

between the project members and the discussion was summarized in a 

risk table with the following columns: 

• unique ID of threat (threat number), 

• description of threat or unwanted incidence, 

• consequence value (and additional description, if any), 

• likelihood value (and additional description, if any), 

• risk value (as a product of consequence and likelihood), 

• any other comments (including ideas for risk treatment). 

 
 

In the structured brainstorming process a walk-through of the 

architecture was performed, using predefined guidewords and attributes. 

Guidewords were related to the security aspects confidentiality, integrity 

and availability, and to attributes like “internal” and “external” (threats), 
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and “deliberate” and “accidental” (actions). The risk table is non-static 

and is used as a tool throughout the whole process. During the 

brainstorming, all possible threats were written into the table, together 

with any relevant comments, also any comments related to consequence 

and likelihood. Afterwards, a clean-up of the table was performed, by 

grouping related threats or putting threats into a relevant sequence. At 

this stage each threat was given its unique ID (values for consequence, 

likelihood, and risk were added later on in the process). 

    (Bones et al., 2007) 

 
 

By considering the above scenario, obviously it seems that during the process 

its involved estimation values. This could lead to result of data fuzziness. 

Apparently, due to highly uncertainty and lack of risk analysis tool will make risk 

analysis exercise as daunting task. Besides, James, Ed and Mike (2008) emphasize 

on participation of many expert evaluator during threat assessment process that will 

help to produce accurate threat assessment result and stated that: 

 
 

Threats can originate from numerous sources, including IT, humans, and 

nature. Threat assessment should be performed as a team effort to 

provide the widest range of perspective. By fully evaluating risks from 

all angles, you reduce your system’s vulnerability. 

                                                                                  (James, Ed and Mike, 2008) 
 
 
 
 
1.2 Problem Statement 

 
 

Recently, several researches have addressed threats existence in Healthcare 

Information System (HIS) environment. For instance, Ganthan, Ahmad and Ismail 

(2009), put emphasis on storing health information in electronic form raises concerns 

about patient’s health, privacy and safety. In depth study, it is agreed that HIS can be 

threatened by both accidental events and deliberate actions threats (Maglogiannis 

and Zafiropoulos, 2006; Kahn and Sheshadri, 2008). As a result, these can severely 

damage health information systems’ reliability and consequently discourage 
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professionals of future use. Furthermore, Ahmad et al. (2009) revealed that there are 

too many variables that can possibly occur as threats to computer system and 

emphasizes a need of appropriate threat analysis tools Therefore, it can be stated that 

prediction process in estimating the probability of threats and its consequences that 

take place in HIS environment is highly uncertain and crucial.  

 
 

From above situations, there is a demand for a fuzzy threat analysis model 

and tool. Yet, the basis of this project lies in the concept of risk analysis, particularly 

threat assessment in the Total Hospital Information System (THIS) environment 

context. Therefore, a bottom line of this study is to know: 

 
 

“Is fuzzy logic approach capable to perform threat analysis in healthcare 

information system (HIS)?” 

 
 
 
 
1.3 Project Aim 

 
 
 Based on the above gaps, the aim of this study is to assess and analyze threat 

in HIS by using fuzzy logic approach. In order to verify the effectiveness of threat 

analysis model with fuzzy logic approach in HIS, scenario method is created based 

on the empirical study and data in THIS (Ganthan, Ahmad and Ismail, 2009). 

Furthermore, multi-expert opinion and judgment using Delphi method is applied in 

fuzzy threat analysis technique.  

 
 
 
 
1.4 Project Objective 

 
 

The objectives of this study will be as follows: 
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i. To investigate and determine capability of fuzzy approach in information 

security risk analysis. Next, a suitable fuzzy logic technique in risk analysis 

areas is identified. 

ii. To adopt and adapt fuzzy risk analysis model and technique in developing 

fuzzy threat analysis model in THIS environment.  

iii. To verify the fuzzy threat analysis prototype using scenario method in THIS 

environment. 

 
 
 
 
1.5 Project Scope 

 
 

This project will only focus on the development of fuzzy threat analysis 

model and prototype that will be validated in THIS environment using scenario 

method.  

 
 
 
 

1.6 Summary 

 
 

 As HIS lies in uncertainties environment, apparently suitable fuzzy threat 

analysis model should be established.  Furthermore, threat assessment exercise 

which is one of important component in risk analysis stage could helps the 

organization in understanding the threat they face upon the HIS resources. 

Consequently, appropriate steps to mitigate the THIS risks can be taken in further 

step. It is also foreseen that the developed model prototype can help the owner of 

HIS resources to perform ongoing threat assessment. This is vital in ensuring the 

HIS resources will be taken care of and effectively protects the patient’s health, 

privacy and safety.  
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