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ABSTRACT

The advancement of the technology has built the Xbox 360 with the powerful
hardware. It comes with a cheap price and affordable to everybody. Moreover, it's
becoming a networked media platform to perform flexible connectivity through the
internet. These features has made the Xbox 360 as an ideal tool to perform a cyber
crime by utilizing it capabilities to the maximum. Since there is no proper guideline
on conducting the investigation procedure on the Xbox 360 forensic, it is difficult to
determine whether the Xbox 360 has been used as a crime tool. The immediate
objective of this study is to investigate the physical modification of the Xbox 360 as
well as to examine the best imaging technique for the Xbox 360 data storage. Then a
new guideline was developed based on the result of the study. Several experiments
had been conducted which involved several techniques and procedures for
dismantling and imaging the Xbox 360's hard-disk. As the result, the best techniques
and procedures for dismantling the Xbox 360's hard-disk had been determined. On
the other hand, FTK Imager was chose after been compared with several imaging
tools. Therefore, it had been used as an imaging tool for this purpose because it
produced an image that's complies with the NIST standard for a forensic disk
imaging tool. The guideline that was produced will give a great value and benefit to
the forensic examiner community since there is no such research has been done
before. Hence, this study can be a basis for the retrieving potential evidence
techniques as well as developing a complete SOP for the Xbox 360 forensic in the

future.
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ABSTRAK

Kepesatan teknologi pada masa kini telah berjaya menghasilkan “Xbox 360”
yang dilengkapi dengan perkakasan yang berkuasa tinggi dan ditawarkan pada harga
yang murah serta mampu dimiliki oleh sesiapa sahaja. Tambahan pula, ianya kini
menjadi landasan media berangkai yang bertindak untuk menghasilkan hubungan
secara fleksibel menerusi internet. Ciri-ciri sebegini telah membuatkan “Xbox 360”
sangat sesuai untuk dijadikan alat melakukan jenayah dengan mengubahsuai
keupayaannya ke tahap maksimum. Pada masa kini, sukar untuk menentukan
sekiranya sesebuah “Xbox 360” itu digunakan sebagai alat untuk melakukan jenayah
kerana tiadanya panduan yang sesuai untuk digunakan dalam proses siasatan
forensik. Maka, objektif bagi kajian ini adalah untuk menyiasat pengubahsuaian dari
segi fizikal “Xbox 360 dan dalam masa yang sama menyelidik teknik salinan yang
terbaik untuk cakera keras “Xbox 360”. Kemudian satu panduan baru untuk forensik
“Xbox 360” akan dihasilkan berdasarkan keputusan kajian yang telah dijalankan.
Beberapa ujikaji telah dijalankan yang mana ianya melibatkan beberapa teknik dan
prosedur untuk membuka dan menyalin cakera keras “Xbox 360”. Teknik-teknik
yang terbaik bagi membuka cakera keras “Xbox 360” telah dipilih berdasarkan ujian-
ujian yang telah dilakukan. Dalam pada masa itu, “FTK Imager” telah berjaya
melepasi ujian saringan untuk dipilih sebagai alat bagi menyalin cakera keras “Xbox
360” kerana ia telah berjaya melepasi piawaian yang telah ditetapkan oleh NIST
sebagai alat penyalinan forensik. Panduan yang telah dihasilkan ini diharap dapat
memberikan manfaat secara menyeluruh kepada komuniti pemeriksa forensik kerana
belum pernah lagi kajian seumpama ini dilakukan sebelum ini. Dengan itu, kajian ini
dapat dilihat sebagai asas untuk kajian selanjutnya terhadap teknik perolehan kembali
bahan-bahan yang berpotensi untuk dijadikan bukti digital pada masa akan datang.
Apabilanya semuanya telah lengkap, ianya boleh dijadikan sebagai Prosedur Operasi
Piawaian (Standard Operating Procedure) untuk forensik “Xbox 360”.
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CHAPTER 1

PROJECT INTRODUCTION

1.1 Introduction

In the era of current technological civilization, information security has
appears as an evolving and a challenging field of knowledge, which assimilates in it
many forces of technology. Development of technology in many ways is related to,
perhaps even dependent on, information security. The emergence of technology not
only followed by the way to strengthen it, but at the same time there are people who
are committed in defeating the security of the technology. Technology has been used
as a crime tools in order to defeat all kind of security mechanisms. Some of the crime
tools are quite new and advanced like using clustered central processing unit (CPU)
to gain massive capabilities of data processing (brute force). Some of the crime tools
are obsolete but still manage to defeat some of the security applications like using
ordinary computer system. The Xbox 360 gaming console is one of the possible

devices to use as a crime tool and it will be discussed further in this research.

Gaming console is game device and purposely created for playing video
games by connecting it to the television. There are many types of gaming console
that had been produced before. The current technology has made the new generation
of gaming console having the similarity as a personal computer. It has become
networked media platform that can replace traditional personal computer to perform

flexible connectivity, reading email, browsing internet, and chatting (Turnbull, 2008).



The Xbox 360 is the second gaming console developed by Microsoft. It has
been categorized as a seventh generation of video game consoles along with Sony's
Playstation 3 and Nintendo's Wii. According to Microsoft 28 millions unit of Xbox
360 has been sold worldwide through 2008 since its launched in November 2005
(Graft, 2009). The resemblance of the Xbox 360 itself make it similar to a personal
computer and easy to use it as a crime tools. The Xbox 360 can be used to run Linux
operating system once it's exploited. Then it can be used to store indecent image,
illegal software, fraudulent documents, as a hacking platform, and other thing that a

standard personal computer might do (Vaughan, 2004).

1.2 Background of The Problem

The cases of cyber crime had steadily increased for year over year along with
the increasing of security applications and technologies. A lot of tools has been used
to encounter the application security barrier that been set by the technology
developer. Normally a typical hacker will try as many as possible ways or methods to
break the security barrier. Their effort has been supported by a networked community
groups of underground hacker. They always communicating each other, sharing
knowledge among them, even trying something that we as a normal people can not
even think that it is possible to be done. These things turned forensic analysts job
much more difficult than before when performing the forensic investigation on a
digital evidence since there are lot of things have not been discovered by them

before.

The Xbox 360 is one of the things that has been successfully exploited to
perform other function rather than just playing video games. Normally it will be used
to perform a similar function as a lower end personal computer system when some
modification been done. Some people use it for a good purpose and some people use
it otherwise. Then it can be described as a crime tool when it is found at the crime
scene. Beforehand, one has to make sure that the Xbox 360 has really being used as a

crime tool such as the things that can physically relate the Xbox 360 as a crime tool.



For example, these are among the questions rose during seizing the crime scene. Is
the Xbox 360 being used to perform crimes? Is the Xbox 360 is connecting to the
internet during seized? Is it a keyboard attached with the Xbox 360? Are there any
other suspicious thing surrounding the Xbox 360 that can possibly related as a part of
the Xbox 360 modification? (Burke and Craiger, 2007).

1.3 Problem Statement

Several forensic studies analysis had been done on the Xbox but very few on
the Xbox 360. Even though a lot of information can be found in the internet
regarding this matter, most of them are not in the organized form and scatter every
where. Some of the information focusing more about data retrieval and extraction,
some of them discussing about the modification of the external part (hardware) and
internal part (software and application) of the Xbox 360, and some of them giving
information about it's architecture. Hence, it is very important to conduct a study for
having a proper practical analysis and guidelines procedures since there is no formal

forensic analysis when dealing with the Xbox 360 as a crime tool.

1.4  Project Objectives

The objectives of this project will be as follows:

1. To investigate the physical modification on Xbox 360.

ii. To investigate the surrounding environment of the Xbox 360 — Determination
of other computer peripherals that can possibly be used on Xbox 360 to
perform crimes such as computer keyboard and mouse.

iii. To examine the dismantling techniques and guidelines for Xbox 360 data
storage.

iv. To examine the imaging techniques and guidelines for Xbox 360 data storage.

v. To integrate all the objectives above to become a new guideline for Xbox 360

forensic.



1.5  Project Aim

The aim of this research is to explore the existing forensic analysis techniques
and guidelines from the other video game consoles platform especially the Xbox 360
and the other forensic related information from the internet. Therefore, the expected
outcome from the study will be a new practical analysis that containing the first and

second phase of the Xbox 360 forensic procedures.

1.6  Project Scope

This research will focus on the identification for the Xbox 360 modification.
It will be based on the surrounding environment of the crime scene and the condition
of the Xbox itself. This research will focus more on finding a technique to create an
image of the storage media attached within the Xbox 360 as well as browsing files

and folder from the created storage image.

1.7 Summary

From the recent announcement made by the Microsoft regarding a total sale
of 28 million units of the Xbox 360, it was known that many people are using Xbox
360 as a video game console. From the figure, it is not impossible that someone will
modify the Xbox 360 and use it as a tool to perform a cyber crime since most of the
Xbox 360 hardware are very similar like a personal computer and very easy to
modify and use. It should be considered to be an evidential item when found at the
crime scene due to it's capability. Therefore, there is a strong needs for developing a
new guideline when conducting the Xbox 360 forensic analysis. Furthermore it will
make the job of forensic analyst more easier in the future when dealing with this kind

of situation.





