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ABSTRACT

This study focuses on developing Information SiguflS) curriculum
framework at undergraduate level. Qualitative tégh is used in order to collect
information and analyzed that information to obtaiseful input for this study.
Qualitative technique covers interview, and anagzisecondary sources. The
acquired information is used to construct the fraomk by applying backward
design curriculum model. It is an approach thairsewith the desired outcomes and
goals then, works backward to learning objectivesiged into courses. As a result,
the proposed framework named as Information Sgc@itrriculum framework at
undergraduate level comprises of six learning au&e® with its core knowledge
based on ten IS Common Body of Knowledge (CBK). Pheposed framework is
then verified according to Malaysia Qualificatiomafework (MQF) elements

qualification.
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ABSTRAK

Kajian ini menumpukan terhadap pembangunan rakgka bagi kurikulum
Keselamatan Maklumat di peringkat ijazah dan digloeknik kualitatif digunakan
untuk mengumpul dan menganalisa maklumat untuk apatdan input yang
berguna bagi kajian ini. Maklumat yang diperoléjudakan untuk membangunkan
rangka kerja ini dengan mengaplikasikan model kuwita Backward la merupakan
satu pendekatan yang bermula dengan keputusan gaantyang dijangka,
kemudian tujuan pembelajaran yang dikumpulkan mertoie kursus. Hasilnya,
rangka kerja yang dicadangkan iaitu rangka kerjikilum Keselamatan Maklumat
mengandungi enam hasil pembelajaran dan kursusnggxaberpandukan sepuluh
"Common Body of Knowledge (CBK)” Keselamatan MaklaimRangka kerja yang
dicadangkan ini disahkan mengikut .elemen kelayakéalaysia Qualification
Framework (MQF).
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CHAPTER 1

INTRODUCTION

1.1 Overview

This chapter describes the idea of the projectotwsttuct a framework for
Information Security (IS) curriculum at degree leviecluding its problem
background, problem statement, and project objecand project scope. This

chapter underlines the importance and the needsmafucting this study.

1.2  Problems Background

Historically, courses in Information Security halween offered as special
topics, as a small part of a curriculum or as spzeid programs designed just for
security. As technology, its uses and abuses expamdpid rates, the need for
information security professionals is rising at @&nménding rate and more
professionals are also slated to join the compséeurity industry to police and

protect cyberspace (Bradley and Kay, 2004).



Besides, there are a number of industry baseilicatibns that contain some
aspects of information security, depending on theifeer (Narayan,S., 2004). For
example, Microsoft offers a number of courses eglab security such as MCSA,
MCSE and MCSD have dedicated modules to the tdpi@addition, MCSA and
MCSE are now offered with security as a specidbrat This highlights the
importance of IS. Additionally, Certified Informati System and Security
Professional (CISSP) certification is the ultimgtal for an information security
practitioner.

In Malaysia, CyberSecurity is the national cybeeisity specialist under the
purview of the Ministry of Science, Technology dndovation, Malaysia (MOST]).
CyberSecurity provide services to assist Malaysmernet Users in the detection,
interpretation and response to computer securitidémts. Besides, there are also
Digital Forensic, Security Assurance, Researchevklopment, and Training and
Outreach services. It shows that Malaysia has émeashd for IS professional and IS

field has growing attention.

Furthermore, there are crime cases that needd&ise. Meaning that, IS is
not a field that relate with virus, hacker, malisassues only. For example, there is
one case in 2007 where a digital forensic expestegeded to present his analysis of
the CCTV (in mStar Online). Besides, social engimee has been growing in
Malaysia and one of the famous cases is the Akad&antasia case where the
victims were persuaded to transfer their money beedhey had won the Akademi
Fantasia competition. It is kind of exposing infation security awareness to
people and we need specialist people who can argdhée awareness program and

perform continuous research to plan an effectiog@am.



Obviously our industry needs computer security eigeand it becomes the
academician responsibility to fill the gap. The elepment of Information Security
program framework is one way to assist in produgir@duates with appropriate
information security specialized knowledge. Infotioa Security has become a

specialized field in this era.

A study by Bradley and Kay at 2004 has identifiedhartage of security
expertise. This shortage could be remedied by asing and developing security

education as specialized collegiate degrees pragvéth security related courses.

Hence, this project is intended to develop anrmédion security curriculum
framework for undergraduate program in order tovig® accurate and proper

knowledge for graduate to fulfill industry requirent.

1.3 Problem Statement

Currently, Information Security is a new topicMalaysian hot discussion.
In globalization, information security is very inmpant to hold back the significant
on information with the intention that exploitatitlom irresponsible people. For the
reason with the intention of awareness to secugevital information, certain of
highest institutions in Malaysia would like to prag a new program in
consequence to Information Security but until nobody of highest institution

within Malaysia contain a genuine program in infatian security.



1.4  Project Objective

There are three objectives for this study. Theaibjes are:

i) To identify the IS curriculum learning outcomes.
i) To design the IS curriculum content and its strectu
iii) To verify the propose curriculum framework for urgladuate program

in Information Security (1S).

1.5 Project Scope

This study reviewed curriculum design approach alsd reviewed existing
curriculum framework design, especially for IS pag. Besides, this study is
focuses to identify the curriculum learning outcamtine core knowledge area and

the curriculum structure.

1.6 Summary

This chapter provides an overview on the purpasesneeds to develop this
project. The demand in the job market and incidémas involve IS expertise shows
that it is relevance to develop IS program in Mailay The project scope or
boundaries is highlight as well. In the next chagiterature review is conducted to

obtain valuable input to complete this study.
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