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Abstract
Small and Medium Enterprises (SMEs) are steadily moving in the direction of imple-
menting digital and smart technologies, including the Industrial Internet of Things (IIoT)
for improving their products and services. The adoption of IIoT allows manufactures and
producers to make quick decisions for improving productivity and quality in real‐time.
For this purpose, the era of digital industrial revolution from IR 1.0 to IR 5.0 is briefly
explained. In this research study, the authors have reviewed and analysed the existing
reviews, surveys and technical research studies on IIoT technologies for the
manufacturing and production SMEs to highlight the concern raised. Forty‐seven (47)
influencing factors are identified and classified into four groups based on the TOEI
framework. Based on the identified influencing factors, IIoT adoption model is proposed
for the manufacturing and production SMEs to adopt the new IIoT technologies in their
business environments. Furthermore, a comparative analysis of the influencing factors
has been done for the adoption of IIoT to increase efficiency, productivity and
competitiveness for the manufacturing and production SMEs in developing countries.
The proposed IIoT adoption model will help future policymakers and stakeholders to
develop policies and strategies for the successful adoption and implementation of IIoT in
manufacturing and production SMEs in developing countries. Also, recommendations are
suggested to encourage IIoT adoption in production and manufacturing environments so
that manufacturers and producers can respond easily and quickly to highly changing
demands, product trends, skills gaps and other unexpected challenges in the future.
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1 | INTRODUCTION

Industrial Internet of Things (IIoT) is composed of applica-
tions, physical objects, platforms and systems that utilise
embedded technologies to share data and to communicate
both inside and outside the organisation with the people [1]. It
also enables product designers to gather information about
their product for a better understanding of the condition

regarding product usage and quality; hence, differentiating
themselves from their competitors. Industrial IoT is composed
of operational technology, information technology, fog
computing, Industry 4.0 (IR 4.0) and Industry 5.0 (IR 5.0). A
large number of connected industrial systems are facilitated by
the IIoT, which also serves as a catalyst to enhance industrial
performance by enabling the coordination and sharing of data
and data analytic [1].

This is an open access article under the terms of the Creative Commons Attribution License, which permits use, distribution and reproduction in any medium, provided the original work is
properly cited.

© 2024 The Authors. IET Collaborative Intelligent Manufacturing published by John Wiley & Sons Ltd on behalf of The Institution of Engineering and Technology.

IET Collab. Intell. Manuf. 2024;e12093. wileyonlinelibrary.com/journal/cim2 - 1 of 31
https://doi.org/10.1049/cim2.12093

https://doi.org/10.1049/cim2.12093
https://orcid.org/0009-0006-9980-101X
https://orcid.org/0000-0003-4628-4486
mailto:muhammad.faheem@uwasa.fi
https://orcid.org/0009-0006-9980-101X
https://orcid.org/0000-0003-4628-4486
http://creativecommons.org/licenses/by/4.0/
https://ietresearch.onlinelibrary.wiley.com/journal/25168398
https://doi.org/10.1049/cim2.12093
http://crossmark.crossref.org/dialog/?doi=10.1049%2Fcim2.12093&domain=pdf&date_stamp=2024-01-16


Internet of Things (IoT) consists of pervasive and ubiq-
uitous computing based on IoT sensors for data analysis,
collection, monitoring and processing to integrate physical
world functionality [2]. However, IoT is one of the most
important concerns of IR 4.0 among other concerns such as
Artificial Intelligence (AI), big data, smart factories, autono-
mous systems and machine learning. Product designers can
take advantage of the IoT's ability to gather a huge amount of
data to improve product quality during the production phase;
hence, this fulfils the requirement of end‐users with more
reliability [3, 4].

Small and Medium Enterprises (SMEs) are business that
has fewer than 250 employees, these businesses are typically
privately owned, partnerships or limited companies. SMEs are
local scale or small businesses, and the main focus of SMEs is
to provide goods, products and services in the community.
SMEs include accommodation, agriculture, construction, gas
extraction, food services, manufacturing, mining, production,
utilities and wholesale trade companies [5]. Manufacturing re-
fers to those SMEs that produce goods or products from raw
materials while production SMEs are the ones that provide
both goods and services as shown in Figure 1 [6].

The adoption of IIoT in SMEs is rapidly growing in
developed countries, such as China, Israel, Japan, Korea,
Australia and New Zealand. This is due to the potential for
improved efficiency, productivity, quality control, the deduc-
tion of supply chain issues and cost reduction [7]. The IIoT
adoption introduces and leads to substantial benefits and
enhancement for the manufacturing and production SMEs in
terms of cost reduction, quality control, detection of supply
chain issues, time management in the planning phase and
optimal resource management [7]. Furthermore, IIoT rapidly
transforms the digital landscape of industrial operations. IIoT
is a network of interconnected physical devices such as sensors,
controllers and actuators which are embedded into machines
and systems that are connected to the internet; therefore,
enabling them to collect and share data with the industrial
environment [8]. IIoT is transforming the retail, construction,
agriculture, finance and insurance, transportation, production,

manufacturing, packaging and automation processes of SME
businesses in developing countries.

1.1 | The era of the digital industrial
revolution

Industrial Revolution 1.0 (IR 1.0) is the beginning of the
industrialisation movement in the late 18th and early 19th
centuries. IR 1.0 is characterised by the invention of machines,
such as steam engines, that replaced manual labour. New ways
of transportation, such as railroads and steamboats, improved
the efficiency of water power and increased the use of steam
power. In addition, development of machine tools and water
canals were introduced in IR 1.0 [9]. Industrial revolution 2.0
(IR 2.0) began with the alloys, assembly line production,
chemical industries, discovery of electricity, internal combus-
tion engine, mass production, petroleum and electrical
communication technologies (telegraph, telephone, and radio)
[10]. In IR 2.0, steam engines were replaced by electrical ma-
chines. Industrial Revolution 3.0 (IR 3.0), which is also known
as the digital revolution, is the time of shift automation and
data exchange in manufacturing and production industries.
During IR 3.0, varieties of electronic devices were invented,
including integrated circuits, programmable logic controllers,
transistors and digital logic systems. IR 3.0 is also based on the
respective derived technologies of the digital revolution, such
as the internet, computers, digital cellular phones, and micro-
processors [11].

The digital revolution era converts the existing analogue
world into a modern and digital world. However, Industrial
Revolution 4.0 (IR 4.0) defines the growing trends towards
automation and data exchange in technology and processes
within manufacturing and production industries including AI,
cloud computing, cognitive computing, Cyber‐physical systems
(CPS) and IoT (smart manufacturing and smart factories) by
using either one of these advance technologies in the context
of IR 4.0. It also includes the development of new materials
and technologies such as 3D printing, automated data entry,
robotics, augmented reality and virtual reality [11]. Industrial
Revolution 5.0 (IR 5.0) is the fifth phase of the industrial
revolution that focuses on combination of advanced technol-
ogies, such as AI, automation, big data, cloud computing, cyber
security, cobots and IoT. These components work together to
drive the industrial revolution in IR 5.0 [12].

The digital revolution in SMEs has taken place in recent
decades. IR 4.0 includes innovative campaigns and strategies of
organisation and variation in infrastructure, production,
manufacturing, human resources, management practices and
technologies [13]. Human beings and machineries are affected
in terms of balanced work‐life by IR4.0. In IR 4.0, products,
production modules, machines and field devices are composed
of CPS that are used to exchange information, trigger actions
and control each other independently [14].

IR 5.0 is the next step in technological advancement and is
centred around the concept of smart factories. It seeks to
create a fully automated, interconnected and intelligentF I GURE 1 Manufacturing and production SMEs.
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manufacturing system. IR 5.0 relies more heavily on AI and
machine learning, as well as integrating physical and digital
systems that enable faster and more efficient production, as
well as increased safety and better customer experience.
Furthermore, IR 5.0 allows for greater product customisation
and personalisation. Products are manufactured according to
customer specifications through the use of sensors and robots
with minimal effort [15]. Figure 2 shows the era of the digital
industrial revolution from IR 1.0 to IR 5.0.

IR 4.0 and IR 5.0 have exploratory and strong associations
with the Industrial IoT (IIoT) paradigm. In IIoT, IoT‐based
devices and sensors are used in businesses by SMEs to pro-
duce goods and services such as industrial machineries and
vehicles [16]. The IIoT product is comprised of a few objects
including the product, sensor, connectivity, cloud, external
information and data virtualisation. IIoT adoption provides
many benefits to producers and manufacturers in terms of
monitoring, maintaining, downtime, throughput, cost and
quality improvement [17].

In the context of IR 4.0 and the emerging IR 5.0, developed
countries have successfully adopted IIoT technologies within
their business environments, while taking advantage of increased
efficiency, enhanced productivity and improved decision‐
making processes [18]. However, the adoption of IIoT in
manufacturing and production SMEs in developing countries
lags behind significantly and makes the manufacturing and
production SMEs less competitive on a global level in these
countries.

According to the European Commission's perspective, IR
5.0 extends the principles of IR 4.0 by focusing on values, such
as human‐centricity, ecological sustainability and social benefits
[19]. It represents an evolution and a logical continuation of
the existing IR 4.0 paradigm rather than a different techno-
logical revolution. IR 5.0 emphasises its centrality around

values, particularly human‐centricity, ecological considerations
and social well‐being. It shows the importance of shaping
technologies to support values, by fostering and improving a
more inclusive and sustainable industrial landscape for the
SMEs in developing countries [20].

Furthermore, IR 5.0 is opening new challenges related to
technology, socio‐economy, regulation and governance. The
main purpose of IR 5.0 is to support the individual and their
abilities, to merge humans and technologies, and instead of
replacing them, to provide a safer and more comfortable
working environment where humans can use their creativity
and adopt new technologies and skills [19]. New technologies
based on IR 5.0 such as human‐machine‐interfaces, merging
human brain capacities with AI or collaboration with robots
and machines are used to generate products and services [20].
These products and services can be further customised to
customers' needs, reduce environmental impact and allow
concept such as closed loops, energy self‐sufficiency, emission‐
neutrality or the circular economy [19].

IIoT has potential to provide a competitive advantage and to
improve operational efficiency as established through several
studies. However, the adoption of IIoT in manufacturing and
production SMEs is slow in developing countries due to various
influencing factors. To understand these factors, an empirical
study needs to be conducted in order to propose the IIoT
adoption model for the manufacturing and production SMEs in
developing countries. The research focuses on identifying
various factors that influence the adoption of IIoT in
manufacturing and production SMEs as well as on under-
standing the underlying trends in developing countries. The
recent academic literature shows a gap in IIoT adoption for
production and manufacturing environments for developing
nations. In current research, individual, organisational and
environmental factors also need to be paid attention to during

F I GURE 2 Digital industrial revolution from IR 1.0 to IR 5.0.
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the adoption of advanced technologies; however, most of the
studies are only focused on the technological factors. Conse-
quently, the researchers feel that there is a robust necessity for
SMEs in developing countries to transfer towards the adoption
of IIoT for obtaining enhanced prospects.

Previous review and survey papers focus on a particular
domain; for instance, several researchers have addressed
both IIoT and IoT for both manufacturing and production
SMEs [14, 21–24]. On the other hand, [25–28] exclusively
focused only on IoT for the manufacturing and production
SMEs, and neglected the IIoT aspects. In a similar way, [29,
30] focused on IoT but not specifically for SMEs in the
context of manufacturing and production. Moreover, Maj-
storovic et al. [31] focused on IIoT and IoT for SMEs, but
they did not differentiate between manufacturing and pro-
duction. Lastly, Sira [32] covered IIoT for the manufacturing
SMEs but did not include production SMEs. Therefore, this
research study addresses IIoT for both manufacturing and
production SMEs. Additionally, the previous research studies
have identified 2–10 factors for the adoption of IIoT in
manufacturing and production SMEs. However, this research
study distinguishes itself by identifying an extensive number
of influencing factors, forty‐seven (47) in total, for the
successful adoption of IIoT for manufacturing and pro-
duction SMEs, and these factors were not identified in any
of the previous studies.

The significance of this research study is to empower
manufacturing and production SMEs in developing countries
with the awareness, tools and knowledge required to adopt the
IIoT technologies in the context of IR 4.0 and IR 5.0. As
developed nations have already adopted these IIoT technolo-
gies, it is crucial for developing countries to also adopt these
technologies within their business environment in order to
remain competitive in the global market.

The contributions in this research study are mentioned as
follows:

� The transformation of the digital industrial revolution from
IR 1.0 to IR 5.0 is discussed to understand the status of
SMEs in developed and developing countries.

� The existing reviews and surveys research articles on IIoT
are analysed for the manufacturing and production SMEs.

� The IIoT adoption issue is formulated for the manufacturing
and production SMEs in developing countries.

� The existing technical studies on IIoT adoption for the
manufacturing and production SMEs are explored and
summarised to highlight the concerns raised.

� The IIoT adoption influencing factors are classified, based
on the Technological, Organisational, Environmental and
Individual (TOEI) framework, into four groups for the
manufacturing and production SMEs in developing
countries.

� IIoT Model based on the influencing factors is proposed as
a road map for the manufacturing and production SMEs to
adopt new technologies in their business environments.

� A comparative analysis of the influencing factors for the
adoption of IIoT is presented with a detailed description in

order to determine which factors should be prioritised for
efficient manufacturing and production in SMEs.

� Finally, future suggestions and recommendations for the
specific IIoT adoption and implementation in manu-
facturing and production SMEs in developing countries are
proposed.

Nonetheless, evaluation, reviews and comparison of
existing relevant studies assist in understanding the general
concept and identify the aspects of IoT adoption that need
more attention, improvement and generate suggestions for
future research. This research will help future researchers and
policy makers to understand the current state of the Industrial
IoT and the requirements for the adoption of IIoT for
manufacturing and production SMEs in developing countries.
The remaining sections of this research study are organised as
follows:

Section 2 describes the existing relevant reviews and survey
studies for the adoption of IIoT for the manufacturing and
production SMEs in developing countries. Section 3 discusses
the problem formulation that defines the loophole of the
existing manufacturing and production SMEs that need to
switch from traditional to Industrial IoT. The research meth-
odology of preparing this research study including the data
sources, search strategy, research questions, studies selection
procedure and inclusion/exclusion criteria are addressed in
Section 4. Section 5 explores the existing technical studies on
IIoT adoption for the manufacturing and production SMEs in
order to explain the entire used systems in manufacturing and
production SMEs that are addressed by existing researchers.
One of the most important portions of this research study is
Section 6, which is the classification of Industrial IoT (IIoT)
adoption influencing, and this section proposes the IIoT
adoption model for the manufacturing and production SMEs.
Section 7 presents a comparative analysis of the Influencing
factors for the adoption of IIoT in manufacturing and pro-
duction SMEs, and thoroughly studies and highlights the fac-
tors that need more attention. Future suggestions and
recommendations for the specific IIoT adoption and imple-
mentation in manufacturing and production SMEs in devel-
oping countries are presented in Section 8. Furthermore, this
research study closes in Section 9 by presenting the conclusion
and several recommendations for the adoption of IIoT in
manufacturing and production SMEs.

2 | RELATED WORK

In this section, the existing relevant reviews and survey studies
for the adoption of IIoT for the manufacturing and production
SMEs are studied. The influencing factors regarding the
manufacturing and production SMEs are also explored as
shown in Table 1, addressing the open issues and challenges
for further research. In the existing studies, most of the re-
searchers are focused only on IoT adoption while IIoT adop-
tion also needs to be intended for SMEs. Moreover, several
existing studies address the manufacturing and production
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SMEs separately; however, both SMEs need to be reviewed
together for the adoption of IIoT.

The use of IR 4.0 technologies based on IoT in Additive
Manufacturing (AM) processes for the mass manufacturing of
smart materials is investigated. The study underlines the limi-
tations of AM technologies in terms of mass manufacturing
and size constraints, which causes industry uncertainty. The
aim is to identify the benefits and applications of IoT in AM
that focus on automation and IR 4.0 adoption. The study also
highlights the benefits of automation in AM, such as decreased
manufacturing errors, higher product quality and cheaper la-
bour costs. Furthermore, it indicates that incorporating IoT
into AM increases manufacturing process efficiency, reduces
waste and meets the customer standards. It implies that
combining automation and 3D printing results in a more
customer‐friendly and efficient manufacturing system [25].

Khan et al. [30] examine the emerging IIoT technologies,
which is an extension of IoT for industrial systems with the
aim of achieving high operational efficiency and increased
productivity. After providing a clear definition of IIoT, the
state‐of‐the‐art research efforts are reviewed in terms of IIoT
architectures, communication protocols, frameworks and data
management techniques. Enabling technologies for IIoT are
discussed with recent challenges faced by IIoT technological
areas such as data management, interoperation between het-
erogeneous technologies and protocols, big data analytics,
customer trust, wireless coexistence, edge decentralisation, IoT
operating systems and public safety. The study delivers an

overview of the current IIoT fields and suggests some vague
challenges for future research.

In the same way, Majstorovic et al. [31] discuss the
accomplishment of Digital Manufacturing (DM) models for
SMEs in Serbia with an example of best practices for DM in
specific SMEs, which uses the concept of DM as a base for the
application of the IR 4.0 model. DM applications in SMEs are
also provided, which includes the use of Computer Aided
Design, Computer Aided Manufacturing, Enterprise Resource
Planning, Cloud Computing, BDA, IIoT and smart supply‐
chains. In conclusion, digitalisation is a prerequisite for
moment in the development of the Serbian economy that is the
objective of the application of IR 4.0.

Furthermore, Javaid et al. [22] provide an overview of IIoT
with its associated technologies, major benefits and features in
manufacturing SMEs. The study discusses smart modification
change in manufacturing field with the help of IIoT and
identifies 29 significant applications of IIoT in manufacturing
SMEs. Supply of goods, transport, warehouses details, product
storage, condition and delivery are monitored by IIoT and
allows several outsourced and dispersed operations to be
monitored. According to Javaid et al. [22], IIoT is used to help
reduce cyber risks, human errors, data violations and risks
related to manual work. Additionally, it improves operational
efficiency, enhances safety for workers and assets, optimises
delivery and minimises cost sharing in the value chain.

A comprehensive review of the challenges faced in IIoT and
Information Communication Technologies (ICT) is presented

TABLE 1 Analysis of existing reviews on IIoT for manufacturing and production SMEs.

References
Industrial internet
of things (IIoT)

Internet of
things (IoT)

Small and medium enterprises
(SMEs)

Number of
influencing factors YearsManufacturing Production

Ashima et al. [25] No Yes Yes Yes 4 2016–2021

Bueno et al. [21] Yes Yes Yes Yes 7 2015–2019

Estensoro et al. [33] No Yes Yes No 8 2017–2021

Ghobakhloo [26] No No Yes No 8 2016–2019

Ghobakhloo et al. [34] No No Yes Yes 7 2018–2021

Jaloudi [29] Yes Yes No No 5 2015–2017

Javaid et al. [22] Yes Yes Yes No 5 2016–2020

Kamble et al. [27] No Yes Yes Yes 10 2017–2019

Khin and Kee [35] No No Yes No 6 2019–2021

Khan et al. [30] Yes Yes No No 4 2017–2018

Majstorovic et al. [31] Yes Yes Yes No 2 2016–2020

Mittal et al. [23] Yes Yes Yes Yes 8 2016–2018

Saravanan et al. [14] Yes Yes Yes Yes 5 2017–2021

Sira [32] Yes Yes Yes No 6 2016–2022

Thoben et al. [24] Yes Yes Yes Yes 6 2015–2017

Younan et al. [28] No Yes No No 5 2016–2018

Current research study Yes Yes Yes Yes 47 2015–2023
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byYounan et al. [28] that aids in addressing these challenges. The
study focuses on data science and ICT such as machine learning,
big data, fog computing, cloud computing and blockchain that
reduced and controlled the usage of the IoT and leverage its
value. The study introduces case studies to reflect the potential of
ICT integration in IIoT applications. It provides a survey of
current IoTsearch engines and suggests how ICT is integrated to
enhance the search and discovery services. Finally, future
research directions of IoT are discussed [28].

Jaloudi [29] presents a study of the use of MODBUS TCP
and Message Query Telemetry Transporty (MQTT) protocols
in IIoT communication environment in order to create a cost‐
effective, reliable and scalable ecosystem for various industrial
applications. MODBUS is an optimal message structure in the
application layer that is consecrated to industrial applications,
and MQTT complements the MODBUS TCP as an event‐
oriented protocol to fulfil IoT requirements. Furthermore,
two situations are presented for the purpose of building the
IIoT environment. The first situation employs the MODBUS
TCP alone, which provides efficient communications that fulfil
most industrial requirements. The second situation employs
MQTT in combination with the MODBUS TCP, which pro-
vides the publish–subscribe pattern for Machine to Machine
(M2M) communication. The simulation results express that
concurrent execution of MQTT does not impact on the effi-
ciency of the MODBUS TCP severely. Moreover, security is-
sues are addressed by employing transport layer security for
both MODBUS TCP and MQTT protocols. The study shows
that the proposed industrial protocols can be used together to
build an IIoT communication environment for various indus-
trial applications.

Similarly, Ghobakhloo [26] discusses the influencing fac-
tors of Information Digital Technologies (IDT) implementa-
tion for smart manufacturing with respect to IR 4.0. The study
identifies and investigates the factors that influence the adop-
tion and effective deployment of advanced IDT in
manufacturing processes, and it highlights 11 factors in their
contextual interrelationships. Perceived benefits and support of
the management are the main reasons for smart manufacturing
IDT deployment. The dependent determinants include oper-
ations technology maturity and cybersecurity maturity, which
are influenced by the driver determinants. The findings are
useful for academics, industrialists and policymakers concerned
with understanding the transformation processes and condi-
tions required for successful manufacturing digitalisation in IR
4.0 era. Furthermore, the study emphasises the importance of
smart manufacturing in gaining a competitive advantage and
the need for manufacturers to adopt and use the most recent
IDT in order to succeed in the digital age.

Moreover, Sira [32] focuses on Cognitive Manufacturing
(CM) applications in the context of IR 4.0 and their impact on
maintenance in manufacturing organisations. The study dis-
cusses the integration of sensor‐based information, sophisti-
cated analytics and cognitive technologies, especially machine
learning, to enhance business metrics, solve problems and
produce value from manufacturing data. It also highlights four
effective CM applications, namely reliability and performance

management, process and quality improvement, resource
optimisation, and supply chain optimisation. These applica-
tions use cognitive technology to improve the management of
knowledge, business metrics including productivity and prod-
uct reliability, downtime and maintenance costs, and supply
chain operations. The findings show that CM enables auto-
mated data analysis, provides actionable insights and provides
decision‐makers with real‐time knowledge.

However, Bueno et al. [21] focus on IR 4.0 smart features
that improve the production, planning and control (PPC) in
production system. The study uses an SLR and analytical
framework to determine and understand the smart capabilities
from five base technologies including Big Data, IoT, CPS and
AI. Additive manufacturing includes 18 smart capabilities, 13
success indicators and the environmental factors that affect PPC
smart capability development. According to Bueno et al. [21],
IoT is PPC's most essential technology. CPS, big data, AI, cloud
manufacturing and AM additionally increase PPC. Finally, the
study suggests greater research on PPC to fit into IR 4.0.

In the same way, Saravanan et al. [14] investigate the
manufacturers and sellers that are using IR 4.0. New ideas in
the IR 4.0 domain come from big businesses; thus, under-
standing the technologies employed in the SMEs today is
crucial. According to the report, IR 4.0 uses automation,
internet‐based methodologies and CPS to create flexible and
efficient production processes. Furthermore, the study exam-
ines the machine and appliance manufacturers employed on
business 4.0 and technology setups. It emphasises strategic
planning based on the company's talents, goals, priorities and
budget, with the financial, industrial, IT development, and
information skills challenges. Moreover, Estensoro et al. [33]
conduct interviews and surveys with 354 manufacturing SMEs
to understand the IR 4.0 implementation stages with required
resources and challenges. The SMEs that are based in Basque
Country, Spain and particularly in Gipuzkoa, which is an
industrialised region, are focused on the integration of
advanced technologies like the IoT and automation in
manufacturing with IR 4.0 adoption. Indeed, SMEs play an
important role in the economy; however, the SMEs in devel-
oping countries often struggle with IR 4.0 adoption. Four
stages are identified for SME development related to Industry
4.0, each with different requirements. These stages range from
full implementers who have adopted IR 4.0 to non‐
implementers with limited resources for the adoption of
technologies in SMEs. The findings highlight the importance
of external factors such as market demand and internal factors
such as strategy and innovation management for IR 4.0
implementation. The study also emphasises the need for SMEs
to align their resources and develop a clear plan to transition to
Industry 4.0 successfully.

In addition, the suitability of existing smart manufacturing
and IR 4.0 maturity models (MMs) for SMEs are explored. The
study examines the specific demands and challenges that SMEs
face while adopting SM and IR 4.0, as well as the gaps in
current MMs that fail to meet these needs. According to the
findings, most MMs are built with larger organisations in mind
and do not correspond to the starting point and digitisation
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maturity of many SMEs. The study suggests a ‘level 0’ spe-
cifically targeted to SMEs, reflecting their existing baseline
degree of digitisation. It demonstrates the huge amount of
work required for SMEs to go from this foundation level to the
typical ‘level 1’ of MMs, which includes a mindset shift.
Furthermore, the study recommends linking MMs and readi-
ness evaluations to an SM toolkit and emphasises the need for
SMEs to build their own distinctive SM or IR 4.0 vision and
roadmap. Overall, the study provides useful insights and lays
the groundwork for future research to develop a realistic smart
manufacturing MM for SMEs [23].

Similarly, Kamble et al. [27] focus on the development of a
performance measuring system for small medium and mi-
cro enterprises (SMMEs) in India's auto‐component
manufacturing industry that are implemented in the context of
IR 4.0 in SMEs. To define and validate the parameters that are
important to evaluate SMS investments in SMMEs, the study
uses a combination of exploratory research and empirical
investigation. It proposes an innovative Smart Manufacturing
Performance Measurement System framework with 10 perfor-
mance parameters including computing, cost, flexibility, inte-
gration, quality, time, optimised productivity, real‐time
diagnostic and prognosis, social as well as sustainability. Surveys
with industry practitioners from SMMEs are used to empirically
validate these measures. The findings show SMS competitive
advantages over traditional production systems and provide
practitioners with direction in evaluating their SMS investments.
Furthermore, the study discusses the theoretical and managerial
implications of the study and identifies future research oppor-
tunities, such as investigating the generalisability of the measures
across different industries and investigating the influence of
organisational culture on SMS performance.

Additionally, Thoben et al. [24] focus on the IR 4.0 and
smart manufacturing that incorporates the integration of IoT
and service‐based concepts into production processes. The
study focuses on the policies and programs put in place by
countries such as Germany, USA, Japan and Korea to promote
the manufacturing industry's transformation. The development
of CPS that enable machines, vehicles, and workpieces to
gather data, process information, connect with other systems
and initiate actions is a critical component of the revolution.
Furthermore, the study examines the possible application of
CPS throughout the product life span, from design to
manufacturing, distribution, maintenance and recycling. It also
covers economic issues, such as innovative company methods
and models. Thoben et al. [24] discuss present and future
research concerns linked to the adoption of IR 4.0 and smart
manufacturing in the technological, methodological and busi-
ness case areas. It concludes by emphasising the momentum
and traction gained by these initiatives, as well as the diverse
range of applications and challenges they bring. It anticipates
rapid advances in this field, driven by industrial interest and
multidisciplinary interactions between researchers and industry.

Furthermore, Ghobakhloo et al. [34] discuss the factors
influencing SMEs in adopting IR 4.0 technologies. It utilises
the Technology Organisation Environment (TOE) framework
to identify technological, organisational and environmental
factors affecting SMEs' decision to adopt IR 4.0 technology.

The study finds that SMEs lag behind larger organisations in
embracing IR 4.0, primarily due to challenges in initial adop-
tion decisions and a lack of understanding of the influencing
factors, which can act as either barriers or challenges. The
study contributes to the field by developing a digitalisation
roadmap, highlighting necessary conditions for SMEs' digital-
isation under IR 4.0 and providing practical implications for
promoting their digital transformation. In a similar way, Khin
and Kee [35] focus on identifying factors that influence the
decision of manufacturing SMEs to adopt IR 4.0 technology
and develop a comprehensive conceptual model for under-
standing this phenomenon. A qualitative method is applied
based on 15 case studies from the Malaysian manufacturing
industry, using face‐to‐face interviews and NVivo for data
analysis. Three main categories of factors are identified, namely
driving, facilitating and impeding. Furthermore, a triadic con-
ceptual model of integrating factors is presented to provide a
holistic view of the decision‐making process for IR 4.0 adop-
tion. This model is unique in its comprehensive inclusion of
positive and negative factors along with external support
mechanisms. It concludes that understanding the factors helps
SMEs to prepare, mentally and technically, for digital trans-
formation; thus, encouraging policymakers to create open
environments for IR 4.0 adoption.

Furthermore, analysis of existing reviews and surveys on
IIoT for the manufacturing and production SMEs is presented
in Table 1. According to Table 1, only a few researchers
address both the manufacturing and production sectors
together for the adoption of IIoT in SMEs. Nevertheless, there
is a need of addressing both sectors together in order to in-
crease efficiency, productivity and competitiveness for SMEs.
Moreover, existing research studies only highlight 2–10 influ-
encing factors in their research. Hence, this research study
identifies forty‐seven (47) influencing factors for the adoption
of IIoT in manufacturing and production SMEs and covers the
era of research from 2015 to 2023. The main finding from
Table 1 indicates that several researchers explore IoT tech-
nology instead of IIoT technologies in manufacturing and
production with a specific focus on SMEs.

3 | PROBLEM STATEMENT

IIoT adoption aims to bring significant advantages and im-
provements to the manufacturing and production industries,
encompassing cost reduction, quality control, identification of
supply chain challenges, efficient time management in the
planning phase and optimal resource utilisation. Incorporating
IIoT technologies helps manufacturing businesses to achieve
substantial benefits and enhance their overall operations [36].
The adoption of IIoT in production and manufacturing SMEs
is rapidly growing in developed countries, such as China,
Israel, Japan, Korea, Australia and New Zealand. However, the
researchers notice that developing countries like Saudi Arabia,
Pakistan, Malaysia and Bangladesh lack the adoption of IIoT
in their production and manufacturing SMEs [37, 38].
Furthermore, the factors influencing the adoption of IIoT in
manufacturing and production SMEs remain unclear [37]. In
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addition, there is a loophole in assessing the effect on in-
dividuals, organisations, technologies, and environmental
contexts of IIoT adoption for both developed and developing
countries. IIoT is transforming the retail, construction, agri-
culture, finance and insurance, transportation, production,
manufacturing, packaging and automation processes of SMEs
businesses. However, there is lack of research on the adoption
of IIoT in manufacturing and production SMEs in developing
countries. To address the crucial complications of the IIoT
adoption, the core research question is:

How can IIoT be adopted in manufacturing and
production SMEs for the future of developing
countries?

4 | METHODOLOGY

A comprehensive review of existing studies related to the
adoption of IIoT in manufacturing and production SMEs is
conducted according to Moher et al. [39]. The research

methodology of preparing this research study includes data
sources, search strategy, research questions, studies selection
procedure and inclusion/exclusion criteria.

4.1 | Data sources

The review method involves the design of research ques-
tions, the search of various databases, the analysis and
identification of various approaches. The research method-
ology used in this paper requires the identification of rele-
vant papers from a variety of databases including Google
Scholar, IEEE Explore, Springer, Science Direct, Web of
Science, Elsevier, Scopus and ACM Digital Library as shown
in Table 2, as well as a list of different questions to be
addressed in Table 3. It is improved further from the
identification of primary studies, then applying certain in-
clusion criteria and reviewing the results.

4.2 | Search strategy

To gather relevant information, various databases are searched
including Google Scholar, Web of Science, Scopus, Springer,
IEEE Explore and ACM Digital Library. Most of the updated
information related to this research study are from 2015 until
2023; thus, ensuring that this research study is based on the
most up‐to‐date information. The defined search keys led to
enough amount of most suitable related research studies:
(“Industrial” * “Internet of Things” þ “IoT” þ “Smart and
Medium Enterprises” þ “SMEs” þ “Manufacturing” þ
“Production” þ “IIoT”) and (“Industrial” AND “Internet of
Things” OR “IoT” OR “Smart and Medium Enterprises” OR
“SMEs” OR “Manufacturing” OR “Production” OR “IIoT”).
A quick search strategy is used to make this research up‐to‐
date and well‐intentioned in the area of manufacturing and
production SMEs. For this purpose, the quick search strategy

TABLE 2 Database sources.

Source URL

Google scholar https://scholar.google.com/

IEEE explore http://ieeexplore.ieee.org/

Springer http://www.springer.com/

Science direct http://www.sciencedirect.com/

Web of science https://apps.webofknowledge.com/

Elsevier https://www.elsevier.com/en‐xs

Scopus https://www.scopus.com/

ACM digital library http://dl.acm.org/

TABLE 3 Research questions and motivation.

Questions Motivations

What is meant by industrial IoT (IIoT), and how it is different from IoT? Understanding the clear concept of industrial IoT (IIoT) and showing the
difference between the IIoT and IoT.

How does the revolution of IR 4.0 and IR 5.0 impact the adoption of IIoT in
manufacturing and production SMEs?

Understanding the relationship and impact of IR 4.0 and IR 5.0 on IIoT
technologies in manufacturing and production in SMEs.

What are the main issues faced by manufacturing and production in SMEs in
adopting IIoT?

Identify the influencing factors to address and promote successful IIoT
adoption for reducing obstacles and challenges.

What are the current trends and best practices in IIoT adoption in developed
countries, and how can IIoT technologies be applied to developing
countries?

Analysing the influencing factors for IIoT adoption in developed countries and
showing insights and guidelines for adopting IIoT for SMEs in developing
countries.

How can the future policies be improved for IIoT adoption in manufacturing
and production SMEs?

Proposing the IIoT adoption model based on the existing TOEI framework for
future policy to increase efficiency, productivity and competitiveness for the
manufacturing and production in SMEs.

How can policy‐makers and stakeholders support the adoption and
implementation of IIoT in manufacturing and production SMEs in
developing countries?

Identifying the strategies and polices to support and encourage policy‐makers
and stakeholders to adopt IIoT technologies in an efficient way in
manufacturing and production SMEs.
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is used to add recent publications from 2020 to 2023 by using
the filtering tools in the databases. Overall, after using the
quick search strategy, publications from 2015 to 2023 are
considered.

4.3 | Research questions

Table 3 lists the different research questions and their corre-
sponding motivations.

4.4 | Study selection procedure

In the screening process, duplicate studies have been removed
at the first stage. After that, exclusion criteria have been applied
based on the title, abstract and body of the research studies.
The study selection process is shown in Figure 3.

A majority of papers are eliminated because their titles are
unrelated to the selection criteria or their abstracts are unre-
lated to be included in this research study. As shown in

Figure 3, the initial search resulted a total of 1880 studies,
which are then narrowed down to 469 studies based on their
titles and 234 studies based on their abstracts. Following that,
234 selected papers are extensively evaluated in order to obtain
a final list of 101 research based on their substance.

4.5 | Studies inclusion/exclusion criteria

The inclusion and exclusion criteria are also applied on the
bases that the study should focus on adopting new IIoT
technology for the manufacturing and production SMEs, it is
written in English, and it is published in well‐recognised
journals and conferences. Moreover, content analysis is per-
formed to categorise the influencing factors and a compre-
hensive list of IIoT adoption influencing factors for the
manufacturing and production SMEs is compiled as shown in
Table 4.

5 | EXPLORING THE EXISTING
TECHNICAL STUDIES ON IIoT
ADOPTION FOR THE MANUFACTURING
AND PRODUCTION SMEs

In this section, the existing technical studies are explored for
IIoT adoption in manufacturing and production SMEs that are
addressed by existing researchers. The details of all existing
studies are presented in Table 5, along with the references, ob-
jectives, methodology, limitation, achievements, data collection
and country. Recent academic literature shows a gap in IIoT
adoption for production and manufacturing environments in
developing countries. In the current research, factors such as
individual, organisational, and environmental need to be paid
intention to during the adoption of advanced technologies;
however, most of the studies focus solely on technological fac-
tors. Consequently, the researchers feel that there is a robust
necessity for SMEs in developing countries to move towards the
adoption of IIoT for obtaining enhanced prospects.

Peter et al. [40] combine an expert review and literature
review based on a qualitative research approach to discover theF I GURE 3 Study selection procedure.

TABLE 4 Studies inclusion/exclusion criteria.

Inclusion criteria Exclusion criteria

The study focuses on manufacturing or production SMEs. The study focuses on other SME categories like logistics, education etc.

The study considers the industrial IoT for the manufacturing or production
SMEs.

The study does not consider the industrial IoT for manufacturing or
production SMEs

The study emphasises on manufacturing or production SMEs in the context of
IR 4.0 and IR 5.0.

The study does not emphasis manufacturing or production SMEs in the
context of IR 4.0 and IR 5.0.

The study is written in English only. The study is not written in the English language.

The study is peer‐reviewed and published in scholarly society. The study is not peer reviewed such as workshops, descriptions and technical
reports.

The study is published in well‐reputed journals or conferences. The study is not published in the form of books, abstracts, editorials or
keynotes.
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latest advancement in emerging technologies for the
manufacturing transformation in emerging economics. The
influencing factors are identified for the adoption of IIoT and
digital capabilities in emerging economics such as Morocco,
Nigeria and South Africa. Also, the study contributes to the
current literature on the applications, performances and IIoT
prospects to drive the future manufacturing. Similarly,
Mukherjee et al. [41] investigate the adoption of IIoT in SMEs
to enhance organisational performance. A questionnaire is
designed and a survey on SMEs based on TOE and human
perspectives is conducted in India. Mukherjee et al. [41] sug-
gest that adopting IIoT in SMEs can help in the growth of
organisational performance. Eight out of 12 hypotheses are
supported, and the highlighted factors are compatibility,
competitive pressure, innovativeness, organisational perfor-
mance, relative advantage, technical capability, top manage-
ment support and trust. The study also provides implications
for managers, top management and policymakers in identifying
areas to improve technology adoption in SMEs. Finally, the
research also acknowledges the limitations and suggests for
future work to expand the research scope.

Moreover, Ghobakhloo and Ching [42] focus on the adop-
tion and implementation of Smart Manufacturing Information
and Digital Technologies (SMIDT) among SMEs in
manufacturing. The study applies the TOE framework to
identify the factors of SMIDT adoption within SMEs. Data is
collected through a survey of manufacturing SMEs in Malaysia
and Iran. The results indicate that factors such as perceived
value, costs, compatibility, information processing re-
quirements, IDT knowledge competency, manufacturing digi-
talisation and environmental imposition affect the adoption of
SMIDT among SMEs. The findings show the implications for
SMEs, policymakers and researchers in understanding the fac-
tors that drive SMIDT adoption and implementation in the
context of smart manufacturing. Furthermore,Ghobakhloo and
Ching [42] suggest that SMEs need to develop digitalisation
strategies and consider the compatibility of SMIDT with the
organisational goals.

The anticipated advancements in manufacturing industry
are due to IR 5.0. It is focused on enabling humans and ma-
chines to work together and create an innovative culture in the
workforce. It introduces customer satisfaction by enabling
customisation and provides a new market for companies. The
study discusses the objectives, the methodology followed, the
advantages of IR 5.0, the potential employment opportunities
created as well as the new roles of the HR and IT departments.
Ultimately, it is expected that IR 5.0 will increase global in-
comes, enhance the quality of life and promote social trans-
formation [43]. On the other hand, Won and Park [44]
investigates the factors and impacts of the adoption of smart
factory in Korean manufacturing SMEs. The determinants of
smart factory adoption intentions and execution in SMEs are
helpful for executives and policymakers. Furthermore, the role
of information technologies in boosting manufacturing pro-
ductivity are also emphasised, as well as the impact of the IR
4.0 in manufacturing SMEs. It highlights the significance of the
manufacturing industry in the Korean economy and theT
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necessity to improve manufacturing competitiveness through
the deployment of smart factories. According to the findings,
organisational support, information capabilities and previous
experience benefiting from information technology are the
significant indicators of smart factory adoption. However,
factors such as IT staff size and government certification,
which were predicted to have an impact, had no effect on
adoption intention. It emphasises the value of prior expertise
with information systems and the need for management to
consider the transformation of existing IT operational re-
sources. Lastly, the study emphasises the significance of qual-
itative performance rather than quantitative expansion in
policy support for smart factories for policymakers.

Next, the application of IDTs for long‐term smart
manufacturing systems in Small, Medium and Micro businesses
(SMMEs) in the framework of IR 4.0 is discussed. The study
proposes q‐ROF‐MEREC‐RS‐DNMA, an integrated decision‐
making framework that integrates several methodologies to
rank and evaluate the main factors for IDT adoption in
SMMEs. It emphasises the significance of digitisation in
manufacturing sector, as well as the necessity for compre-
hensive frameworks to facilitate the implementation of smart
manufacturing systems in SMMEs. Furthermore, the q‐ROF‐
DNMA model is applied for examining the industry prefer-
ences over many criteria. The findings highlight the importance
of parameters such as infrastructure cost, software engineering
abilities, information sharing, employee inventiveness and legal
compatibility. In addition, it indicates that combining the q‐
ROF‐MEREC‐RS and q‐ROF‐DNMA methodologies pro-
vides a reliable and flexible decision‐making approach in IDT
adoption for a sustainable smart manufacturing system [45].
However, Kumar et al. [46] examine the societal acceptability
of IR 4.0 technology within the framework of DM, as well as
to identify and prioritise social factors related to IR 4.0
adoption for assisting growth. To determine the social ele-
ments, the researchers conducted a thorough literature analysis
and collected data from 121 respondents in Indian
manufacturing SMEs. The dimensions are classified using
exploratory factor analysis into seven categories including the
behavioural, compliance, cultural, employee, market, psycho-
logical and safety. To analyse the interrelationships and pri-
oritise the dimensions, the fuzzy decision‐making trial and
evaluation laboratory technique (F‐DEMATEL) is applied.
According to the survey findings, the most critical dimensions
are security breaches, followed by data theft. Finally, the impact
of IR 4.0 on social and personal behaviour are discussed, as
well as offering insights for decision‐makers and industry
practitioners that are interested in developing a DM
environment.

Additionally, Doyle and Cosgrove [47] provide a case
study of an Irish manufacturing SME that digitised produc-
tion operations as part of the IR 4.0 strategy and determine
the advantages of taking small steps towards digitisation and
integrating data from the shop floor into a single repository.
MT Connect, IoT devices and open‐source software com-
ponents from the Business Experiments in Cyber‐Physical

Production Systems (BEinCPPS) architecture are employed
in the project. The results demonstrate an increased operator
reporting, production scheduling and overall equipment
effectiveness. The initiative enables the SME to collect real‐
time production data, improve delivery dates and increase
customer satisfaction. Additionally, the project highlights the
possibilities of digitisation for SMEs and set the path for
additional organisational transformations. The findings
emphasise the significance of digital integration in enhancing
operations and harnessing data for better decision‐making in
the manufacturing industry. On the other hand, Wong et al.
[48] focus on the implementation of blockchain technology in
Malaysian SMEs for supply chain and operations manage-
ment. The TOE framework is used to explore the influencing
factors of blockchain adoption including the complexity, cost,
competitive pressure, market dynamics, relative advantage,
regulatory support and top management support. A non‐
linear non‐compensatory PLS‐ANN technique is used to
analyse data from 194 SMEs in Malaysia's Klang Valley re-
gion. The findings show that competitive pressure,
complexity, cost and relative advantage all have a substantial
impact on the desire for blockchain. Market dynamics, reg-
ulatory support and senior management support are found to
be unimportant predictors. Furthermore, the findings imply
that SMEs should examine the benefits of blockchain, handle
the difficulty associated with its deployment, and control the
costs connected with it in order to leverage its benefits for
long‐term growth.

A smart manufacturing adoption framework is developed
specifically for SMEs to understand the needs and challenges
of manufacturing SMEs. The study employs a multiple case
study approach and proposes a five‐step SM adoption
framework for SMEs that includes identifying manufacturing
data, assessing SM readiness, developing SM awareness,
creating a smart manufacturing‐tailored vision, and identifying
appropriate SM tools and practices. The findings underline the
significance of data analytics, raising SM awareness and
matching the smart manufacturing vision with the specific
needs of SMEs. Furthermore, the study discovers that imple-
menting the smart manufacturing paradigm can give SMEs a
competitive advantage and suggests workshops and training
sessions to raise awareness among SME owners/managers.
The study also declares its limits and advises future work that
applies on the paradigm to a broader range of SMEs, and takes
socio‐cultural and political variables into account in smart
manufacturing adoption [49]. Similarly, Marcon et al. [50]
investigate the influence of organisational factors in IR 4.0
technology adoption. The study examines the evolution of
sociotechnical dimensions (social, technical, work organisation,
and environmental factors) and their impact on the level of IR
4.0 adoption using a sample of 231 manufacturing enterprises
in Denmark. According to the data, companies that prioritise
sociotechnical factors have higher levels of IR 4.0 deployment.
However, not all sociotechnical components are equally
important. Furthermore, from a systemic organisational
perspective, the study presents empirical evidence and
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managerial guidance for planning the use of sophisticated
technology. The findings emphasise the significance of taking
into account social and organisational components, integrating
people and aligning the business environment with technology
adoption efforts.

Furthermore, Beliatis et al. [51] investigate the use of
digital traceability technology in the production cycles of
GPV Group, an electronics manufacturing service provider.
The goal is to improve product traceability and manu-
facturing process efficiency in order to meet the IR 4.0
standards. The study examines and analyses several IoT
technologies' suitability for product traceability in the metal
production industry. After a thorough evaluation, the study
concludes that LPWAN technology, particularly Sigfox, is
better suited to the needs of GPV. Implementing digital
traceability allows for real‐time product tracking, optimisation
of manufacturing processes, waste reduction and better lo-
gistics planning. It also improves production transparency,
increases consumer understanding and contributes to GPV's
overall digital transformation. In addition, the study proposes
an implementation roadmap, emphasising the need for a step‐
by‐step approach and the need to foster a digitalisation cul-
ture inside the organisation. According to Beliatis et al. [51],
the deployment of digital traceability technology helps GPV's
shop floor operations and serves as a platform for future
digitalisation efforts. On the other hand, Sanusi et al. [52]
investigate the challenges SMEs encounter while implement-
ing smart manufacturing and look at two case studies of
SMEs in the region. The study discusses two case studies. In
the first case study, upon recognising the growing demand for
their products, the owner decided to invest in technology
tools to improve their manufacturing process. Consequently,
the owner is able to greatly enhance productivity, fulfil
market demand and minimise labour costs by implementing
automation and modernising their machines. However, in the
second case study, the proprietors recognise the value of
exact time measurement and accuracy in their manufacturing
process. To boost efficiency, they integrated people and
machinery, particularly in the combining ingredients division.
The utilisation of cutting‐edge technology tools and sophis-
ticated ovens increases product quality and uniformity,
resulting in higher consumer acceptance. Additionally, in both
case studies, they face challenges such as limited resources,
talent and capital as well as technical constraints and coor-
dination issues. The case study report advises that stake-
holders such as the government, industry organisations,
SMEs and research institutions work together to tackle these
obstacles and get the full benefits of smart manufacturing.
Indeed, SMEs must adopt digital technologies, standardise
processes and make use of internet networks.

Similarly, Trakadas et al. [53] elaborate the collaboration in
industrial IoT production with AI. The study suggests the
integration of AI in its entirety and proposes for RAMI 4.0
architectural extensions. RAMI 4.0 enhancements include a
human‐in‐the‐loop layer for AI‐human collaboration and a
federation layer for information exchange across production

facilities. The study emphasises security and interoperability in
manufacturing AI systems. Cloud‐native tools for data collect-
ing, processing, and curation address security and privacy con-
cerns in the proposed architectural approach. The study explores
zero‐defect and logistics optimisation applications. Indeed, AI‐
enabled manufacturing has potential benefits, and the research
suggests topics for further research. Moreover, Jung et al. [54]
focus on smart factory transformation adoption in Korean
manufacturing SMEs. The study investigates the elements that
influence SMEs' intentions for adopting smart factories and
gives insights for practitioners looking to transition traditional
manufacturing systems into smart factories. The study employs a
structural equation modelling to evaluate the data from 1,067
Korean manufacturing SMEs. The findings imply that existing
production systems' performance enhances the predicted ben-
efits of smart production systems; thus, encouraging SMEs for
adopting smart factories. Top management support for
information systems does not affect smart production system
benefits, according to the study. In‐house production system
development increases smart factory adoption while
outsourcing affects SMEs' smart factory adoption.

Additionally, Çınar et al. [55] propose the IR 4.0 adoption
in smart manufacturing organisations and a complete MM and
framework coupled with technology forecasting to analyse and
anticipate IR 4.0 growth. The study analyses the current MM
and framework, and creates a modular MM with four di-
mensions, five levels, and several sub‐dimensions, as well as a
generic framework with four layers and seven hierarchy levels.
A case study of an auto parts company obtains a maturity score
of 2.73 out of five and is anticipated to completely integrate IR
4.0 between 2031 and 2034 using the indicated models. The
study helps businesses and advances IR 4.0 adoption research.
Also, the study uses the provided models in different sectors
and areas, combines multiple maturity models to create more
accurate forecasts and investigates additional technology
forecasting approaches. Furthermore, Abdullah et al. [56] focus
on Manufacturing Strategy Outputs (MSOs) that are affected
by the use of IR 4.0 in manufacturing businesses. The fuzzy
Decision making trial and evaluation laboratory (DEMATEL)
method is used to look at the factors that affect MSOs.
Furthermore, the study shows that MSOs find cost, quality and
performance as most important. Flexibility, creativity, and
success are seen as the important factors that cause it, while
cost, quality and delivery are seen as the important factors that
affect it. The study shows the importance to maintain a
competitive edge in manufacturing by taking these factors into
account. However, it has some flaws and offers future di-
rections for empirical studies and the combination of different
ways to make decisions to help us learn more about MSOs in
the context of IR 4.0.

Next, energy management in production through the use
of IoT technology is addressed by Shrouf and Miragliotta [57].
The study shows that energy‐efficient manufacturing processes
are becoming more and more important because of rising
energy prices, growing environmental awareness and changing
customer habits. The IoT paradigm suggests ways to improve
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energy management by giving real‐time data and energy is
being used through smart sensors and metres. The concept of
digital twins is used to improve processes in the IIoT for the
analysis of the life cycle of a product and its production system,
with a focus on industrial layouts and their parameters. The
Active Period method uses a cutting‐edge way of finding
bottlenecks to intelligently represent the temporal process
characteristics. The results of the analysis are mixed with ma-
chine learning and eXplainable Artificial Intelligence to make a
Decision Tree (DT). The study also discusses the idea of a self‐
learning DT and the use of it. In the future, it is planned to
turn this DT into a self‐learning and flexible DT that will
simulate and optimise dynamic processes [58].

Data collection and Machine Learning are used in indus-
trial applications, particularly electronics production. A data
mining architecture is developed for real‐time process data
tracking and structured storage. The data mining solution
supports manufacturing execution systems material tracking
and ML real‐time prediction use cases in production. Non‐
standardised machine vendor protocols produce large data
quantities and inhomogeneous data supply. Moreover, the data
mining solution allows homogenous data collection, organised
storage and ML model exploitation for cross‐vendor machine
shop floors. ML is used to optimise productivity and efficiency,
especially in brownfield settings [59]. Similarly, a traceability
system for IIoT based on blockchain is developed to address
steel industry information security and product traceability is-
sues. Leveraging blockchain technology and IIoT are recom-
mended to solve the traceability process's low transparency and
information islands. Furthermore, blockchain technology for
information traceability, stressing its distributed storage archi-
tecture, cryptography, consensus algorithms and smart con-
tracts are discussed. Blockchain in IoT platforms ensures
authenticity, usability, integrity and information security.
Finally, the conclusion suggests that building and implement-
ing a steel product quality traceability system are essential for
supply chain quality and safety. The blockchain‐based IIoT
system allows producers, logistics and consumers to certify and
trace the steel items, while allowing consumers to track the
steel product quality and production transparency. Indeed, the
method effectively promotes steel industry reform and
upgrading [60].

Table 4 elaborates the existing technical studies of IIoT
adoption in manufacturing and production SMEs in developed
and developing countries. After reviewing and analysing the
existing technical studies, we have noticed that most of the re-
searchers focused on digital transformation, IoT adoption,
Smart and DM, AI‐based collaboration, IIoT digitalisation and
Smart factories instead of the adoption of IIoT inmanufacturing
and production SMEs. DEMATEL, BEinCPPS, European
manufacturing survey, RAMI4.0, TOE, TOEH and SEM
models are used for the adoption of new technologies for the
manufacturing and production SMEs. Bothmethods of research
(Qualitative and Quantitative) are used with the help of in-
terviews and online surveys in developing countries including
South Africa, India, Malaysia, Iran, Denmark, Indonesia, Saudi
Arabia, Italy and Spain.

6 | CLASSIFICATION OF IIoT
ADOPTION INFLUENCING FACTORS
FOR THE MANUFACTURING AND
PRODUCTION SMEs

The success and growth of SMEs depend on individual per-
formance in an organisation, with technological adoption in
the environment. In order to achieve the success and growth
with improved efficiency, increase productivity and competi-
tiveness, we have proposed an IIoT adoption model for the
manufacturing and production SMEs based on TOEI frame-
work. This model contains forty‐seven (47) influencing factors
for the successful adoption of IIoT in manufacturing and
production SMEs. These influencing factors are then classified
into four groups: individual, organisational, technological and
environmental factors as shown in Figure 4, in order to
properly manage and assess IIoT adoption in manufacturing
and production SMEs. The identified influencing factors based
on TOEI model are further explained in detail in Tables 6–10.

6.1 | Individual factors

Individual factors refer to personal attributes, such as knowl-
edge, skills, attitudes, values and preferences that influence the
behaviour of individuals including the employees (who are
hired to perform specific tasks or duties) and clients (who
receives the products or services from professional companies)
in manufacturing and production SMEs. In order to adopt
IIoT in SMEs smoothly, individuals must have the ability to
adopt themselves to new technologies and must accept
changes and new ideas. Moreover, it is essential for the in-
dividuals to have the necessary knowledge and skills to effec-
tively utilise and adapt to emerging technologies in
manufacturing and production SMEs. Individuals must also
adhere to safety protocols to ensure a secure work environ-
ment. Trust and reliability are fundamental aspects of the use
of IIoT technologies and its adaptability in manufacturing and
production SMEs, while supporting SMEs collaboration and
establishing a sense of dependability within the SMEs.

6.2 | Organisational factors

Organisational factors in manufacturing and production SMEs
refer to the key factors, such as cost, growth rate, compatibility,
information sharing and practices that significantly influence
the efficiency, productivity and overall performance of SMEs.
These factors shape the internal structure and functioning of
the SMEs of the organisation. In order to allow successful
adoption of IIoT in manufacturing and production SMEs, it is
essential to consider these organisational factors effectively. By
addressing the organisational influencing factors proactively,
manufacturing and production SMEs can position themselves
for a seamless and successful adoption of IIoT to get the
benefits of improved efficiency, enhanced productivity and
competitive edge in the industries.
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6.3 | Technological factors

Technological factors are important aspects based on smart
devices and tools that determine the successful integration and
implementation of IIoT technologies within SMEs' operations.
These influencing factors include various technological factors,
such as big data, awareness, complexity, capability, competitive
pressure and maturity that play an important role in enabling
SMEs to harness the potential of IIoT for improving efficiency
and competitiveness. For SMEs to adopt IIoT successfully,
there is a need to address some of the influencing technological
factors. By scientifically addressing these technological factors,
manufacturing and production SMEs can prepare themselves
for successful adoption of IIoT; hence, unlocking its potential
to drive efficiency, productivity and competitiveness in SMEs'
operations.

6.4 | Environmental factors

Environment factor refers to the factors that influence SMEs
(companies and factories) functions and performance. These

influencing factors include business environment, government
policy, legal and ethical issues, regulatory support, operational
intelligence, resources, sustainability, imposition by the envi-
ronment and tools. In order to successfully adopt the IIoT in
manufacturing and production sector, SMEs need to consider
these environmental influencing factors as they play the main
role for SMEs to adopt IIoT. The environmental factors
enable SMEs to thrive in dynamic and competitive business
environments.

7 | COMPARATIVE ANALYSIS OF THE
INFLUENCING FACTORS FOR THE
ADOPTION OF IIoT IN
MANUFACTURING AND PRODUCTION
SMEs

In this section, we perform a comparative analysis of the forty‐
seven (47) influencing factors for the adoption of IIoT in the
manufacturing and production SMEs. Adoption of IIoT
technology has the potential to significantly improve opera-
tional efficiency, productivity and enable predictive

F I GURE 4 Industrial IoT (IIoT) model based on influencing factors for the manufacturing and production SMEs.
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maintenance in manufacturing and production SMEs. How-
ever, there are various factors that influence IIoT adoption in
SMEs. In this section, an analysis of the influencing factors
performed for the adoption of IIoT in manufacturing and
production SMEs is presented in Table 10 and 11. The various
influencing factors and their corresponding percentages are
explored as shown in Figure 5, to understand the impact on the
adoption of IIoT in manufacturing and production SMEs.

From Figure 5a, the adaptability factor accounts for 18.60%
of the influencing factors. According to the researchers, the
ability of SMEs to adapt current infrastructure and operations to

accommodate IIoT influences adoption success. Furthermore,
ability, safety and skills account for 13.95% of the influencing
factors. According to the researchers, when SMEs have the
infrastructure, resources and knowledge to adopt IIoT tech-
nologies, this has a significant impact on the adoption process.
Self‐efficiency, trust and reliability have the same percentage of
6.98% of the influencing factors. This shows that SMEs with
strong self‐efficacy show confidence, commitment and a pro-
active attitude towards IIoT adoption. The next factor is
behaviour, which accounts for 4.65% of the influencing factors.
According to the researchers, positive behaviours such as

TABLE 6 Description of individual factors for IIoT adoption in manufacturing and production SMEs.

Individual Factors Descriptions

Ability Individual's ability is to do a job or task quickly and well by using their thinking and task competence ability. The employees' or
clients' knowledge, skills and experience decide his or her ability to do tasks. If employees have the ability to understand, learn
and use technology then SMEs are more likely to use IIoT in manufacturing and production [62, 63].

Acceptability Acceptability is the level, where individuals are ready to accept new ideas, changes and technology. Acceptability affects SMEs in
two ways: the use of IIoT technology and the need to fit in SMEs must be accepted by individuals. Acceptance of IIoT can be
improved by giving enough money and individual's time [64].

Adaptability Adaptability is the ability of an individual to change and adapt to new situations and tools in order to keep working well. SMEs
must know about the lack of funds, technical adaptability and expertise as these are the factors that make it hard for businesses
to adopt IIoT technologies without help from outside. So, SMEs need to come up with the right plans to make sure they can
adapt to changes and use new technology with as little effort as possible [65].

Behaviour Behaviour is individuals' act in different circumstances. Behaviour is the most important factor in determining whether IIoT
technology will work or not. When SMEs use systems based on the IIoT, individual behaviour is very important. Employees
must be open to the changes that technology brings with IIoT. There should be enough training and help for the employees to
feel at ease with the IIoT technology and its usage [66].

Knowledge Knowledge is a set of skills, abilities and facts that individuals learn in order to make choices and do tasks. When manufacturing
and production are built on IIoT, it is very important to have the right knowledge about the technology itself and the steps that
need to be taken to make sure that the use is successful. It is important to have employees who have the knowledge about the
IIoT technology, means and usage. It will help SMEs to adopt IIoT in their production and manufacturing environment
smoothly [67].

Technology engagement Technology engagement is employee use and interactions with different kinds of technology to get a task done. It is very important
for a successful adoption of IIoT‐based technologies that employees are interested in technologies and it's use. In order to
adopt IIoT smoothly the manufacturing and production SMEs should train the employees properly so that employees are
comfortable with the new technology and use it to their advantage. Also, employees should be kept up to date on new
developments in IIoT so that their information and skills are always up to date [68].

Safety Individuals (employees/clients) use a certain technology without putting their health and well‐being at risk is known as safety.
IIoT‐based systems are very useful, but their safety has been called into question sometimes because they have limited safety
right measures in SMEs. In order to keep the individuals safe, who work with IIoT‐based systems, SMEs need to make sure
they have the right safety procedures and rules in working place. The SMEs that have IIoT based systems also need to train
employees properly so that they follow the safety measures and procedures properly [69].

Self‐efficiency Self‐efficiency is when individuals use IIoT based technologies for their benefits to perform tasks or do jobs accurately in an
efficient way. Individuals must be able to use IIoT‐based technologies efficiently for their own advantage first in order to make
IIoT technologies to be widely used efficiently. It will help to improve the performance and lower the cost. So, SMEs must
focus on the staff and employees to ensure they are using IIoT tools and technologies in an efficient way [63, 70].

Skills Skills are the capabilities that are needed to use IIoT technologies in a perfect way by individuals. For IIoT‐based systems to work
efficiently in SMEs, the individuals using IIoT technologies need to know the uses of the desired technology. So, SMEs must
focus on teaching and helping their employees to improve their skills for using the technology and understanding the problems
associated with the IIoT technologies in SMEs [63, 71].

Trust Trust is the sense of faith and dependability that individuals have in using new technologies. The individuals who use IIoT‐based
systems need to believe in and trust the IIoT technologies in order to work well in SMEs. The employees should also trust that
their skills and knowledge will be put to good use in SMEs after the adoption of IIoT based technologies in manufacturing and
production sectors [72].

Reliability When it comes to IIoT‐based systems, the reliability of the systems is important for successful adoption in SMEs. SMEs care about
how reliable the system is because if it fails or breaks down, they will lose money [73].
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openness to innovation, teamwork and a culture of continuous
improvement assist in a smooth adoption of IIoT in the
manufacturing and production SMEs. Acceptability and tech-
nological engagement both account for 2.33% of the influencing
factors. According to the researchers, participation in industry
events, collaboration with technology suppliers and continuous
education help SMEs to better understand and utilise IIoT.
Lastly, knowledge accounts for 9.30% of the influencing factors.
Well‐informed employees, with the required skills and

understanding of IIoT, promote successful IIoT adoption in
manufacturing and production SMEs.

Among all the individual factors, adaptability, ability, safety,
skills and knowledge are the factors that have the most influ-
ence on IIoT adoption for the manufacturing and production
SMEs. SMEs with the flexibility to adjust their processes and
infrastructure to support IIoT, as well as a competent work-
force and a good understanding of IIoT concepts, are more
likely to successfully adopt IIoT and utilise its benefits. These

TABLE 7 Description of organisational factors for IIoT adoption in manufacturing and production SMEs.

Organisational factors Descriptions

Compatibility Compatibility means current systems, processes, and infrastructure that work with IIoT technology. It includes the ways that IIoT
solutions work with previous technologies and tools in manufacturing and production SMEs. SMEs easily add IIoT
technologies to their operations when they are more compatible. It minimises delay and makes the most of the benefits of
interoperability [74].

Cost Cost covers the initial investment needed for implementation and adoption, the costs of keeping things running and the potential
return on investment for the adoption of IIoT in manufacturing and production SMEs. SMEs need to figure out, if IIoT
technology is worth the cost by looking at things like equipment upgrades, sensor installations, connectivity costs and
cybersecurity investments. The cost includes financial constraints, investment in IIoT technology, profit, revenue, salaries and
wages, property taxes, maintenance and repairs, and legal expenses in manufacturing and production SMEs [75].

Growth rate The growth rate shows the business growth. It looks at IIoT solutions that are expanded to meet growing production rates,
changing demand and changing market conditions. IIoT helps SMEs grow faster and more competitive by improving
operational efficiency, giving real‐time information and optimising processes [76].

Openness to change Openness to change shows the willingness and capability of SMEs to use new tools, technologies and adoption methods. It shows
SMEs thinking, acts and preparation for using IIoT technologies. Openness to change has a big impact on SMEs for the
adoption of IIoT technologies. IIoT needs to transform on traditional practises, collaboration between stakeholders, and a
proactive approach to innovation [77].

Information sharing Information sharing is the ability of manufacturing and production SMEs to share data and ideas easily across different systems,
departments and stakeholders. It includes to ensure that data flows between IIoT devices, platforms and enterprise systems in a
safe and efficient way. Information sharing makes it easier for SMEs to have real‐time visibility, work together and make
decisions based on correct and up‐to‐date information. Better sharing of information leads to better production planning,
inventory management, coordination of the supply chain and customer service [78].

Infrastructure Infrastructure is the real and digital organisational structure that SMEs in manufacturing and production sectors need to
use for the adoption of IIoT. It includes hardware, connection to network, cloud platforms, storage of data and
security methods. Infrastructure is like a backbone for SMEs to set up, run and adopt IIoT technologies. SME can
capture, handle and analyse the data more effectively when their infrastructure is strong and safe, which ensures the
smooth adoption of IIoT in manufacturing and production SMEs [79].

Performance Performance is an SME's ability to use and combine IIoT technologies and solutions into its manufacturing and production
processes in an effective way. It includes operational efficiency, productivity, quality and reliability that is made by putting IIoT
systems into SMEs. Performance has a direct effect on SMEs because it lets SMEs to optimise the processes, better use of the
resources and increase the total output. By using IIoT technologies, SMEs track real‐time data, get actionable insights and make
better decisions based on the data that makes production more efficient and makes SMEs more competitive in the market [80].

Readiness Readiness refers to whether manufacturing and production SMEs are ready to use and apply IIoT technologies and solutions.
Readiness affects manufacturing and production SMEs because it affects their ability to successfully adopt IIoT systems; hence,
taking advantage of their benefits. With a better level of readiness, SMEs can successfully overcome implementation and
adoption problems, effectively integrate IIoT technologies and efficiently adopt IIoT. The SMEs that are well‐prepared can
more easily adopt IIoT devices, sensors and analytics platforms to their current infrastructure. This makes it easier for SMEs to
collect, analyse and make decisions about data, which opens up new possibilities for growth and market expansion [81].

Support Support means that an SME has access to the technical knowledge, advice and resources that are needed to set up and manage
IIoT technologies. It includes help from technology suppliers, managers and experts from inside or outside the company. With
the right help, SMEs can solve technical problems, deal with implementation issues and keep improving their IIoT solutions.
Strong systems of support make it easier for SMEs to use IIoT in a way that works well and perfectly [82].

Training Training refers to SME employee chances to learn new things and improve their skills so they are able to use IIoT technologies well
and get the most out of them. It includes training programs, workshops and teaching materials that are meant to improve the
digital literacy and technical skills of the employees. Well‐trained employees are better able to comprehend and use IIoT
technologies. Training helps SMEs get the most out of IIoT technologies by creating a culture of innovation and encouraging
these employees to adapt to new IIoT technologies. It also helps SMEs to find and keep good employees because employees
see the company cares about their professional growth [63, 83].
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TABLE 8 Description of technological factors for IIoT adoption in manufacturing and production SMEs.

Technological Factors Descriptions

Awareness Awareness is the level of understanding and knowledge that SMEs have pertaining the concept of IIoT technologies and its
possible benefits. It means that IIoT is a transformative tool for the manufacturing and production SMEs. Awareness
has a positive effect on SMEs by making informed decisions about adopting IIoT solutions. It helps understand the
possible benefits such as greater efficiency, reduced costs and better competitiveness. Lack of awareness, on the other
hand, can make it hard for SMEs to use IIoT because they may not fully understand the value proposition and may be
afraid to invest in new technologies [84].

Big data Big data refers to the large amounts of structured and unstructured data that IIoT devices and systems produce in
manufacturing and production SMEs. It includes collecting, storing and analysing data to get useful insights that are
used to make decisions. SMEs get a lot out of big data by using it for predictive maintenance, quality control, supply
chain optimisation and tracking in real‐time. It allows SMEs understand their business works and make decisions based
on data. However, it is hard for SMEs to manage and analyse large amounts of data well when they do not have the
right infrastructure, skills or funding [85].

Complexity Complexity is the technical difficulty and challenges faced by SMEs when adopting IIoT in the manufacturing and
production environment. It includes the integration of many different IIoT devices, networks and software systems as
well as the need for competent individuals to manage and support the IIoT infrastructure. Complexity affects SMEs by
making implementation, operation and maintenance difficult. If the complexity is too high, SMEs may not be able to
adopt IIoT well in manufacturing and production sectors because they may have lack of technical knowledge and
resources, their current processes may be interrupted [86].

Capability Capability means technical and practical skills that SMEs need to adopt and use IIoT technologies well in the
manufacturing and production sectors. It includes the skilled employees, infrastructure and tools that are needed to set
up and run IIoT technologies. SMEs with strong capabilities are able to better use IIoT to improve their manufacturing
and production processes [87].

Competitive pressure Competitive pressure is the external forces and market dynamics that push SMEs to adopt IIoT in order to stay
competitive in manufacturing and production sectors. This includes market trends, customer expectations, industry
norms and the environment for competition. SMEs may feel pressured for adopting IIoT technologies to keep up with
competitors, differentiate their offering or meet customer demands. SMEs are forced by competitors to invest in IIoT
solutions in order to gain a competitive edge [88].

Maturity Maturity is the amount of growth and readiness of IIoT technologies and solutions on the market. It includes the stability,
reliability and track record of IIoT platforms. The maturity of IIoT affects SMEs in two ways. First, if IIoT
technologies are mature and well‐established then SMEs feel more secure and less hesitant to use them. Second, if IIoT
technologies are still in the early stages of development and less mature then SMEs may be unwilling to accept them
due to the unknowns and possible risks that come with new and untested technologies [89].

Ease of use Ease of use refers to the friendly and simple use of IIoT technologies and interfaces for SMEs. It includes setsetting up,
configuring, running and managing IIoT systems easily in SMEs. SMEs are more likely to use IIoT solutions if they are
easy to use. As a result, so there is no need for a high level of trainings and they work well with the methods those that
are already in use. Ease of use can make it easier for SMEs with limited technical skills and resources to adopt IIoT in
manufacturing and production SMEs [90, 91].

Efficiency Efficiency means that IIoT helps SMEs to optimise the manufacturing and production processes, cut down on waste and
make better use of their resources. IIoT makes it possible to monitor, automate and improve things like inventory
management, production scheduling and equipment utilisation in real time. By adopting IIoT technologies, SMEs
streamline their processes, cut down on waste and make their businesses more efficient. Overall, better efficiency leads
to lower costs, more output and better use of resources [92].

Flexibility Flexibility refers to the level at which IIoT solutions can be changed easily and quickly to meet the specific needs and
requirements of SMEs in manufacturing and production sectors. It means being able to grow up or go down, work
with different devices and protocols, and connect to other systems. SMEs adopt flexible IIoT technologies to
customise and fit the technology to their unique processes and needs. They easily add or remove devices, change
settings and adapt to new business needs. Less flexible IIoT solution may not be a good fit for SMEs with different
operating environments and needs [93].

Innovation Innovation means the introduction of new ideas, concepts and technologies in the adoption of IIoT by manufacturing and
production SMEs. It includes creating and deploying cutting‐edge IIoT technologies that give SMEs new capabilities
and benefits. Innovation drives IIoT adoption by giving SMEs the chance to make big improvements to their processes,
products and services. Innovative IIoT solutions give SMEs new business models, income streams and competitive
advantages [94].

Network and communication Network and communication refer to when IIoT systems in manufacturing and production SMEs connect to each other
and share info. It includes connecting devices, sensors and control systems through networks that are reliable and safe.
Strong communication infrastructure lets individuals gather, send and work together on data in real time in
manufacturing and production SMEs. For SMEs to successfully adopt IIoT, they need a strong network and good
communication skills. It makes it easy to connect devices, share data between systems and watch and control things
from a far location [95].

(Continues)
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factors provide a solid foundation for adopting IIoT and
achieving operational advantages. However, factors such as
acceptability, behaviour, technologies engagement, self‐
efficiency, reliability and trust have less impact on IIoT
adoption for the manufacturing and production SMEs.
Although they still play a great role in shaping the adoption of
IIoT, their percentages show that they have a comparatively
smaller influence. Positive attitudes, openness to change and
faith in IIoT technology and suppliers are more likely to be
taken into consideration for SMEs to adopt IIoT confidently.
However, issues in these areas might lead to resistance,
dissatisfaction and uncertainty that will possibly hinder adop-
tion progress.

From Figure 5b, organisational factors play a significant role
in the adoption of IIoT by manufacturing and production SMEs
to leverage their benefits. Cost is an important influencing factor
that has an influence of 24.39% of all influencing factors. Based
on the researchers' findings, significant implementation ex-
penses, such as hardware, software and infrastructure are too
expensive for resource‐constrained manufacturing and pro-
duction SMEs. In addition, performance contributes 21.95% of
the influencing factors. According to the researchers' findings,
IIoT adoption enables SMEs to improve productivity, quality
and efficiency by providing real‐time monitoring, predictive
maintenance and process optimisation capabilities.

Infrastructure is the physical and technological base
required for IIoT adoption in manufacturing and production
SMEs, accounting for 17.07% of the influencing factors. As

per the researchers' findings, a strong and dependable infra-
structure is required for uninterrupted connectivity, data
transfer and IIoT device integration for the adoption of IIoT
technologies. Support, which accounts for 12.20% of the total
influencing factors, emphasises the necessity of external
assistance, such as technical support, direction and knowledge,
in ensuring effective IIoT deployment. In addition, informa-
tion sharing contributes 7.32% of the influencing factors. This
highlights the necessity of data sharing and collaboration
among stakeholders inside the manufacturing and production
SMEs, as well as the broader supply chain. Based on the re-
searchers' analysis, IIoT technologies provide real‐time data
collection and sharing; hence, resulting in increased visibility
and collaboration in SMEs. Readiness and training have the
same percentage of 4.88% in the adoption of IIoT. According
to researchers, without proper training, SMEs may face
opposition, skill gaps and lack of IIoT capabilities; conse-
quently, leading to delays and poor use of IIoT technology.
Compatibility, growth rate and openness to change are three
key factors contributing 2.44% each to the total influencing
factors for IIoT adoption in SMEs. As per researchers'
findings, compatibility enables a smoother transition and
minimises disruptions.

According to the organisational influencing factors analysis,
certain factors have a larger influence on IIoT adoption for the
manufacturing and production SMEs, while others have a
comparatively lower influence. Cost, performance, information
sharing, infrastructure and support are all important factors in

TAB LE 8 (Continued)

Technological Factors Descriptions

Real‐time tracking Real‐time tracking means that IIoT systems can keep track of and observe assets, processes and operations in real‐time. It
involves collecting and analysing data in real‐time to give SMEs up‐to‐date information on the state and performance
of different parts of their manufacturing and production processes. Real‐time tracking helps manufacturing and
production SMEs make decisions ahead of time, act quickly, and be more flexible. SMEs can improve processes, find
bottlenecks and deal with problems quickly with the help of real‐time tracking [96].

Relative advantage Relative advantage is how better and more beneficial IIoT adoption is seen to be compared to current practises or other
technologies in SMEs. SMEs are more likely to use IIoT if they think it will give them a big edge, like saving money,
increasing productivity, improving quality or making better decisions [97].

Robustness Robustness refers to reliable, resilient, and tolerant IIoT systems in manufacturing and production settings of SMEs. It
involves IIoT solutions that consistently work in various operating situations such as when the environment changes,
when the network goes down or when hardware breaks. IIoT systems that are strong can handle problems and keep
running without significant interruptions [98].

Scalability Scalability means IIoT solutions can handle more data, device connections, and complicated systems as the needs of SMEs
grow. It means being able to add and change IIoT systems without causing major problems. Scalable IIoT adoption in
manufacturing and production sectors allows SMEs to add more devices, integrate new apps and handle bigger data
sets as their operations grow [99].

Privacy and security Privacy and security mean protecting sensitive data and preventing unauthorised entry, breaches, or misuse of information
within IIoT systems in manufacturing and production SMEs. It includes keeping the IIoT systems under strong security
measures, encryption, access controls and following privacy regulations. Privacy and security worries stop SMEs from
adopting IIoT. To get SMEs to trust and believe in IIoT, strong privacy and security steps are a must [100].

Technical support Technical support means that SMEs have access to help, knowledge and resources that support SMEs to set up, manage
and fix IIoT systems within the manufacturing and production sectors. It includes getting help from documentation
and training programs. SMEs need the right kind of technical help to overcome obstacles, solve problems, and get the
most out of IIoT adoption. SMEs may be more likely to use IIoT if they have access to reliable technical help; that
therefore, makes it possible to adopt IIoT in the manufacturing and production sectors [91, 101].
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IIoT adoption. However, factors such as compatibility, growth
rate, openness to change, readiness and training have a
comparatively lower influence on IIoT adoption for the
manufacturing and production SMEs. Though these factors
have a lower influence, they still play a high role in shaping the
adoption of IIoT in manufacturing and production SMEs.

From Figure 5c, technological factors also play an impor-
tant role in the adoption of IIoT by manufacturing and

production SMEs. Efficiency contributes a significant per-
centage, with 12.66% based on existing studies. According to
the researchers, by integrating sensors, devices and connec-
tivity, IIoT enables real‐time data collection, analysis and
automation. This results in enhanced efficiency across various
aspects of manufacturing and production SMEs. Finally,
capability contributes 11.39% of the influencing factors.
Capability refers to SME's technical knowledge and capacity to

TABLE 9 Description of environmental factors for IIoT adoption in manufacturing and production SMEs.

Environmental factors Descriptions

Business environment Business environment is made up of all the outside things that affect manufacturing and production works. In the context
of IIoT adoption by manufacturing and production SMEs, the business environment includes market competition,
customer demands, technology advances and economic conditions, which affect SMEs by giving them chances to grow
and innovate through the adoption of IIoT. SMEs are more likely to adopt IIoT technologies if the business market is
good and there is a growing demand for connected products and services [102].

Government policies Government policies have a big impact on SMEs adoption of IIoT in the manufacturing and production sectors. Policies
include rules, incentives and other actions taken by the government to support and encourage the adoption of IIoT
technologies in the manufacturing and production sector. Positive government policies include giving SMEs financial
incentives, tax breaks and grants to adopt IIoT. On the other hand, unfavourable policies or a lack of government
support can create barriers for SMEs, making it harder for them to adopt IIoT because of financial constraints or
compliance problems [103].

Legal and ethical issues Legal and ethical issues are all the legal and moral questions that come up when manufacturing and production SMEs
adopt IIoT. To make sure that IIoT technologies are used in a responsible and ethical way, it is important to follow data
protection rules, privacy regulations and intellectual property rights. If SMEs do not deal with these problems, they may
face legal trouble and damage to their image. So, when adopting IIoT solutions, SMEs need to be careful about legal
and ethical issues such as data collection surety and data storage as well as its usage should secure privacy rights [104].

Regulatory support Regulatory support means that regulatory bodies have set up guidelines and standards to guide and govern IIoT adoption in
manufacturing and production SMEs to adopt IIoT.With regulatory support, SMEs receive guidelines, best practices and
certifications tomake sure that IIoT technologies are adopted in a safe and effective way. This helps SMEs solve problems
with interoperability, security andmanaging data. SMEsmay be less likely to use IIoT if there is less governmental support
or if the rules are unclear. These reasons may be the cause of uncertainty and reluctance to use IIoT technologies [48].

Operational intelligence Operational intelligence is the ability of SMEs to collect, analyse and use real‐time data for improving operating efficiency,
productivity and decision‐making to adopt IIoT. IIoT makes it possible to collect a vast amount of data from different
devices, sensors and machines, which gives SMEs useful information about how their businesses work. With the help
of operational intelligence SMEs improve their manufacturing and production capabilities by optimising processes,
finding abnormalities and making decisions based on data [105].

Resources Resources include money, technology and individuals that SMEs have access to in adopting IIoT. Investing in IIoT
infrastructure, hardware, software and training requires enough money. Technological tools include reliable internet
connections, compatible devices, and systems that support IIoT adoption in manufacturing and production SMEs.
Human resources are the skills and knowledge that are needed to create, manage and support IIoT adoption [106].

Sustainability Sustainability means that a system, process or SMEs lasts and grows over time while having as few bad effects as
possible on the environment, society and economy. Sustainability factors include energy efficiency, waste reduction,
resource optimisation and responsibility for the environment when it comes to the adoption of the IIoT by
manufacturing and production SMEs. By using IIoT technologies, SMEs improve their operational performance,
use less energy, make the best use of their resources and make their manufacturing more environmentally friendly.
This leads to cost savings, compliance with rules, a better image for the SMEs and a smaller impact on the
environment. However, putting IIoT into place may require investments up front and changes to how things are
done now. This can be hard for SMEs with limited resources and resistance to change [107].

Imposition by the environment Imposition refers to the environmental, health and safety rules that SMEs have to follow when adopting IIoT. SMEs use
IIoT technologies to meet certain environmental requirements such as lowering carbon pollution, improving air quality,
or using less hazardous materials. SMEs that want to follow the law, avoid fines and stay competitive in the market are
more likely to adopt IIoT technologies [108].

Tools Tools are technological methods, hardware, software and supporting systems that are needed to set up and adopt IIoT in
manufacturing and production SMEs. Tools include sensors, actuators, devices that connect to the internet, data
analytics platforms, cloud computer resources and security solutions. Tools that are available and easy to use are a key
part of SMEs being able to adopt IIoT properly. With the right tools, SMEs can collect, analyse and use data from their
operations. This helps SMEs make better decisions, be more productive and make better use of their resources.
However, the complexity and cost of buying, deploying, and maintaining these tools can be hard for SMEs that have
less money, technical knowledge or IT infrastructure [91, 109].
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adopt and integrate IIoT technology into their present
operations.

Real‐time tracking as well as privacy and security are factors
that contribute equally at 10.33% to the adoption of IIoT in
manufacturing and production SMEs. According to the re-
searchers, real‐time tracking enables SMEs to have real‐time
visibility of their operations, to facilitate better decision‐
making, to enable proactive monitoring and to allow efficient
resource allocation. Big data, flexibility, network and commu-
nication contribute the same percentage; each accounting for
8.86% of the influencing factors. As per researchers' findings,
Big Data plays a significant role as SMEs leverage the vast
amount of data generated by IIoT technologies to improve
decision‐making, enhance operational efficiency and enable
predictive maintenance. Innovation carries 7.59% of the
influencing factors. According to the researchers, SMEs that
prioritise innovation are more likely to adopt IIoT, which of-
fers the opportunity for product and service differentiation,
greater customer experiences and increased competitiveness.

Another influencing element for IIoT adoption in
manufacturing SMEs is competitive pressure, which accounts
for 6.33%. Researchers have emphasised the importance of
competitive pressure as a motivator for SMEs to invest in IIoT
adoption for manufacturing and production. In addition,
awareness accounts for 5.06% of the influencing factors. Ac-
cording to the researchers, it is important to raise awareness
among SMEs in order to overcome the initial uncertainties and
unwillingness in adopting new technologies. Another techno-
logical impacting factor is complexity, which accounts for 2.53%
of the total percentage. According to the researchers, the
adoption of IIoT requires an in‐depth understanding of multiple
technologies, protocols and standards. It is found that SMEs
encounter difficulties in choosing the correct IIoT solutions,
configuring and customising them to their individual needs, and
guaranteeing interoperability with current systems.

Factors namely maturity, ease of use, relative advantage,
robustness, scalability and technical support all have the same
percentage, each with 1.27% of the influencing factors. Ac-
cording to the researchers' findings, Maturity reflects the level
of confidence and the presence of a strong ecosystem; hence,
establishing best practices in mature IIoT systems for the
manufacturing and production SMEs. Similarly, Relative
advantage highlights the benefits and advantages SMEs
perceive when adopting IIoT compared to the existing systems
or practices. As per researchers' findings, robustness ensures
the reliability, resilience and durability of IIoT systems; there-
fore, minimising disruptions, reducing downtime and main-
taining consistent productivity levels. Scalability allows SMEs
to accommodate growth and adapt to changing needs, avoiding
technological limitations and optimising resource allocation.
Lastly, according to the researchers' findings, technical support
also plays an important role by providing assistance, guidance
and expertise during the adoption and implementation of IIoT
in manufacturing and production SMEs.

According to the analysis of technological influencing
factors for the adoption of IIoT in manufacturing and pro-
duction SMEs, factors such as efficiency, capability, real‐timeT
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tracking, and privacy and security emerge as important drivers
for IIoT adoption in manufacturing and production SMEs. On
the other hand, factors such as maturity, ease of use, robust-
ness, scalability, technical support and relative advantage have
relatively lower percentages and are less likely to have a sub-
stantial impact on IIoT adoption in manufacturing and pro-
duction SMEs. While these factors may still be relevant
and should not be completely ignored, they are not the primary
drivers for SMEs when considering IIoT adoption. SMEs are
more likely to prioritise factors that directly contribute to their

operational efficiency and competitiveness, rather than factors
that are more abstract or subjective in nature.

Lastly, the key environmental factors influencing the adop-
tion of IIoT in SMEs are business environment, government
policy, legal and ethical issues, regulatory support, operational
intelligence, resources, sustainability, and imposition by the
environment and tools. Figure 5d highlights the environmental
factors for the adoption of IIoT in manufacturing and pro-
duction SMEs. Sustainability and tools both contribute 23.3% of
the influencing factors, driving the adoption of IIoT in

TABLE 11 Technological and environmental influencing factors for the manufacturing and production SMEs.

Technological factors

Smart devices/tools

References Awareness
Big
data Complexity Capability

Competitive
pressure Maturity

Ease of
use Efficiency Flexibility Innovation

Network and
communication

Real time
tracking

Relative
advantage

Peter et al. [40] ✔

Mukherjee et al. [41] ✔ ✔ ✔

Majstorovic et al. [31]

Javaid et al. [22] ✔

Wiboonchutikula [110] ✔

Ayyagari et al. [111]

Ghobakhloo and Ching [42] ✔

Jaloudi [29] ✔ ✔

Khan et al. [30] ✔ ✔ ✔

Younan et al. [28] ✔ ✔

George and George [43] ✔ ✔

Won and Park [44] ✔ ✔

Kumar et al. [46]

Yang et al. [45] ✔

Doyle and Cosgrove [47] ✔ ✔ ✔

Wong et al. [48] ✔ ✔

Mittal et al. [23] ✔ ✔ ✔ ✔ ✔

Kamble et al. [27] ✔ ✔ ✔ ✔ ✔

Ashima et al. [25] ✔ ✔

Marcon et al. [50] ✔ ✔ ✔ ✔

Ghobakhloo [26] ✔ ✔

Mittal et al. [49] ✔ ✔

Sira [32]

Thoben et al. [24] ✔ ✔ ✔

Beliatis et al. [51] ✔ ✔

Sanusi et al. [52] ✔ ✔

Trakadas et al. [53] ✔

Çınar et al. [55] ✔ ✔ ✔ ✔

Abdullah et al. [56] ✔ ✔ ✔ ✔

Bueno et al. [21] ✔ ✔ ✔

Shrouf and Miragliotta [57] ✔ ✔

Saravanan et al. [14] ✔

Arff et al. [58] ✔

Seidel et al. [59] ✔ ✔

Cao et al. [60] ✔ ✔
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manufacturing and production SMEs. According to the re-
searchers' findings, manufacturing and production SMEs are
increasingly recognising the environmental benefits offered by
the adoption of IIoT, such as energy efficiency, waste reduction
and optimised resource utilisation, which align well with their
sustainability goals.

Business environment, government policies as well as legal
and ethical issues have the same percentage for the adoption of
IIoT in manufacturing and production SMEs, each contribute
10.00% of the influencing factors. According to the re-
searchers' findings, business environment encourages SMEs to
adopt IIoT in manufacturing and production sectors by

providing a supportive ecosystem encompassing funding ac-
cess, technological partnerships and networking opportunities.
Government policies that promote digitalisation, innovation
and investment in emerging technologies motivate SMEs to
adopt IIoT solutions in their manufacturing and production
processes. However, weak or inconsistent policies create un-
certainties and barriers; therefore, discouraging SMEs from
implementing IIoT due to compliance or legal concerns.
Indeed, legal and ethical issues significantly impact IIoT
adoption. Compliance with legislation governing data privacy,
security and intellectual property rights is crucial for SMEs in
considering IIoT adoption.

Technological factors Environmental factors

Smart devices/tools Factories/companies

Robustness Scalability
Privacy and
security

Technical
support

Business
environment

Government
policy

Legal and ethical
issues

Regulatory
support

Operational
intelligence Resources Sustainability

Imposition by the
environment Tools

✔

✔ ✔

✔

✔

✔ ✔

✔ ✔

✔

✔

✔ ✔

✔ ✔ ✔

✔

✔ ✔

✔

✔ ✔

✔

✔ ✔

✔

✔ ✔

✔ ✔ ✔

✔ ✔

✔

✔

✔

✔

✔

✔

✔

✔ ✔

✔
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Regulatory support, resources and imposition by environ-
ment also have the same contribution to the adoption of IIoT in
manufacturing and production SMEs, each with 6.67% influ-
ence. According to the researchers, well‐defined IIoT laws and
standards provide clarity and guidance; consequently, fostering
trust in the technology. In addition, operational intelligence has
an influence of 3.33% of the influencing factors. According to
the researchers' findings, operational intelligence can consider-
ably improve efficiency, productivity and decision‐making in
manufacturing and production. However, its impact on IIoT
adoption may be restricted due to complexity and expenses
associated with adopting advanced analytics and data manage-
ment systems.

Environmental factors, such as the business environment,
government policies, and tools, can significantly drive the
adoption of IIoT in manufacturing and production SMEs.
However, factors like legal and ethical issues, regulatory sup-
port and operational intelligence have a limited influence on
the adoption of IIoT in manufacturing and production SMEs.
Factors such as a business environment, government policies,
tools and sustainability have emerged as the key drivers with
comparatively larger percentages of influence. A favourable
business environment, government policies that favour digi-
talisation and the availability of user‐friendly technologies can
inspire SMEs to adopt IIoT technologies; thus, supporting
innovation, growth and alignment with sustainability goals.
These elements create an enabling environment for SMEs to
adopt IIoT technology and gain their benefits. On the other
hand, factors like legal and ethical issues, regulatory support,
operational intelligence, and resource availability have relatively

lower percentages of influence. While these factors still play a
role, their impact on IIoT adoption may be limited. Legal and
ethical compliance, clear regulations and adequate operational
intelligence can facilitate adoption, but they are not the primary
drivers for SMEs in their decision‐making process. Similarly,
limited availability of resources can pose challenges, but it does
not have as much significant influence as other factors.

In conclusion, understanding these factors and their varying
degrees of influence is important for SMEs in considering IIoT
adoption. It allows SMEs to prioritise their efforts and resources
in areas that have a greater impact on successful implementa-
tion. By focusing on factors with higher influence, SMEs can
navigate the adoption process more effectively and unlock the
full potential of IIoT in their manufacturing and production
operations.

Hence, researchers need to pay more attention to the
influencing factors that depend upon TOEI framework for the
adoption of IIoT in manufacturing and production SMEs in
developing countries.

8 | EXISTING CHALLENGES AND
FUTURE RESEARCH DIRECTIONS

The main issues commonly associated with the adoption of
IIoT in manufacturing and production SMEs are mentioned
below for future research work, as shown in Table 12.

Managerial Implications: This research study offers
several important managerial implications. First and foremost,
it provides manufacturing and production SMEs in developing

F I GURE 5 Analysis of Influencing Factors for the Manufacturing and Production SMEs based on TOEI Framework, (a) Individual Factors,
(b) Organisational Factors, (c) Technological Factors and (d) Environmental Factors.
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countries with a well‐defined roadmap for the adoption of
IIoT technologies by presenting a model. The insights, derived
from the TOEI framework, can guide managers and decision‐
makers in formulating strategies that are beneficial to their
specific needs and challenges in manufacturing and production
SMEs in developing countries. Furthermore, this research
study highlights the importance of adopting IIoT technologies,
not only for improved operational efficiency but also for
enhanced competitiveness on a global level for the
manufacturing and production SMEs in developing countries.

Theoretical Implications: This research study contrib-
utes to the literature by extending the application of the TOEI
framework to the context of IIoT adoption in developing
countries in the context of IR 4.0 and IR 5.0 for the

manufacturing and production SMEs. It elaborates the existing
body of knowledge by highlighting the unique challenges and
opportunities faced by SMEs in developing countries. Addi-
tionally, it highlights the theoretical underpinnings of tech-
nology adoption in the context of IR 4.0 and IR 5.0, providing
a deeper understanding of the dynamics.

Limitations: Firstly, the study's generalisability may be
constrained by the context of the developing countries under
investigation. Variations in socio‐economic factors, regulatory
environments and technological infrastructure could influence
the applicability of the proposed model. Secondly, the research
relies on data collected up to the present, and the rapidly
evolving nature of IIoT may render some findings subject to
change over time. Finally, while efforts have been made to

TABLE 12 Future suggested works for IIoT technology in manufacturing and production SMEs.

Future suggested works Descriptions

Cost‐effective and scalable IIoT technology for SMEs One of the biggest challenges faced by SMEs is the cost of implementing IIoT technology.
Therefore, future research needs to focus on developing affordable and scalable IIoT
technology that will be integrated with the existing systems of SMEs. This will make it easier
for SMEs to adopt and implement IIoT as well as enable SMEs to leverage the benefits of
IIoT technology [112, 113].

Investigate the impact of IIoT on SMEs To investigate the impact of IIoT on SMEs can be significant. By leveraging IIoT, SMEs can
improve their productivity, efficiency and profitability. Therefore, future research should
focus on the investigation of the impact of IIoT on SMEs' productivity, efficiency and
profitability. This will enable SMEs to make informed decisions for adopting and
implementing IIoT technology [40, 41].

Exploring the potential of IIoT The potential of IIoT for SMEs is vast and can bring about significant benefits including the
operational efficiency, predictive maintenance and cost efficiency. Future research needs to
explore the potential of IIoT in improving the supply chain management, inventory control
and logistics for SMEs. By leveraging IIoT technology, SMEs can improve their operational
efficiency, predictive maintenance and reduce costs [40, 114].

Real‐time monitoring and control IIoT enables SMEs to implement real‐time monitoring and control of their operations. With
IIoT, sensors can be installed on machines and equipment, allowing for real‐time data
collection and analysis. This can improve quality control and reduce waste, leading to
increased profitability [115, 116].

IIoT related security and privacy issues Examining the security and privacy issues associated with IIoT adoption in SMEs and developing
strategies to mitigate these risks. The large amount of data collected by sensors can be
vulnerable to cyber‐attacks, and unauthorised access to this data can lead to theft of sensitive
information or disruption of operations. Therefore, future research needs to focus on
examining these issues and to develop strategies to mitigate these risks [117, 118].

Government policies and regulations Investigating the role of government policies and regulations in promoting IIoT adoption among
SMEs and identifying the barriers that hinder their adoption. Overall, government policies
and regulations can play a critical role in shaping the development and adoption of IIoT,
ensuring that it is used in a safe, secure and responsible manner. Therefore, future research
should investigate the role of government policies and regulations in promoting IIoT
adoption among SMEs and identify the barriers that hinder their adoption [119, 120].

Training and education programs Developing training and education programs for SMEs to enhance their understanding of IIoT
technology and its benefits. As IIoT continues to grow, there is a need for skilled
professionals who can design, implement and maintain these systems. To address this need,
many organisations and governments are investing in training and education programs, to
enhance their understanding of IIoT technology and its benefits for SMEs [121, 122].

Implementation of IIoT in SMEs Implementation of IIoT in SMEs involves the actual integration of IIoT technology into the
operations and processes of SMEs. This includes the installation of sensors, connectivity
devices as well as data analytics tools to collect and analyse data from various industrial
equipment and processes. The implementation of IIoT in SMEs also involves addressing
challenges related to cybersecurity, data privacy and interoperability. Additionally, ensuring
that different IIoT devices and systems can communicate and work together seamlessly is
essential for maximising the benefits of IIoT in SMEs [40, 123].
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mitigate biases, the study's conclusions are based on the existing
studies of SMEs specifically targeting the manufacturing and
production sectors, which may not fully represent the diversity
of the SME sector in developing countries.

9 | CONCLUSION AND
RECOMMENDATIONS

An explicit category of IoT emphasises its use cases and ap-
plications in advanced industries and intellectual manufacturing
and production is known as the IIoT. It is measured to be a
complex system of an extensive diversity of systems. Under-
standing the key factors that influence IIoT may help the
manufacturing and production SMEs. It is advised for the
ministry of Small Medium Enterprises and decision‐makers to
plan strategies for the successful adoption of IIoT. The
research study examines the influencing factors that are sig-
nificant for IIoT adoption for the manufacturing and pro-
duction SMEs in developing countries. After the identification
of influencing factors, IIoT adoption model has been proposed
based on the TOEI framework for the manufacturing and
production SMEs with respect to future policy‐making in
developing countries. These influencing factors are categorised
into four groups including the individual, organisational,
environmental and technological. A comparative analysis of
these influencing factors is presented in a detailed description
in order to determine which factors that should be prioritised
for an efficient use of IIoT by the manufacturing and pro-
duction SMEs. It will help provide support and encourage the
manufacturing and production SMEs to incorporate these
technologies into their business environment. The findings will
be helpful for the manufacturing and production SMEs,
policy‐makers and the government to address the factors as
well as to make well‐informed decisions regarding IIoT
adoption in the manufacturing and production SMEs. Lastly,
recommendations are offered for an efficient IIoT adoption in
the manufacturing and production SMEs in developing
countries.
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