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ABSTRACT Cybersecurity has gained increasing importance among firms of different sizes and industries
due to the significant rise of cyber-attacks over time. Technology startups are particularly vulnerable to
cyber-attacks due to the lack of cyber security measures. This is because of limited human capital and
financial resources to quantify cyber risks and allocate appropriate investments to cyber security. Tech-
nology startups are suppliers and vendors to large organisations such as MNCs, government and financial
institutions. They could possibly have a network connection back to the large organisations and might even
store confidential information of these large organisations such as financial records, personal data and other
proprietary information. As such, with the lack of appropriate cyber security measures, technology startups
may be an attack vector for malicious hackers to gain entry to the large organisations. Focusing on tech-
nology startups, this study conducted a systematic literature review on cyber security maturity assessment
frameworks. This study addressed five research questions on the existing cyber security maturity assessment
frameworks in various industries, the target for implementation, cyber security maturity level, shared
control domains of these frameworks, and the quantification of the return of cyber security investments.
Referring to the Preferred Reporting Items for Systematic Reviews and Meta-Analysis (PRISMA) checklist,
a detailed analysis was performed on 24 published research articles (out of 650) from reputable journals
and conference proceedings from January 2011 to June 2022. The results revealed the lack of an end-to-end
cyber security maturity assessment framework for technology startups. Despite the similarities in the cyber
security maturity level for certain frameworks, the results revealed no singular framework that can evaluate
the cyber security maturity level of technology startups. The results further revealed the lack of studies on the
quantification of the return of cyber security investments in an end-to-end cyber security maturity assessment
framework for technology startups. This put the startup in a vulnerable position since management is not able
to obtain relevant data on the startup’s cyber maturity posture and without such information, they are not able
to appropriately justify their security investments to mitigate the evolving cyber risks.

INDEX TERMS Cyber security risk, cyber security maturity, cyber security framework, cyber risk quantifi-
cation, return of security investment, technology startup.

I. INTRODUCTION
Following the growing connectivity in this digital era,
the occurrence of cyber-attacks has continued to increase
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tremendously. There are different cyber-attacks, such as ran-
somware attacks, distributed denial of service, phishing, and
exploiting vulnerable web and mobile applications. Taking
the case of the Southeast Asian region, Singapore encoun-
tered a significant increase in cyber-attacks on a weekly basis,
with an annual increase of 145% in 2021 [1]. The number of
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cyber-attacks has increased inevitably; it is only a matter of
time before these attacks occur since anyone with the knowl-
edge of hacking can execute malicious intentions. Being a
victim of a cyber-attack is financially taxing which may cost
businesses thousands of dollars in recent times [2]. Therefore,
it is crucial for the cyber security functions in organisations to
have the capability in addressing the potential cyber security
threats on a timely basis.

Cyber risks critically affect businesses following
widespread cyber-attack cases [3]. Organisations of different
sizes, small and medium enterprises (SMEs) or multinational
companies (MNCs) are susceptible to these attacks. The size
of an SME is no different from a startup [4]. The substantial
effects of cyber-attacks in terms of revenues and clients’
trust have positioned cyber risks as the top agenda during
board meetings. An SME in Singapore reports annual revenue
of $100 million or has less than 200 employees [5]. The
effects of cyber-attacks are more critical for startups. Startups
have limited financial resources to invest in cybersecurity,
which makes them more vulnerable to cyber-attacks [6].
Poor security measures put startups at higher risk against
these attacks, which have made it particularly challenging
for startup founders to gain clients’ trust, especially with the
rising cases of cyber-attacks [7].

Cyber security issues are no longer an information tech-
nology (IT) problem. It has now become a business risk
which should be handled with due care at the highest level
in the organisation. Most malicious perpetrators have shifted
their focus to smaller organisations since they are easier
targets than larger organisations [6]. The smaller organisa-
tions do not have adequate financial resources to strengthen
their information security capabilities in order to protect the
business [8]. Smaller organisations like technology startups
need to allocate the appropriate investments to implement
the required security measures to combat against these cyber
threats. The significance of cyber security has propelled
the need to establish a specific framework that can help
businesses to recognise, prevent, respond, and recover from
cyber-attacks [9]. Implementing a cyber security maturity
assessment (CSMA) framework equips businesses to deal
with cyber threats. Startups demonstrate low cyber security
maturity levels due to their lack of cyber security measures,
making them susceptible to cyber-attacks [10]. Thus, it is
imperative to determine the cyber security maturity level in
order to comprehend the current and target maturity level
so that startups are able to implement the appropriate cyber
security measures to deal with cyber-attacks based on the
identified gaps uncovered during the cyber security maturity
assessment.

Focusing on technology startups, the current study aims to
review the existing CSMA frameworks that are commonly
used by cyber security practitioners in the industry. This
study specifically examined the comprehensiveness of these
frameworks from an end-to-end perspective to assess cyber
risks, determining cyber security maturity levels and quanti-
fying the returns of cyber investments for technology startups.
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Moreover, this study compared the existing and commonly-
used cyber security frameworks, underlined their common
features and extrapolated the key control domains which can
be streamlined to conduct a cyber security maturity assess-
ment for technology startups in a more effective manner.
The objective is to provide management with the information
to make a more informed decision so that the right amount
of investment can be allocated to implement cyber security
solutions for the technology startup in order to mitigate the
cyber security risks. With the appropriate security measures
in place, this will give added protection for the startup to
mitigate against cyber-attacks by malicious threat actors.

Il. BACKGROUND AND RELATED WORKS

Cybersecurity is one of the most effective methods to
counter business risk [3] and is a key determinant in the
decision-making process at the organisational level [11].
As of January 2022, there were more than 3,800 startups
in Singapore [12]. The Ponemon Institute conducted a sur-
vey and revealed that the majority of SMEs experienced
cyber-attacks (66%) and data breaches (63%) in the past
12 months [13]. These attacks affected the financial standing,
operations, and reputation of organisations. The increasing
connectivity and the upsurge of digital transformation initia-
tives have created a thriving environment for malicious per-
petrators, increasing the rate of cyber-attacks. This has called
for the need to establish CSMA frameworks and standards in
the industry [11].

Various CSMA frameworks are available for cyber security
practitioners in the industry to evaluate the cyber security
maturity of organisations. Through these existing frame-
works, organisations’ current cyber security maturity level
can be determined to establish a roadmap towards attaining
the desired maturity level. Despite the importance of a cyber
security framework against cyber-attacks for organisations
[8], startups experience difficulties developing an appropriate
framework for building up their cyber security maturity [11].
Without a clear framework, technology startups cannot invest
properly in the suitable security measures. Poorly executed
security measures result in poor cyber security, which reflects
a low cyber security maturity level. Organisations can defend
themselves from cyber-attacks that cause data breaches and
financial losses by investing in the latest security mea-
sures [14].

A. CYBER SECURITY FRAMEWORKS

There are existing cyber security frameworks used by indus-
try practitioners to assess cyber risks and determine the
cyber security maturity posture of their organisations. Some
of the commonly-used cyber security frameworks include
the National Institute of Standards and Technology (NIST),
International Organisation for Standardization (ISO) 27001,
Control Objectives for Information and Related Technolo-
gies (COBIT 5), Cyber Security Capability Maturity Model
(C2M2), Capability Maturity Model Integration (CMMI).
However, these frameworks lack the end-to-end structure on
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assessing cyber risks, determining the cyber security maturity
levels and quantifying the returns of security investments
based on the mitigation measures. Technology startups do
not have the budget to invest in cyber security [7]. As such,
the ability to obtain an end-to-end viewpoint on the cyber
maturity posture will allow management to make proper deci-
sions on the investment that they make to implement cyber
security measures. In order to do this, the ability to assess
cyber risks, determining the cyber security maturity level and
quantifying the returns of security investments are necessary
to be included in the end-to-end framework.

The existing cyber security frameworks are also gener-
ally used in traditional setups. The control objectives in the
frameworks are broad and aplenty which take a significant
amount of time (e.g., 3 to 6 months) to complete. Technology
startups are known to be lean and agile, and build products
with speed through innovation [41]. Thus, they do not have
the luxury of time to complete a cyber security assessment
which takes 3 to 6 months. As such, the control objectives in
the cyber security frameworks need to be more streamlined
and focused for technology startup. With a leaner framework
for technology startup, this will assist in shortening the time
frame to complete the cyber security assessment.

B. CYBER SECURITY MATURITY LEVELS

Cyber Security Maturity Levels help technology startups to
determine their current and target maturity level [28]. It pro-
vides a good understanding for the startup to determine their
existing cyber security posture and the gaps which need
to be remediated in order to achieve their target maturity
level. Knowing the cyber security maturity levels help cyber
security practitioners to better manage the security of their
organisations. According to [30], 12 cyber security maturity
models have been identified between 3 to 5 maturity levels.
From a maturity scale of 1 to 5, a startup with level 1 in the
maturity scale has the lowest cyber security posture with very
weak cyber defences which make the company susceptible to
cyber-attacks. On the other hand, a startup with a 4 in the
maturity scale have an above average cyber security posture
with strong defences against malicious perpetrators.

The cyber security maturity level is determined by the
number of effective cyber security and data protection con-
trols implemented in the organisation. The number of effec-
tive cyber security and data protection controls is in turn
determined by the amount of cyber security investments that
have been allocated to mitigate cyber risks identified in the
organisation. Knowing the cyber security maturity levels is
important especially for technology startups as it helps man-
agement to appropriately cater cyber security investments so
that they can right-size their cyber security measures depend-
ing on the current and target maturity level of the startup.

Cyber security frameworks have been extensively explored
and discussed in the literature. However, end-to-end cyber
security maturity assessment frameworks for SMEs, espe-
cially technology startups, have not been systematically

5444

reviewed, which is addressed in the current study. Focusing
on technology startups, this study presented a comprehensive
overview of the cyber security maturity assessment frame-
work and a quantification approach to determine the return
of cyber security investments. The end-to end framework
will help technology startups to effectively review risks,
appropriately identify the cyber security maturity level and
provide management with sufficient data to make decisions
in justifying investments related to cyber security. With such
a framework, this will help technology startups to secure their
enterprise against cyber-attacks and reduce the risk of becom-
ing an attack vector to their clients which can be organisations
such as MNCs, governments and financial institutions.

IIl. SYSTEMATIC LITERATURE REVIEW
The systematic literature review (SLR) can determine future
research in a particular field. SLR helps researchers to obtain
a firm grasp of the field of study and recognize the current
research trends and gaps [16]. SLR must be comprehen-
sively methodologically performed with rigor to eliminate
bias. It should be beyond a collection of research articles;
these research articles should be analytically and objectively
reviewed and summarised [17]. With that, SLR was per-
formed in this study to identify, evaluate, and summarise the
findings of prior studies within a particular field of study [15].
For this study’s SLR, several research questions were
clearly established:

1) What cyber security maturity assessment (CSMA)
frameworks are available for use in various industries?

2) Are these existing CSMA frameworks targeted for
implementation in technology startups?

3) Do these existing CSMA frameworks determine the
cyber security maturity level?

4) What are the shared control domains among these exist-
ing CSMA frameworks?

5) Do the existing CSMA frameworks incorporate the
quantification of the return of cyber security invest-
ments?

This study gathered research articles from the follow-
ing digital databases: IEEE explore (ieeeexplore.ieee.org);
Scopus (www.scopus.com); Springer (Www.springer.com);
Web of Science (http://apps.webofknowledge.com). This
study targeted research articles from January 2011 to
June 2022 using the following keywords: “Cyber Secu-
rity Maturity Assessment Model”’; “Cyber Security Matu-
rity Assessment Framework™; “Cyber Security Maturity
Assessment’’; “Cyber Security Maturity Assessment” AND
“Technology Startup”; “Cyber Security Maturity Assess-
ment Framework” AND “Technology Startup’; Cyber
Security Maturity Assessment Model” AND ‘““Technology
Startup™; “Cyber Security Maturity Assessment” AND
“SME”; “Cyber Security Maturity Assessment Frame-
work” AND “SME”; “Cyber Security Maturity Assess-
ment Model” AND “SME”; “Cyber Security Maturity
Assessment” AND “Startup”; “Cyber Security Maturity
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TABLE 1. Inclusion and exclusion criteria.

S/N Inclusion Criteria Exclusion Criteria

Research articles on cyber
security maturity assessment
framework/model with no
reference to assessing cyber

1 Cyber security maturity
assessment
framework/model in
technology startups

risks
2 Cyber security maturity Research articles on cyber risk
assessment assessment framework/model
framework/model in with no reference to assessing
startups cyber security maturity
3 Cyber maturity assessment | Research articles with no

framework or model for reference to cyber security
SMEs maturity assessment or cyber
risk assessment

Research articles written in
languages other than English

4 Only research articles
written in English

5 Cyber security maturity
assessment in various
industry sectors and
different organisational
types

6 Related research articles
published between January
2011 to June 2022

Unpublished articles, theses,
references, or textbooks

Related research articles
published before January 2011

Assessment Framework AND “Startup”; “Cyber Security
Maturity Assessment Model”” AND ““Startup”. As SMEs and
startups share similar size [5], the search included “SME” to
cover all related small businesses.

Table 1 summarises the inclusion and exclusion criteria
of this study to ensure a targeted search with respect to the
research questions. All selected research articles were saved
in Mendeley (www.mendeley.com), which is a reference
management software that manages scholarly publications.

The PRISMA methodology, which incorporates an
evidence-based minimum set of items, was employed in
this study for efficient reporting of systematic reviews
and meta-analyses. Figure 1 presents this study’s PRISMA
flowchart [18].

Based on the keywords used in the systematic litera-
ture review, this study identified 1,772 (including dupli-
cates) research articles published in IEEE explore, Scopus,
Springer, and Web of Science using the described search
strings in the identification stage. There were 51 articles
extracted from IEEE Explore, 175 from Scopus, 74 from Web
of Science and 1472 from Springer as shown in Figure 1.

The initial screening retained a total of 620 research arti-
cles after all duplicates were removed. The screening process
further excluded a total of 550 research articles according to
the inclusion and exclusion criteria that have been identified
as per Table 1.

The abstracts of the remaining 70 research articles were
then reviewed which excluded 27 research articles. Although
the excluded research articles consisted of relevant keywords
in the title, abstract, and content, these research articles
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FIGURE 2. Percentage of collated studies.

focused on cyber risk with no context of cyber security
maturity and vice versa. These research articles also did
not address this study’s research questions. After the final
synthesis, 24 research articles have been accepted for an in-
depth analysis.

A. OVERVIEW OF SELECTED STUDIES
24 articles were selected for this research. Among them,
9 papers appeared in conference proceedings while 13 papers
were published in journals. The numbers in percentages are
represented in Figure 2.

Figure 3 shows the number of papers by year of publica-
tion based on the 24 papers that have been selected in this
systematic literature review. The graph indicates that there
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FIGURE 3. Number of papers by year of publication.

is an increase of publication from 2019 onwards. The low
distribution of papers in 2022 was as of 31 Aug.

IV. THREATS TO VALIDITY

The potential biasness and the data extraction in an impre-
cise manner could constrain our findings and pose a major
threat to how this SLR is conducted. The four common
threats to validity have been taken into account: constructing
validity, internal validity, external validity and conclusion
validity [40]. Initially, the search terms used may not be
able to extract all relevant papers in the identified databases,
but manual scrutiny was conducted in the reference section
of each paper to further drill down and extract the papers
that fall under the research area’s realm. An independent
evaluation of each of the 43 papers was conducted to ensure
relevance to the research area and questions. The selection
of the 24 journal papers was conducted as per the PRISMA
guidelines [18] to reduce the risk of missing relevant papers
and ensure the selected papers can address the research
questions and consider the inclusion and exclusion criteria.
Several combinations of the search terms were used to avoid
the accidental exclusion of relevant papers. Following the
PRISMA guidelines provide reasonable assurance, without
bias and using the objective criteria, the selected and reviewed
papers are among the most relevant studies related to the
research area and relevant to the research questions that have
been determined.

V. FINDINGS

Data extraction is conducted based on the analysis of the
keywords in the 24 selected papers and depicted in Figure 2
below using the VOSviewer software. The VOSviewer helped
to identify the keywords which appeared most often in the
articles and the links between the authors of the articles. The
bigger bubbles showed the keywords which appeared most
often.

This analysis is required to gather the results of the research
in order to address the research questions (RQs) which have
been determined for this systematic literature review. Data
extraction was performed on the selected research articles
(n=24), and the results are discussed with respect to this
study’s research questions (RQs).

RQI1: What are the cyber security maturity assessment
(CSMA) frameworks available for use in various industries?

Table 2 presents the identified CSMA frameworks
from all 24 research articles, which were identified as
available for use in various industries across different
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countries. A few research articles highlighted the same
CSMA framework. For instance, seven research arti-
cles [25], [28], [30], [32], [33], [35], [37] focused on the
Cyber Security Capability Maturity Model (C2M2), whereas
four research articles [27], [9], [33], [37] utilized the Con-
trol Objectives for Information and Related Technologies
(COBIT) Framework. Several research articles also repeated
and described the same framework in their literature review.

RQ2: Are these CSMA frameworks targeted for implemen-
tation in technology startups?

The analysis further revealed only one CSMA frame-
work [28] was targeted for implementation in technology
startups, which proved the lack of a CSMA framework for
technology startups. In the research article entitled ““Adoption
of COBIT 5 Framework in Risk Management for Startup
Company”, a risk management model was described con-
cerning the processes of the COBIT 5 Framework. Consid-
ering that SMEs and startups are similar in terms of size [5],
seven other research articles that focused on CSMA frame-
works for SMEs were also identified:

1) Cybersecurity Risk Management in Small and
Medium-Sized Enterprises: A Systematic Review of
Recent Evidence [9]

2) The framework of Effective Risk Management in
Small and Medium Enterprises (SMEs): A Literature
Review [19]

3) A Dynamic Simulation Approach to Support the Eval-
uation of Cyber Risks and Security Investments in
SME:s [22]

4) A Novel Cybersecurity Framework for Countermea-
sure of SMEs in Saudi Arabia [26]

5) Calculated Risk? A Cybersecurity Evaluation Tool for
SME:s [29]

6) Cyber Resilience Self-Assessment Tool (CR-SAT) for
SME:s [31]

7) Reference Framework “HOGO” for Cybersecurity in
SME:s based on ISO27002 and 27032 [38]

Overall, this study identified 37 CSMA frameworks from
24 research articles. Adding to that, only seven frameworks
were reported to be specifically targeted for SMEs, whereas
only one framework for startups was identified. These results
reaffirmed the need to emphasize the CSMA framework for
technology startups.

RQ3: Do the existing CSMA frameworks assess the cyber
security maturity level?

Table 3 presents CSMA frameworks that determine the
cyber security maturity level. Assessing risk without deter-
mining the cyber security maturity level limits the ability
of organisations to assess their current cyber security pos-
ture and to determine the intended or target cyber security
posture. Having insights on the cyber security maturity level
enables organisations to allocate the appropriate investments
to enhance their cyber security maturity or posture [14].

Referring to Table 3, these frameworks were highlighted
in 15 research articles. The remaining eight research articles
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TABLE 2. Relevant papers describing CSMA framework.
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No. CSMA Framework Ref
1 Committee of Sponsoring Organisations of the [19]
Treadway Commission (COSO)
2 1SO 21827 [20], [33],
[35]
3 Electricity Subsector Cybersecurity Capability [21], [28],
Maturity Model (ES-C2M2) [32], [33],
[35]
4 SMECRA (SME Cyber Risk Assessment) [22]
Methodology
5 Holistic Cybersecurity Maturity Assessment [23]
Framework (HCYMAF)
6 CyberGov (Cybersecurity Governance) [24]
Framework
7 Cyber Security Capability Maturity Model [257, [28],
(C2M2) [30], [32],
[33], [35],
[37]
8 Information Security Management Maturity [25], [30],
Model (ISM3) [33], [37]
9 The Publisher’s Programme Overview for [25]
Information Security Management Assistance
(PRISMA)
10 1SO 27002 [25], [38]
11 Holistic Cybersecurity SME’s Coordination [26]
Model
12 COBIT Framework [27], [9],
[33],[37]
13 Oil and Natural Gas Subsector Cybersecurity [28], [33],
Capability Maturity Model (ONG-C2M2) [35]
14 National Initiative for Cybersecurity Education [28], [30],
Capability Maturity Model (NICE) [32], [33],
[35]
15 Federal Financial Institute of Examination [28], [32]
Council Capability Maturity Model (FFIEC-
CMM)
16 African Union Maturity model for Cybersecurity | [28], [32]
(AUMMCS)
17 National Institute of Standards and Technology [9]1, [29],
(NIST) [30], [33]
18 Health Information Trust Alliance (HITRUST [9]
CSF)
19 A Pedagogic Cybersecurity Framework (PSF) [9]
20 Centre for Internet Security (CIS) [9]
21 Cloud Security Alliance (CSA) [9]
22 SME Cybersecurity Evaluation Tool (CET) [29]
23 Information Security Evaluation Maturity [29]
(ISEM) Model
24 Systems Security Engineering Capability [30]
Maturity Model (SSE-CMM)
25 1SO 27001 [30], [35],
[36]
26 Information Security Maturity Model (ISM2) [30]
27 Gartner’s Information Security Awareness [30]
Maturity Model (GISMM)
28 Information Security Framework (ISF) [30]
29 Resilience Management Model (RMM) [30]
30 Community Cyber Security Maturity Model [307, [33]
(CCSMM)
31 Cyber Resilience Self-Assessment Tool [31]

TABLE 2. (Continued.) Relevant papers describing CSMA framework.

32 Citigroup’s Information Security Evaluation [33]
Maturity model (ISEM)

33 IBM Information Security Framework [33]

34 Saudi Cybersecurity Maturity Assessment [34]
Framework (SCMAF)

35 ISO 15408 [35]

36 ISO 27032 [38]

37 Cyber Security Governance Maturity Model [39]
(CSGMM)

emphasised risk assessment that did not specifically include
the assessment of cyber security maturity level. The detailed
analysis of all 23 frameworks also revealed the application
of different approaches in assessing cyber security maturity
levels. However, this study identified similarities in certain
frameworks. For instance, the following cyber security matu-
rity models consist of five cyber security maturity levels but
the maturity levels have been defined differently [30]:

1) Information Security Evaluation Maturity Model:
1-Complacency; 2—Acknowledgment; 3—Integration;
4—Common Practice; 5—Continuous Improvement

2) Information Security Management Maturity Model:
1-Undefined; 2-Defined; 3—-Managed; 4—Controlled;
5-Optimised

3) Information Security Framework: 1-Initial; 2—Basic;
3—Capable; 4-Efficiency; 5S—Optimising

4) Community Cyber Security Maturity Model:
1-Initial; 2—Advanced; 3—Self-Assessed; 4-Integrated;
5—Vanguard

On the other hand, the following cyber security maturity
models consist of three to four cyber security maturity levels
but define cyber security maturity level differently [30]:

1) Gartner’s Information Security Awareness Matu-
rity Model: 1-Blissful Ignorance; 2-Awareness;
3—Corrective; 4-Operational Excellence

2) Resilience Management Model:
2—Performed; 3—-Managed; 4-Defined

3) Nice Cyber Security Capability Maturity Model:
1-Limited; 2—Progressing; 3—Optimised

1-Incomplete;

Overall, the results demonstrated the absence of a singular
CSMA framework to determine organisations’ cyber security
maturity level, including technology startups.

RQ4: What are the shared control domains between the
existing CSMA frameworks?

Fundamentally, control domains are necessary as key con-
trols for risk assessment. Table 4 presents the extracted shared
control domains among the CSMA frameworks reported in
seven research articles [20], [25], [28], [31], [32], [34], [38].

Based on the obtained results, common control domains
that can be streamlined and evaluated in the risk assessment
stage were found evident. These common control domains
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TABLE 3. Frameworks which include CSMA.

TABLE 4. Shared control domains.

can be classified as the highest priority, which ultimately
exhibit substantial risk impact on organisations. The common
key control domains can be generalised as follows:

o People: This domain incorporates the organisation’s
human capital under the management of the Human
Resource function. It consists of workforce management
and the capabilities and educational qualifications of
employees in key positions.

o Process: This domain covers all organisational processes
from document maintenance, change and configuration
management, asset management, and cybersecurity to
programme management. It helps identify and manage
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No. CSMA Framework Ref No. Control Domains Ref
1 Electricity Subsector Cybersecurity Capability [21], [28], 1 Technology, Vulnerability, Risk, Impact, [20]
Maturity Model (ES-C2M2) [32], [33], System, Entity, SubSystem, Capability, Threat
[35] and Process
2 Holistic Cybersecurity Maturity Assessment [23] 2 Risk Management, Security Policy and Plan [25]
Framework (HCYMAF) Management, Human Resource Management,
3 CyberGov (Cybersecurity Governance) [24] Physical Security Management, IT Security
Framework Management, Communication Security
4 Cyber Security Capability Maturity Model [25], [28], Management, Security Technology Management,
(c2M2) [30], [32], Security Event and Incident Management,
[33], [35], Security Audit and Compliance Management
[37] 3 Asset, Change and Configuration Management, [28], [32]
5 Information Security Management Maturity [25], [30], Cybersecurity Programme Management, Event
Model (ISM3) [331,[37] and Incident Response, Continuity of Operation,
6 The Publisher’s Programme Overview for [25] Identify and Access Management, Information
Information Security Management Assistance Sharing and Communications, Risk
(PRISMA) Management, Situational Awareness, Supply
7 Oil and Natural Gas Subsector Cybersecurity [28], [33], Chain and External Dependencies Management,
Capability Maturity Model (ONG-C2M2) [35] Threat and Vulnerability Management and
8 National Initiative for Cybersecurity Education [28], [30], Workforce Management
Capability Maturity Model (NICE) [311, [33], 4 Risk, Assets, Access, Threat, Situation, Sharing, [28], [32]
[35] Response, Dependencies, Workforce and Cyber
9 Federal Financial Institute of Examination [28], [32] 5 Asset Management, Threat and Vulnerability [31]
Council Capability Maturity Model (FFIEC- Management, Incident Analysis, Awareness and
CMM) Training, Information Security, Detection
10 African Union Maturity Model for Cybersecurity | [28], [32] Processes and Continuous Monitoring, Business
(AUMMCS) Continuity Management, Information Sharing
11 National Institute of Standards and Technology [9], [29], and Communication
(NIST) [30], [33] 6 Governance, Asset Management, Cybersecurity [34]
12 SME Cybersecurity Evaluation Tool (CET) [29] Risk Management, Physical Security, Third Party
- - - - Security and Logical Security
13 Information Security Evaluation Maturity Model | [30] 7 People, Organisational Document, Process and [37]
(ISEM) - - - — Technology
14 Systems Security Engineering Capability [30]
Maturity Model (SSE-CMM)
15 Information Security Maturity Model (ISM2) [30]
16 Gartner’s Information Security Awareness [30] all related security development and management pro-
Maturity Model (GISMM) cesses.
17 Information Security Framework (ISF) [30] o Technology: This domain focuses on the applica-
18 | Resilience Management Model (RMM) (30] tion, development, implementation, and maintenance of
19 Community Cyber Security Maturity Model [301, [33] devices and technologies. This implements a data loss
(CCSMM) prevention tool that prevents data leakage
20 Cyber Resilience Self-Assessment Tool [31] . R o o
- : : i o Compliance: This domain involves monitoring the
21 Citigroup’s Information Security Evaluation [33] T . . . . .
Maturity (ISEM) Model organisation’s compliance with information security
22 Saudi Cybersecurity Maturity Assessment [34] policies, regulatory standards, and industry certifica-
Framework (SCMAF) : tions. For instance, the organisation must comply with
23 Cyber Security Governance Maturity Model [39] .
(CSGMM) the ISO27001 certification.

Instead of having comprehensive control domains, this
study identified five key domains which can be examined
during the risk assessment stage.

RQ5: Is quantifying the return of cyber security invest-
ments embedded as part of the CSMA framework?

This study identified one research article entitled “A
Dynamic Simulation Approach to Support the Evaluation
of Cyber Risks and Security Investments in SMEs” [22]
that highlighted its framework’s capability to evaluate SMEs’
cyber security investments. The study examined the targeted
investments based on the risks posed and incorporated var-
ious scenarios to evaluate the cyber security investments
according to several standard parameters. In one of its sim-
ulations, an organisation experiences losses due to cyber-
attack, suggesting its need to allocate more investments in
cyber security. As a result, the organisation’s losses reduced
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and eventually stabilised with increased investments in cyber
security.

The lack of a quantification model embedded in an end-to-
end cyber security maturity assessment framework for tech-
nology startups is a critical concern, especially when startups
are highly vulnerable against the increasing rise of cyber-
attacks. Technology startups cannot quantify and allocate
the appropriate investments in cyber security without risk
quantification.

A. GAP ANALYSIS

The existing cyber security frameworks are used by cyber
security practitioners in various industries but there is a lack
of a cyber security framework to assess the maturity level
specifically for a technology startup from a cyber security
standpoint. Out of the 37 frameworks reviewed, only seven
were specifically targeted for SMEs, and only one framework
was identified for technology startups. Though SMEs and
startups are similar in terms of size [5], the fundamental
difference is that technology startups are known for agility
and thrives on innovation with information technology.

Based on the frameworks reviewed to determine the
cyber security maturity levels, there are different approaches
towards assessing the cyber security maturity levels. Though
there are similarities in the maturity level, they are defined
differently and are not suitable for a technology startup. The
cyber security maturity levels for technology startups should
be aligned with the stages of the startup lifecycle for clear
understanding based on the investments the startup received
in each stage. Figure 3 shows an appropriate cyber security
maturity level based on each stage of the startup lifecycle.

Different cyber security frameworks have a variety of con-
trol domains. However, there is no framework which has
control domains to assess the key controls specific for a
technology startup. After analysing the control domains from
the cyber security frameworks included in this study, five key
domains have been extrapolated to be analysed as part of the
Risk and Controls Assessment phase.

There is also a lack of a Cyber Quantification phase embed-
ded in the cyber security framework. Since technology star-
tups is a lean organisation, it is important to ensure that the
security budget is used prudently. In order to do this, there
should a cyber quantification model to calculate the return
of security investments based on the mitigation costs for the
control deficiencies. The return of security investments would
allow management to make a proper decision when allocating
the budget to invest in cyber security measures.

First and foremost, the analysis of the cyber security frame-
works selected in this study have shown that there is a lack of
a specific cyber security framework to examine the key con-
trol domains in a technology startup. There is no framework
which assess the cyber security maturity level specifically
for a technology startup. Finally, there isn’t an end-to-end
framework which is available to assess cyber risk, determine
the cyber security maturity level and calculate the returns
of cyber security investments. An end-to-end cyber security
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framework provides an overview to assess cyber security risk
and justify mitigating measures in a more effective manner.

B. PROPOSED CSMA FRAMEWORK

There are existing frameworks to assess the cyber secu-
rity maturity of organisations. However, the frameworks are
broad and generic, and thus not specific enough to be applied
in technology startups. Since startups tend to be a lean organ-
isation with limited resources, a new framework needs to be
developed which is customised and focused in identifying,
mitigating and quantifying risks in a technology startup. The
new Cyber Security Maturity Assessment (CSMA) frame-
work targets specifically at technology startups and provide
a holistic and end-to-end framework. The CSMA framework
consists of three phases; Risk and Control Assessment, Cyber
Security Maturity Level and Cyber Quantification as shown
in Figure 4 below.

After extrapolating the key control domains for technology
startups from the existing cyber security frameworks, the
People, Process, Product, Platform and Compliance or the
4P1C domains are introduced. The 4P1C domains would
allow a more streamlined approach in conducting a cyber
security maturity assessment and at a much quicker pace.

In Phase 1, a Risk and Control Assessment is conducted to
assess the cyber risks. Each of the 4P1C domains are broken
down into several sub-domains, and each of the sub-domains
may contain one or more key control objectives which need
to be assessed. In the Risk and Control Assessment phase, the
risk assessment rating and risk treatment are derived. Phase
2 determines the cyber security maturity level of each of the
key controls, sub-domains, the 4P1C domains and the over-
all cyber security maturity level of the technology startup.
Finally, Phase 3 calculates the return of security investment
for each of the mitigating measures using an enhanced version
of the Return of Security Investment (ROSI) formula [42].

The proposed CSMA framework provide an avenue
to effectively assess cyber risks using the 4P1C model,
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Cyb
Secu?i;y Stages of Startup Lifecycle
Maturity Level

Seed

Lack of a cybersecurity function. Security budget is not catered. No security controls
and data protection present in the isation. Absence of key controls.
Overall zero cyber security hygiene.

Series A

On-demand ity i . Lack of adequate budget, security controls and
data protection measures. More than 75% of key controls not performed. Inadequate
cyber security hygiene with high impact risks.

Series B

Awvailable in-house cyber security function. Security budget is lacking. Security controls
and data protection measures are reasonable but not sufficient. Only 50% of the key
controls are performed. Mediocre cyber security hygiene with some high security risks
not mitigated.

Series C

Adequate cyber security function. Budget is reasonable with sufficient security controls
and data protection measures. 756% of the key controls are performed. Good overall
cyber security hygiene with enly low and medium security risks not fully mitigated.

IPO

Expanding cyber security function. Generous security budget to continually improve
security controls and data protection measures. More than 90% of the key controls are
working as intended. High standards of cyber security hygiene with security risks fully
addressed and mitigated progressively.

FIGURE 5. Cyber security maturity level for technology startups.
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FIGURE 6. Cyber security maturity framework.

determine cyber security maturity level and quantify the
returns of security investment in a technology startup. Instead
of using a comprehensive framework with significant number
of controls which are not applicable for a technology startup,
the proposed framework can be used to assess cyber risks in a
more objective, focused and streamlined manner. Determin-
ing the cyber security maturity level allow the required secu-
rity controls to be implemented in order to address the identi-
fied gaps and finally quantifying the costs of mitigations and
the returns of security investments provide management with
sufficient data to justify the need to invest in appropriate cyber
security solutions.

VI. CONCLUSION AND FUTURE WORK

Technology startups are subjected to cyber-attacks on a fre-
quent basis [2]. The impact of cyber-attacks on smaller
organisations like startups is more severe than what larger
organisations experience due to their limited financial
resources. It may even result in the closure of a startup.

5450

Startups with limited financial resources to properly invest
in cyber security are more likely to be targeted by malicious
perpetrators [6]. Startups must gain their clients’ trust and
confidence by withstanding against cyber-attacks and build-
ing a secure and reliable product for their clients. A cyber
security maturity assessment framework can substantially
benefit technology startups in evaluating their cyber risks,
recognizing their current and future cyber security posture,
and quantifying the return of their cyber security investments
based on the mitigation costs. Such a framework enables
technology startups to allocate appropriate investments in
cyber security to implement the required security measures
based on the identified cyber risks.

This study performed a systematic literature review on
cyber security maturity assessment frameworks for technol-
ogy startups. Referring to the PRISMA checklist, all five
research questions were addressed through the analysis of
24 selected research articles, which revealed several key
points. Firstly, there is a lack of CSMA framework specifi-
cally for technology startups. This study extracted a total of
37 CSMA frameworks from the 24 research articles. How-
ever, only seven frameworks were specifically meant for
SME:s, but only one framework was targeted for startups.
These results proved the need to implement a streamlined
CSMA framework for technology startups. Secondly, despite
the shared similarities in the cyber security maturity levels
among specific frameworks, the levels were defined differ-
ently, which proved the absence of a singular framework that
can assess the cyber security maturity level of technology
startups. Finally, in the review of 24 selected research arti-
cles, only one highlighted the aspect of investments in cyber
security for SMEs. No other research articles highlighted the
quantification of the return of cyber security investments for
technology startups.

From this literature review, it can be highlighted that the
existing cyber security frameworks used by industry practi-
tioners are not suitable to be implemented in an agile and lean
technology startup. The cyber security maturity model in the
existing frameworks is not appropriately defined to suit the
different stages in the startup lifecycle. The existing frame-
works are also not embedded with a cyber quantification
phase which is key to calculate the return of security invest-
ments for the startup. Without an end-to-end cyber security
maturity assessment framework, management in technology
startups is not able to obtain relevant data in order to justify
the need to invest in cyber security measures.

As this study only targeted literature from IEEE explore,
Scopus, Springer, and Web of Science, other relevant publi-
cations may have been excluded from this analysis. There-
fore, it is recommended for future research to also explore
other repositories. Researchers can also use the proposed
model for technology startups in the different industry sectors
such as fintech, logistics and e-commerce. Each country has
different cyber security and data protection regulations; hence
the proposed framework can also be tested on technology
startups in the different countries to evaluate the effectiveness
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of conducting the assessment. SMEs and MNC:s in different
industry sectors may also want to adopt this proposed frame-
work instead of using a broad framework with significant
number of controls which take a long time and plenty of
resources to complete. This framework can thus be utilised as
a lightweight approach for the SMEs and MNCs to conduct
the assessment.
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