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Abstract: The healthcare industry has been transitioning from paper-based medical records to
electronic health records (EHRs) in most healthcare facilities. However, the current EHR frameworks
face challenges in secure data storage, credibility, and management. Interoperability and user
control of personal data are also significant concerns in the healthcare sector. Although block chain
technology has emerged as a powerful solution that can offer the properties of immutability, security,
and user control on stored records, its potential application in EHR frameworks is not yet fully
understood. To address this gap in knowledge, this research aims to provide an interoperable
blockchain-based EHR framework that can fulfill the requirements defined by various national
and international EHR standards such as HIPAA and HL7. The research method employed is a
systematic literature review to explore the current state of the art in the field of EHRs, including
blockchain-based implementations of EHRs. The study defines the interoperability issues in the
existing blockchain-based EHR frameworks, reviews various national and international standards of
EHR, and further defines the interoperability requirements based on these standards. The proposed
framework can offer safer methods to interchange health information for the healthcare sector and can
provide the properties of immutability, security, and user control on stored records without the need
for centralized storage. The contributions of this work include enhancing the understanding of the
potential application of blockchain technology in EHR frameworks and proposing an interoperable
blockchain-based EHR framework that can fulfill the requirements defined by various national and
international EHR standards. Overall, this study has significant implications for the healthcare
sector, as it can enhance the secure sharing and storage of electronic health data while ensuring the
confidentiality, privacy, and integrity of medical records.

Keywords: blockchain; electronic health records (EHRs); healthcare; security; privacy

1. Introduction

Blockchain and smart contracts are expected to open up new possibilities for securing
patient data that can be shared and accessed via electronic health records (EHRs). Inte-
grating blockchain healthcare infrastructure will improve people’s lives significantly [1].
EHR systems are becoming more popular as a convenient means of transferring medical
data between various healthcare organizations. However, obtaining needed patient records
from various EHRs is difficult since existing EHR databases are either expressly connected
to a specified healthcare provider or are confined to a geographical border [2].
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Blockchain-based data storage and access can help patients by allowing remote moni-
toring, lowering costs, and improving care outside health clinics. In a healthcare context
where patient information confidentiality must be protected, the growing use of IoT de-
vices raises various privacy and security concerns [3]. By safeguarding electronic health
records via a distributed peer-to-peer connection and providing a safe solution for medical
data sharing in healthcare efficiency, blockchain will revolutionize how electronic health
records are exchanged and processed. The blockchain method is proposed to keep the
procedure for comprehending distributed ledger technologies alive and well. Blockchain
was primarily proposed as a means of storing digital records of cash-related transactions
that are independent of central authorities or economic alliances [4].

Innovations have fueled this revolutionary blockchain technology to enable improved
transactions, such as insurance billing, health information, and smart contracts. It provides
for permanent data entry and authentication and a distributed transaction record. Data
interchange, increased access to medical information, and framework monitoring will
all be part of the blockchain substructure that spans a product’s complete life cycle [5].
Blockchain and other developing technologies such as the internet of things (IoT) and cloud
computing will be utilized to create more reliable EHR systems. IoT devices may gather
various health-related data, such as that of blood pressure, blood sugar level, temperature,
and ECG. Records can be stored in cloud storage for improved resource scalability and
usage. The security, durability, immutability, and interoperability features of blockchain
will be discussed. Blockchain is ideal for use when access to patient medication or health
information is required. It will significantly improve the system of patient care services [6].

This research work combines two EHR frameworks and can result in a substantial shift
in the healthcare system. The goal is to demonstrate how the HIPAA and HL7 frameworks
may work together to communicate data for the betterment of health systems at a high
level. The use of IoT devices is growing every day, improving people’s comfort and
lifestyles [7]. It is proposed that IoT devices be secured using blockchain technology to
prevent tampering and illegal access. However, instead of using the Ethereum platform,
this can be implemented using Hyperledger. Hyperledger does not utilize bitcoin, and
transactions are private rather than public; furthermore, it has not considered approving the
company that created the gadget (maker) and its users to prevent counterfeiting. Figure 1
illustrates blockchain-based patient healthcare record management [8].
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The composition of this research papers is as follows. Section 2 summarizes the existing
contributions in blockchain-based healthcare management system. Section 3 provides
technical details of our proposed blockchain-based electronic healthcare management
systems and Section 5 describes the innovative contributions of this research work and
future directions.

2. Literature Review

Existing blockchain-based interoperable EHR systems and their international stan-
dards are discussed as follow.

MedRec: is a working model that attempts to obtain interoperability among providers
and to grant patients more extensive and precise control over who can access their in-
formation. MedRec operates on the Ethereum blockchain and its standards treat health
records as assets; smart contracts restrain access to these assets. This prototype describes
medical records on-chain as generic query strings that can be executed against a provider’s
database to obtain the entire document. Patients can invoke these smart contracts through
a user interface to restrain who can see the related records and which features of those
records are viewable. Therefore, MedRec leverages the permission-less blockchain for two
main objectives: providing patients with more enhanced authority over their health data
and providing data to be transferred more efficiently among various providers through
interoperable query strings [9].

The FHIRChain framework is blockchain-based and is designed to meet the require-
ments of the Office of the National Coordinator (ONC) by encapsulating the Health Level
7 (HL7) and Fast Health Interoperability Resource (FHIR) standards for the sharing of
health-related data [10]. The FHIRChain provides trustless and decentralized storage for
metadata and sustains data ownership by enabling the exchange of data without down-
loading or uploading data. Furthermore, it reduces the risks of corrupted data and ensures
that the original data ownership is maintained. In FHIRChain, the reference pointers are
encrypted and decrypted to provide digital identity and authentication. Once authenticated
successfully, the data can be directly downloaded from the source and displayed correctly
to the user [10].

The blockchain-based approach to HIE (health information exchange) provides an
approach for sharing data based on blockchain. This system exchanges distinct centralized
sources of trust in support of network consensus. Based on proof of structural and semantic
interoperability, it predicts consensus. In this approach, the blockchain plays a crucial role
in supporting data sharing and high-level protocols and structures required for applying
this novel technology to healthcare. The consensus algorithm is designed to enable data
interoperability. This system has applied additional security measures on the blockchain
using smart contracts and network-wide keys [11].

Moreover, safety is its highest priority. Thus, blockchain-based data-sharing is the
logical solution for the severe problems and issues of sharing healthcare information. The
configuration of input forms in EHR systems uses spreadsheets, available EHR archetypes,
and template authors. Sundvall [12] has suggested a framework facilitating the reuse of free
EHR prototypes and template semantics. The proposed framework based on the spread-
sheet approach will, of course, not make existing non-standardized EHR content more
convenient to share in a structured form. The organizations with an already existing EHR
installed will not abruptly change all configurable EHR-entry forms from non-standardized
to standardize. However, they can do it incrementally with other methods, information
change management, and maintenance tasks.

Ancile is a blockchain-based framework proposed to provide secure interoperabil-
ity and organizes access to health records through patients, third parties, and providers
while maintaining the patients’ crucial data. This framework uses a smart contract, an
Ethereum-based blockchain for higher access control and corruption of data which employs
unconventional cryptographic techniques for enhanced security. The Ancile framework
exhibits a blockchain-based system that attains higher levels of decentralization, although
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acknowledging that some nodes are required to be of the highest authority. To provide sig-
nificant data integrity and privacy preservation, Ancile uses smart contracts and maintains
accessibility and interoperability. This framework uses specific Ethereum tools to generate
storage and a cost-effective system for blockchain. The effective use of authorization and
encryption determines priority of access control and security [13].

It is a framework for the redistribution and secure sharing of medical imaging data
through the blockchain consensus. The blockchain framework helps abolish third-party
access to secure health data and satisfy numerous norms of a practical healthcare system.
The blockchain framework has been shown to generalize the various domains of health-
care systems [14]. The significant drawbacks of the framework constitute the imprecise
conductive domain and the complexity of the security and privacy models. The review
of the fundamental principles of blockchain technologies has enabled us to come up with
an overview of blockchain implementation that can provide us with a tool to exchange
information sharing without relying on a centralized authority. There are various dis-
tinctive advantages to these types of approaches. However, we have focused on how a
blockchain can satisfy various requirements of an interoperable healthcare system. There
are also numerous notable drawbacks to this blockchain technology. Knowing about those
drawbacks and considering the advantages of the already existing options is essential
before we begin large-scale blockchain implementation [15].

Blockchain technology provides a layout of an architectural model of redistributed
personal healthcare data. It proposes a conceptual prototype to control the personal
healthcare data obtained from numerous healthcare providers by depending on blockchain
technology in a peer-to-peer network [16]. It allows healthcare providers and patients
to effectively receive personal healthcare information while ensuring data security and
integrity. The blockchain provides immutable data records without the need for a third
party. The PHI data are obtained from a variety of healthcare providers that are all part of
the same blockchain network. Our model will allow the parties to efficiently manage and
collect PHI data in a single view, while also providing a reasonable guarantee of dataset
integrity. Table 1 briefly explains the existing blockchain-based interoperable EHR system
using EHR standards.

Table 1. Review of blockchain-based-interoperable EHR system using EHR standards.

S. No Study Title Interoperable Standard

1 [17] MedRec: using blockchain for medical data access and
permission management HL7

2 [18] A blockchain-based approach to health information
exchange networks HL7

3 [16] Blockchain technology for providing an architecture
model of decentralized personal health information HIPAA

4 [3] FHIRChain: applying blockchain for secure and
scalable sharing of clinical data HL7

5 [12] Configuration of input forms in EHR systems using
spreadsheets, open EHR archetypes and templates openEHR

6 [19] A framework for secure and decentralized sharing of
medical imaging data via blockchain consensus DICOM
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Table 1. Cont.

S. No Study Title Interoperable Standard

7 [13]
Ancile: privacy-preserving framework for access
control and interoperability of electronic health

records using blockchain technology
HL7

8 [20]
A blockchain framework for patient-centered health
records and exchange (health chain): evaluation and

proof-of-concept study
HL7

9 [20] Resolving data interoperability in ubiquitous health
profiles using a semi-structured approach SNOMED CT

Notes: HL7, Health Level 7; SNOMED–CT, Systematized Nomenclature of Medicine—Clinical Terms; DICOM,
Digital Imaging and Communication.

2.1. EHR Data Security Standards

(A) GDPR
The General Data Protection Regulation (GDPR) defines “personal data” as any in-

formation that can be used to identify an individual. GDPR, in theory, applies to all
“controllers” and “processors” dealing with personal data, regardless of their location.

The General Data Protection Regulation (GDPR) is a data protection and privacy regu-
lation in the European Union (EU) and European Economic Area (EEA). This regulation
pertains to the transfer of personal data outside of the EU and EEA. GDPR applies to
any healthcare organization or individual who collects and processes data. The general
principles that safeguard data with the new GDPR are consent, purpose, data minimiza-
tion, transparency, accuracy, privacy-by-design or privacy-by-default, data subject rights,
retention period, accountability, security safeguards, and data breach protection [21].

(B) HEALTH INSURANCE PORTABILITY AND ACCOUNTABILITY ACT (HIPAA)
Healthcare providers must adhere to their professional code of ethics by ensuring that

their patients’ secrets and privacy are upheld, which is a requirement per the Hippocratic
Oath of the 4th century BC. The Nightingale Pledge circa 1893 gives information about
nurses keeping their patients’ personal information confidential. Health practitioners
are expected to adhere strictly to the health code of ethics, which requires them to be
professionals and not reveal their patients’ private information to any third party.

Immediately after the Health Insurance Portability and Accountability Act (HIPAA)
of 1996 (Public Law 104-191) was implemented, stakeholders in the health sector combined
efforts to ensure that the national standards which give direction on protected health infor-
mation (PHI) are adhered to. According to Soni, the term HIPAA has benefited healthcare
workers when someone wants to access information from the healthcare system. HIPAA is
more complicated as compared to the information collected when entering healthcare.

Through HIPAA, collection, handling, and dissemination of health information have
become a simple process. It also helps limit unauthorized personnel from accessing health
records, using them for financial gain, and abusing the patients in question. The HIPAA
regulations enable workers to enjoy medical care benefits and employer coverage [22].
When an individual does not have coverage, their health is at risk. As per HIPAA, when
an individual is fired or is seeking a new job, their insurance coverage and that of their
dependents are to be maintained (Reamer, 2018). Title II of HIPAA helps improve the
overall functioning of the health systems and avoid the misuse of health information for
personal gain [23].

Patients always remain a point of focus in the healthcare system. Therefore, health
practitioners must understand the importance of maintaining health insurance and keeping
health records secure to enhance outcomes [24]. According to the United States Department
of Health & Human Services (HHS), HIPAA provides guidelines for performance by
health providers and volunteers. Advanced practice nurses (APNs), or health information
management (HIM) practitioners, play a crucial role in improving medical outcomes [25].
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More health interdisciplinary bodies should be developed since there is only HIPAA. The
Health Information Technology for Economic and Clinical Health Act (HITECH) provides
policies that give guidelines on health operations. Kaneko and Yuda underscored that
it is essential that practitioners understand the HIPAA and HITECH policies regarding
electronic health record systems and patients’ medical care information [26].

HIPAA is divided into two distinct groups; that is, according to Title I and Title II. Title
I enables individuals to enjoy the insurance benefits provided to them and their dependents
by their new employer. HIPAA is differentiated from the Consolidated Omnibus Budget
and Reconciliation Act (COBRA) because it refers to changing and transferring pension
funds from one worker to another when they change jobs. At the same time, COBRA
enables healthcare coverage to be maintained but under the condition that total market
prices are not paid [27]. The HIPAA highlights the following advantages to the beneficiary:
(1) new employers must provide coverage to their new employees and their dependents,
(2) an individual can access healthcare even after losing coverage, (3) employers should
not limit their employees on the number of times they should use their insurance cover-
age, and (4) individuals have opportunities of renewing their health insurance coverage
through their new bosses. Title II is also concerned with the administrative consolidation of
electronic health systems to ensure the security of personal medical information [28]. Title
II protects private medical records from being handled by unauthorized personnel.

According to Title I-HIPAA, it is not a must for the employer to offer health insurance;
therefore, employees are limited in healthcare coverage [29]. Employees may save time
searching for jobs offering medical care insurance coverage [30]. Organizations with
uninsured workers compromise their workers’ health. When employees change their
working environment, there is a high possibility of receiving different insurance coverage
compared to their previous employer [31]. Thus, healthcare insurance may need to be in
a position to dictate the quality of healthcare the beneficiary is supposed to receive, and
HIPAA may not be able to bring social justice and equality in healthcare.

HIPAA restricts medical practitioners from using PHI in healthcare activities such
as treatment. Authorization from the patient is required if one is to access personal and
private medical records [32]. For example, a medical practitioner should give copies of
the patient’s medical records as requested by the patient’s attorney; then, the patient must
authorize it. The patient can send a signed document to the provider to show that he or she
is in agreement and has authorized the provider to give out his/her medical information.
HIPAA permits patients to receive accounting disclosure of their 6-year private medical
records before the date of request (45CFR164.528).

HITECH contains records of every person or entity to which the patient’s medical
records were disclosed [10]. Before the American Recovery and Investment Act, entities
covered by HITECH were not expected to provide the accounting disclosure for TPO to
law enforcement agencies and national security officials. The current law requires covered
entities to ensure PHI in EHRs is not disclosed, even in the cases of TPO. This law requires
that the information given be dated three years before the demand for the records. In
this framework we are using HIPAA and HL7 (Health Level 7) as healthcare messaging
standards. HL7 (Health Level 7) is a messaging standard used to exchange clinical and
administrative data between different vendors’ healthcare applications, typically within
an enterprise. The HIPAA (Health Insurance Portability and Accountability Act) was
enacted in 1996 with the goal of streamlining healthcare transactions across enterprises
while protecting patients’ privacy rights.

2.2. Problems Facing the Healthcare Industry and the Use of Blockchain as a Potential Solution

The healthcare industry faces a myriad of challenges in the modern era, with one of
the most pressing being the security threats posed by healthcare applications. These threats
include data breaches, cyberattacks, and other forms of unauthorized access to sensitive
medical information. Such security breaches can have severe consequences, including
financial losses, damage to reputation, and even compromised patient health.
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In recent years, blockchain technology has emerged as a potential solution to these
security threats. Blockchain technology provides a decentralized, secure, and tamper-proof
system for storing and sharing data. By leveraging blockchain technology, healthcare orga-
nizations can maintain secure records of patient data and ensure that patient information
remains confidential and protected.

In our paper “Blockchain as a Countermeasure Solution for Security Threats of Health-
care Applications,” we discuss the various security threats faced by healthcare appli-
cations and explore how blockchain can act as a countermeasure solution. Our paper
provides an in-depth analysis of the potential benefits of using blockchain technology
in the healthcare industry and provides practical recommendations for implementing
blockchain-based solutions.

Overall, it is clear that the healthcare industry faces significant challenges when it
comes to security threats. However, with the adoption of blockchain technology, healthcare
organizations can improve data security and maintain the confidentiality and privacy of
patient information. Our paper provides a valuable contribution to the ongoing discussion
of these issues and offers insights into how blockchain technology can be used to address
the challenges facing the healthcare industry.

Certainly, in our paper “Blockchain as a Countermeasure Solution for Security Threats of
Healthcare Applications,” we not only discuss the security threats faced by healthcare applica-
tions but also present a solution in the form of a blockchain-based interoperable framework.

This framework enables secure data sharing and communication between differ-
ent healthcare providers while maintaining patient privacy and data integrity. By using
blockchain technology, this framework can provide a transparent, immutable, and decen-
tralized system that eliminates the need for intermediaries and minimizes the risk of data
breaches and cyberattacks.

Moreover, our proposed framework allows for seamless integration with existing
healthcare systems and enables the interoperability of different data formats and protocols.
This interoperability enables healthcare providers to share and access patient data from
different sources, regardless of the system used, improving patient care and reducing costs.

Overall, our paper highlights the various security threats faced by healthcare appli-
cations and presents a blockchain-based interoperable framework as a solution to these
problems. This framework has the potential to revolutionize the healthcare industry by en-
abling secure and efficient data sharing and communication between healthcare providers
while maintaining patient privacy and data integrity.

2.3. Issues and Challenges of Implementing Blockchain in Health Care

The healthcare industry is advancing blockchain technology, but in addition to security
concerns, it also faces scalability, privacy, and regulatory issues.

Scalability: A major obstacle to the widespread adoption of blockchains is scalability.
Blockchains process a predetermined number of transactions per block and have prefixed
block size and block creation times. Although the transaction processing (utilization)
is slow, these settings help to accomplish immutability, tamper-evident features, ledger
redundancy, and decentralized verification and validation of transactions. The Ethereum
platform, for instance, only handles 15 transactions per second. Additionally, blockchains
keep a growing ledger starting with the first (genesis) block (for instance, the size of the
Ethereum full node sync is now 1+ terabytes and growing 5). The participant nodes in
the blockchain network all have access to the ledger. As a result, each node needs a lot of
network and storage space to store the ledger.

Privacy: Permissionless blockchains are by their very nature insecure. In permis-
sionless blockchains, the ledger is distributed among network nodes and transactions are
made available to everyone. To track user activity and obtain private information, the
attacker can use the ledger and a variety of techniques (graph analysis, social engineering,
phishing, and transaction linkage). Due to the fact that blockchain applications distribute
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personal information in a database that is accessible to the public, these privacy concerns
are intensifying and limiting their use in healthcare applications.

Regulations: Blockchain encourages disintermediation, in which no one is in charge
of offering services, controls, and related datasets. The standardization and rules for
BBHAs may be overwhelmed by privacy laws, such as the Health Insurance Portability
and Accountability Act (HIPPA) and the EU General Data Protection Regulation (GDPR).
In accordance with the GDPR, users are the data controllers, but the immutable ledger
prevents users from deleting (or updating) their data. Who should be held responsible for
breaking laws and regulations is a critical problem for regulators in governance.

Another issue facing using blockchain technology in health care is the lack of technical
knowledge. Not all users have access to expensive hardware and software resources,
and many are not familiar with the latest technologies. This is particularly true for older
individuals who may not use laptops or computers. Government-Owned Hospitals and
the Challenges of Implementing Blockchain. Many hospitals are owned by the government,
which means that the implementation of new rules requires government involvement.
However, some governments are resistant to adopting new technologies, making it difficult
to implement blockchain technology in government-owned hospitals. This is due to the
highly decentralized, distributed ledger nature of blockchain, which does not have a
central authority or third party to make decisions. Instead, decisions are made by the
blockchain itself.

In addition, healthcare systems are often distributed, with hospitals located in multiple
places. This makes maintaining a blockchain a difficult task. Without a streamlined system,
it is nearly impossible to maintain all medical records together in order to adopt blockchain
as a technology. Another challenge of blockchain is its speed. Processing speed can be slow,
particularly if the network is very large. Confirmations can take a long time, resulting in
slow information sharing.

While blockchain technology is highly secure and does not involve third parties, there
are still many potential attacks that can occur, such as 51% attacks doubling spending,
and Sybil attacks [33]. Hackers often target users’ wallets in order to steal money. In
addition, some hackers may try to increase their incentives by mining unnecessary blocks
and increasing traffic on the network.

Sybil Risk: The Sybil attack is a P2P network attack in which the attacker connects
with victim nodes using a variety of false identities in order to isolate them from other
trustworthy nodes [25].

Double Spending Risks: The practice of the same transaction occurring more than
once is known as double-spending. Similar to this, an attacker can change the transaction
state and make the same transaction twice in blockchain-based healthcare applications [34].

2.4. Benefits of Blockchain in Health Care: Ontological Representation of Healthcare Application
Security Using Blockchain Technology

Data tampering, data theft, improper handling of medical records, counterfeit drugs,
and man-in-the-middle attacks are some of the security threats in traditional health ap-
plications. Blockchain-based features and countermeasures can be used to overcome
such threats.

Traditional healthcare applications do not give healthcare organizations much control
over patient data security, which is a major worry. By design, blockchain has several
controls that can minimize this threat. For instance, smart contract-based distributed
access control limits users’ access to medical data that has been stored. Fine-grained access
control is made possible by powerful cryptographic primitives. A blockchain append-only
structure and redundant ledger make it difficult to change or remove records.

Electronic health records contain sensitive data that attracts hackers who steal EHRs
by taking advantage of flaws in traditional health applications. Blockchain-based health-
care applications, on the other hand, are secure against data theft. Blockchain operates
over a peer-to-peer (P2P) network where nodes act as both servers and clients to send
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and receive data instantly. This system works to prevent data from being accessed by
unauthorized people.

Medical records must be kept private and secure, according to healthcare institu-
tions. The patient’s medical information is controlled and managed by the healthcare
organizations in THAs, but non-relevant people can still access it. Permission settings and
distributed access control are made possible by blockchain-based health applications when
handling patient medical data. Additionally, during the consensus process, blockchain
performs data validation before saving on the ledger.

The production and distribution of fake medicines is a widespread issue that has
serious negative effects on people’s health and the economy, but especially consumers.
By recording each step in a log, blockchain provides a way to enable pharmaceutical
traceability, real-time data access, and supply chain validation.

Man-in-the-middle attacks are becoming more prevalent in healthcare applications
to obtain or alter sensitive data. IPFS, a distributed file system based on blockchain, is
used to store data and create secure channels of communication. A P2P network used by
blockchain makes it difficult for attackers to sniff or intercept communications [35].

2.5. Previous Frameworks That Have Been Implemented to Improve the Interoperability Problems

Many previous research studies revealed that health data interoperability remained
a problem for healthcare over the past decade. Considering this, Jabbar et al. [36] dis-
cussed some valuable techniques to improve the interoperability challenges that help
improve communication and enhance the ability to involve information technology in data
exchange practices. Regarding this, enhancing artificial intelligence by applying digital
health patterns is considered an effective technique to improve interoperability problems.
Peixoto et al. [37] claimed that the involvement of technology helps to exchange patient
information and assists the management in improving patient care. Moreover, the study
of Hammami et al. [38] discussed the technique to increase patient data access, as this
technique will make it easy for the management of healthcare to have easy access to all data
in real time. According to Jabbar et al. [36], connected data-accessible tactics enable patients,
healthcare providers, and caregivers to exchange health information successfully. Other
than this, Y. Zhuang et al. [10] preferred to implement the prevalence of HIEs to promote
interoperability in health care as this directly contributes to mitigating the issues that have
been faced currently. The process of sending or receiving patients’ health information
through health information exchange (HIE) critically assists transfer of the patients’ data
to help in the information exchange process. With the help of this technique, healthcare
practitioners can observe the impact of a patient’s care efficiently [39,40].

FHIR is renowned broadly as the standard for integrating EHR; Google has been using
it for the Cloud Healthcare API. Data Analysis from 2018 by the Centers for Medicare &
Medicaid discovered that in the United States, around 32% of medical information tech-
nology inventors use 2015 FHIR-certified standards, and leading EHR corporations such
as Cerner and Epic use FHIR standards to some extent. In 2019, Microsoft publicized the
Azure API for FHIR. The integration of wearable information and personalized machines
is also being done through FHIR standards. In 2010, a project known as SMART for FHIR
intended for health applications to be used without alterations across disparate medical
information systems was demonstrated within two months. SMART was implemented on
FHIR for four unique EHR vendors. In 2018, the Apple Company broadcasted its version of
a user-friendly personalized EHR known as Health Kit. All iPhone users can easily access it
on their mobile phones and monitor themselves. They can also easily integrate information
from fitness devices linked to Apple [41].

Normalizing standard-based medical data is now a significant constituent of the op-
erative assimilation of data and phenotyping accuracy for secondary EHR data. FHIR
is a nascent medical data standard for swapping medical electronic data and integrating
and modeling unstructured data from an EHR for various scientific research applications.
Hong N. et al. [42] conducted research to advance FHIR based on the phenotyping frame-
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work of EHR for documentation of individuals suffering from obesity and its contribution
to progressing other diseases from half-structured summaries of discharge supporting an
“FHIR-based clinical data normalization pipeline (NLP2FHIR).” For gauging the FHIR-
based EHR-phenotyping framework, a versatile-class and multi-label system of classifi-
cation based on the “i2b2 Obesity” challenge task is implemented. The study’s results
demonstrated that the FHIR-based HER-phenotyping method could effectively identify
the obesity state and its associated diseases and effects using half-structured discharge
summaries. This study has provided the initiative for refining the information linked to
phenotyping portability throughout the EHR system and augmenting the interpretation of
the phenotyping algorithms based on machine learning [43,44].

Sharing effectively and reusing EHRs requires technical resolutions to deal with differ-
ent depictions and data models, such as domain and information models, and to permit
support related to the clinical decision based on knowledge and facts. Maldonado et al. [45]
developed a framework for supporting EHR interoperability for reasoning services and
transformations proposed for clinical knowledge and data. The framework in this study is
founded on workflows, whose principal components are refillable mappings. A platform
based on the web is used to implement CLIN-IK-LINKS, which permits operators to make,
alter, and erase mappings along with the definition and execution of workflows [46]. The
CLIN-IK-LINKS platform permits the execution and configuration of medical data alter-
ation workflows to adapt EHR data into EHR-semantic web standards. Hence, CLIN-IK-
LINKS is a valued contributor to advancing the semantic interoperability of the mentioned
EHR systems [47,48].

The review of existing blockchain-based EHRs highlights that only a few existing
EHR systems have implemented the interoperability issue essential for cross-platform and
multi-organization setup, even though frameworks have only partially implemented it. It
only covers some aspects of interoperability defined by the EHR standards. Additionally,
the implemented frameworks have considered a specific standard and need to be more
generalized. There is a need to develop a new blockchain-based interoperable EHR frame-
work that can fulfill the requirements defined by various national and international EHR
standards such as HIPAA, HITECH, and HL7.

3. Materials and Methods

The proposed blockchain-based interoperable framework (BCIF-EHR) makes interop-
erability possible between the two frameworks HL7 and HIPAA, discussed earlier.

HL7 framework is enabled to share and fetch the data from the frameworks. It is being
widely used in a considerable number of hospitals and healthcare systems. Because of its
versatility and ability to communicate efficiently with patient incoming and outgoing data,
it has been used extensively for the past three decades. On the other hand, HIPAA is an
EHR framework having great privacy and web services features.

HIPAA is one of the most reliable and secure EHR frameworks, providing the best
security and privacy for vulnerable health data. The HIPAA framework possesses a separate
user privacy layer that keeps the patient data within limits, making it easier to process and
share data among the frameworks. HIPAA is the best framework to provide web services
as it has a dedicated web services layer. It is also a huge benefit to our proposed framework
as it changes many things while dealing with the web systems in healthcare. The best part
of the HIPAA framework is ensuring that the data sent to the HL7 framework must be
transported securely. This is the point where the transport security layer of the HIPAA
framework comes into play. It provides us with the ultimate data security and reliability
while sharing data with other frameworks; hence, the interoperability of the two proposed
frameworks becomes technically possible.

A framework is developed to address the challenges in electronic health record sys-
tems, named the BCIF-EHR blockchain interoperable framework. The framework aims
to improve cooperation between different blockchain-based healthcare entities such as
hospitals, clinics, and insurance companies. The BCIF-EHR framework allows for seamless
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data sharing and integration. However, the framework places a focus on protecting patient
data, particularly the privacy and security of electronic health records.

There is much research going on in the interoperability domain [13,40]. It is very
crucial in the exchange of EHRs between two blockchain platforms. There are various
challenges in such EHR exchanges.

1. There is a unique transaction format for every blockchain;
2. There can be various EHR standards for every system [13,49];
3. There are different ways to transfer data from one blockchain platform to another [47].

We have proposed a patient-centric system, where patients will control access to EHRs.
In the architecture, we have assumed that the EHR system is on two different platforms in
different hospitals. Every healthcare stakeholder should register in either of the systems
using a smart contract/chain code. The doctor concerned should consult the respective
patient and should upload the EHR. The EHR will be hashed, and its hash value will be
stored in the blocks. This EHR will be allocated to the patient indicating the ownership.
We have proposed partitioning of the EHR as offline and online. In online uploading of
data, the patient’s identity attributes will be stored, which will be mapped with offline
data. Offline data can be uploaded on any document-oriented database. If any stakeholder
of same system wants access to the EHR, then its consent will be sent to the patient. The
patient may decide to whom and to what extent the EHR data are to be shared [50].

3.1. Proposed Approach

We have proposed hash-lock based mechanism for our system. In case the EHR is to be
accessed from another platform, then this mechanism is used. For our better understanding,
let us assume we have systems A and B. If any stakeholder from B wants to have access to
A’s patient EHR, then a hash lock is generated for the related EHR. That hash lock is shared
with B’s stakeholder. Then, the stakeholder from B can have access to the EHR. Figure 2
shows the blockchain-based electronic health record sharing framework.
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Figure 2. BCIF-EHR-Based Electronic Health Record Sharing Framework.

The framework involves three main parties: the patients, the healthcare providers, and
the government agency issuing and managing the electronic health records. When a patient
receives healthcare services, the patient is at the center of the process and can manage
their electronic health records using digital wallets and user agents. They have complete
control over their data, including electronic health records represented by virtual certificates.
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Healthcare providers using traditional methods must be provided with the entire electronic
health record to validate the information. Health data are stored as off-chain and on-chain.
Off-chain data are the data which are stored in form of document-oriented databases.
On-chain data are data with identity attributes along with the hash of whole health data.

The proposed BCIF-EHR blockchain-based interoperable framework employs cloud
agents and wallets for storing electronic health records, making the records more accessible,
and securing communication with other healthcare entities. The framework also uses
blockchain technology to store electronically verifiable information, maintain public signing
keys, and store the schemas of electronic health record virtual certificates for authenticity.
Revocation data are also kept on the blockchain for public verification of the privacy-
preserving nature of the data. Government agencies use institutional agents specifically
designed for issuing and managing electronic health records, and also verify the authenticity
of electronic health records and engage with patients and healthcare providers during and
after the healthcare process.

3.2. Phases of Electronic Health Record System Using BCIF-EHR

The fundamentals of the BCIF-EHR idea are qualifications, which are a collection of
assertions made by an issuer regarding a patient. Medical histories, prescriptions, test
results, and digital badges are all considered credentials under this criterion. The BCIF-
EHR strategy relies on standards, cryptography, distributed ledgers, and front-facing apps
that enable computers to validate credentials as opposed to the common practice of using
humans to do so.

3.2.1. Roles and Relationships

There are four critical roles played within the BCIF-EHR system. Firstly, the patient
performs a critical task in the exchange of information that can be verified. Secondly, in the
BCIF-EHR environment, the issuers are the entities, such as clinics, healthcare institutions,
and insurance firms, which create credentials that can be validated. The relying or validat-
ing entity is also the medical service provider and is usually concerned with validating
the originality of the credentials received. Finally, the information registry/recorder are
frameworks that monitor the information required to validate a given credential.

A valid information issuer releases information regarding a specific patient upon
receipt of the data from the subject. The patient presents credentials for verification. The
medical care provider verifies the information utilizing a standardized verification method
by amalgamating the credentials with valid data records, such as the one that contains
the issuers’ cryptographic keys. This allows the regulator to conduct his role without
necessarily having to have the medical care provider contact the issuer for verification.

3.2.2. Scenario 1: Registration Phase

Patients and healthcare professionals without a BCIF-EHR agent, digital wallet, or any
virtual certificates must register to use the electronic health record (EHR) system. In this
case, UML sequence diagrams are used to illustrate the process. The BCIF-EHR framework
requires a government agency to perform a one-time bootstrapping step before registration
may be allowed. In this process, a distributed ledger is used to store a public digital identity
and an accompanying DID document. This makes it possible for patients and healthcare
professionals to access and exchange their electronic health records safely and quickly.
Figure 3 shows a sequence diagram for registration phase.
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Patients can exchange electronic medical records by using laptops or smartphones
to access public agency websites, or by visiting a nearby branch. Patients create a secret
link that connects different credentials in an online certificate, preventing future partisan
information exchange. Patients can use the generated public digital identity to establish
an encrypted link with the government entity and complete the electronic health record
exchange process. To complete the process, the subjects connect to the electronic health
record cloud agent and scan their wallet apps. When a new public digital identity is
created, the electronic health records endpoint sends a linkage request to the government
agency. A linkage response is sent to the wallet of the government agency. At this point,
the government agency has a secure connection with the patient, allowing the patient
to securely share information. Because they do not have virtual certificates, the patients
provide the necessary information about their identities to the government agency in order
for their identities to be verified. Once patients open accounts, government agencies can
verify their physical identification information. The government can deliver the information
to the patient after validating the information and identifying the patient. The information
delivered includes the expiry date, a summary of the information to be accepted, and the
terms and conditions for revocation of the credentials.

While ensuring data security and integrity, this allows patients and healthcare providers
to effectively receive personal healthcare information. Without relying on a third party, the
blockchain provides immutable data records. The PHI data are gathered from various
healthcare organizations connected by a blockchain. Our model will give the parties a
single, highly effective view to manage and collect PHI data and a reasonable assurance of
the datasets’ integrity. This connection request contains the pairwise DID of the government
organization, the healthcare provider’s public key, as well as the service endpoint that the
patient or owner can use to make contact with the organization. The patient’s or owner’s
digital wallet then verifies the connection and generates a pairwise DID and keys for
the government organization. The government agency’s cloud agent/wallet receives the
connection response and sends it on to the interface. The patient/owner can now securely
exchange messages, public keys, VCs, and VPs with the government agency thanks to
their encrypted end-to-end link. The patient/identity owner’s must be confirmed because
they haven’t yet received any VCs. The patient or owner gives the government agency the
necessary physical identification information on paper, by scanning it and sending it that
way via email or a newly created link. These physical identity data and medical records
can be verified directly at a government agency branch if the patient/owner opens an
account. Following data and patient/owner identity verification, the government agency
can send a credential offered to the patient/owner edge user agent. This credential offer
also includes a preview of the data to be attested, as well as the credentials’ expiration
dates and revocation information. It is then sent to the government agency in blinded form,
along with the link secret. This certificate allows for selective disclosure. This means that
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the patient/owner can combine claims from multiple VCs and only include the VC-attested
attributes that the verifier requires.

3.2.3. Scenario 2: Pre-Agreement and Verification

Healthcare providers and patients who aspire to share their electronic health records
during the pre-contract stage are required to generate a pairwise public digital identity to
deliver a request to the BCIF-EHR government agency.

At this point, the patient and the government agency have a secure and tamper-proof
connection that can be utilized to share information, VCs, public keys, and VPs. Patients
send the required public digital identity of the electronic health records to the government
agency for validation utilizing their online wallet. Once the patient’s identity is verified,
the government agency’s BCIF-EHR online entity publishes the EHR sharing requisition in
the data records.

Healthcare providers can utilize smart devices to identify patients’ EHRs in the gov-
ernment agency’s online portal or by visiting a physical facility to personally identify the
required EHR. After viewing the patient’s electronic health records, the healthcare provider
sends validation requests to the BCIF-EHR online government agency, which checks the
validity of the credentials connected to the virtual certificates and gives the patients the
required evidence of non-cancellation. Healthcare providers can release a credential pro-
vided to the patient as per the created linkage once the BCIF-EHR online agent deems the
EHR validation process to be complete.

After reviewing the patient’s electronic health records, the healthcare provider will
submit a verification request to the BCIF-EHR cloud agent, who will then evaluate the
accuracy of the VPs associated with the VC and provide consumers with the necessary
proof of non-revocation. When the BCIF-EHR cloud agent determines that the EHR
verification status is satisfactory, the healthcare provider can send a credential offer to
the patient/owner end user agent using the established connection. This credential offer
contains a preview of the data that will be confirmed, such as information about the
credential issuer, the VC’s expiration date, and credential revocation information. The
patient/owner then confirms and sends the credential offer to the BCIF-EHR cloud agent. It
will also include the credential issuer’s identity, the VC’s expiration date, and information
about its revocation in this pre-agreement share request to the ledger.

3.2.4. Scenario 3: Bank Fund Transfer and Certificate Generation

While the pre-contract demand to share the electronic records is updated in the
database, the government agency BCIF-EHR online entity informs the patient/healthcare
provider online agent about the EHR sharing process. Upon being notified by the gov-
ernment agency, the healthcare provider sends a valid request to allow the government
agency to access the EHR. Figure 4 depicts the process sequence for bank fund transfer and
certificate generation.

A funds transfer request containing the public digital identity of the EHR is sent by
the government agency’s online entity. Upon the effective settlement of the funds, the
healthcare provider’s online agent submits the virtual certificate of funds transfer and
settlement information. Additionally, the government agency notifies the patient as well as
the healthcare provider’s online agents concerning effective EHR sharing and submits the
virtual certificates containing information about the government agency’s online portal.
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3.2.5. Scenario 4: Health Record Exchange between Two Hospitals

In this scenario, a patient is registered in hospital HA, having blockchain BNA. There
is another hospital HB with a BNB blockchain network. If any healthcare stakeholder from
HB wants to have access to the health record of a patient from HA, then BNB will use a hash
key which will be agreed by BNA. Until and unless there is a lock on the health record BNB
can have access to that health record. The same process will apply if HA wants to have
access to the health record of HB.

3.3. Tools and Techniques

Blockchain technology was implemented with all its necessities and regulations to
make the two frameworks interoperable. Blockchain technology helped us to achieve
heterogeneity in the two interoperable frameworks, HL7 and HIPAA, where the data is
synced together and can be accessed by either framework. Users can add new patients
and update each patient on the framework heterogeneously. The proposed technique
was developed to assist software architects and analysts in adhering to health informatics
standards throughout the development of healthcare projects. The method is built into
a TIBCO plugin that supports both the HL7 and HIPAA frameworks. The technique
formalizes and automates data sharing across the two heterogeneous frameworks. It
includes tool modifications for detecting and producing those profiles and examples of
applying them to the proposed framework.

Aside from the apparent benefit of automatically producing implementation com-
ponents from UML analysis classes, the proposed technique could help develop HL7
implementation frameworks for various technologies. Each HL7 class (idea) can include
EJB, CORBA, or NET components that adhere to the HL7 semantics (class types, entities,
data types). Furthermore, behavioral components (e.g., control classes in the example) that
manage any HL7 message utilizing the existing HL7 XML schema definition (XSD) docu-
ments may be readily developed using the same model-driven methodology. Harmonizing
other health informatics standards outside of the HL7 specifications and their incorporation
into the development process is still an issue that may be overcome using a similar method.
The formalization of model transformations and mappings will require more investiga-
tion. It entails checking the model transformation’s syntactic and semantic correctness
concerning the standards. Table 2 provides implementation details of BCIF-EHR.
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Table 2. Implementation details of BCIF-EHR systems.

Sr No. Step Summary

1 Review of health policies and EHR development. Study of the guidelines related to the health policies
in EHR frameworks.

2 Meta-analysis guidelines and systematic review.
To identify the use and application of

blockchain-based technology in electronic healthcare
systems.

3 Review of blockchain technology. To identify the pros and cons of blockchain
technology in EHR frameworks.

4 I am using a public blockchain. To study how blockchain technology allows
controlled access to public health-related data.

5 Review of EHR adoption. Study the flow and growth of EHR-based systems in
health care.

6 Review and implementation of security techniques
in EHR frameworks.

Study the advanced security techniques used in the
EHR frameworks and choose the best.

7 Previous work in EHR interoperability. To review the previous efforts to achieve
interoperability between EHR frameworks.

8 Scope of EHR interoperability. To study the whole scenario to forecast the future
scope of interoperability in EHR frameworks.

9 Effective interoperability framework.

EHR networks established and maintained at
regional and national levels worldwide provide

effective and standard access to and operational use
of large amounts of health data.

10 Blockchain-based framework.

Smart techniques are utilized in an interoperable
blockchain-based EHR architecture for mystification

and knowledge control, with the sophisticated
methodology used for additional security.

3.4. Data Duplication

The abovementioned diagrams clarify the workflow of the two proposed architectures
and make them interoperable using blockchain technology. To make these two frameworks
interoperable, data duplication is performed. This means that a copy of the data would be
kept, which could be shared if any need arises. Data quality may appear to be a dry or even
dull topic. However, as we have seen, data duplication in the medical setting may quickly
escalate from a minor irritation or expense issue to a potentially life-threatening situation.
Hospitals are steadily improving their condition as they implement EHR systems, but this
is not a silver bullet in and of itself.

The data management business has a long history of detecting duplicate customer
records and assisting in matching and merging such information so that technology may
help. Deterministic matching checks for duplicates using standard identifiers such as first
and last name, date of birth, address, and phone number; a unique patient record number
is ideal for such an approach, but duplicates may be missed in the absence of one, as no
single field may be able to provide a reliable match between records. Algorithms are used
in probabilistic matching to determine the likelihood of matches. Field by field, two records
are compared, and each record is given a weight that reflects how closely the fields match.
For specific data items, rules-based algorithms use predefined confidence bounds. Data
quality systems may combine these diverse techniques to discover potential instances of
duplicate medical records. Table 3 provides detailed comparison of proposed framework
with existing contributions.
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Table 3. Comparison of BCIF-EHR with existing frameworks.

Reference Individual EHR Frameworks Proposed Framework

[51]

The “EHR system functional model (EHR-S FM)” is
HL7. It enumerates the essential functions and
applications that must be governed in an EHR
system. Through the creation of practical profiles,
this approach provides a consistent description and
comprehension of procedures in medical-care
settings. It provides a framework for driving
high-standards requirements and requests and a
standards-based approach for implementing
functions linked to care settings and priorities. Every
state utilizes it.

Because the EHR/EMR and analytics software will
automatically acquire and analyze data from other
systems, the interoperable framework can minimize
time-consuming and duplicate activities. According
to InstaMed’s tenth annual report, 87% of clinicians
still collect patient data using paper and manual
methods. This leads to a slew of laborious duties for
medical personnel and a significant chance of
medical record mistakes.

[52]

Through investing in medical information
technology, the HITECH Act intends to improve the
method by which services are given to patients. It
encourages healthcare providers to adopt electronic
health records (EHRs) to protect patients’ data
privacy and security. There will also be
consequences for breaking security and privacy
standards.

Organizations can increase communications with
other medical institutions by establishing EMR/EHR
interoperability. Clinics, for example, can submit
queries to pharmacies and obtain e-prescriptions.
Furthermore, by making their systems more
accessible to data exchange, healthcare institutions
will be able to fill in information gaps more rapidly,
giving them a fuller picture of the patient’s status.
Accessing a patient’s longitudinal health data from
other healthcare institutions is feasible thanks to
EMR interoperability, which eliminates the need for
lengthy phone calls, emails, and faxes.

[53]

The Health Insurance Portability and Accountability
Act of 1996 (HIPAA) guarantees that patients can
access personal health information. The HIPAA
Security Rule was also developed to require
specified protections to safeguard patients’
electronic health information. Providers must
comply with the Security Rule and take particular
steps to protect protected health information.

A platform that complies with EHR interoperability
requirements can improve your hospital’s patient
experience. Health records can follow patients
throughout healthcare systems because of
interoperable EHR platforms. People may readily
access their medical history and exchange it with
new doctors, in other words. People do not have to
redo diagnostic procedures or offer details about
prior treatments to each new doctor if they use this
technique. They also benefit from a
better-coordinated, accurate, and efficient healthcare
experience.

[54]

The HL7 consolidated CDA (C-CDA) is an
implementation guideline that specifies a template
library and proposes how to use it to gather specific
documents.

Due to EHR interoperability difficulties with new
software, many healthcare providers must reformat
and transfer whole datasets, modules, and processes
to another platform when updating. This makes the
upgrading procedure both time-consuming and
costly. EMR interoperability, on the other hand, may
help you save money since it makes your platform
compatible with new tools and software modules.

[55]

The open standard specifies how health data are
managed, collected, recovered, and shared in
electronic health reports (EHRs). The name of a new
e-health tool consists of exposed particularizations,
clinical software, and models that may be used to
create standards and information with medical-care
interoperability solutions.

Many healthcare providers must reformat and move
whole datasets, modules, and procedures to another
platform when updating their EHRs due to
interoperability issues with new software. As a
result, the upgrade method is both time-consuming
and expensive. On the other hand, interoperability
with EMR tools and software modules will help to
save money by making the platform compatible
with new tools and software modules. As a result,
the increased capabilities of the system will
outperform with fewer resources.
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Table 3. Cont.

Reference Individual EHR Frameworks Proposed Framework

[56]

The OWL is used to solve various informatics
problems and terminologies related to the definition
and provenance of variables for qualitative reporting
from EHR data. It has a defined meaning, is
reusable, and allows for distributed web-based
healthcare data processing.

Consider having a comprehensive picture of a
patient’s medical history, including care preferences,
previous interactions, pictures, scans, and treatment
outcomes. If providers can acquire and evaluate
required data promptly, many misdiagnoses can be
avoided. Access to EHR and EMR systems from
other healthcare facilities allows clinicians to have a
more holistic understanding of the patient’s medical
history and make more educated and accurate
treatment decisions.

[57,58]

SNOMED-CT is a common therapeutic phrase, with
“multilingual translation” receiving special attention.
It is used in roughly fifty states. SNOMED-CT
intends to provide EHR more significance by
allowing for the operative and significant
representation of healthcare data. It is critical in
global efforts to offer patients affordable and
high-quality healthcare.

Repeat testing and treatments can save money for
healthcare providers and insurance. Medical
personnel may treat more patients in the time saved
on administrative chores. Trans-regional phone calls
are reduced when EHR data are shared. Due to
greater diagnostic accuracy, there are reduced risks
of malpractice claims. Customer happiness rises,
resulting in increased retention and profit potential.
IT services are saved since there are fewer individual
software upgrades, and feature additions exist.

4. Discussion

We have reviewed interoperable implemented EHR standards including HL7, HIPAA,
openEHR, DICOM, and SNOMED-CT. Among such standards we have HIPAA and HL7
standards. From the literature survey, we have analyzed the importance of blockchain
technology in the healthcare sector. The survey also helped to analyze the importance
of HIPAA and HL7. We have proposed our BCIF-EHR framework with other existing
frameworks. We have suggested how our framework is better than others.

The proposed framework focuses on interoperability of the two EHR standards,
HIPAA and HL7. This interoperability helps in building a unique combined system
which utilizes blockchain technology to combine the two proposed frameworks to share
services and data. Our framework also proposed cross-chain EHR exchange. EHR can be
exchanged from Ethereum to Hyperledger fabric and vice versa. Both the frameworks have
been made interoperable, which means that processed data can be accessed from either
of the two platforms. For the sake of reliability, a duplicate copy of the data is kept to be
utilized in case of need. This combined system follows all the basic rules of blockchain
technology and is up to the mark according to the latest blockchain conventions.

Various data sharing and privacy-preserving techniques were employed in the pro-
posed framework. It is quite tough to track down a specific patient using only their data.
We utilize encryption techniques on the patient private data stored on the blockchain
in the suggested framework, which lowers the risks of unwanted access to the patient
private data.

This system was largely utilized to protect data privacy while also sustaining EHRs,
which keeps data secret while allowing anybody to access it from the outside. In the future,
we will look at the feasibility of adopting the differential privacy model and try to figure
out if there is a link between noise and blockchain size.

We propose a blockchain-based architecture for EHR exchange and maintenance that
is both efficient and secure. Interoperability of EHRs utilizing the blockchain paradigm
was also an option. The approach is patient-centric where health data will be controlled by
patients only.
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5. Conclusions and Future Direction

This article provides a discussion on the significance of BCIF-EHR by comparing key
blockchain interoperable solutions available to the market based on their interoperability
guidelines. Based on the comparisons, it can be concluded that none of the current BCIF-
EHR solutions completely comply with the BCIF-HER values. This paper also identifies the
phases and the needs for BCIF-EHR utilization in the electronic health record system. The
paper provides a detailed discussion of how healthcare organizations execute complete
and functioning BCIF-EHR interoperable electronic health record systems. This article has
provided the BCIF-EHR model and architectural components and summarized the BCIF-
EHR parts needed for the establishment of BCIF-EHR solutions and how the requirements
of BCIF-EHR interoperability can be fulfilled. Finally, this article discusses the application
of BCIF-EHR in the electronic health record model for solving challenges in conventional
electronic health record structures. However, the main shortcoming of this study is that
the suggested model has not been effectively executed and thus cannot be applied to
actual parties participating in electronic health record systems. Consequently, this article
recommends further steps, such as the participation of government and other stakeholders
in assessing the compatibility of BCIF-EHR and technological models, and recognition of
the novel concept of BCIF-EHR by legislatures, regulators, and other stakeholders in the
electronic health record system.

The proposed framework would be utilized to promote scalability in various systems.
Only the hashes and minor EHRs on the blockchain need to be stored to save storage space.
Furthermore, few nodes demand verified transactions with data hashes while executing
private patient transactions. Due to this, the blockchains storage and mining costs will be
further reduced. On the other hand, when more users join the system, the CLC search time
will undoubtedly grow. As a result, specific novel approaches are necessary to efficiently
search CLC with big local datasets.

This research showed the interoperability of the two EHR frameworks HIPAA and
HL7. This interoperability helps build a unique combined system that utilizes blockchain
technology to combine the two proposed frameworks with sharing services and data. Both
frameworks have been made interoperable, meaning that processed data can be accessed
from either of the two platforms. For the sake of reliability, a duplicate copy of the data
is kept to be utilized in case of need. This combined system follows all the basic rules of
blockchain technology and is up to the mark according to the latest blockchain conventions.

Various data-sharing and privacy-preserving techniques were employed in the pro-
posed framework. It takes much work to track a specific patient using only their data.
We utilized encryption techniques on the patient private data stored on the blockchain
in the suggested framework, which lowers the risks of unwanted access to the patient
private data.

The electronic health record (EHR) is a computerized record of a patient’s medical
history. It has resolved a slew of data handling and security concerns. The lack of stan-
dardization and regulation of file sharing continues to hinder EHR interoperability, and
difficulties with applying the blockchain approach are significant issues that healthcare
administrations must consider. Any professional utilizing EHR in the healthcare sector
must integrate it so that errors can be avoided, and hacking risks can be decreased. EHR
standards must be adopted to function properly under specific laws and regulations. The
problems and issues discussed in this study are related to blockchain and EHR interop-
erability. In addition, a realistic interoperability solution is presented. This research aids
in elaborating on the associated difficulties and solutions in EHR deployment and man-
aging data and patient information. The benefits of an innovative and blockchain-based
interoperability framework were discovered to be successful.

There is no such interoperable system working in the practical world right now. So,
there is no substantial comparison of this research with any existing systems. It is one of a
kind, based on a new idea, and carries the potential to be maintained and expanded further
for the betterment of the healthcare industry
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Future Directions:

Future research in the area of BCIF-EHR can focus on the following areas:

• Implementing the BCIF-EHR framework in real-world electronic health record systems
to evaluate its effectiveness and efficiency in terms of data sharing and interoperability.

• Investigating the security and privacy implications of using BCIF-EHR in electronic
health record systems. This could include studying the potential vulnerabilities of the
framework and developing solutions to mitigate them.

• Developing methods for integrating BCIF-EHR with existing electronic health record
systems, including those that are not built on blockchain technology.

• Investigating the scalability of BCIF-EHR, particularly as more and more healthcare
organizations adopt the framework and the volume of data shared increases.

• Exploring the use of smart contracts in BCIF-EHR to automate certain processes, such
as data sharing agreements and permissions.

• Examining the regulatory and legal implications of using BCIF-EHR in electronic
health record systems and developing guidelines for compliance.

• Investigating the potential for using BCIF-EHR to facilitate data sharing between
different countries, and the potential benefits and challenges of doing so.

• Developing a decentralized authentication and access control mechanism for BCIF-
EHR to ensure that only authorized individuals and organizations can access the
shared data.

Overall, BCIF-EHR has the potential to revolutionize the way electronic health record
systems work by enabling seamless data sharing and interoperability across different
blockchain networks. Future research in this area should focus on evaluating and improving
the effectiveness, security, and scalability of the framework, and developing solutions to
any challenges that may arise.
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