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Abstract: Information security policy (ISP) plays a crucial role in maintaining the availability, con-
fidentiality, and integrity of sensitive data. However, it is of high complexity and heterogeneity
due to the variety and redundancy of security policy practices and complexity of organisational
systems. Various and duplicate ISP models and frameworks have been offered in the literature. The
duplicate security policy practices, procedures, and processes in the existing models have made ISP
disorganised, unstructured, and unclear to organisational users. As a result, there is still a need for
a standardised and integrated model to make it simpler to share, manage, and reuse ISP practices
amongst the organisations. The main objective of this study is to construct a metamodel to unify,
organise, and structure ISP practices. By identifying, recognising, extracting, and combining the
common information security policy practices from various ISP models in a built ISP metamodel
called ISPM, we seek to make it simple for users and field specialists to derive/instantiate security
policy models for their organisations. The development and validation process of the ISPM is based
on the common security frameworks such as ISO 27001 frameworks. The developed ISPM consists
of 19 common security practices: organisation, risk management, access control policy, edit, review,
compliance, business management, backup and recovery, incident response, SETA program, security
awareness, security training, security education, email security policy, cloud security policy, network
security policy, website security policy, physical security policy, and privacy security policy. Each
common security practice consists of several operations and attributes. The performance of the devel-
oped ISPM was compared to that of other models to evaluate its completeness and logicalness. Using
ISO 27001 as a framework, the findings confirmed the comprehensiveness of ISPM. Therefore, it can
contribute to organisations’ security by helping them to develop their own security policy models.

Keywords: security policy; ISO 27001; metamodel; metamodeling approach; design science method

1. Introduction

A security policy ensures sensitive information and information systems within an
organisation are protected from unauthorised access and use [1]. These policies outline how
sensitive information will be handled as well as the steps that will be taken to ensure data
protection against unauthorised access, alteration, disclosure, or destruction. Organisations
should tailor them to meet their specific needs and objectives as part of their overall security
program. It should include guidelines for physical security, access control, data encryption,
and user authentication. Furthermore, security policies should specify how to respond
to security incidents, such as data breaches. A standard for cybersecurity management,
ISO 27001 [2], should be considered when organising an ISP. Various guidelines and
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effective practices (e.g., ISACA, ISO 27000, and NIST) are available to help companies apply
their own security policies.

The ISO 27001 standard (ISECT, 2012) is part of the ISO 27,000 family of standards [2].
It represents a group of guidelines involved in security management systems. ISO 27001
is a British standard that was first established in October 2005. An example of a security
management request is shown in Figure 1. An enterprise can apply a systematised and
active approach to security risk management by selecting security processes to ensure the
safety of vulnerable resources within a well-defined border.

Security Policy

Access Control Assets Management

Information Security of Business Infarmation Security Incident

Community Management \ / Management
Communication L Compliance

T~ IS0 27001 ‘/
/ Operational Security

Organization of

/ } \
System Acquisition

Information Security Development and Security
Human Resources Physical and
Security Environment Security
Cryptography

Figure 1. ISO 27001 international standard focused on information security.

Thus, the main purpose of this research is to develop a novel administration meta-
model for managing and organising diverse security policy practices using a design science
approach based on the ISO 27001 controls. The developed metamodel, which is called the
information security policy metamodel (ISPM), aims to solve the redundancy, heterogeneity,
and ambiguity of information security policy (ISP) practices by gathering and combining
the common security practices into three high abstract levels. The three high levels of the
developed metamodel control how the ISP practices behave. These modelling rules will
be used to combine, structure, and organise all security practices in the ISP field into the
developed ISPM. As a result, ISP users and experts will have access to organised, struc-
tured, managed, and shared ISP practices well-tailored to their organisations. This study
developed and validated the ISPM using a metamodelling approach, which is a kind of
design science method. Metamodelling is the process of creating a metamodel representing
a particular domain. It is a way of understanding the concepts and relationships between
the components of a system. It involves analysing the structure of the data, behaviour of
the system, and component interactions [3].

The contribution of this study is to provide a comprehensive representation layer for
the ISP field, which is called ISPM, to assist several organisations in identifying, preparing,
managing, and developing security policy practices based on their own requirements. The
developed metamodel also offers an approach to develop a policy framework compliant
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with international standards such as ISO 27001. ISPM provides a detailed analysis of the
different components of an ISPM framework, including the scope, objectives, roles, and
responsibilities, as well as the security controls. Furthermore, it offers an overview of
different types of security policies, as well as the importance of implementing them. Finally,
it provides guidelines and best practices for organisations to ensure that their security
policy is up-to-date and secure.

The remainder of this article is organised as follows: The related work is reviewed,
and the problem is stated in Section 2; then, the methodology is described in Section 3.
Afterward, the findings and discussion are provided in Section 4. Finally, the conclusion of
the study and future work are provided in Section 5.

2. Related Work

Various studies conducted on ISPs have focused on several stages of ISP development.
Each study in this domain has its own security processes, practises, tasks, procedures, and
activities. In the following, some relevant studies previously carried out in this field are
reviewed. In [4], the focus is on major challenges associated with Saudi Arabian enterprises,
e.g., e-commerce agreement. In [5], the authors defined a scenario of ISP and examined
it based on the perspectives of the information technology (IT) employees of Saudi busi-
nesses. Specifically, the ISP field in Saudi Arabia comprises 11 security policies that were
introduced by [6] as: (1) risk documentation, (2) security awareness, (3) security insurance,
(4) privacy, (5) reliability, (6) accessibility, (7) confidentiality, (8) verification, (9) permission,
(10) access control, and (11) responsibility. The authors emphasised that employees should
be aware of the ISP effectivity. However, their findings showed that most of the employees
do not concern themselves with the existing policies and are often prone to non-compliance
with and violate the policies; such violations often remain undetected methodically. In
another research [7] the authors examined the ISP-related problems in Saudi Arabian com-
panies, concentrating on an audit performed for a small Saudi company. In addition, the
researchers investigated cyberattacks in Saudi Arabia. The motives and causes of these
attacks were discussed as well. Following that, they prompted cybersecurity innovations
to further resolve the risks. In [8], the authors presented approaches to identifying the
changes and problems that could have negative impacts on employees’ behaviour and
goals. The report did not refer to the absence of a business-oriented information security
policy providing adequate security measures. In [9], a framework was proposed for the
development, implementation, and maintenance of security policies. The study emphasised
the necessity of developing, implementing, and maintaining security strategies using me-
thodical approaches. The policy formation model, however, is not entirely comprehensive
since it does not explicitly address the development, dissemination, implementation, and
review of policy documents [10,11]. The researchers suggested a limited approach that only
considers the writing of policy documents and excludes all activities that should be done re-
garding the policy implementation and maintenance of the policy. The suggested approach
consists of several steps: (1) asset identification, (2) formation of a team to establish draft
policy, (3) review process on the drafted policy, and (4) the approval and publication of the
draft of policy. Although a methodical process for developing security policies is provided
in [12] the details regarding their publication, distribution, and enforcement are unavailable.
Moreover, the authors neither addressed the issue of user compliance with the security
policy nor the importance of user awareness and training. The policy formation model,
however, is not entirely comprehensive since it does not explicitly address the development,
dissemination, implementation, and review of policy documents [13]. The authors in [14]
suggested a limited approach that only considers the writing of policy documents and
exclude all activities bringing the policy implementation and the maintenance of the policy.
The suggested approach consists of several steps which involves (1) asset identification,
(2) formation of team to establish draft of policy, (3) review process on the drafted policy,
(4) the approval and publication of the draft of policy. Although a methodical process
for developing security policies is provided [15] details surrounding their publication,
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distribution, and enforcement are unavailable. Additionally, [16] Neither addressed the
issue of user compliance with the security policy nor the importance of user awareness and
trainingSome aspects of policy making processes were duplicated in [17] it provided a more
holistic perspective. In [18], three different perspectives were presented to demonstrate the
efforts made by managers to ensure their employees are obeying the policies. Often, the
establishment of security policies can cause the security practitioners to feel perplexed if
one term is stated in three different ways or if different actions are listed under one category.

In [19], a recommended framework called Policy Framework for Information Security
(PFIRES) was introduced, which consisted of four main phases: review, development,
supply, and control, each of which with certain prerequisites for departure that must be
met before proceeding to the following phase. The researchers in [20] introduced a model
for development of security policy, which considers risk assessment, corporate culture,
and knowledge, as well as security management, development, and protection. In [21] a
five-stage model was presented for the development process, consisting of team building,
risk assessment, policy formulation, implementation, and maintenance. The ISP develop-
ment model proposed by [22] is divided into four primary phases: risk assessment, policy
creation, policy implementation, and policy monitoring and maintenance. Each phase can
be divided into stages that describe the actions conducted in each phase. The four steps
recommended by [22]. In their study for creating and implementing information security
policies are security policy formulation, security policy drivers, security policy guidance,
and current concepts. In addition, the authors proposed a development process model of
three phases: develop, implement, and evaluate. Their work engaged with variations of
activities and practices. The findings indicated that the top three most important compo-
nents in the structure of a security policy are asset management, security risk management,
and defining the policy’s scope. However, the security strategy controls were not included
in their analysis. In [23] a model was proposed for ISP compliance, which consisted of
self-efficacy (SE), awareness, and resource vulnerability. The authors in [24] developed a
tool to evaluate how effectively workers internalised and followed information security
standards and validate the accuracy and dependability of the tool. The findings were used
as a foundation for establishing solutions for employees’ poor compliance with information
security policies as well as for encouraging information security policies that consistently
place a strong emphasis on employee autonomy. In [25] a practical and reliable method was
designed to determine the viability of the information security management framework to
be used in small- and medium-sized organisations. However, it will not provide small- and
medium-sized enterprises the flexibility they require. In [26], the researchers rigorously
examined the factors influencing the compliance with information security policy. In [27], a
taxonomy was developed to categorise diverse information security policy non-compliance
behaviours. The authors revealed the factors that influence ISP compliance in growing
economies involving small businesses. In general, the ISP field is deemed as heteroge-
neous, ambiguous, and unstructured. There is no standardised administration model or
framework that allows the knowledge of information security regulations to be organised
and maintained.

To sum up, the review of the relevant literature revealed that ISP is still an unstruc-
tured field suffering from ambiguity and heterogeneity. For the knowledge of ISP to
be well organised and managed, this study plans to build a metamodel based on the
ISO 27001 controls.

3. Research Methodology

In this study, a unique administration metamodel adopted from [28,29] was developed
to manage and organise the heterogeneous ISP field. The developed metamodel was
validated using two techniques. The first approach was used to identify and examine the
problems with ISPs. The novel administration metamodel is developed and validated
for managing and organising heterogeneous information security policy fields using the
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second method, which was adapted from [29]. The modified research methodology is
shown in Figure 2.

Gathering ISP models from search engines

Selecting related models for developmwnt and validation purposes

Extracting and combining common security practices from selected -—
ISP models

Validating the Developed ISPM

Validated ISPM W

Figure 2. Development and validation method.

In the following, the steps illustrated in Figure 2 are explained in detail.
Step 1. Gathering ISP Models from Search Engines:

Five common search engines, i.e., Scopus, Web of Science, Springer, IEEE Xplore, and
Google Scholar, were used to gather ISP models already existing in the literature. The key-
words used in this study were “ISO 27001”, ” Security policy”, and “Information Security
Policy”. Gathering ISP models was limited to papers published in the English language
between 2010 and 2022. Table 1 presents the results of the search engines. Resources in-
cluded journals, conference papers, books, book chapters, magazines, early access articles,
and courses. Finally, a total of 15,714 articles were gathered from the search engines.

Step 2. Selecting related models for development and validation purposes:

The models gathered in the previous step were examined regarding their titles, ab-
stracts, conclusions, and ultimately full texts. The models were tested to see whether
they comply with our exclusion and inclusion criteria. The models that covered at least
one ISO 27001 control were included, whereas the ones that did not cover at least one
ISO 27001 control were excluded. After several iterations, 40 models were selected for the
development and validation processes, as presented in Table 2. The purple colour in Table 2
represents the ISO 27001 controls covered by the existing ISP models.
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Table 1. Findings of the search engines used in this study.

Articles

201
385

Search Engines

Scopus

Web of Science

1239
89

Springer

IEEE Xplore

13,800
15,714

Google Scholar

Total

Table 2. ISP models used for the development and validation processes in this paper.

Compliance
Business Continuity
Information Security Incident Management
Supplier Relationships
Systems Acquisition, Development, and Maintenance
Communication Security
Operational Security
Physical and Environmental Security
Cryptography
Access Control
Assess Management
Human Resource Security
Organisation of Information Security
Security Policy
Ref.
Year

ID

2010  [30]

1.

2011 [21]

2.

[22]
[31]

2014

3.

2014
2015

[7]

[32]

4.

2015

5.

[4]
[13]

[33]

2016

2016

6.

7.

2016

8.

EN
BN

2017
2017

[36

2017

9.

10.
11.

-
71

(1]

[23]

[6]
[8]
[]

2018

12.
13.
14.
15.

2018

2018

2018
2018

2018

2018  [38]

19.

16
17.
18.

[39]

2018

M

[41]

2018

2018

20.

21.

22.
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23, 2018 [42]
24, 2018 [43]
25, 2018  [44]
26. 2018 [45]
27. 2019 [24] |
28. 2019  [46]
29. 2019 [47]
30. 2019 [48] |
31. 2019 [49]
32, 2020 [50]
%2000 51 I
34, 2021 [52]
35. 2021 [53]
36. 2022 [10] |
37. 2022 [25]
38. 2022 [26]
39. 2022 [27] e
40. 2022  [54] -

Notes: - refers to the ISO 27001 controls covered by the existing ISP models; I:l refers to the ISO
27001 controls which non covered by the existing ISP models.

This review revealed the importance of the ISO 27001 controls in the existing ISP
studies. Figure 3 illustrates the significance of each ISO 27001 control in the existing ISP
models. Only the top three most significant controls were considered by most existing
studies. It is possible to assume that Compliance, Security policy, and System acquisition
controls have larger significance. On the other hand, several security controls were shown
to be of no significance. For example, 19 models covered compliance control, 12 models
covered security policy control, 4 models covered system acquisition control, 3 models
covered assess management, 2 models covered information security incident management
control, and 1 model covered human resource security control.



Appl. Sci. 2023,13, 9703

8 of 18
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Organization of Information Security
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Figure 3. Significance of each ISO 27001 control in the existing ISP models.

Step 3. Selecting related models for development and validation purposes:

The common security practices were obtained from the selected 40 models based on
the following criteria [55-57]:

(i) Excluding the articles’ title, abstract, introduction, related work, and conclusion: the
security practices must be extracted from the major body of a textual or graphical
model.

(ii) Excluding any security practice that is not associated to the field: the best rule for
extracting security practices, according to [57], is: “if it is not relevant to the field, then
do not include it in the case field model”.

(iii) Excluding particular security practices related to specific fields: the security practices
with specific meaning or functioning must be excluded. The reason is that a security
practice name that is more common is easier to reuse than a security practice name
that is more specific. According to [57], “it is important, to begin with, a very com-
prehensive list of security practices and gradually eliminate security practices that
are irrelevant”.

Therefore, this study extracts security practices manually similar to previous stud-
ies [3,56,58]. This is a hard process whereby every model is used in order to identify
potential security practices required in this study. Selection and filtering of the number of
security practices from the selected ISP models were selected one by one based on their
meaning and functioning.

Furthermore, combining common security practices with extracted security practices is
based on their similar meanings or functions [55-57]. Candidate common security practices
that differ in naming, synonyms, definitions, and meaning is therefore laborious and may
result in incorrect results. From the extracted security practices, two techniques were
applied to filter and propose common security practices. Wordnet2 and Thesaurus.com are
used for synonym checking. These techniques are used in the selection process to identify
common security practices from the extracted security practices.

Therefore, security practices that have the same meaning or are equally effective
regardless of their names or synonyms are categorised under the same name. As an
example, security policy practice is also known as security protection practice, as well
as security authentication practice. Accordingly, Table 3 presents 19 common security
practices with their definitions based on the techniques described above. In either semantic
or functional terms, each proposed common security practice is like an existing common
security practice.
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Table 3. Common security policy practices.

Proposed Common
Security Practices

Definition

Organisation It is the owner of the ISP model.
Risk management is assuming the unanticipated. It is a tool that helps monitor risks in building projects.
Risk Management Its aim is to create a simple, useful method of recognising, assessing, examining, and controlling risks in

an educated and organised way.

Access control policy

An access control policy is a set of rules that defines who or what is allowed to access a computer system,
network, or other physical or virtual resource. The policy should define who is authorised to access the
system, what actions they are allowed to perform, and what measures should be taken to protect the
resources. The policy should also specify the consequences of unauthorised access or misuse of

the system.

Security Policy Practice

Security policy practice is a process of establishing and implementing policies, procedures, and controls,
which governs the use of technology, data, and information systems within an organisation. Security
policy practice involves identifying and addressing potential risks, vulnerabilities, and threats to an
organisation’s data and systems, as well as developing and managing processes and procedures to
ensure the security of the organisation’s information. Security policy practice also involves developing,
implementing, and enforcing security measures to protect the organisation’s data and systems from
unauthorised access, use, and misuse. Additionally, security policy practice involves monitoring the
effectiveness of security procedures and controls and ensuring the security of the organisation’s data
and systems.

Edit Practice

It is an important security practice through which the security policies are edited and improved.

Review Practice

It is an important security practice through which the security policies are reviewed and improved.

Security Compliance
Practice

Security compliance is the set of procedures for permanent examining and assessment of systems. These
procedures involve the interaction, documents, and automation of security compliance rules
and practices.

Business Management
Practice

Business management practice is a broad term that encompasses the range of activities and processes
used to manage and coordinate the activities of an organisation. It involves the use of strategic,
operational, and financial tools to ensure that the organisation meets its goals and objectives. The
practice of business management involves a variety of disciplines such as accounting, finance, human
resources, marketing, operations management, and organisational development. Business management
also involves the use of technology, such as software and data analytics, to improve organisational
efficiency and effectiveness. Business management practices are essential for any organisation to succeed
in today’s competitive market.

Backup and Recovery
Practice

Backup and recovery define the method of producing and keeping copies of data, which can safeguard
organisations against data loss.

Incident Response
Practice

Incident Response Practice is a set of procedures, plans, and processes organisations use to respond to
cyber incidents. It involves the identification, analysis, containment, and recovery from malicious
activities or security incidents, as well as the reporting of such incidents. The practice also includes
preparation activities such as the development of incident response plans and policies, the
implementation of security controls, and the training of staff in incident response procedures.

SETA Program Practice

A SETA (Security education, Training, and Awareness) plan encourages the fundamental cybersecurity
experience of an organisation’s members and should be compulsory for both existing members and
future new hires.

Security Awareness
Practice

Security awareness is the experience and attitude employees of an organisation have in regard to the
safeguard of the physical, and particularly informational, resources of that organisation.

Security Training
Practice

Security training is a tactic employed by IT and security experts to prevent and lessen user threat. This
program is aimed at assisting users and workers in realising the task they participate to prevent
information security violations.

Security Education
Practice

Security education is a kind of SETA program that offers workers with awareness on IT security,
frequently as part of their primary education to a corporation. Each worker of the business should be
informed of the risks of weak IT security and the procedures necessary to safeguard important data
against both inside and outside threats.
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Proposed Common
Security Practices

Definition

Email Security
Policy Practice

An email security policy is a sequence of practices controlling the usage of emails within a system or an
organisation. It describes how a group of users interacts with emails that are sent and received
through email.

Cloud Security
Policy Practice

A cloud security policy is a recognised policy under which a corporation manages in the cloud. These
guidelines describe the security strategy and manage all assessments regarding the protection of cloud
assets.

Network Security
Policy Practice

Network security policy practice is the development and implementation of policies, procedures, and
technologies designed to protect an organisation’s computer networks, systems, and data from
unauthorised access, misuse, and destruction. It involves several processes such as risk assessment,
security awareness, encryption, access control, firewalls, and intrusion detection. It also includes
measures to protect against viruses, worms, and other malicious software. The goal of network security
policy practice is to ensure the security, integrity, and availability of corporate data and resources.

Website Security Website security policy is an extra layer of security that helps to discover and relieve some types of
PolicyPractice attacks, e.g., data injection attacks and Cross-Site Scripting (XSS).
Physical Security Physical security is the way of guarding components of an organisation’s infrastructure, assets, and

Policy Practice

employees against risks or compromises in the real environment.

Privacy Security
Policy Practice

This practice helps users to control their contacts and personal data and to safeguard their data from
moving into the wrong parts, through a violation, leak, or cyber threats.

Step 4. Identifying relationships amongst common security practices:

A survey of ISP models showed various UML relationships amongst security prac-
tices, which were common amongst all such models; these relationships were Association,
Specialisation/Generalisation, and Aggregation. The Association relationship typically
indicates that one class retains a relationship to another class to achieve a mission [59]. The
Specialisation/Generalisation relationship connects a subclass to its superclass. It denotes
an inheritance of attributes and operations from the superclass to the subclass [59]. Finally,
the aggregation relationship typically implies ownership [59]. This study illustrates the
relationships amongst security practices, based on the semantic UML relationship that was
discovered and identified during the survey of the ISP field.

Therefore, three kinds of relationships were identified, namely Association, Special-
isation, and Aggregation. The output of this step is the development of the information
security policy metamodel (ISPM), as shown in Figure 4.

The developed ISPM consists of 19 common security practices: organisation, risk
management, access control policy, edit, review, compliance, business management, backup
and recovery, incident response, SETA program, security awareness, security training,
security education, email security policy, cloud security policy, network security policy,
website security policy, physical security policy, and privacy security policy.

Therefore, this study developed a comprehensive metamodel called ISPM that is able
to reconcile and recognise the diverse characteristics of the ISP field. The redundant security
practices were combined in the developed ISPM. Figure 5 shows the three primary layers of
the developed ISPM, which are utilised to control how the ISP field behaves. For instance,
Level 2 of the developed ISPM is the abstract layer that unifies all the ISP field’s common
security practices. The behaviour of the Level-1 objects is governed by Level 2. The primary
ISP field model, Level 1, represents the key characteristics, functions, and connections of
the ISP field model. Additionally, it controls how the Level-0 ISP user model behaviour
should be. Level 0 represents the ISP’s actual data. As a result, the Level-2 metamodel
will use modelling blocks to express the knowledge of the ISP field. The primary building
components that are frequently reused are the modelling blocks [32]. In many instances
of the ISP field, the metamodel blocks are a collection of properties and operations that
are reused [33]. In this study, an ISP’s operations and properties are contained in a model
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block. Table 4 illustrates the availability of a model block at three levels of metamodel:
Level 2-Metamodel, Level-1-ISP Field Model, and Level-0-ISP User Data Model. The M1-
Block is used to represent an example of security practices in the M1-ISP Model, whereas
the MO-Block is used to represent the data of the example of a common security practice
in the MO-ISP User Data Model, and the M2-Block is used to represent a portion of the
common security practices in the Level 2-Metamodel. As a result, the building blocks of the
metamodel common security practices that were previously discussed are represented as
the activities, tasks, responsibilities, processes, information, and plans of the ISP field. Each
metamodel common security practice is therefore represented by a UML class as shown in
Table 4. These are the following fields in each ISPM Class:

ISPM Class ID is a unique identifier for the common security practice.

ISPM Class Name represents an ISP common security practice name.

ISP Class Terminology represents an ISP common security practice definition.

ISPM Class Attribute represents an ISP requirement.

ISPM Class Operation represents an ISP task.

ISPM Class Relationship represents the relationship with another common secu-
rity practice.

Each ISPM common security practice has unique M2-Blocks that together make up
the common security practice’s true meaning. As an illustration, Table 4 shows an example
of the M2-Blocks of the incident responding concept, including incident responding name,
incident responding team, perform live response, perform interview, perform source seize,
incident responding tools, and incident responding plan.
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Figure 4. Developed ISPM based on ISO 27001.
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Figure 5. Architecture layers of the developed ISPM.

Step 5. Validating the Developed ISPM:

This is the final step of the development and validation process of ISPM. It is used to
validate the completeness and logicalness of the developed metamodel through comparing
it with other models [60]. Comparison with other models helps to identify any missing
security practices in the developed ISPM and ensures it has sufficiently broad coverage.
To do this, the security practices of ISPM were validated and compared to those of other
models existing in the same field [60]. Specifically, ISPM was used to generate all security
practices found in the ISP models gathered and combined in Step 2, that is, each ISPM
security practice was examined in this study. Therefore, and based on the results of this
step, the developed ISPM was found to be comprehensive and capable of covering most of
the ISO 27001 practices, as shown in Table 5. The purple colour in this table represents the
ISO 27001 security controls covered by the developed ISMP practices.

Based on the validation process above, the developed ISPM covered eight security
controls of ISO 27001. Compared to the existing ISP models (which were reviewed in
Section 2 and Table 2), the developed ISPM is a comprehensive metamodel. ISPM covers
all the security controls in the ISO 27001 standard, including physical security, personnel
security, access control, cryptography, system security, network security, incident manage-
ment, and compliance. In addition, it provides detailed guidance on the implementation
of each control, as well as detailed recommendations on how to measure and report on
progress. Furthermore, ISPM also provides a framework for assessing the security posture
of an organisation, which can be used to identify gaps in their security posture and address
them. Overall, ISPM is comprehensive and broadly applicable, and also provides guidance
on how to implement, measure, and report on security controls.
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Table 4. M2-Blocks of The Incident Responding Concept.

ISPM Concept Name  Incident Responding
Concept ID _ INSR-01
Incident responding is a planning process that used to gather incident details such as any information
about incident events and known timelines, the parties involved thus far in the investigation, and the
ISPM Terminology size and number of databases involved. The credential is required to login in high level for investigation.
Also responding to an incident required avoiding any roadblock such windows firewall, network access
control, IDS, IPS and versus
capture Relation type: Specialization, Relation name: “Is Akind Of”
interview Relation type: Specialization, Relation name: “Is Akind Of”
Live Response Relation type: Specialization, Relation name: “Is Akind Of”
Attribute ID . -
(Unit Fragment) Class Attribute: (Name and Description)
Incident Responding Name: The name of the process (e.g.,; SONY database
AINSR-01 . .
Incident Responding)
Incident Responding Type: type of incident responding that must perform by
AINSR-01 incident responders (e.g.,: live response for volatile data, capture investigation
sources, or conduct interview along with CEO or Corporation team)
AINSR-01 Inc1de.nt.Respond1ng Team: the name of the incident responder that achieve
the mission
Attribute Incident Responding Plan: The plan of incident responding that needs to be
AINSR-01 followed by all incident responder involved (e.g.,: “Isolate SONY Network
i. D Database Plan)
11 Name. ) AINSR-01 Incident Place: The location where the incident took place which has one or
. Description more places (e.g.,: SSONY Corporation);
Incident Responding Tools: the forensic and techniques tools that may use by
AINSR-01 o o .
incident responders to conduct incident responding
Incident Responding Authority: incident responders who have the authority
AINSR-01 o .
to make incident responding
AINSR-01 ¥nc'1dent Responc%mg Date: the date and time of the start and end of the
incident responding
Incident Responding Result: the output of the incident responding (e.g.,:
AINSR-01 .
compromised, destroyed, changed or clean)
AINSR-01 Data At Risk: data that reside in victim database served Areas that must
be protected
Operation ID . -
(Unit Fragment) Class Operation: (Name and Description)
OINSR-01 Perform Seize Source (): A process to seize whole investigation source
(e.g.,: capture volatile and non-volatile artefact of the victim database)
) Perform Live Response (): A process to capture volatile data from
Operation OINSR-01 volatile artefacts
i Perform interview (): A process to gather information from IT managers, and
i D OINSR-01 Security managers. Also gather information from high level
h Namg . managements (CEO)
ii. Description

Perform Protect Data (): A process to preserve the organization database data

OINSR-01 from tampering and move it to safe place to conduct further investigation

OINSR-01 Check incident (): Incident responding team must ensure about database
incident (e.g.,: check the critical and nature of the incident)

OINSR-01 Return Report (): submit report to the Organization manages about incident

responding task.
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Table 5. Comparison of the developed ISPM practices with the ISO 27001 security controls.
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4. Finding and Discussion

Information Security Policy (ISP) can be defined as a set of rules, regulations, and
guidelines that protect information systems from unauthorised access, use, modification,
and destruction. It may also address other issues related to information security, such as
computer security, data security, and network security. There are several ISP models and
frameworks in the literature that are duplicated, resulting in a disorganised, unstructured,
and unclear ISP field due to the duplicate policies, procedures, and processes described
in these models. As a result of reviewing and analysing the literature, the authors of the
present paper gained a deeper understanding of security policy practices from an ISO 27001
perspective. Then, key areas where improvements are needed were identified to ensure
security policies are compliant with ISO 27001 standards and best practices. Specifically,
the review conducted in this study identified the need for better policy implementation,
more detailed policy documentation, improved risk assessment processes, and improved
internal and external communication. Additionally, authors recognised the importance
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of developing a culture of security in organisations and providing adequate training and
guidance to staff.

For this purpose, the Information Security Policy Metamodel (ISPM) was developed
in this study. The developed metamodel allows for the comprehensive examination of
various components of ISP and development of a holistic view of the policy. It provides a
structured view of the policy structure and helps to identify relationships amongst various
elements. The ISPM also aids in the development of a comprehensive understanding of
policies, as well as the development of more detailed policies. Furthermore, it helps to
develop a more effective security posture by allowing for the identification of potential
security vulnerabilities. ISPM was designed in a way to be flexible and extensible, allowing
for the integration of additional security practices and the continual improvement of
policies. Additionally, it was designed in a way to be easily integrated into existing
information security frameworks. ISPM can help organisations develop their own effective
security strategies.

From the ISO 27001 perspective, the developed ISPM is more comprehensive than
the existing information security policy models in Section 2 and Table 2. It provides a
structured approach, with a detailed set of steps, which can help organisations to develop
a secure information security policy, covering all important aspects of information security.
It covers risk assessment, threat identification and risk management, data protection and
privacy, access control and authentication, audit and logging, encryption and other security
measures, and incident response. In addition, the metamodel can be used to develop a
comprehensive security framework that covers all aspects of information security.

5. Conclusions

The purpose of this study was to develop a comprehensive metamodel for ISPs. By
reviewing and analysing the literature, a deeper understanding of security policy practices
from an ISO 27001 perspective was gained. Based on this analysis, an ISP metamodel was
developed. The developed metamodel covered 10 common security practices: Organisation,
risk management, access control policy, edit, review, compile, manage, backup and recovery,
incident response, SETA program, security awareness, security training, security education,
email security policy, cloud security policy, network security policy, website security policy,
physical security policy, and privacy security policy. There are several operations and
attributes involved in each common security practice. Experts and researchers can benefit
from the developed ISPM in many ways. Using the metamodel, organisations will be
able to structure and manage security policy according to security policy management
practices. Additionally, the metamodel will enable experts to benchmark their security
policies against it to gain a better understanding of security practices. Metamodels provide
a solid foundation for future research. Future work could involve empirically refining and
validating the metamodel through expert interviews, case studies within such organisations,
and finally focus groups. For refinement of the proposed metamodel, experts will be
interviewed in future work to provide comments. Considering the metamodel, case studies
can be used to assess the implementation of security practices. Metamodel validation will
be carried out by focus groups.
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