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ABSTRACT Cell-Free mMIMO is a part of technology that will be integrated with future 6G ultra-
dense cellular networks to ensure unlimited wireless connectivity and ubiquitous latency-sensitive services.
Cell-Free gained researchers’ interest as it offers ubiquitous communication with large bandwidth, high
throughput, high data transmission, and greater signal gain. Cell-Free eliminates the idea of cell boundary
in cellular communication that reduces frequent handover and inter-cell interference issues. However, the
effectiveness of the current authentication protocol could become a serious issue due to the dynamic nature
of Cell-Free in densely distributed, high number of users, high mobility, and frequent data exchange.
Secondly, secure communication may be achieved in such a dynamic environment at the expense of high
authentication overhead, high communication and computational costs. To address the above security chal-
lenges, we proposed a lightweight multifactor mutual authentication protocol for Cell-Free communication
using ECC-based Deffie Hellman (ECDH). This scheme utilizes timestamping, one-way hash function,
Blind-Fold Challenge scheme with public key infrastructure. The proposed cryptosystem integrates with
blockchain technology using proof of staked (POS) as a consensus mechanism to ensure integrity, non-
repudiation and traceability. The proposed scheme can enforce the mitigation of several major security
attacks on communication links such as spoofing attacks, eavesdropping, user location privacy issues, replay
attacks, denial of service attacks, and man-in-the-middle (MITM) attacks, which is one of the significant
features of the scheme. Furthermore, this scheme contributes to reducing authentication, communication,
and computational overheads with an average of 32.8%, 52.4% and 53.2% better performance respectively
as compared baseline authentication protocols.

INDEX TERMS 6G, cell-free, authentication, lightweight multifactor, ECDH, MITM attack.

I. INTRODUCTION from 5G to 6G has become a voluminous discussion among

Despite the implementation of 5G that still undergoing in researchers. The extensive network communication traffic in

this era, the attention and initial blueprint of the transition this era is a major factor for 6G technology to assist the

demands and will be centered around users, mobile device,

The associate editor coordinating the review of this manuscript and network operators and service providers [1] as a key enabler
approving it for publication was Barbara Masini . in 6G ecosystem.
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6G performance requirements are at peak data rate of
1000Gbps with less than 100 microseconds air latency which
is 50 times better data rate and one-tenth latency of 5G.
Thus, to handle and support massive traffic growth in mobile
network, 6G were expected to provide 1000 times higher
throughput and sub-milliseconds service latency [2]. Accord-
ing to Cisco Visual Networking Index in 2021, there will be
more than 11.6 billion Internet-of-Things Devices (IoDs) will
be deployed in 6G-enabled IoT networks, which caused the
IoT network to become more robust. Thus, with 6G, there
will be higher transmission frequency, a large date rate, low
latency, and high reliability for various novel applications
such as Al-assisted and vehicular network intelligence com-
munications [3]. 6G also has been anticipated as a remark-
able revolution in aiding unlimited wireless connectivity
and ubiquitous latency-sensitive services, such as augmented
and virtual reality also healthcare and housing intelligent
systems [4].

6G will be driven by many types of technology such as
Artificial intelligence (Al), Terahertz communication, optical
wireless technology, blockchain, UAV, big data analytic and
Cell-free massive Multiple Input-Multiple Output (mMIMO)
communication under its associated service requirement
which is Ubiquitous mobile ultra-broadband (uMUB), Ultra-
high-speed with low-latency communications (uHSLLC),
Massive machine-type communication (mMTC) and Ultra-
high data density (uHDD) [5]. Although with the innumerable
applications, services, and reliability in 6G-enabled network
technology, the security issues still cannot be overlooked [6].
Moreover, 6G provides massive network parameters espe-
cially in delivering high Al-empowered network capabilities
which can be a big contributor to security and privacy issues
such as malicious behavior, authentication issues, access
control, encryption, and communication issues [6]. There is
prior discussion and research on 6G with regard to security
issues, specifically proposing multifactor authentication for
6G or utilizing blockchain technologies to assist in mitigat-
ing several communication attacks. We have conducted an
extensive systematic literature review on security issues with
regard to 6G addressing security mechanisms for cell-free
environments [7], [8]. Besides our works, other researchers
also contribute to addressing security concerns in 6G net-
works [9], [10], [11]. Hence, this research will focus on
security issues on cell-free architecture for the ultra-dense
environment, more specifically it will be dealing with mitigat-
ing communication attacks using multifactor authentication
scheme assisted with blockchain technology. This research
work is the extension of our previous works, where we
proposed lightweight multifactor authentication scheme for
cellular networks specifically 5SG, and trust-based blockchain
architecture for VANET, where we mitigate major com-
munication attacks using blockchain technology [12], [13].
In this research work, we enhance our previous security
schemes to address security issues in cell free 6G environ-
ment by integrating blockchain with lightweight multifactor
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FIGURE 1. Small cell architecture.

authentication scheme [14]. Since cell-free mMIMO is one
of 6G futuristic technology, where there will be no logi-
cal cellular boundaries, moreover one user equipment can
be facilitated by two different access point at the same
time. The detailed discussion on cell-free mMIMO is pre-
sented at the end of this section. In addition, for simplicity,
we will use the term ““cell-free” instead of cell-free mMIMO
throughout this article.

Basic architecture for cell based cellular network is shown
in Figure 1. A conventional cellular 5G small-cell communi-
cation architecture consists of non-cooperative base stations
that can serve up to 100 users per cell with a smaller area and
reduced power in signal transmission. The main difference
of small cell with cell-free is that, instead of serving in user-
centric manner such cell-free, small cell use a network-centric
approach where each UE only served by one nearby AP with
the largest RSSI value [15], [16].

Small cell provides higher communication capacity to the
user. Moreover, it enables high data rates with greater band-
width [17]. In addition, due to shorter distance between user
with the AP, the rate of transmission power and path loss
become lesser [18], [19]. However, there is a few challenges
in deploying small cell system. Due to large number of users
served by the AP, frequent handover [20] tends to occur
when user moving from one cell boundary to another. This
is also due to the coverage radius of a single cell is very
small [21]. Hence, this problem leads to inter-cell interfer-
ence [22], malicious behavior [23] and security issues which
is pollution attack during packet encoding [24]. These issues
by the end, brings the system to the packet integrity issues,
data privacy [25] and possible data losses [26].

In cell-free network, user equipment (UE) is located within
the coverage (i.e., area of influence) of distributed access
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FIGURE 2. Basic cell-free mMIMO architecture.

point (AP) consist of multiple antennas. UE can be served
by several APs at the same time to form a joint cluster which
“act” as a communication cell in user-centric style, removes
the idea of “cells boundary” in the network [17], [27]. The
APs cooperate phase-coherently via backhaul network and
serves all users at the same time-frequency resource [15].
There is a central processing unit (CPU) that connected with
AP via backhaul network act as a coordination and computa-
tional assistance entity for APs as shown in Figure 2 [28].
Cell-free networks tends to improve 95% of user through-
put compared to small cell communication [29]. Furthermore,
it improves user coverage and mobility with minimal
handover. Moreover, Cell-Free provides a larger band-
width, increases throughput and higher data transmission
rates [30], [31], [32], [33], [34]. However, we can see some
drawback in this technology from technical point of view
and in term of its security issues. The high-performance
gain comes with greater challenges on maintaining the signal
gain and active communication, which is not address well
in current research. Due to the dense distributed network
topology [35], Cell free mMIMO (Cell-Free mMIMO) is
prone to security threats such as spoofing attack [36], [37],
eavesdropping [38], user location privacy issues [39], man-
in-the-middle (MITM) attack, and other common attack in
wireless communication protocol where we are focusing on
this research [40], [41]. This paper will contribute as follows.

1) Utilization of a lightweight cryptographic multi-factor
authentication scheme that helps secure Cell-Free com-
munication in an open insecure channel.

2) Utilization of ECC-based Diffie-Hellman secret shar-
ing key agreement scheme for achieving confidential-
ity, integrity, and non-repudiation.

3) Mitigation towards several major security attacks.

4) Utilization of Blockchain to ensure the end-to-end
security of the proposed scheme.
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TABLE 1. Significance of proposed work.

A. Category B. Achievements

Mitigation towards Replay
attack, DoS attack, MITM
attack, Rouge Relay Station
& Impersonation attack

Security

Ensure CIA (Confidentiality,

Privacy Integrity and Availability)

Provide better scheme with
ample processing
capabilities and operational
cost

Computational

Reduce authentication

Traffic overhead

5) Reducing authentication, communication and compu-
tational overheads.

The significance of this work also provided as follows.

Il. MOTIVATION

As a part of emerging technology in 6G era, the security
capability of Cell-Free communication is of concern espe-
cially to the end user. For researchers, the complexity of the
communication is one of the major concerns and we are inter-
ested to evaluate how our proposed solution can be secure
towards security attacks such spoofing attack, eavesdropping,
user location privacy issues, replay attack, denial of service
attack, man-in-the-middle (MITM) attack and other known
attacks. Several researchers have been developing a security
algorithm to cope with the objectives of lightweight, trusted,
and secure algorithm. However, those proposed security algo-
rithm might be not compatible for Cell-Free environment.
This is due to the densely distributed nature, high mobility,
frequent data exchanged and high number of UEs and APs
that makes the Cell-Free environment ultra-dense. Cell-Free
promises a high-speed data-rate, increase in throughput and
greater signal gain beyond the conventional cellular commu-
nication capability; hence, a well-balanced lightweight and
secure communication environment is needed.

The remainder of this paper is organized as follows.
In Section III, related work is presented. Section IV illustrates
our proposed system design, section V discussed blockchain
management and integration of 6-CMAS, section VI demon-
strates mathematical analysis, and Section VII presents a
security analysis of our proposed scheme from different per-
spectives followed by section VI, which is the conclusion.

Ill. RELATED WORKS
Multifactor authentication mechanism to ensure confiden-
tiality, integrity, and availability is not a new term. Several
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researchers proposed multifactor authentication mechanisms
for different networks. However, discussion on integrating
multifactor authentication with blockchain specifically on 6G
ultra-dense networks is limited. Our research domain for this
article is more on multifactor authentication, blockchain, and
6G ultra-dense networks, so we use the Scopus index library
to locate technically sound articles, which must have a clear
proposed cryptographic mechanism with concrete analysis.
Since, blockchain-based multifactor authentication is scarce,
to build up with our theoretical framework, we utilize any
other similar networks, like the Internet of Things, wireless
access networks, medical or industrial internet of things, etc.
In our related works, we discussed their methodology in terms
of proposed solutions, and later we discussed their strength
and weaknesses. We analyze the weaknesses found in existing
research works to come up with our main problem statement.

Wazid et al. proposed a new remote user authentication key
management scheme [42]. The authors discuss about a newly
discovered potential MITM attacks in THz 6G Network.
Hence, it is very important to highlight the security and pri-
vacy issues in “6G-enabeled NIB for industrial applications”
that might be vulnerable to various types of attack such as
replay attack, MITM attack impersonation attack, sensitive
information leakage and smart industrial device stolen attack.
In this scheme, a genuine user able to authenticate a smart
industrial device and have access to a real-time data by using
an established session key. The mutual authentication and
key agreement are established among the user and smart
industrial devices via content server. This scheme mentioned
the importance to enhance security mechanism that can over-
come various attacks such as replay attack, MITM attack,
illegal session key computation and other common attack. Itis
proven that this scheme significantly reduces computational
cost. However, in the evaluation part, the authors did not
test the authentication cost. In the scenario of embedded or
micro smart industrial device, the scheme seems complex
and impractical. This is because, those tiny devices might not
have ample computation capability to compute the proposed
algorithm.

A Lightweight Group Authentication scheme was pro-
posed by [43]. The authors stated that in conventional authen-
tication methods, the client and server usually have a shared
key before starting the communication process. A random
value, which is selected and sent by the server to the client,
is encrypted by the client with the key, and the encrypted
value is sent back to the server. Finally, the server vali-dates
the client by decrypting the response. During the process,
there is one claimer and one prover. The prover can only
authenticate one user at a time. Hence, this approach is not
scalable for densely deployed IoT networks, where millions
of nodes are expected to be operational [44]. This scheme pro-
posed to overcome a problem in group authentication. This
can be used in centralized or decentralized group authentica-
tion environment. The scheme offers group authentication for
massive machine-type communication (mMTC) where each
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group can recover the same group key for further communi-
cation. In term of security issues, this scheme will prevent
the intruder to perform MITM, impersonation and replay
attack. However, this scheme does not support in high mobil-
ity mMTC environment where fast handoff and lightweight
authentication are needed. Furthermore, the implementation
of this authentication scheme may have issues in ultra-agile
radio access architecture due to dynamic cell structure.

In [45], the author proposed a secure endogenous wireless
access network architecture based on blockchain. The authors
stated that the existing identity authentication technologies
all adopt centralized method, and fast identity authentication
cannot be achieved in a massive connection scenario. Current
heterogeneous networks use different identity authentication
technologies, and it is difficult to ensure continuous connec-
tivity when terminals frequently handover between heteroge-
neous networks. Hence, this scheme combining blockchain
and mobile edge computing to research the authentication
mechanism in 6G WSN. A unified identity authentication
framework is proposed that consist of terminal, blockchain
and certificate management. The certificate management will
issue and create certificate transactions. Blockchain network
is used to store the certificate transactions and information
while terminal can store certificate related information after
applying certificate anonymously [46]. This scheme proven
to have less time consumption and lower communication
overhead. However, a public key-based certificate system is
not suitable in an IoT-based network environment due to
devices’ limited resources. There are many computational
and communication overheads in issuing, revoking, signing,
and verifying certificates. The author also did not consider
the threat issues where this scheme is prone to impersonation
attack. The attacker will impersonate the legitimate nodes and
extracted the value of certificate issuance transaction (the cer-
tificate uses for authentication between nodes in blockchain).

RESEAP, an ECC-Based Authentication and Key Agree-
ment scheme were proposed by Vinoth et al. in [47] for IoT
applications. This is a revised protocol where the author uses
a Physically Unclonable Function (PUF) to provide IoT envi-
ronment from various of security flaws. The authors stated the
interconnected system of data flow in IoT raises many chal-
lenges. To be precise, the devices that are connected through
10T, can capture, and transfer many sensitive data that may
easily com-promise privacy. Hence, there should be a mech-
anism to control the access to the captured and transferred
data by any devices in an IoT system. The proposed scheme
heuristically proves the security of the proposed protocol
against different attacks and security analysis shows that it
provides desired semantic security in the model. This scheme
also proven to be secure against different attacks such as
password guessing, traceability, impersonation, insider attack
and desynchronization.

In [48], the author proposed a secure multifactor authen-
ticated key agreement scheme for Industrial IoT (IIoT). This
scheme proposed to support users’ remote access to a sensing
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device in IIoT. The collected data by IoT devices is usually
transmitted via an open channel, where it is vulnerable to the
attacks launched by the adversary. An unauthorized user may
illegally access the sensing devices to obtain the real-time
data which brings challenges to security and privacy in IIoT
or even destroy the industrial production. Therefore, it neces-
sitates establishing a secure authenticated key agreement pro-
tocol to overcome security and privacy problems in IIoT. The
structure of this scheme shows an adaptation of secret-sharing
technology to help construct a multifactor authentication for
IIoT sensing device where the au-thors use hash function,
XOR operation and symmetric cryptography, which is suit
for resource constrained sensing device [49]. This scheme is
proven to be immune against chosen-plaintext attack, Denial-
of-Services (DoS), offline guessing attack, MITM at-tack and
other various attacks. The experimental result also shows
that the scheme effectively reduces communication and com-
putational cost compared with previous schemes during the
process of the authenticated key agreement. However, some
flaws can be identified in this scheme such as; multiple
credential computation is complex and time consuming con-
sidering IIoT devices are naturally limited with computation
and communication capability [50]. From the evaluation also
shows that the author does not consider the requirement of
data availability.

In [51], the author proposed a secure decentralized spatial
crowdsourcing scheme for 6G-enabled network in box. The
author mentioned that it is hard to maintain system secu-
rity which only relay on trust Spatial Crowdsourcing (SC)
server. In 6G-NIB, workers need to submit their locations
to the SC-server and without the SC server, attackers may
get locations to obtain some sensitive information such as an
individual health record. Furthermore, without the SC-server,
spatial tasks and answers are shared in public, which discloses
sensitive information in spatial tasks and answers. Hence,
this scheme provides a decentralized platform for the con-
trol station and sensing nodes. This design allows sensing
nodes to verify their own location. This scheme also protects
the security of spatial tasks and answers. Control station
shares location strategy parameters to negotiate a session key
with a sensing node, and the sensing node apply the CCM
authenticated encryption mechanism and the session key to
encrypt the answer, which guarantees the security of the
answer.

A lightweight mutual authentication and key agreement
scheme proposed by [52]. In medical IoT, the patient med-
ical data is highly confidential and supposed to be private.
However, due to the openness and mobility of the wireless
network, it is easy to be stolen or forged by an adversary,
this will lead to extremely serious consequences and may
even endanger the lives of patients. Hence, a lightweight and
anonymous mutual authentication is proposed for WBAN.
It only needs to perform hash function and XOR opera-
tion where forward secrecy can be guaranteed without using
asymmetric encryption.
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The analysis of this scheme indicates that this pro-posed
solution reduces computational cost compared to the schemes
that uses asymmetric encryption. However, form the algo-
rithm we can see that the data ex-change between SN and AP
is not secure. Moreover, the AP is not verified hence leads to
rogue relay attack and possible MITM attack [53], [54].

In [55], the author proposed a two-factor authentication for
IoT. An IoT devices need to have something like a biometric
factor such as fingerprint which are unique for each device.
Many IoT devices are installed in the area that easily acces-
sible to adversaries [57]. Therefore, an adversary can easily
capture these devices and subject them to physical and side-
channel attacks. This may lead to stolen secret keys from the
device’s memory and launching a spoofing attack. In such
attacks, the attacker impersonates as one of the legitimate IoT
nodes and may gain access to crucial network resources from
a remote location. Hence, it is crucial to keep an IoT device
secure form location disclosure attack [57]. The proposed
scheme provides a physical unclonable function (PUF) based
scheme to assign a hardware fingerprint (bio-metric) to IoT
devices. Based on security analysis, this scheme can protect
IoT communication from spoofing attack and DoS attack.

There are other significant contributions published by
Author [58], who proposes a blockchain-based authenticated
group key agreement protocol by introducing a new entity
called the device manager, which acts as an intermediary
to ensure secure communication in IoT devices, and author
[59] who proposes a secure and effective blockchain-enabled
privacy-preserving authentication scheme by utilizing an
elliptic curve cryptosystem to construct a pairing-free ring
signature scheme, which greatly reduces the resources over-
head and ensures unconditional anonymity and data batch
integrity verification with simplified key management issues

In the above discussions, we found that most of the pro-
posed mechanisms are complex with high computational,
communication costs, and authentication over-head in a mul-
tihop ultra-dense environment. Besides that, most algorithms
are prone to key security issues like password guessing
attacks and privacy issues in terms of identity theft. Sec-
ondly, most of the schemes only address a few attacks like
replay attacks, denial of service attacks, or man-in-the-middle
attacks. However, to have an end-to-end security mechanism,
it is mandatory to address the security issues of communica-
tion attacks, starting from spoofing, impersonation, password
guessing, replay attack, denial of service attacks, and man-in-
the-middle attacks. Thus, to address the above security con-
cerns, there is a need for such a mechanism that must address
those communication attacks with less computational, com-
munication, and authentication overhead.

IV. PROPOSED SYSTEM DESIGN
A. CELL-FREE NETWORK MODEL
Figure 3 shows 6-CMAS cell free network model. The model
is an upgraded version of Figure 2 of section I. A detailed
discussion about the basic architecture of cell-free mMIMO
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FIGURE 3. 6-CMAS cell-free network model.

architecture can be found in section [ under the figure descrip-
tion. Hence, this model consists of several components which
is user equipment (UE), access point (AP) and evolved node
base station (eNB).

UE is located within the coverage of distributed AP consist
of multiple antennas. UE can be served by several APs at
the same time to form a joint cluster which ‘““act” as a
communication cell. The AP act as a relay device to eNB
where it forwards and responds a message from both UE and
eNB. eNB is a Base Station with strong coverage and ability
to provide authentication and authorizations to devices in its
area. Finally, the CPU is a server connected via backhaul
network act as coordination and computational assistance to
eNB. According to Figure 3, UE1 is connected to AP1 and
AP2 while UE2 is connected to AP2 and AP3. Both UEs
send their authentication request message to their respective
nearby APs. Once respective APs received the authentication
request from UEs, they initiate authentication procedures,
not only for UE, but also for themselves from nearby eNB.
Therefore, once eNB authenticates respective APs, APs with
the assistance of eNB authenticate their respective UEs. The
details of the authentication procedures is discussed in next
subsection.

B. DEVELOPMENT OF 6-CMAS PROTOCOL

In the development of this protocol, user equipment (UE1 &
UE2) is connected to eNB through access points (AP1, AP2 &
AP3). Since in cell-free environment, one UE can be served
by nearby more than one AP, thus for initial authentication
process, UE must send first authentication message to nearby
both APs. At this point, AP cannot authenticate UE on behalf
of eNB, as during registration all the critical credentials are
securely saved at eNB server. Once AP received authentica-
tion request message, it will generate its own authentication

VOLUME 11, 2023

Algorithm 1.1 — Authentication Request Message UE-AP

Step 1: Get participant’s IDs through neighbour discovery
Step 2: Get Public key of
AP:KAP ; eNB=KeNB ; UE: KUE
Step 3: Get Private key of UE=K"E
Step 4: Generate challenge using Blind fold challenge
scheme for
Chug.ap
Step 5: Solve the challenge for
Chugap = Chug.ap'
Step 6: Generate timestamps Tsur
Step 7: Compute
RSSiyp,, PIDyg, PID 4p, Chygup, Tsys =M
Hash of timestamps = H(Tsug)
Step 8: Encrypt (UE-AP) //Encryption for AP
[H (TSUE ) KUE
[M, H (Tsup)]*%]xap
Step 9: AUTH-REQ: [Encrypt (UE-AP)]
Step 10: Send AUTH-REQ to AP

FIGURE 4. Authentication request message.

message to get authentication from eNB. Later, AP together
with UEs authentication messages with its own authentication
messages sent to eNB. eNB received both messages, verify
the critical credentials and send the challenges only to corre-
sponding APs, once participating APs are authenticated, eNB
will generate the sequences of challenges to APs, so that APs
can authenticate UEs on behalf of eNB. In depth, multifactor
mutual authentication is elaborated in the shape of pseudo
codes in Algorithm 1.1 to 1.8.

Figure 4 shows algorithm 1.1 i.e., Authentication Request
message from UE to AP. Since, our proposed mechanism uti-
lize public key infrastructure, it required public keys, which
must be available online publicly. However, these public keys
later assist the eNB to transform the identity of the devices
into pseudo identity. Only eNB and authorize APs have
the information of such transformation mechanism. At this
point, UE also get its private key through PKI procedure
(from certificate authority (CA)). During the message prepa-
ration phase, after receiving public and private keys, one-
time password must be created as challenge using blindfold
challenge scheme [12], [53]. Then timestamps are generated,
and hash is computed for timestamps. Since entire message is
encrypted using PKI, so secrecy is now not the issue, instead
of hashing the entire message, we propose to hash only
timestamp to reduce computational cost. To ensure the non-
repudiation, only hashed value of timestamps is encrypted
with the private key of UE. The whole message is then en-
crypted using the public key of AP. Later, the message is
sent to AP to get authentication and services from eNB. The
message is sent to AP with pseudo-ID, timestamp, challenge,
and hash of the timestamp. The hash value is encrypted with
private key of UE. Finally, the whole message encrypted
using public key of AP.
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Algorithm 1.2 — Authentication Request Message AP-
eNB

Algorithm 1.3 — Authentication Challenge Response
Message at eNB

Step 1: Get participant’s IDs through neighbour discovery
Step 2: Get Public key of

AP:KAP ; eNB:KgNB ; UE= KUE
Step 3: Get Private key of AP=K*?
Step 4: Generate challenge using Blind fold challenge
scheme for

Chup-eng
Step 5: Solve the challenge for

Chapeng = Chap.en
Step 6: Generate timestamps 7s4p
Step 7: Compute

RSSiyp,, PID g, PID 4p, PID np, Chypeng, Tsqp =

M
Hash of timestamps = H(T’s4p)
Step 8: Encrypt (AP-eNB) //Encryption for eNB

[H (Tsap)]**"

IM, [H (Ts4p)] 54 [ kenp
Step 9: AUTH-REQ: [Encrypt (AP-eNB)]
Step 10: Send AUTH-REQ to eNB

FIGURE 5. Authentication request message.

In Figure 5, the request message received at AP is
decrypted by AP using its public key. It also decrypts the
hashed value of timestamps using the public key of UE.
Later, AP matches the message received from UE with hash
of message, if both are equal then the message is valid
and fresh otherwise discards the message. The AP is now
invoked, and it sends the authentication request message to
eNB. AP utilized the same procedure as mentioned above for
algorithm 1.1.

In Figure 6, eNB receives encrypted request message from
AP. Tt decrypts this message using its private key. It also
decrypts hashed value of timestamp using public key of AP,
and then matches the actual timestamp with hash of the
timestamp. If the match is equal then it considers the message
as valid and fresh, otherwise the message will be discarded.
As the message is sent from AP, eNB responds AP with
new challenge to validate either AP is a legitimate device.
eNB encrypts the message including pseudo-ID, challenge,
timestamp and challenge solution with its private key and
public key of AP and sends to AP. To develop the encrypted
message, eNB used the same procedures of encryption as
discussed in algorithm 1.1.

In Figure 7, AP receives response message from eNB to
address the challenge given. AP first decrypts the message
with private key, solves the challenge, decrypt the hashed
value of timestamp using the public key of eNB, check the
timestamp, and matches it with hashed value of timestamp.
If timestamp is fresh, it considers the message is a valid and
fresh message and there is no replay attack. AP generate the
message using the same encryption procedures discussed in
algorithm 1.1. AP sends the challenge response to eNB with
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DECRYPTION:
Step 1: Get Public key of
AP=K,p.eNB=K.np; UE= Kur

Step 2: Get Private key of eNB =K*'B
Step 3: Get AUTH-REQ (AP- eNB):

[Encrypt (AP- eNB)] = /M, [H (Ts4p)]**"Jxenn
Step 4: Compute using private key of eNB (Kenp)

M, [H(Tsp)J<4"

Step 5: Compute using public key of AP (P,p)

M, H (Ts4p)
Step 6: Compute H(Ts4p) & Compare with Tsp

Proceed if Condition Satisfied (both same values)
else discard message
Encryption
Step 7: Generate challenge using Blind fold challenge
scheme for

Ch enp.ap
Step 8: Solve the Challenge for

CH onp.ap = CH enp.ap'
Step 9: Generate timestamps 7s.nz
Step 10: Compute

PIDeng, PIDap, Ch eng.ap, Ch'ap-ens, Tseng = M

Hash value of Tseng= H (Tsens)
Step 11: Encrypt (eNB-AP)

[H (TSeNB ) ]KeNB

[M, [H (Tsens) <] kap
Step 12: AUTH-CHALLENGE-REQ: [Encrypt (eNB-
AP)]
Step 13: Send AUTH-CHALLENGE-REQ to AP

FIGURE 6. Authentication challenge-response message.

hash value of timestamp encrypted with its private key. Later,
AP encrypt the whole message with the public key of eNB.

In Figure 8, the response message from AP is received
at eNB. eNB decrypts whole message using its private key.
Later eNB decrypts the timestamp message using public
key of AP. Then eNB address the challenge solution and
compare the hashed timestamp with the actual timestamp.
If both messages are equal, then proceeds otherwise discards
the message. After decryption, eNB generates authorization
key to complete the mutual authentication with AP. The
authorization key and timestamp are hashed and signed by
its private key and send it to AP.

In Figure 9, AP decrypts message received from eNB using
its private key, decrypt the hashed value and AK using public
key of eNB, and utilize the authorization key and checks
timestamp. Then compares the hash values, if messages are
same, it considered the message is valid and there is no replay
attack. Now AP is mutually authenticated with eNB, it pro-
ceeds with its authentication process with UE by addressing
challenge given and responds with new challenge for UE to
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Algorithm 1.4 — Authentication Challenge Response
Message at AP

DECRYPTION:
Step 1: Get AUTH-CHALLENGE-REQ

[Encrypt (eNB-AP)] = /M, [H (Tsens)]**]ar
Step 2: Compute using private key of AP (Kp)

M [H (TSeNB)]KeNB
Step 3: Compute using public key of eNB

M, H (Tseng)
Step 4: Compute H(T5.n) & Compare with Ts.yz

Proceed if Condition Satisfied (both same values)
else discard message
Encryption
Step 5: Generate challenge using Blind fold challenge
scheme for
Chap-exs
Step 6: Solve the Challenge for

ChAP-eNB = Ch ’AP—@NB
Step 7: Generate timestamps 7s.p
Step 8: Compute
PID 4p,PID 5, Ch'4p.eng, T, = X

Hash value of Ts4p= H(Ts4p)
Step 9: Encrypt (AP-eNB)

[H (Tsap)]***

[M, [H (Ts4p)]**" ] keng
Step 10: AUTH-CHALLENGE-RESP: [Encrypt (AP-eNB)]
Step 11: Send AUTH-CHALLENGE-RESP to eNB

FIGURE 7. Authentication challenge-response message.

Algorithm 1.5 — Authentication Response Message at eNB

Decryption:
Step 1: Get AUTH-CHALLENGE-RESP
[Encrypt (AP-eNB)] = /M, [H (Ts.p)]**F] kenp
Step 2: Compute using private key of eNB (K.nz)
M, [H (Tsap)]**"
Step 3: Compute using public key of AP
M H ( TSAP)
Step 4: Compute H(Ts4p) & Compare with Ts4p
Proceed if Condition Satisfied (both same values)
else discard message
Encryption:
Step 5: Generate Authorization Key for AP
AK4p
Step 6: Generate timestamps 7s.nz
Step 7: Compute
PIDevg, PIDp, AKap , Tseng = M
Hash Value OfAKAp and TSGNB: H (AKAP’ TSeNB)
Step 8: Encrypt (eNB-AP)
[H (AKqp, Tsens)J<N*
[M, H (AK4p, Tseng)]*NB] kap
Step 9: AUTH-RES: [Encrypt (eNB-AP)]
Step 10: Send AUTH-RES (eNB- AP) to AP

FIGURE 8. Authentication response message.

address. To generate the encrypted message, AP utilized the

same procedure as discussed in algorithm 1.1.
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Algorithm 1.6 — Authentication Challenge Response
Message at AP

DECRYPTION:
Step 1: Get Public key of
AP:KAP ;eNBZKeNB; UE: KUE
Step 2: Get Private key of AP =K,p
Step 3: Get AUTH-RES (eNB-AP):

[Encrypt (CNB-AP)] = [M H (AKAP, TSgNB)]KENB]KAP
Step 4: Compute using private key of AP

M, [H(AKp, Tseng)]*N"
Step 5: Compute using public key of eNB

M, H (AK4p, TSens)

Step 6: Compute H(AK4p Ts54p) & Compare with AK,p and
Tsap

Proceed if Condition Satisfied (both same values)
else discard message

Encryption
Step 7: Generate challenge using Blind fold challenge
scheme for
Ch ap.ue
Step 8: Solve the Challenge for
Ch ap.ve = Ch ap-ue’
Step 9: Generate timestamps 7s.p
Step 10: Compute
PID4p, PIDyg, Ch ap.ue, Ch’ug.ap, Tsap=M
Hash value of Tsyp= H (T54p)
Encryption for UE:
Step 11: Encrypt (AP-UE)
[H (Tsap)]*"
[M, [H (Tsap)]**" | xve
Step 12: AUTH-CHALLENGE-RES: [Encrypt (AP-UE)]
Step 13: Send AUTH-CHALLENGE-RES to UE

FIGURE 9. Authentication challenge-response message.

In Figure 10, UE decrypts message received from AP using
its private key, solves challenge and checks timestamp. Then
compares this with hash of timestamp that is encrypted with
private key of AP. UE decrypts the message using public key
of AP. Then compares both messages, if messages are same,
it considers message is valid and there is no replay attack.
Then UE send respond message with the challenge solution
given by AP to allow AP to generate authorization key for UE
be able to receive services from both AP and eNB.

In Figure 11, the response message from UE is received
at AP. AP decrypts whole message using its private key.
Later AP decrypts the timestamp message using public key
of UE. Then AP address the challenge solution and compare
the hashed timestamp with the actual timestamp. If both
messages are equal, then proceeds otherwise discards the
message. After decryption AP generate authorization key to
complete the mutual authentication with UE. The authoriza-
tion key and timestamp are hashed and signed by its private
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Algorithm 1.7 — Authentication Challenge Response
Message at UE

DECRYPTION:
Step 1: Get AUTH-CHALLENGE-RES

Encrypt (AP-UE) =M, [H (TSAP)]KAP]KUE
Step 2: Compute using private key of UE

M, [H (Tsap)]*"
Step 3: Compute using public key of AP

M, H (Tsap)
Step 4: Compute H(Ts4p) & Compare with Tisp

Proceed if Condition Satisfied (both same values)
else discard message
Encryption
Step 5: Generate challenge using Blind fold challenge
scheme for

Chug.ap
Step 6: Solve the Challenge for

Chug-ap = Ch’ug-ap
Step 7: Generate timestamps Tsyg
Step 9: Compute

PIDyg,PID 4, Ch' yp.y, Ty = M

Hash value of Tsyg= H(Tsug)
Step 10: Encrypt (UE-AP)

[H (Tsug)]*"*

[M, [H (Tsue)]V¥] kap
Step 11: AUTH-CHALLENGE-RES: [Encrypt (UE-AP)]
Step 12: Send AUTH-CHALLENGE-RES to AP

FIGURE 10. Authentication challenge-response message.

key and send it to UE. The detail algorithm is illustrated in
Figure 12.

V. BLOCKCHAIN MANAGEMENT AND INTEGRATION
WITH 6CMAS

Blockchain is a technology that comprised of an unlimited
sequential chain of blocks. Blockchain has been defined as
distributed digital ledgers that keep records and transaction
as encrypted timestamp chains. It able to operate indepen-
dently without intervention from other entities to ensure the
credibility of transaction [51].

A. BLOCKCHAIN CHALLENGES AND ATTACKS

Blockchain technology provides a secure means of storing
data. Trust in transactions is ensured as a result of cryp-
tography, decentralization, and consensus regulations. A dis-
tributed ledger technology (DLT) typically consists of blocks
that contain transactions. It is almost impossible to manipu-
late the blocks because they are linked in a series. All trans-
actions within a block are confirmed and approved through
consensus methods, which ensure their validity and accu-
racy. A distributed ledger technology (DLT) facilitates the
simultaneous access, confirmation, and updating of records
across multiple entities or locations on a network in a stable
manner. Blockchain technology permits decentralization by
establishing a distributed network of associates or members.
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Algorithm 1.8 — Authentication Response Message at AP

Decryption:
Step 1: Get AUTH-CHALLENGE-RES
[Encrypt (AP-UE)] = /M, [H (Tsue)]*"*]xar
Step 2: Compute using private key of AP
M, [H (Tsug)]<%*
Step 3: Compute using public key of UE
M, H (Tsuz)
Step 4: Compute H(Tsyg) & Compare with Tsyg
Proceed if Condition Satisfied (both same values)
else discard message
Encryption:
Step 5: Generate Authorization Key for UE
AKuye
Step 7: Generate timestamps 7’s.p
Step 10: Compute
AKUE , T Sqap = M
Hash value OfAKUE and TSAp: H (AKUE TSAP)
Step 11: Encrypt (AP-UE)
[H (AKUE, TSAP)]KAP
[M H (AKUE, T: SAP)] KAP]KUE
Step 12: AUTH-RES: [Encrypt (AP-UE)]
Step 13: Send AUTH-RES (AP-UE) to UE

FIGURE 11. Authentication response message.

Transaction records cannot be modified by one user and there
is no single point of failure. In order for cryptocurrencies to
function, blockchain technology is their fundamental tech-
nology. Businesses have increasingly used blockchain tech-
nology to create blockchain-based applications ranging from
distributed databases to digital transactions to healthcare.
Despite this, there are some important differences between
blockchain technologies in terms of security.

According to Halborn, many popular cryptocurrency wal-
lets were vulnerable to a critical vulnerability in MetaMask
in June 2022. In spite of some in the blockchain space
believing it was unhackable until recently, many attacks have
demonstrated that blockchain technology cannot be hacked.
Security breaches are becoming more common in smart con-
tract platforms and blockchain applications. During 2016,
$72 million worth of Bitcoin was stolen from Bitfinex, one
of the largest crypto exchanges. If there is an analysis done
for all these attacks, it was insider attacker who was able
to share the keys with attacker or the access was given to
non-validated user by insider. The attacks that can do suc-
cessful on blockchain by an attacker are phishing attack,
routing attack, Sybil attack and 51% attack [52] as shown in
Figure 13. A phishing attack involves hacking into a user’s
credentials in order to obtain their credentials. Wallet key
holders receive emails that appear to come from a legitimate
source from a hacker. The emails are designed to trick the user
into providing their private key or password for their account.
Routing attacks are attacks on the blockchain network infras-
tructure. A blockchain can only function if extensive data
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User Equi (UE)

Access Point (AP)

Evolved Node B. ion (eNB)

e bk

UE enters the communication channel

Generate Challenge Chye.xp

Solve the Challenge Chye.ap = Chye.ne’

Generate Timestamps Tsye

Compute, RSSiap,, PIDyg, PIDp, Chyg.ap, Tsye = M, H(Tsue)
Generate, [M, H (Tsyg) U]

Compute, M, [H(Tsxe)]*”

Compute, M, H (Tsas)

Compute, H(Tsas), Compare with Tsae

Solve CHye.ap = CHye.np”

Compute, PIDas, PIDug, Ch ue.ae, Ch'as.ug, Tsue= M
Tsue= H(Tsue)

Generate, [M, [H (Tsye)“Jxap

v

Generate Challenge Chap.cns

Solve the Challenge for Chap.ens = Chap.ens'

Compute, RSSisp,, PIDyg, PIDp, PIDong, Chap.eng Tsap =M
H(Tsar)

Generate, [M, H (Tsu)]* Jeens

Compute, M, [H(Tsyp)]xeNe

Compute, M, H (Tsens)

Compute, H(Tseng), Compare with Tsene

Generate Challenge, Chap.ens

Solve the Challenge, Chap.ens = Chens.ae'

Compute, PIDp PIDens Ch'ap.ens. Ts,, = X, Tsar= H(Tsar)
Generate, [M[H (Tsxe)]*’ Jxens

Compute, M, [H(AKxp, TSeng) ] eN8

Compute, M, H (AKxp, TSens)

Compute, H(AKxp TSens),

Compare, AKa» and Tsens

Solve, CHap.ue = CHar.ue”

Compute, PIDap, PIDyg, Ch ap.ue, Ch'uene, TSap=M
Hash value of Tsae= H (Tsas)

Generate, [M, [H (Tsx) ] Jxue

Compute, M, [H(Tsue)]¢

Compute, M, H (Tsye)

Compute, H(Tsye), Compare with Tsye
Compute, AKue, Tsae = M, H(AKue, Tsar)

Compute, M, [H(Tsas)]*”

Compute, M, H (Tsx)

Compute, H(Tsxp), Compare with Tsup

Challenge for Cheng.ap = Chens.as'

Compute, PlDexs, PIDar, Chens.ar, Ch'ar.ens, Tsexs =M,
Tsens= H (Tsens)

Generate, M, H (Tsng) <] e

Compute, M, [H(Tsap)]J**

Compute, M, H (Tsap)

Compute, H(Tsxp), Compare with Tssp
Compute,

PIDens, PIDap, AKap, Tsexs =M
AKapand Tsexs= H (AKap, Tsens)

[H (AKyp, TS eng) ] N8

Generate, [M, H (AKap, Tsens)] " Jxap

Generate, [M, H (AKye, Tsxo)] " Jeve

FIGURE 12. 6-CMAS scheme timing diagram.

transfers are conducted in real time. If an attacker is able to
isolate segments of a network, the network can be divided
into multiple segments. The aim of a Sybil attack is to gain
outsized influence over a network by creating a large number
of false accounts. The use of this method is not allowed for the
purposes of breaking block-chain consensus, but other attacks
can still be conducted using it. The goal of a 51% attack is to
gain control over the system. It is possible for a miner or a
group of miners to mobilize sufficient resources to gain more
than 50% of the mining capacity of a blockchain network.
Having more than 50% of the capability indicates that you
have power over the ledger and are able to exploit it.

In our scheme, the trustworthiness (in terms of integrity
and traceability) of message passing between participant in
Cell-Free communication achieved by placing the credential
in a public blockchain to support traceability service archi-
tecture. This means we propose to integrate our proposed
scheme in blockchain architecture as shown in Figure 14.

B. BLOCKCHAIN DESIGN FOR 6-CMAS

In our proposed blockchain integration structure, we consider
the whole message with header and the payload. Blocks from
blockchain reside inside the payload or under sub header [14].
Each block contains the critical credentials from the authen-
tication messages. Blocks are sequentially connected to form
a blockchain. Refer to blocks at UEj, numberings at first
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i
Phishing attack

Routing attack

Sybil attack
;

o

results in

attacks

Hacker Block Chain

51% attack
FIGURE 13. Possible attacks on blockchain by hacker.

rows denotes that the blocks belong to that particular message
(to know the message number refer to figure 12). Since
these messages are generated at UE, so hashed it follow the
hashed sequences at UE ;. Same goes to blocks at AP, where
have four different messages 2, 4, 6 and 8. These messages
are generated at AP, so follow their own sequences. The
same goes to AP, and eNB. Each device are responsible of
managing their own sequences. Table 1 discussed the block
generated and received by different devices their authenti-
cation procedure. During the blockchain management and
integration with 6-CMAS, it is mandatory to have all the
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TABLE 2. Resources held by participating devices in (%).

TABLE 3. Mitigation strategies that 6-CMAS is going to address.

DCZ‘: Block Generated/Received P:::s“‘
UE | [° [61°[7] 8%  24%
AP [1]7[2]f [317[4] [51%[6] [71R[G]] 50%
eNB | [1]°[2]] [3]° [4]17[5] 36%

blocks synchronize within all the participating devices. For
instance, If at UE1, the blocks are generated and updated, the
blocks must be updated at each shared points, which we called
consensus management. The detailed discussion on consen-
sus management can be seen in our next subsection, where
we also proved that at any points none of the participating
devices contains more than or equal to 50% of the blocks to
avoid 51% attack.

C. CONSENSUS MANAGEMENT

Due to the decentralized nature of blockchain, the resources
on its network are prone to some security attacks. In addition,
our proposed scheme may include multiple participation of
devices that may increase the chances of malicious device.
Consensus mechanism is designed to manage a series of rules
and procedures to be follow among participating devices in
the communication so that they can agree on a particular state
of the blockchain e.g., if there is a new block is added in a
blockchain, who will add it in the blockchain will be defined
by achieving consensus.

There is different consensus algorithm available such as
Proof of Work (POW) and Proof of Stake (POS). In POW,
all participants or nodes needs to spend some computing
power to perform calculation before adding a new data/block
in a blockchain. This will proof which node has more and
better computing power and finally can decide who can enter
the new block in the blockchain. On the other hands, POS
reduces the computation and resource consumption, which
relies on the “stakes” that will be put in before entering
applying into the blockchain. This allows the participants
to proof that it is not malicious and trustworthy. Hence,
to decide who can enter the new block is by defining the one
who have the highest stake. The resources on the blockchain
network are often breached by utilizing certain techniques.
For a successful attack, the attacker must control more than
50% of the whole network resources, which is termed a 51%
attack. In order to deal with such attacks, it is mandatory to
reduce the number of authentication credentials retained by
any participating devices.

The block generated by the blockchain solely depends on
a consensus mechanism to retain its consistency. Amongst
popular consensus mechanisms, this article chooses proof of
staked (POS) as the consensus mechanism of the traceability
of the blockchain to analyze the possibility of minimizing
51% attack. The main concern here is to reduce computa-
tional operations, hold fewer resources (less than 51%), and
verification of blocks. Compared with the proof of work
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Attack
Name
Phishing
attack

How 6-CMAS is going to mitigate the attack?

Phishing attacks in blockchain is only possible
when the user can be lured into sharing the
personal information but 6-CMAS is based on
purely principle that doesn’t require sharing of
private key.

Encryption is done using the public key of
receiver and even introduce multifactor
authentication, thus it will require physical as
well as digital presence of attacker with
receiver that is not possible. Thus, phishing
attack is not possible.

Routing attack require the breaking of
network into smaller segments. Let’s say if the
attackers divide the network into smaller
network. 6-CMAS approach uses verification
through base station as well as require sharing
of credentials thus the attack will be detected
if the verification cannot occur or is done
through fake BS as fake BS cannot generate
the actual private key of BS or CH.

Sybil attack is not possible as 6-CMAS is
based on cellular communication. It requires a
creation of account using BS that require
personal credentials as well as biometric
registration in context of 6-CMAS. Thus, sybil
attack is not possible in 6-CMAS.

51% 51% attacks require creation of more than
attack 51% of block nodes that is not possible in
private cellular networks. Thus 51% attack is
not possible if 6-CMAS is used in ceullular
networks.

Routing
attack

Sybil
attack

(POW) mechanism used in the past research, POS reduces
the resource consumption by mathematical operations to a
certain extent and improves the performance accordingly.
These features are inherent in our 6-CMAS authentication
protocol, which is a lightweight authentication mechanism
and assists in lightweight verifications.

The detailed discussion on how the POS consensus mech-
anism works is as follows. Figure 15 depicted the overall
scenario of ultra-dense cell-free networks, where we have
multiple access points (APs) communicating with user equip-
ment (UEs). For better elaboration, let’s consider UE4, which
is communicating with three access points (AP;, AP, &
APy). Usually, to have proper POS consensus mechanism
implementation, there are a few conditions that must be ful-
filled simultaneously. For instance, firstly, there must be one
validator, which should be the block creator. Secondly, the
validator must own coins or tokens to receive transaction fees
or rewards. Lastly, POS requires multiple validators to agree
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1 7
PIDug, PIDug,
PIDp; PID4p;
Rssi,\pl Ch’UE__.\p
Chyg.ap Tsug1
Tsug1 Ho

Hy H,

2 4 6 8 2 4 6 8
PID4py PID.ng PIDap; PIDap; PID4p; PID.g PID4p; PIDsp;
PIDexg | PIDap; PIDyg; | PIDyg, PIDexg | PIDapy PIDyg; | PIDyg,
PIDug; | Ch'enpap | Chapruer | AKugy AP1 AP2 PIDug, Ch’exp-ap | Chapruer | AKug)
RSSivgr | Tsap1 | Ch'uprapr | Tsam RSSivg; | Tsapr | Ch'ugrapr | Tsap
Chap.exs Ho Tsap H, Chap.exg Ho Tsap H,
Tsap H; H, H; Tsar H,; H,; H;
Ho H: HO HZ

eNB

3 5
PID.xs PID.xs
PIDsp; PIDp,
Chexp.ap1 Tsexn
Ch’sp.exB AKap;
Tsens AKu;
Hy Ho

H,

FIGURE 14. Proposed blockchain integration with 6-CMAS.
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FIGURE 15. Ultra-dense cell-free scenario.

that transactions are authentic and accurate, if enough valida-
tors validate the transactions, it goes through successfully.
Based on these conditions, if we visualized ultra-dense
cell-free network, UEs initially register themselves with
nearby coordinating access points. Access points conse-
quently maintain all the credentials for authenticating and
validating those newly joined UEs. Multiple coordinating
access points validate the transactions or authentication mes-
sages from each UE i.e. UE4 validated by AP 3. Thus,
for ultra-dense cell-free networks, all these conditions are
fulfilled. In this scenario, the participating access points are
the validators, so will be given the rewards or must be paid.
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Usually, in such a scenario, the rewards or payments are based
on policies to which all-commercial parties agreed before
launching of the business.

Moreover, 6-CMAS doesn’t allow all participating devices
to hold more than 50% of the critical credentials, as shown
in Table 2. The table illustrates that at UE, block 1 & 6 is
generated while block 6 and 8 is received. Since generated
blocks are not critical credentials on their own, so here the
critical credentials are 6 and 8 which are received by other
participating devices, thus UE is holding 24% of critical
credentials. Since AP is considered a gateway between UE
and eNB, it’s holding 50% of total critical credentials. How-
ever, AP is prone to rouge relay station attacks, where any
relay device can act as AP and can initiate authentication
procedures and become part of the legitimate network. Our
proposed 6-CMAS assist in mitigating such rogue relay sta-
tion attack by reducing the chances of password guessing.
Lastly, eNB holds 36% of total critical credentials.

D. COMPARISON OF SECURITY OF 6-CMAS WITH
BLOCKCHAIN ATTACKS

As stated in Figure 13, there are still few possible attacks
that occur on blockchain as it happened recently on recent
blockchain exchanges. 6-CMAS is carefully designed to
address the attacks that can occur on blockchain. It is already
a limitation of blockchain related to 51% attack that is not
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possible on current scheme when applied in cellular com-
munication as cellular communication will form a private
block chain but if its public blockchain the cost of creation of
51% will be extremely high but the attacks are still possible.
Table 3 shows the attack names and how 6-CMAS handles
the attacks.

VI. MATHEMATICAL ANALYSIS

In this section, mathematical analysis has been performed
on 6-CMAS and other benchmark algorithms using Capkun
Equation. For this purpose, we use our 6-CMAS crypto-
graphic algorithm without the blockchain, as blockchain tech-
nology assist in security paradigms, for instance, integrity,
traceability and trustworthiness (evaluation from trustwor-
thiness perspectives will be our one of the future research
works). Firstly, communication cost of proposed algorithm
is calculated to evaluate whether proposed algorithm is
lightweight as compared to other benchmark algorithms and
it is found how much this scheme is improved over bench-
marks algorithms in communication cost. Authentication
overhead of the proposed algorithm is also computed to find
the overhead of messages over the network.

A. COMMUNICATION COST

In our proposed algorithm, UE wants to communicate with
AP and eNB. AP is Access Point which forwards authoriza-
tion from eNB to UE. Several messages flow from UE to
AP and eNB. To compute the total cost, this research con-
siders all operations that contribute to secure communication.
In the proposed algorithm 6-CMAS, there are five operations
that are part of secure communication. The messages sent
in 6-CMAS protocol consist of pseudo-ID, challenge, chal-
lenge solution, hash and timestamp that is denoted by SZpip,
SZch, SZcw, SZy, and SZtg respectively. Communication
cost for each message is calculated as below. Initial message
is sent from UE to AP that contains request from UE for
communication with AP. The message sent includes pseudo-
IDs, challenge, timestamp, and hash. Thus, the total size
of message will be sum of pseudo-IDs, challenge, times-
tamp, and hash that is sum of {SZpp, SZcH, SZts, SZpu}-
Thus, the size of authentication message can be computed in
Equation 1.

k=1

mer = {Szpip + Szcn + Szrs + Szu) )]
Au=1

Second message is sent from AP to eNB, after it invoked
by the request message from UE. The communication cost
for message 2 is shown in Equation 2.

k=1

me2 = {Szpp + Szch + Szrs + Szu) 2
Au=1

Third message is response message from eNB to AP to
verify AP with new challenge. The communication cost for
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message 3 is shown in Equation 3.
k=1
mc3 = Z {Szpp + Szch + Szy, + Sz1s + Szu}  (3)
Au=1
Fourth message is sent from AP to eNB where AP
addressed the challenge form eNB. The communication cost
for message 4 is shown in Equation 4.

k=1
mcy = Z {Szpp + Szch + Szy, + Sz1s + Szu}  (4)
Au=1
Message number five is a response message from eNB

to AP where eNB sends authorization key AK for AP. The
communication cost for message 5 is shown in Equation 5.

k=1
mes = {Szpip + Szak + Sz1s + Szu) &)
Au=1
Message number six is response message from AP to UE
where AP address challenge from UE. The communication
cost for message number 6 is shown in Equation 6.

k=1
mce = Z {Szpp + Szch + Sz, + Sz1s + Sz} (6)

Au=1
Message number seven is response message from CH to

UE where UE address the challenge from AP. The communi-
cation cost for message number 7 is shown in Equation 7.

k=1

me7 = Z {Szpip + Szch + Sz¢y, + Szrs + Szu}  (7)
Au=1

In message number eight, AP sends an authorization key

AK to UE. The communication cost for message 8 is shown
in Equation 8.

k=1
mcg = Z {Szax + Szrs + Szy} (3
Au=1
After looking into above Equations 1 - 8 and for Message 1
to message 8, cumulative computation of communication cost
has been calculated as follows.

k=p
AuthMc = o* D~ [ Szpip + Szcn + Szcy,

+ Sz1s + Sz + Szak ] ©)
Au=1

Equation 9 shows message for one hop communication
where o shows the number of individual messages and B
represents the number of messages transmitted. As shown
that 6-CMAS can handle multi hops communication as shown
in Equation 10.

k=8

AuthMc () =h [a* > [

Szpip + Szch + Sz, }
Au=1

+ Szts + Szy + Szak
(10

For more than one hops, the number of messages transmit-
ted is multiple of number of hops. In multi-hop scenario, total

VOLUME 11, 2023



A.S. Khan et al.: Blockchain-Based Lightweight Multifactor Authentication

IEEE Access

TABLE 4. Total communication cost.

Number of Hops

Scheme

Wazid 17664 | 26496 | 35328 | 44160 | 52992 | 61824 70656

Vinoth 23296 | 34944 | 46592 | 58240 | 69888 | 81536 93184

Xu 8192 16384 | 20480 | 24576 | 28672 | 32768 | 36,864

6-
CMAS

8960 13440 | 17920 | 22400 | 26880 | 31360 35840

authentication cost is equal to number of hops multiplied by
number of messages in single hop plus number of messages
in forwarding request.

To calculate the total communication cost, we consider
that all credentials is represented with value of 16-byte
(128-bit length) to keep the symmetry of all benchmarks
and our 6-CMAS scheme. Hence, by taking consideration of
Equation 9 for single hop communication in 6-CMAS, the
total communication cost for our scheme is 4480 bits. Also
applied on total communication cost for Wazid’s scheme,
Vinoth’s scheme and for Xu’s scheme which are 8832, 11648,
and 4096 bits respectively. Since Xu scheme utilizes sym-
metric cryptosystem, where every time the scheme needs to
refresh the keys (scalability is one of the key concerns once
we talk about symmetric key), this is the reason that there
is not much different in total communication cost with Xu’s
schemes.

Correspondingly, the total communication cost of multi-
hops scenario in respective scheme will be defined as 44804,
8832h, 11648k and 40964 bits. Where h represents as number
of hops. Overall, 6-CMAS performed better in communica-
tion cost compared to Wazid’s, Vinoth’s and Xu’s scheme by
80.8%, 27.4% and 51.42% respectively. Table 4 and Figure 15
shows the total communication for multi-hops scenario.

B. COMPUTATIONAL COST

Another major contribution in this research is computational
cost. In order to address the computational cost or we will
consider several major operations such as hash function,
bitwise XOR operation, encryption, decryption, generation,
and validation process required to flourish the authentication
environment. The total computation for each operation in
proposed and benchmarks schemes will be counted and cal-
culated. Table 5 shows the total computation for the operation
mentioned above.

In our proposed 6-CMAS scheme, we adopt an asymmet-
ric cryptography to complete the encryption and decryption
process. By utilizing private key, K" and public key, K,
of the participant in the network, we can ensure mitigation
on MITM attack, impersonation attack and masquerading
attack. Referring again to Figure 5 - 12, every hash value of
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TABLE 5. Computational cost of all 6CMAS compared to its benchmark.

Number of Computation
Generation
Schem Validatio | Total
X0 En De Process .
© H() n Process | Computatio
R c c (Computes
(Check) n
)
6- Non
10 8 8 72 6 104
CMAS e
17
Wazid s 22 Use ECM 44 4 245
Vinoth | 71 11 3 3 37 12 137
Froward
Xu 92 28 44 12 176
Secrecy

100000

—e— Wazid et al
Vinoth et al
—o— Xu et al

80000 1 _o— 6.cMAS

60000 -

40000 -

Total Comunication Cost

20000 -

i 2 3 4 5 6  / 8 9
Number of Hops

FIGURE 16. Total communication cost.

the timestamp in each message is encrypted (signed) by the
private key of the sender. As the purpose of hashing is to keep
the data from any modification, the encryption process also
to ensure that the message is sent by the legitimate device
or entity. Then, the whole message is also encrypted using
public key of the receiver. The purpose of this process is
to maintain the secrecy of the message, hence mitigating
masquerading attack. Overall, our proposed scheme required
8 times computation of encryption process also 8 times of
decryption process. Hence, 6-CMAS shows better perfor-
mance compared to Wazid’s, Vinoth’s and Xu’s scheme by
65.4%, 88.9% and 2.8% respectively as shown in figure 16.

C. AUTHENTICATION OVERHEAD

In authentication overhead we will evaluate the concerns of
how many messages are created and sent before the actual
communication transmission. The authentication overhead
is required to ensure the actual part of authorization and
communication is secure enough. While maintaining its secu-
rity requirement, 6-CMAS is designed to have as minimum
authentication overheads as possible with only eight mes-
sages created to achieve mutual authentication within the
entities in single hop scenario.
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TABLE 6. Total authentication overhead.

Number of Messages/hops
2 3 4 5 6 7 8
6-CMAS 16 |24 |32 |40 |48 |56 |64

Scheme

Wazid 24 |36 |48 |60 |72 |84 |96
Vinoth 22 |33 |44 |55 |66 |77 |88
Xu 12 124 |36 |48 |60 |72 |84

100

—e— Wazid et al
Vinoth et al
—e— Xu et al

801 _o— 6-CMAS

60 1

40

Number of Authentication Messages

201

Number of Hops
FIGURE 17. Total authentication overhead.

The total authentication overheads in multi hop scenario
for our proposed and all benchmarks shown in Table 6 and
Figure 16. The total authentication overhead of 6-CMAS
for multi hop can be denote as 8(%). While for Wazid, total
authentication overhead is 12(k), for Vinoth total authenti-
cation overhead is 11(%) and Xu total authentication over-
head is 4(h), where & is number of hops. There is a small
intersection with Xu and 6-CMAS scheme, as Xu scheme
utilized symmetric cryptosystem, so as the number of hops
increases, authentication overhead increases, this is due to the
reason of sharing new symmetric key every time. 6-CMAS
after 12 hops, the graphs can be stabilized. Overall, 6-CMAS
performed better than Wazid’s, Vinoth’s and Xu’s scheme by
40%, 31.5% and 27% respectively as shown in figure 17.

VII. SECURITY ANALYSIS

As mentioned, there are some potential security threats during
each authentication message passing between UE, AP and
eNB. Hence, a secure communications system should fulfil
the following security requirements where the identification
of communicating parties must be checked.

A. DATA CONFIDENTIALITY

To verify data confidentiality of 6-CMAS algorithm, we need
to ensure and check whether the data sent can be read by
anyone other than receiving party. For this, we can refer
to Figure 3 until Figure 10, all messages are encrypted
with the public keys of receiving entity. As Figure 3,
the message is encrypted with Kap while in Figure 4
the whole message is encrypted with Keng. Also applied
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to Figure 5,6,7,8,9 and 10 where those messages are
encrypted using Kap, Kens, Kap, Kug, Kap, and Kyg respec-
tively. Thus, this shows that the message is fully confidential
and can only be decrypted using the private key of the receiv-
ing devices. For key agreement and exchange, we use an ECC
based deffie-helmen secret key sharing, so the chances of
password guessing and exposure of secret is negligible.

B. DATA INTEGRITY

To verify the data and message integrity of 6-CMAS algo-
rithm, our proposed algorithm provides integrity checks at
two-fold, firstly message integrity check and second data
(credential) integrity check. For integrity, it is mandatory
to verify whether the data is modified during transmission.
To achieve message integrity, we take some part of the mes-
sage, like in our proposed method, we take only timestamps
(to avoid high computational cost), thus, the timestamps of
each message must be hashed. In addition, the actual times-
tamp also needs to be sent to the receiver along with the
hashed timestamp. Whenever the message is received, the
receiving party need to ensure that the message have not been
modified by matching the hash value sent with the value of
the hash received, if the hash value is different, then we have
a modification issue in the message. Secondly, by using a
blockchain where each block is hashed, data integrity of each
credential is ensured. Thus, in our scheme, the messages sent
are fully secure against any integrity lost as any modification
will be detected. This is also applied in Figure 7 and Figure 10
where the authorization key also needs to be hashed along
with the timestamp.

C. NON-REPUDIATION

To ensure the reliability of information transmitted, any par-
ties that communicating with each other must agree at some
point that either one of them is an originator of a particular
message. At these states, the sender should not deny that one
had not sent a message. Hence, to achieve non-repudiation
requirement, digital signature is utilized. In 6-CMAS pro-
tocol, the hash value of timestamp is digitally signed with
the sender’s private key which is only known by the sender.
Consequently, the sender cannot deny that the message is sent
by one. Hence, non-repudiation is achieved.

D. USER PRIVACY

To verify the privacy of 6-CMAS algorithm, there is a need to
ensure whether the real identity of the user can be revealed or
not. In cell-free communication, knowing the real identities
of all users can cause various privacy issues as well as real
security threats such as identity reveal attack and location
visibility attack. Thus, the real identities must be kept private
by assigning pseudo identity of the participant. Secondly,
participating device cannot know who is communicating to
whom. These identities are only known to eNB since eNB is
the one who needs to manage the authorization of APs and
UEs.
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E. TRACEABILITY

To verify the traceability of 6-CMAS algorithm, we need to
verify whether the sender can deny that he was the sender of
the message. For this, all hashed timestamp is encrypted with
the private key of the sender as shown in Figure 3 and applied
to the other figures. In addition, the returning hash is signed
by the receiving party to make sure the reception and message
generator. Secondly, referring to Figure 13, each message
is blocked sequentially as shown in the first row of each
block. For instance, blocks at UE;, these blocks are based
on messages 1 & 7 from our main algorithm at figure 12.
Consequently, blocks at each device (UE, AP & eNB) are also
sequentially placed. Moreover, hash value of previous block
is also carried forward, thus such mechanism can ensure the
legitimate original source of the messages. Subsequently, this
method also can mitigate man-in-the-middle attack.

F. MUTUAL AUTHENTICATION

To ensure that impersonation attack cannot be performed,
all users are registered with the network and their public
key also gets registered at registration authority. In 6-CMAS,
all communicating parties must be registered with eNB and
authenticate each other securely. The CPU stores all reg-
istration records of validated devices and is shared with
eNB. Thus, the validation trust and authorization keys are
already established. Impersonation attack cannot be made on
6-CMAS algorithm as the private key is only known to the
registered device

VIil. CONCLUSION

Cell-Free mMIMO is a part of the technology that will be
integrated into future ultra-dense wireless networks. This
cell-free approach has proven to be of interest to researchers
because of its high bandwidth, high throughput, large amount
of data transmission, and greater signal amplification capabil-
ities. A key benefit of the Cell-Free authentication protocol is
that it provides data security, location privacy, authentication,
and authorization to User Equipment (UE) and Access Points
(AP). Since the cell-free network is densely distributed, with
a large number of users, high mobility, and frequent data
exchange, the efficacy of the present authentication protocols
could become a serious challenge. This article proposed a
lightweight ECC-Diffie Hellman (ECDH) based multifac-
tor authentication communication protocol to ensure secure
communication in Cell-Free 6G cellular network. Moreover,
timestamping function, a one-way hash function, and the
Blindfold Challenge mechanism are employed to facilitate
the multifactor mutual authentication. The proposed scheme
provides security measures against typical medium access
control layer communication attacks like impersonation
attacks, denial of service attacks, replay attacks, and man-
in-the-middle attacks. Compared with the existing research
works, extensive mathematical and security analysis shows
that the proposed scheme outperforms in terms of authen-
tication overhead, communication costs, and computational
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costs. As part of the further research work of this article,
we will integrate 6-CAMS with deep-learning techniques to
enhance the current intrusion detection system to mitigate
distributed denial of service attacks. In addition, we will also
explore how 6-CMAS can ensure secure communication in
multihop environment.
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