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ABSTRACT Internet of Things is emerging as an incredible future technology to improve the existing
lifestyle from the research community, industry, and the public sector. The main intention of IoT is to create
an efficient, interactive, and autonomous infrastructure for a safer and healthier world. Moreover, it grows
faster day-to-day with the support of many other technologies, i.e. Cloud computing, Blockchain, Wireless
Body Sensor Networks, Nanotechnology, and Artificial Intelligence for smart applications, including
healthcare, environment, automotive industries, transportation, agriculture, etc. Nevertheless, managing big
data is one of the challenging tasks due to the increased number of devices leading to various serious issues
like security, privacy, accuracy, latency, scheduling, etc. Further, specific infrastructures with remarkable
techniques are required to analyze the bulk of raw data to progress the quality of life and allow timely
intervention through various capabilities, i.e., data capture, unique identification, actuation, communication,
data mining, etc. In past literature, numerous reviews/surveys are presented that explore the technologies
mentioned above as standalone and application specific. However, this paper aims to integrate all the
mentioned technologies and deliver a clear vision to future researchers (newcomers) as a kick-start article to
boost up and understand the status of the existing research through a comprehensive review of the Internet
of Things and its evolution in wireless telecommunications from a general perspective. The most significant
challenges and issues are highlighted to research further in these evolving domains.

INDEX TERMS Internet of Things, cloud computing, blockchain, artificial intelligence, wireless body
sensor networks, nanotechnology.

I. INTRODUCTION
Industry 4.0 is a business paradigm introduced by the German
government [1] that modernizes the way emerging technolo-
gies are being used in various application domains (such
as healthcare, manufacturing, cybersecurity, system integra-
tion, robotics, cloud connectivity, retailing, etc.) based on
the real-time data and connectivity [2], [3]. In industry 4.0,
the Internet of Things (IoT) is a foundation for constructing
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industrial systems with numerous applications to enhance
productivity and performance with less human error. IoT is a
revolutionary technology that refers to a wireless network of
interconnected devices that signifies the future of communi-
cation, computing, and intelligence. IoT is revealed as one of
the ultimate expansions in the modern age, due to its speedy
evolution in different fields. Long ago, from a computing
perspective, only one system could perform a specified task.
However, several systems were required for concurrent tasks.
Throughout the years, various computing paradigms have
been invented, from the client-server to IoT/Cloud-Fog/Edge
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computing, that extensively contributes to the field of com-
puting. In addition, the Internet plays a very significant role in
our life by replacing the old manual systems with innovative
automatic systems without human intervention.

Nevertheless, the entire network was communication and
intelligence restricted. These restrictions somehow fade with
IoT’s speedy growth in different fields. Moreover, several
technologies have become popular with the evolvement of
IoT to promote global facilities and goods manufacturing
networks in a variety of fields such as military, academia,
industry/automotive industries (Industrial Internet of Things
(IIoT)) [4], medical system [5], intelligent transportation sys-
tems [6], [7], smart grid [8], smart home [9], [10], smart
cities [11], government, environment, security [12], [13] and
agriculture [14], [15].

Wireless telecommunication is the electronic medium that
permits these networks of physical objects to interchange
data. Integrating the IoT and cloud computing, the Cloud
of Things (CoT) provides high-quality, cost-effective, and
ubiquitous services to extensive applications, i.e. healthcare
and video surveillance. This way, the cloud infrastructure is
an intermediate layer between the applications and things.
It supports a system bywhich the billions of these IoT devices
at the IoT layer upload their data to the cloud at the cloud layer
to achieve a variety of on-demand services at the access layer.
The amount of data is going through extremely fast growth;
therefore, storing and processing big data is challenging as
it increases with the number of devices. In this regard, secu-
rity concern is considered a major cloud-based IoT network
problem [12], [13]. However, inadequate security measures
can result in data confidentiality, device authentication, and
inappropriate system use. Although, integrating Blockchain
with IoT has improved data transmission over the cloud. The
rapid advancement of IoT in several domains also introduces
research challenges strongly interrelated to the nature of
IoT technology and makes them convenient, safe, healthy,
comfortable, and economical [9], [16], [17], [18]. Over the
years, Artificial Intelligence techniques have been used to
implement security mechanisms for many emerging technol-
ogy, including cloud and Blockchain. Integrating IoT and AI
play a very important role in devising security mechanisms
and providing accurate analysis by offering an intellectual
and decision-making facility for a device to humans in IoT
applications. Integrating IoT and Wireless Body Area Net-
works (WBAN) is also among the trending IoT research area.
WBAN consist of various wearable sensors, which are the
things from the network that poses other routing challenges
due to their limited resource constraint. Quality of Service
(QoS), heterogeneous data traffic load, quality of a trans-
mission link, end-to-end delay, energy consumption, path
loss, and network lifetime are the most common issues and
challenges of a WBAN. A wide variety of routing protocols
has been proposed in past literature to address these concerns.
A thermal-aware, cluster-based, postured-based, QoS-aware,
security-aware, and cross-layered are among the widely used
solution in literature.

Conversely, various AI techniques have been imple-
mented by many researchers in their IoT projects in CoT
and Blockchain technology. However, AI faces challenges
like resource constraints, artificial trust, privacy, centralized
architecture, and insufficient training data. These challenges
are the motive for this review paper.

This paper presents a comprehensive review of IoT tech-
nology and its evolution in wireless telecommunications from
a general perspective to address this limitation. It conveys a
clear vision to future researchers (newcomers) as a kick-start
article to boost up and understand the status of the existing
research. The basic idea behind this concept is the pervasive
presence around us of a variety of things or objects - such as
Radio-Frequency Identification (RFID) tags, sensors, actua-
tors, mobile phones, and so on - that can interact with each
other and cooperate with their neighbours to achieve common
goals through unique addressing schemes. The review article
briefly describes the entire concept of IoT technology.

Moreover, the different integrations of IoT are investigated
to see how this technology shows a significant role emerg-
ing with cloud computing, blockchain, AI, Wireless Body
Sensor Networks (WBSN), and nanotechnology in unbeat-
able/strong implementation of IoT-based networks via the
most relevant literature. The most significant challenges and
issues are highlighted that are still open for future research.
The rest of the paper is organized as follows. Section II
details the background of IoT technology. Section III reports
the growth of IoT with different emerging technologies.
Section IV summarizes the overall advancements of IoT with
a discussion. Section V lists the most significant research
challenges and issues. Finally, the conclusion of this paper
is presented in Section VI.

II. BACKGROUND OF THE INTERNET OF THINGS
Kevin Ashton originally introduced the concept of the IoT
in 1999 as ‘‘uniquely identifiable interoperable connected
things/objects with Radio Frequency Identification (RFID)
technology’’ [19]. Typically, IoT is a real-time and self-
configuring Wireless Sensor Network (WSN) based on the
numerous physical (sensing and monitoring) devices of dif-
ferent capabilities and sizes, such as vehicles, fitness track-
ers, smart motorbikes, security systems, computers, smart
fire alarms, mobile phones, smart watches, medical sensors,
RFID tags, actuators, smart door lock, electronic appliances,
etc [14], [15], [20], [21], [22], [23]. These devices are inter-
connected via the Internet for a consistent appearance of
the actual world to the alphanumeric world regarding data
flow. This tendency is expected to speed up the future due
to the maturity of Internet technology and network cost and
hardware reduction. IoT grows with a 5-Generation (5G)
wireless network to provide a wide variety of services around
the world with increased data transmission rate and large-
scale connections (10-100 times), communication capacity
(1000 times), user experience, and lower cost and end-to-
end delay (less than 1 ms) respectively [4], [24]. However,
6G (in early stages/will commercially launch in 2030) will
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FIGURE 1. (a) Infrastructure of the IoT and (b) IoE.

fulfil the future expectations of IoT and overcome the lim-
itations of the 5G network (will not support advanced IoT
applications, i.e. virtual, augmented, and mixed realities) by
providing full-dimensional wireless coverage, connections,
and functions including caching, computing, communication,
control, sensing, imaging, navigation, positioning [25].

Moreover, a Wireless Sensor Network (WSN) is a
group of distributed sensor nodes with various capabili-
ties, such as perceiving and transmitting raw sensor read-
ings in various applications such as smart healthcare, city,
grid, home automation, and supply chain. The entire lay-
out of the network architecture of IoT is categorized as
physical/sensing/perception, application/web, and network
layer [26], [27], [28], [29], [30], [31]; however, some
researchers have added two more layers, such as the business
and middleware layer [32], [33]. The perception is the bot-
tommost layer, further categorized as a perception network
and nodes (controllers, sensors, gateways, etc.). All the data
is obtained and handled at the perception node, whereas
the control instructions are passed to the perception net-
work. The intermediate network layer acts as a transmission
medium (wired/wireless) which connects the perception and
middleware layers via different connection protocols such
as IPv6, 3-5G, etc. The middleware layer stores the data
(obtained from the network layer) in the database and is
responsible for service management. The application layer
allocates global management to the end-users via web-based
software/systems or mobile phones. It helps the end-users
achieve a smarter lifestyle, business, healthcare, environment,
home, city, transportation and automobiles, disaster manage-
ment, social and entertainment system, etc. Besides, the top-
most business layer manages the entire IoT system involving
services and applications based on the obtained data from
the application layer by constructing business plans, graphs,
models, flowcharts, future business strategies, and actions.

Referring to Figure 1(a-b), IoT provides the Machine-to-
Machine (M2M) interaction with short-range and long-range
wireless technologies (such as ZigBee, Bluetooth, WiFi, Low
Power Wide Area (LPWA)) by which the IoT devices have
remotely interacted (connect, sensed and communicate) with
each other via a network infrastructure and makes a more
informed decision regarding the provision of the services
via autonomous communication [9], [34], [35], [36], [37],
[38], [39]. Moreover, the standard protocols of IoT net-
works are categorized based on application, service discov-
ery, and infrastructure [40]. The application protocols are
Message Queue Telemetry Transport (MQTT), Data Distri-
bution Service (DDS), Extensible Messaging and Presence
Protocol (XMPP), ConstrainedApplication Protocol (CoAP),
and Advanced Message Queuing Protocol (AMQP). Service
discovery protocols are Domain Name Service – Service Dis-
covery (DNS-SD) and Multicast DNS (MDNS). In contrast,
the infrastructure protocols are Bluetooth LowEnergy (BLE),
IEEE 802.15.4, 6LowPAN, Routing Protocol for low power
and Lossy networks (RPL), Long Term Evolution-Advanced
(LTE-A), and Electronic Product Code-global (EPC). With
the help of IoT, anyone can access anything or any service
at any time and place using an Internet connection. How-
ever, the Internet of Everything (IoE) is one of the extended
versions of IoT, which consists of things, data, people, and
processes [41], [42]. In IoE, multidimensional devices are
interconnected via the Internet involving People-to-People
(P2P), M2M, and People-to-Machine (P2M) communication.
People send and receive valuable information by using IoT-
based devices/things over the Internet and might be unaware
of available services, resources, and capabilities [43]. More-
over, IoT resource allocation corresponds to (i) things/nodes,
i.e. storage capacity, computational resources, and energy
resources, and (ii) communication channel i.e. load balancer,
channel bandwidth, and traffic analyzer.
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Furthermore, IoE extracts and examines the real-time data
from various interconnected sensor nodes and is accessed
online through cloud computing to fulfil the desired objec-
tives [44], [45]. However, in IoT-based applications, manag-
ing (storing or processing) big data is one of the challenging
tasks as it increases with the number of devices. Initially,
big data was characterized by only one dimension, i.e. size,
over the time it has been characterized by more than one
dimension of big data analytics, such as (i) variety (struc-
tural heterogeneity), volume (magnitude), and velocity (data
rate at which it is being generated and transmitted) [46],
(ii) variability and complexity, veracity (accuracy) and value
(attribute like low or high density) [47], (iii) volume, value,
variety, and velocity [48] and (iv) variety, value, volume,
variety, velocity, variability, and complexity [49] respectively.
Since IoT devices assemble a substantial amount of data in
a centralized form, which is being stored, processed, and
transmitted by the IoT-based systems, these serious issues are
caused, i.e., security, privacy, accuracy, latency, and manage-
ment or scheduling.

There are a great number of survey and review papers
presented in past literature. Some of them are presented
in Table 1, which highlights, summarizes, and compares
the existing articles with this article. These papers are
application and technology-specific and explore various
IoT applications, including IoT integration with cloud-Fog
computing, blockchain, WSN/WBSN, AI, and nanotech-
nology. The majority of the integrated cloud-Fog-based
IoT (FIoT) networks are reviewed in past literature that
includes their architecture, applications, issues, challenges,
and future directions, for instance, energy efficiency, resource
allocation, protocol support, identity management, exces-
sive data communication, etc. [50], [51], [52], [53], [54],
[55], [56], [57], [58]. Researchers focus on security issues
in blockchain-based IoT infrastructure and review vari-
ous attacks and threats, blockchain solutions, and open
challenges [12], [35], [59], [60]. State-of-the-art machine
learning-powered techniques and security systems are pre-
sented in [28].

Furthermore, the IoT network is integrated with robotic
technology and AI techniques [61]. This review paper
exploredAI, hypoconnectivity, converging sensing/actuating,
and various issues and challenges of the Internet of Robotic
Things (IoRT). On the other hand, IoT is integrated with wire-
less networks as IoMT [62], [63], [64], [65]. These review
papers explore the hardware designs of sensors as emerging
trends, issues, and challenges of wireless networks and vari-
ous privacy and security attacks in IoMT infrastructure.

In addition, Al-Turjman [66] presents a survey on inte-
grating IoT, AI and nanotechnology as IoNT that includes
its overview, architecture, design factors, applications, and
limitations from security in a big 5G network perspec-
tive. A review of loT, IoE, and IoNT that describes their
basic concepts, issues, and challenges were presented in
[42], [67]. Nayyar et al. [68] reviewed the entire concept of
nano-networks and nano-machines. While the work in [69]

details the concept, issues, challenges, and applications of
nano-networks are reviewed from a big data perspective.
A terahertz communication with MAC protocol is reviewed
at nanoscale and macroscale networks [70], [71]. Besides,
terahertz band communication systems are reviewed consist-
ing of design, applications, issues, challenges, and current
development [72], [73], [74].

While researchers are better with time, there is a lack of
sufficient survey papers to incorporate the integration of IoT
with several emerging technologies. In contrast to the existing
papers, this work paper survey the integration of IoT cloud,
fog computing, Blockchain, WBAN, AI, and Nanotechnol-
ogy on different applications.

III. GROWTH OF INTERNET OF THINGS NETWORK
IoT is emerging and gaining more popularity with exist-
ing technologies to improve personal, social, and profes-
sional life. However, the characterization or definition of IoT
may vary from technology to technology, while integration
depends on their implementations. Each object is uniquely
identified in the virtual depictions, and the data can be
exchanged and processed frequently according to predefined
techniques. Figure 2 shows the integrations of IoT and incred-
ible technologies for smart applications described in detail in
subsequent subsections.

FIGURE 2. Integration of IoT and incredible technologies.

A. INTEGRATION OF IOT AND CLOUD COMPUTING
Cloud computing technology is an advanced computing ser-
vices framework that provides the Internet-based distributed
on-demand infrastructure to carry out higher-level services
based on the user’s requirements. It facilitates the innovative
generation of applications by enabling suitable and perva-
sive on-demand network access (resources) to the computing
developers (for instance, systems, servers, and storage utili-
ties) with high performance and bandwidth and low latency
and cost services. Moreover, a cloud is a huge space or
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TABLE 1. Comparison with the existing review papers.
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TABLE 1. (Continued.) Comparison with the existing review papers.

collection of datacenters categorized into different deploy-
ment models such as private, public, hybrid, and multi-cloud
[75], [76]. For instance, a private cloud is a copyrighted
network that constructs and upholds its reserved underlying
cloud infrastructure. This data centre provides the hosted
service with restricted access and authenticates permission
settings to the limited subscriptions.

Cloud computing refers to the data processing, storing, and
programming over the Internet by infusing more and more as
a bonus into various aspects of our daily life (web services
like searching, email, websites, Microsoft office 365, calen-
dar, backup, streaming, video and photo storage, automatic
updates, online education andmanymore). In contrast, a pub-
lic cloud sells services to all users available online. A hybrid
cloud combines public and private clouds, whereas a multi-
cloud combines multiple private, public, and hybrid clouds.
However, few most significant services are provisioned by
cloud technology, such as software, hardware, infrastructure,
platform, and function as a service [77], [78], [79], [80], [81].

Several organizations, companies, and individual develop-
ers use the cloud to store data and access various services.
Some of the most famous companies, like Amazon, Google,
and Microsoft, organize their data centres (as hardware ser-
vices) to support their business and provide purchasable
services.Moreover, Software service is typically termed Soft-
ware as a Service (SaaS) that facilitates the online application
based on subscriptions by hosting different software in the
cloud infrastructure where everything is managed online via a
cloud provider. The Infrastructure as a Service (IaaS) service,
also called cloud hosting, provides services on rent, i.e.,
operating systems, storage, servers, networks, and a virtual
machine by which many customers can share one partition
in a server while the Platform as a Service (PaaS) provides
a database, operating system, and all significant supporting
application software for testing, developing, managing, and
delivering. For instance, creating mobile or web apps quickly,

accessing the libraries, and controlling the setup settings of
the software.

Nevertheless, the Function as a Service (FaaS) is pro-
visioned during task execution. In [82], the entire concept
of the genomics cloud is presented along with its design,
implementation, computing, storage, and analysis software.
In addition, a technical solution is also proposed for con-
structing a genomics cloud by using a public cloud, common
workflow language, object storage system, network-attached
storage, and docker based on IaaS/PaaS or high-performance
computing hardware.

Cloud computing has features like IoT, such as compu-
tational capability, energy efficiency, service, storage, and
applications over the Internet [56]. The integration of the IoT
and cloud computing is named the Cloud of Things (CoT)
[50], [51], [52], and by this integration, both cloud and IoT
fulfil the gap/limitations like restricted storage, scope, and
applications over the Internet. Furthermore, CoT provides
high-quality, cost-effective, and ubiquitous services to exten-
sive applications, i.e., healthcare, video surveillance, smart
home, smart cities, smart energy, smart grid, smart logistics,
automotive and smart mobility, environmental monitoring,
and manymore [53, 79, 83-85]. In CoT, a cloud infrastructure
acts as an intermediate layer between the applications and
things. It is considered a significant support system by which
the billions of devices at the IoT layer upload their data to the
cloud at the cloud layer to achieve a variety of on-demand
services at the access layer. The amount of data is going
through extremely fast growth; therefore, storing and process-
ing big data is challenging as it increases with the number
of devices. Cai et al. [86] have categorized big data into
four classes: huge scale dynamic, high multisource hetero-
geneity, inaccurate, and low-level with weak semantics data.
Consequently, IoT Big Data Applications (IoTBDAs) are
requisite to be more capable of analyzing the dynamic data
streams (online and offline) and static knowledge regarding
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TABLE 2. Most common issues and challenges of CoT.

the physical world to support real-time decision-making
[87], [88].

Although the cloud infrastructure played a role in reducing
the problem to some extent as it is processed with on-demand
resources efficiently by incorporating a geographically cen-
tralized controller for processing, storage, and information
retrieval [89]. Due to its centralized location, a massive
amount of devices/users and distant datacenters from the
user’s proximity leads the latency-sensitive and real-time
service requests towards network congestion, bandwidth con-
sumption, context awareness, large round-trip delay/latency,
service quality degradation, etc. [58], [78]. The entire effi-
ciency of a network is based on the locations of the cloud’s
datacenters, as the private clouds provide local coverage and
are infrequently affected because these are managed and
prolonged considerably wide areas for providing smart city
services. However, public clouds provide global coverage and
are much affected because their data centers are far from

users, even in another country or continent. Table 2 presents
the most common issues and possible suggestions of the
cloud-based IoT network. Most commonly cloud users expe-
rience many security vulnerabilities and threats such as user
identitymanagement, data access control, system complexity,
reliability, infrastructure, and physical security, misconfig-
uration of software, encryption, and device heterogeneity
[77], [89], [90].

Furthermore, various encryption algorithms have been pro-
posed in past literature, such as asymmetric and symmetric
key algorithms [80]. The Rivest Shamir and Adleman (RSA)
is an asymmetric or public key algorithm that considers dif-
ferent keys for the decryption and encryption of messages
and consumes the longest encryption time and memory size.
In contrast, the Advanced Encryption Standard (AES), Data
Encryption Standard (DES), and Blowfish are symmetric
key algorithms considering a single key for decryption and
encryption. It has been observed that the AES algorithm takes
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FIGURE 3. Integration of IoT and cloud-fog computing.

less execution time, the DES algorithm takes the least encryp-
tion time, and the Blowfish algorithm has the least mem-
ory requirements. A Lightweight Smartcard Based Secure
Authentication (LS-BSA) method has been proposed based
on the elliptic-curve cryptosystems, mapping, and fuzzy ver-
ifier [91].

The seamless data connectivity is established over a
secure network having lightweight operations such as
Hash-based Message Authentication (H-MAC) and bitwise
XOR. Another, Smart Card-based secure Addressing and
Authentication (SCSAA), is proposed for smart homes [92].
The proposed scheme modifies the IPv6 protocols based
on two folds: assigning distinct authentication, i.e., 64-bit
interface identifier to devices and preventing unauthorized
access via secret session key. In addition, an efficient two-
level service configuration method is introduced that inte-
grates chaos-gauss-based particle swarm optimization and
K-mean clustering with the objective of utmost QoS stability
and collaboration capability in open and dynamic cloud man-
ufacturing environments [93]. At first, the K-mean algorithm
clusters the candidate services with QoS stability to minimize
search space, and then the chaos sequence initiates the parti-
cle swarm optimization. It considers the gauss perturbation
operator to find the optimal service composition.

Moreover, another computing paradigm, i.e., Edge/Fog
computing, has been proposed as an extended version of
cloud computing that provides faster/low latency computa-
tional services at the edge network for the delay-sensitive
IoT-based applications/fifth-generation (5G) wireless sys-
tems [94], [95], [96]. The edge network includes edge servers,
edge devices (routers, bridges, wireless access points, base
stations, etc.), and end devices (smart devices, mobile phones,
etc.), as shown in Figure 3. Since, Fog is a configuration

that distributes the communication, computation, storage, and
control and carries all the benefits of cloud computing at the
Fog/Edge layer to the nearer end users/devices [54], [58],
[97]. The Fog computing applications are categorized into
two groups; real-time (healthcare, gaming, video streaming,
accident prevention, and smart traffic light system) and near
real-time (smart city, grid, and vehicle, data retrieval, and
traffic flowmaintenance) [6, 55, 98]. Specifically, in the man-
ufacturing industry, Fog computing assists local processing
with acceptable communication delay to interaction systems
and robots, however; its deployment faces many challenges,
i.e., security, heterogeneity, programmability, and interoper-
ability [99].

Moreover, Liu et al. [100] categorized the issues and
challenges of the Fog computing environment based on
various modules such as application (interface, reliabil-
ity, and fault tolerance), processing (latency and resource-
restricted), infrastructure (heterogeneity and virtualization),
security (authentication, security protocols, and privacy
access control), monitor (attack and infect detection), stor-
age (data protection), management module (resource, energy
and updating management). Table 3 shows some security
issues based on the components of the Fog infrastructure.
In IoT-based applications, devicesmay connect/select various
remote cloud servers or Fog nodes to offload their tasks
while ensuring the QoS requirements. However, resource
allocation in Fog computing is challenging due to the rapid
growth of intensive computation and restricted processing
power of the Fog nodes. To facilitate Fog computing in IoT-
based applications (FoT), an effective resource allocation
method is required that efficiently allocates the Fog com-
puting resources to the IoT devices. In past literature, many
different Fog computing-based systems have been proposed
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TABLE 3. Security issues based on the components of the fog infrastructure.

to provide reliable data and optimize the entire network per-
formance in terms of increasing the Quality-of-Experience
(QoE) and decreasing the total cost of IoT-based system,
aggregate delay, energy consumption, and computation time
by considering the task offloading issue in Fog computing
[101], [102], [103], [104], [105], [106], [107], [108], [109],
[110], [111].

B. INTEGRATION OF IOT AND BLOCKCHAIN
Blockchain is one of the most industrial technologies that
enable the movement or transfer of digital assets/currencies
from one individual to another and provides improved
interoperability, privacy, and security to IoT-based net-
works [112]. The word ‘‘block’’ refers to the records/datasets
or digital information, and ‘‘chain’’ leads to storage in a pub-
lic database. In other words, an individual blockchain com-
prises a systematic list of nodes and connected links [113].
This record-keeping technologywas introduced in 2008 [114]
as a Peer-to-Peer (P2P) decentralized and distributed public
ledger that keeps the transactions (time, date, and purchase
or amount with the participant’s identity or username) in a
sequence of blocks [115], [116]. The composite layer of a
blockchain involves five different sublayers: data, network,
consensus, incentive, and service sublayer [117]. The data
sublayer assembles the encrypted data from the perception
layer (IoT devices deployment) with a digital signature via
a unique cryptographic code, i.e., hash function and asym-
metric cryptographic algorithms. At the network sublayer,
a peer connection runs based on virtual or physical links
between nodes. A block of transactions is shared and ver-
ified between peers. If that block is valid, it can only be
further propagated over the network. The consensus sublayer
distributes the consensus for the trustfulness validation of a
block via consensus techniques, i.e., Ripple, Proof of Stake
(PoS), Tendermint, Algorand, Proof of Work (PoW), Dele-
gated POS (DPOS), Proof of Elapsed Time (PoET), Proof
of Authority (PoA) and Practical Byzantine Fault Tolerance
(PBFT) [12, 118-122]. The incentive sublayer handles all the
currency-related issues, such as digital currency creation, dis-
tribution, rewarding mechanism, transaction cost, and policy

designing. While the service sublayer provides blockchain-
based services to a diversity of applications, such as financial
and Social services, academics, web, e-business, healthcare,
stockmarket, crypto-currency, riskmanagement, security and
privacy, and IoT [117], [123], [124], [125], [126], [127],
[128], [129]. However, blockchain systems are categorized
into three groups: private, public, and consortium. In addition,
Private blockchain systems are managed by a single orga-
nization, public blockchain systems (Bitcoin) are decentral-
ized by which every node keeps a record of all transactions.
In contrast, consortium blockchains are hybrid systems that
imply private and public blockchain systems. Moreover, the
blockchain system is an irreversible process because all the
transactions are done with Bitcoin that cannot be void and
neglected. Each block on the Bitcoin blockchain stores up
to 1 MB of data depending on the size of the transactions and
discriminates by the hash. Once any new transaction occurs,
it must be verified and stored in a block with a hash, then
added to a blockchain and available to the public.

Moreover, the physical machine or hub acts as a partici-
pant node interconnected through the Internet/cloud named
BlockChain of Things (BCoT) [59], [60]. The BCoT is one
of the core technologies of industry 4.0 and has some charac-
teristics such as autonomy, resilience, scalability, and secu-
rity [130]. BCoT has various applications in industry 4.0,
such as healthcare, smart grid/cities, transportation, manu-
facturing, government sector, energy management, banking
and payment, insurance, digital supply chain, recruitment,
and voting. However, a smart conceptual contract is intro-
duced in an IoT environment with discriminating consen-
sus based on practical byzantine fault tolerance protocol to
minimize the delay and consensus prejudice issue [131]. The
participant nodes perform the validation process through the
verification and endorsement phases. The blockchain hubs
are private; they do not share any information regarding
the previous/ongoing transactions and ensure teamwork in
the entire validation process using cryptographic software.
Since Security is a major challenge in IoT networks, the lack
of security measures can suffer data confidentiality, device
authentication, and inappropriate systems use. However, the
security attacks in IoT are categorized into four main groups
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TABLE 4. Various attacks in IoT-based networks.

FIGURE 4. Model of a Blockchain.

such as network, physical, data, and software attacks (as
shown in Table 4).

Besides, privacy and time accuracy are significant aspects
of the blockchain in all application scenarios. Due to the
irreversible nature of the ledger and malicious nodes’ influ-
ence, BCoT is facing some critical and challenging issues,
such as time synchronization or slow consensus/consistency,
and high resource consumption. Further, blockchain can
address the issues mentioned above through data encryp-
tion, immutability, auditability, transparency, and operational
resilience [132]. Network attacks at network and processing

layers are traffic analysis attacks, wormhole, Sybil, unautho-
rized access, RFID spoofing, routing information, selective
forwarding, reply attacks, denial and distributed denial of ser-
vices attacks with data leakage, message destruction, unfair
resource allocation, network congestion, and data privacy
violation respectively. Table 5 summarizes and differentiates
various types of blockchain systems and the most common
applications based on their requirements and challenges.

Data attacks at network and processing layers include data
inconsistency, breaches, and unauthorized access with data
leakage and privacy violation. Moreover, the physical attacks

VOLUME 11, 2023 21029



K. B. A. Bakar et al.: Review on the Immediate Advancement of the Internet of Things in Wireless Telecommunications

TABLE 5. Various features, security requirements and challenges of the BCoT.

at perception and application layers are tampering, malicious
code injection, fake node injection, sleep denial attack, per-
manent denial of service, RF interference/jamming, and side
channel attack with resource destruction, sensitive informa-
tion access, communication blockage, and node shutdown
and collect encryption keys respectively. In contrast, the
software attacks at application and processing layers are a
worm, spyware, virus, trojan horses, adware, and malware
with infective data and resource destruction effects. Various
security techniques are proposed to prevent the attack from
guaranteeing data protection with various security services,
such as integrity, confidentiality, authenticity, availability,
privacy, and non-repudiation.

Figure 4 presents an example blockchain diagram that
consists of consecutive associated blocks. Each block com-
prises the hash value of the previous/parent block, times-
tamp, random number/nonce for the hash verification, and
datasets/data packets (several transactions (TX1-n)). Besides,
the Blockchain constantly updates with every transaction and
appends a new block at the end of the blockchain by the
reverse reference indicating the parent block. This ensures
the entire blockchain’s integrity to the first/genesis block.
While Figure 5(a) shows an example scenario of a supply
chain blockchain, an end-to-end system involves various
stages like manufacturing, shipment, dissemination, retail,

and consumer. The product status is monitored and recorded
from manufacturer to consumer at every production stage.

Consequently, it leads to improved inventory manage-
ment and customer engagement. Also, the system’s effi-
ciency increases, and fraudulent and error activities decrease.
Another blockchain-based eHealthcare system has been pro-
posed for WBAN to provide a low-power and secure health-
care solution [133]. Figure 5(b) shows the blockchain-based
healthcare network scenario based on doctors, care-taker,
patients, and various services such as self or remote monitor-
ing, uploading patient reports, real-time observation, ambu-
lance for emergencies, etc. The distributed ledger shares
patient reports and prescriptions with every interconnected
participant. Consequently, blockchain provides the secure
interaction and storage of data, respectively.

In the past few years, blockchain technology has
attracted enormous manufacturing and academic research
consideration due to its capability to permit decentral-
ized distributed systems and provide trust in connections
for various activities. Moreover, various blockchain-
based protocols/techniques are proposed in past litera-
ture that solve the time synchronization [124], [134],
[135], [136], [137], [138], [139] and device authentica-
tion issue by ID-based, ID/password-based, certificate-
based, cryptography-based, MAC address-based, and P2P/
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FIGURE 5. (a) Retail and (b) Healthcare example network scenarios of the BCoT.

blockchain-based [140]. A platform selectionmethod is intro-
duced to select a suitable blockchain platform to develop
an enterprise system [141]. The proposed method consists
of four phases such as (i) identification and registration of
blockchain platforms, (ii) selection of suitable blockchain
platform via a simple multi-attribute rating technique, (iii)
evaluation of the selected system in terms of capability analy-
sis, tools, libraries, system architecture, and domain-specific
applications, and (iv) validation of the proposed enterprise
solution. Consequently, Hyper-ledger Fabric was considered
as the most suitable blockchain platform to develop complex
enterprise projects.

A blockchain-based IoT system is proposed to configure
and control IoT-associated devices by using Ethereum [142].
It is a public blockchain-based platform that combines the
blockchain with the computing system. It facilitates a com-
puting environment for the developers to write, compile and
run their code on its virtual machine. By having this platform,
IoT devices are configured, authenticated via managed pub-
lic key infrastructure, and updated their behaviour. In their
proposed work, an experiment was conducted between a few
devices (smartphone, electricity meter, light bulb, and air
conditioner), and smart contracts were written to store the
data. The keys are managed via a cryptosystem, in which the
private and public keys are stored in individual devices and
Ethereum.

However, Danzi et al. [135] proposed a blockchain-
based architecture for IoT to solve the time synchronization
issue. The proposed architecture categorizes the data traf-
fic among IoT devices and blockchain networks. In addi-
tion, a traffic model is proposed to extract the synchroniza-
tion time and minimum bandwidth, whereas two protocols
have been established to provide security to the network.
Fan et al. [124], [134] proposed a secure blockchain-based
synchronization scheme for IoT to solve the time synchro-
nization or announcement issue. In the proposed scheme,
multiple time sources prevent single-point failure or cen-
tralization. In addition, a blockchain structure is proposed

to minimize malicious attacks, latency, and communication
overhead by transmitting a few messages during the synchro-
nization procedure.

Machando and Frohlich [143] proposed a blockchain-
based IoT architecture to verify data integrity. The proposed
architecture is categorized into three stages: IoT, Fog, and
Cloud. The IoT stage consists of actuators, sensors, gate-
ways, Proof-of-Trust (PoT), and Trustful Space-Time Proto-
col (TSTP). The Fog stage creates cryptographic digests (with
Proof-of-Luck (PoL) algorithm) and provides fault tolerance
to IoT data. The cloud permanently stores the IoT data (using
blockchain consists of cryptographic digests). Hong [140]
proposed a blockchain-based authentication scheme for IoT
to get secure authentication. In the proposed scheme, node
authentication is analyzed by the device authentication, non-
repudiation, and device integrity method. A simple hash oper-
ation is required to operate low-performance IoT devices.

Moreover, the privacy issue is solved by private con-
tract (programmable contract), anonymization (removal of
Personally Identification Information (PII) before data trans-
mission), encryption (public and private keys), mixing (com-
bining and merging transactions), and differential privacy
technique (noise addition) [144]. Recently, a Distributed
Ledger Technologies (DLT) trading system is proposed to
provide a smart data trading solution based on the Narrow
Band connectivity [145]. For the proposed DLT system,
three different data trading protocols are proposed Selling
on Demand (SoD), Buying on Demand (BoD), and General
Trading (GT). However, the cost of each protocol is analyzed
with Narrow Band connectivity. Honar Pajooh et al. [146]
proposed a blockchain-based multi-layer security frame-
work with a reliable mechanism for IoT networks. The
proposed framework categorizes the entire cellular network
into three different layers. Each layer consists of (i) IoT
network and various clusters with local authorization and
authentication, (ii) cluster head and sink nodes with local
blockchain hyper ledger fabric, and (iii) base stations with
global blockchain and sophisticated security approaches,
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FIGURE 6. Health prediction based on the patient data.

respectively. Consequently, improves communication effi-
ciency, security, and credibility assurance.

C. INTEGRATION OF IOT AND ARTIFICIAL INTELLIGENCE
Artificial or machine intelligence is the most famous
and outgrowing technology that plays a marvellous
role in making smart or intelligent decisions. Artificial
Intelligence (AI) refers to human-like intelligence; any
machine that acts like a human is called an AI-based/
intelligent machine. Using their well-designed learning
techniques, intelligent machines can automatically execute
various functions such as learning, perceiving, reasoning,
natural language processing, and resolving complex prob-
lems [147]. The robust AI-based intelligence is obtained
from machine learning, deep learning, fuzzy logic, seman-
tic/neural network, and data fusion techniques to provide
instinctive resource provision [148], [149], [150], [151].
The main aim of the techniques mentioned above is to
acquire hidden knowledge by processing the raw data.
The main aim of the fusion of IoT and AI is to create a
smarter environment via intelligent decisions on historical
and real-time data feeds. This would improve the cities,
offices, human health, homes, roads, forests, traffic manage-
ment, prediction of accidents, emergencies, and crime, etc.
The environmental data is perceived to make the smartest
decisions for better automation, productivity, wealth, effi-
ciency, and accuracy. Moreover, IoT devices accumulate a
huge amount of data, and to analyze the hidden insights
of accumulated data, AI techniques play a very important
role in providing accurate analysis by offering an intellectual
and decision-making facility for a device to humans in IoT
applications. The importance of AI in IoT can be perceived
in the current endeavours in the computing world, such as
sensor fusion, image and voice recognition, predictions, event

processing, localization, etc. [152], [153], [154], [155], [156],
[157], [158], [159]. In IoT-based healthcare applications, an
AI module consists of different sub-modules: user identifi-
cation, data analysis, behaviour recognition, service forma-
tion, and provision. The data analysis is further categorized
into four activities: data classification, training, modelling,
and prediction. Figure 6 represents an example diagram of
AI and IoT-based Wireless Body Sensor Network (WBSN)
integration. Referring to Figure 6, the patient’s health status
(i.e. ECG, body temperature, etc.) is monitoredwhile the vari-
ations in the readings/patterns indicate the patient’s activity
(moving, walking, standing, running, etc.).

Guo et al. [151] proposed a hybrid service architecture,
i.e. Artificial intelligence-based Semantic IoT (AI-SIoT),
to support heterogeneous devices and intelligent services.
The AI-SIoT is based on three stages: resource provision,
service management, and infrastructure. The infrastructure
(first stage) consists of all smart devices such as smartphones,
smart appliances, smart vehicles, wearable devices, smart
medical systems, RFID-tagged items, smart monitoring sys-
tems, etc. At this stage, data is monitored and forwarded to
the next service management stage for further investigations.
The service management stage is further categorized into the
AI, IoT platform, and semantic analysis modules. Once the
smart devices are managed, and the acquired data is analyzed,
resource providers offer different services with the associa-
tion of cloud to the smart cities, homes, grids, offices, etc.

Moreover, machine and deep learning have gained more
appreciation in the past few years while dealing with
IoT-based data to provide intelligence to IoT devices. These
are the promising techniques of AI commonly used for
extracting accurate information from IoT devices. Further-
more, with the machine learning technique, machines can
learn from a multifaceted phenomenon, i.e., experience or
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TABLE 6. Frequently used AI algorithms.

training examples, without any programming. The key of
the machine learning model is to provide training data to a
learning algorithm to generate a new group of rules (new
algorithm) based on the acquired inferences. The learn-
ing approach is categorized into four classes: supervised,
unsupervised, semi-supervised, and reinforcement [7], [160].
However, Table 6 describes the most common AI/learning
algorithms frequently used in integrated IoT networks with
their usage, benefits, and drawbacks. In supervised learn-
ing, the predefined data (labeled data with the desired out-
comes) is given and can be achieved by classification (for
instance, image classification, diagnostic and fraud detection
via Naiıve Bayes (NB), Random Forest (RF), Support Vector
Machine (SVM), K-Nearest Neighbor (KNN), and Asso-
ciation Rule (AR)) and regression approach (for instance,
weather forecasting and prediction via a neural network,
decision tree, and ensemble learning). While in unsupervised
learning, unlabeled data (not predefined data) is given, and
the algorithm needs to identify itself. Unsupervised learning
can be achieved by dimensionality reduction (big-data visu-
alization and structure discovery) and clustering approach
(for instance, marketing and segmentation). Semi-supervised
learning is a hybrid approach, combining both supervised
and unsupervised learning. Semi-supervised learning can be
achieved by a semi-supervised classification and clustering

approach (for instance, web-content grouping and speech
analysis). Whereas reinforcement learning is based on expe-
riences/trials, has no explicit outcome, and responds in
terms of punishment and rewards. This kind of learning
is achieved by model-based and non-model-based on/off
approaches, such as traffic control, robotics, and resource
management.

The reinforcement learning provisions security to the
IoT-based devices via Deep Q-Network (DQN), Q-learning,
Dyna-Q, and Post Decision State (PDS) [26]. The basic
machine learning technique has a few fundamental limita-
tions, such as a rich dataset is required for the training data
model, and the entire procedure may not involve full coverage
of various aspects of the data. However, in this regard, the
deep learning technique has (an extended version of machine
learning) been proposed to address the existing issues of the
machine learning techniques by controlling a large amount of
data and extracting significant high-level features to enhance
the prediction accuracy [160]. Moreover, IoT devices gen-
erate semi-labelled or unlabeled data in IoT applications.
Machine learning algorithm performs well on labelled data,
however; a deep learning algorithm exploits the unlabeled
data to acquire valuable configurations unsupervised configu-
rations. The main aim of deep learning is to promote learning
and analytics in the IoT field, such as self-driving, vehicle,
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voice, face, thumb, finger, food and pattern recognition, fire,
weather, and emergency prediction [150], [161].

In the past few years, various AI techniques have been
implemented by many researchers in their IoT projects [164],
[165], [166], [167], [168], [169]. However, AI faces chal-
lenges like resource constraints, artificial trust, security,
privacy, centralized architecture, and a lack of enough train-
ing data [154]. In this regard, Alam et al. [149] examined
some data mining algorithms for IoT-based data. In their
conducted research, SVM, Linear Discriminant Analysis
(LDA), KNN, NB, Artificial Neural Networks (ANNs), C5.0,
C4.5, and Deep Learning ANNs (DLANNs) algorithms are
used. Referring to the outcomes, it has been proved that the
DLANN and ANN are computationally expensive and have
high accuracy, while C5.0 and C4.5 are memory efficient
and have higher processing speeds and accuracy. Another
machine learning-based health detection system is proposed
that considers logistic regression and SVM and predicts
the patient’s stress level by detecting the heart rate varia-
tions [162]. In contrast, Diedrichs et al. [163] proposed a
machine learning-based prediction system to predict forest
events by using training regression and existing machine
learning algorithms.

Baracaldo et al. [164] presented a machine learning-based
detection approach to detect poising attacks and filter the
poisonous data to train the supervised learning model. More-
over, a machine learning-based optimization mechanism is
proposed to improve the QoE in Multimedia IoT (MIoT)
and obtain user satisfaction [165]. The proposed optimization
mechanism is based on the data fusion of MIoT and QoE
named QoE Data Fusion (QoEDF). QoEDF involves two
phases: multimodal data fusion and the QoE optimization
model. In the first stage, a multimodal data fusion method is
introduced for QoEmapping between a controllable network-
based system and uncontrollable user data. While in the sec-
ond stage, an intelligent QoE optimization model is proposed
using the fused results.

Recently, Azeem et al. [166] reviewed the symbiotic rela-
tionship between industry 4.0 and machine learning. They
emphasized the concept of artificial intelligence towards
machine learning, big data, and industry 4.0. The design
principles of machine learning in industry 4.0 are classified
as interconnection, modularity, real-time capability, virtual-
ization, autonomy, and specialized assistance. In addition,
they analyzed the existing practice and the impact of machine
learning in industry 4.0.Moreover, Chen et al. [167] proposed
an integrated framework based on the diffusion of innovation
theory and technology organization and environment frame-
work to discover the success factors that impact AI adoption
in China’s telecom industry. These factors include orga-
nizational capabilities, external environment, and advanced
aspects of AI. To verify the proposed framework, the telecom
companies of China are surveyed to analyze the data using
the structural equation modeling technique. It supports firms
for resource allocation and decision-making while adopting
AI solutions in the telecom industry.

Likewise, a deep learning-based IoT-oriented infrastruc-
ture has been introduced to create a secure smart city [154].
The proposed infrastructure is based on Software Defined
Network (SDN), blockchain, and a deep learning approach.
Rodrigue et al. [155] proposed a deep learning-based diag-
nostic system to diagnose various skin lesions, i.e., melanoma
and nevi. The proposed system is based on the transfer learn-
ing and existing neural network models as resource extrac-
tors such as MobileNet, Visual Geometry Group (VGG),
Inception-ResNet, Extreme Inception (Xception), Neural
Architecture Search Network (NASNet), Inception, Resid-
ual Networks (ResNet), and Dense Convolutional Network
(DenseNet). However, SVM, K-Nearest Neighbors (KNN),
and Perceptron Multilayer (MLP) are used for lesion group-
ing. Furthermore, the Micro-Controller Unit-based Network
(MCUNet) is proposed to optimize the inference engine
and deep learning model design/neural architecture to min-
imize memory consumption [153]. A Privacy-aware and
Asynchronous Deep Learning (PADL) structure is intro-
duced to train the deep neural networks and maintain the
privacy of data obtained from different data group sites
[156]. In PADL, Layer-wise Importance Propagation (LIP)
algorithm and Advanced Asynchronous Optimization (AAO)
protocol are proposed. Initially, LIP computes the signifi-
cance of the model’s weight to broadcast a local model to
the cloud server, then AAO practices the universal updates.
Moreover, the Optimal Deep Learning-based Convolutional
Neural Network (ODL-CNN) is proposed for Face Sketch
Synthesis (FSS) to provision the suspicious identification
procedure [157]. In ODL-CNN, Improved Elephant Herd
Optimization (IEHO) algorithm is used to optimize the var-
ious parameters of DL-CNN i.e. batch size, no. of hidden
layers/nodes, and learning rate. IoT-associated cameras are
used to capture the surveillance videos thenODL-CNNdraws
the sketches and compares them with the professional eye-
witnessed sketches. In this way, the suspects are recognized
by the sketches with an extreme resemblance.

Furthermore, blockchain technology is incorporated with
AI techniques to analyze the big data in IoT. Rathore and
Park [168] proposed the BlockDeepNet system to achieve
high accuracy and acceptable computational overhead and
latency. The proposed system is based on deep learning and
blockchain techniques. Deep learning is executed at the IoT
device level to get enough data and overwhelm the privacy
leak, while blockchain is employed to certify the integrity
and confidentiality of IoT. The BlockSecIoTNet ecosystem
is proposed to detect attacks in IoT networks [169]. The pro-
posed ecosystem comprises SDN, blockchain, mobile edge,
and Fog computing. SDN provides an optimal detection
model by which the data traffic is monitored and analyzed.
However, the blockchain provides a decentralized detection
system to prevent attacks/single-point failure issues. More-
over, mobile edge and Fog computing support attack detec-
tion and mitigation at the Fog and edge levels.

Rathore et al. [170] presented the Extreme Learn-
ing Machine-based (ELM) Semi-supervised Fuzzy C-Mean
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FIGURE 7. Model of the IoRT.

(ESFCM) method to provide a competent attack detection
system in IoT. The ELM algorithm provides a faster detec-
tion rate, while the semi-supervised fuzzy c-means algorithm
handles the labelled data issue. A Soft Hesitant Fuzzy Rough
Set (SHFRS) theory is presented by Rathore et al. [171] to
resolve the multi-criteria decision creation issues. Referring
to their investigations, the inverse hesitant fuzzy soft set is
defined by inverse hesitant fuzzy relation to define the lower
and upper limits within a specified set of parameters. Further,
Singh et al. [172] proposed a Blockchain-enabled Intelligent
IoT Architecture (BlockIoTIntelligence) with AI to obtain
secure and decentralized big data analysis for IoT. AI intel-
ligence consists of edge, Fog, cloud, and device intelligence.
The proposed architecture is based on qualitative and quanti-
tative analysis phases. The qualitative analysis phase analyzes
blockchain-driven AI and AI-driven blockchain applications.
While in the quantitative analysis phase, an evaluation test
is conducted in terms of latency, accuracy, computational
complexity, privacy, and security.

Robotic is a famous and endless technology that deals with
physically programmable machines/robots. In our daily life,
several robots perform various tasks in different applications
such as education, transportation, industries, manufacturing,
home automation, hospitals, offices, hotels, etc. Furthermore,
AI plays a major role in the robotics research zone, providing
any semi or complete automation. The fusion of AI and
robotics is named artificially intelligent robots.

However, the integration of IoT and robotics is named the
IoRT [61], [173], [174], [175], [176], [177], and IoRT is an
advanced version of IoT promoting data analysis, sensing,
monitoring, decision-making, guidance, safety, security, per-
ception, localization, mapping, navigation, and human-robot
interaction via a variety of autonomous robots. The applica-
tion type of IoRT is categorized into twomain groups: service
and field robotics [178], [179]. Service robots provide various
services to human beings. In contrast, field robots operate
in complicated environments such as agriculture, forestry,
construction sites, etc., and are further categorized into air,
underwater, space, and ground. The architecture of IoRT is
categorized into three main layers, i.e., physical/hardware,

service and application, and network and control layer. The
hardware layer consists of robots and things, i.e., sensors,
smartphones, vehicles, etc. The network layer provides vari-
ous connectivity options such as cellular (3G and 4G), short-
range (Bluetooth Low Energy (BLE), Broadband Global
Area Network (BGAN), WiFi, Near Field Communication
(NFC)) and medium-long range (Z-Wave, Worldwide Inter-
operability for Microwave Access (WiMAX), ZigBee, and
Low Power Wide Area Network (LoRA)). However, the ser-
vice and application layer executes and supports the applica-
tion programs under the intentions of the assimilated IoRT.
Figure 7 demonstrates an example diagram of the IoRT
model. This diagram connects patients, medical sensors, and
doctors/caregivers via a robot (master Bluetooth device). The
Internet is the crucial communication medium for IoRT to
connect with the cloud. IoRT monitors transmit the sensed
data (diabetes, blood pressure, etc.) to the doctor and provide
feedback regarding the patient’s disease [180].

Recently, robotic behaviour was analyzed by imitation and
deep reinforcement learning techniques [178]. The deep rein-
forcement learning technique assists the robots in real-time
environments via automatic mapping. In contrast, the imita-
tion learning technique assists the robots in learning andmod-
ifying new behaviours via cognitive sciences and perspective
of behaviour. Further, a semantic-based platform is presented
to deliver the interaction services for IoRT [181]. The pro-
posed platform presents a module that permits the developers
to create services accordingly and access the semantically
inferred data from robots, sensors, and databases, defining
suitable time and contents of the robot and human inter-
action by reasoning on semantically developed IoT-based
data. However, a protection technique has been introduced
for the Web of Robotic Things (WoRT) to provide privacy
and security to visual data using a deep neural network-based
semantic segmentation approach [182].

D. INTEGRATION OF IOT AND WIRELESS
BODY SENSOR NETWORKS
The WBSN is a network of restricted, low-cost, and tiny het-
erogeneous sensor (biosensors, relays/forwarders, and sink)

VOLUME 11, 2023 21035



K. B. A. Bakar et al.: Review on the Immediate Advancement of the Internet of Things in Wireless Telecommunications

FIGURE 8. Infrastructure of the IoMT.

nodes that monitor patients’ health status through their day-
to-day activities. WBSN is restricted in size (i.e., number of
nodes) and resources (i.e., processing power, communication
range, memory, etc.). In WBSN, a variety of biosensors are
either implanted or attached to the human body to sense
high sensitive patients’ data such as Electro-encephalograph
(EEG), temperature, Electrocardiogram (ECG), blood sugar,
Electromyography (EMG), pacemaker, endoscopic capsule,
etc. [183], [184], [185]. The entire architecture of a WBSN
is based on three layers: layer 1: intra-Body Area Network,
layer 2: inter-Body Area Network, and layer 3: extra-Body
Area Network. In layer 1, various biosensors sense, collect
and transmit the physical data to a sink node in single and
multiple manners. In layer 2, the sink node transmits the
obtained data to the base station or gateway for further inves-
tigations, and the obtained data is available worldwide via the
Internet from layer 3.

QoS, heterogeneous data traffic load, transmission link
quality, end-to-end delay, energy consumption, path loss, and
network lifetime are the most common issues and challenges
of a WBSN. To solve these issues, a wide variety of rout-
ing protocols have been proposed in past literature, such
as thermal-aware, cluster-based, postured-based, QoS-aware,
security-aware, cross-layered, etc. In addition, IoT grows
with the WBSN(s) as an IoMT that supports caregivers and
patients to improve their quality of life and understand human
beings’ health possibilities (Figure 8). IoMT is based on a
network of WBSNs that deliver global healthcare in terms of
telemedicine, spurious drug identification, personal/remote
monitoring or transmission of patients’ data, assisted living,
etc. In healthcare applications, if IoT is associated with the
medical system, the fitness/health industrywill bemore trans-
formed, and the medical system will progress faster than
usual. This will benefit the specialists/doctors, medical staff,

and patients having less awareness of basic health educa-
tion/precautions.

Nowadays, IoMT plays amajor role in remote patient mon-
itoring and tracking for various chronic diseases [186], [187],
[188], [189]. An effective deep neural training model (ETS-
DNN) is proposed for edge computing-enabled IoMT [190].
At first, the patient data is transmitted to edge computing that
executes the ETS-DNN based on a Hybrid Modified Water
Wave Optimization (HMWWO) technique. The HMWWO
technique integrates the Limited Memory Broyden–Fletcher-
Goldfarb-Shannon (L-BFGS) and Modified Water Wave
Optimization (MWWO) algorithms. In contrast, SoftMax
(SM) classification is performed at the end of the deep neu-
ral network. Afterwards, the generated report is transmitted
from edge computing to healthcare professionals via a cloud
server. Furthermore, A supervised learning-based system i.e.,
Modified Deep Belief Network (M-DBN), is proposed for
multi-sensor WBSN to predict heart disease [191] where the
squirrel search algorithm selects various features.

However, IoMT still faces challenges such as reliability,
safety, and security due to the restricted memory space and
computational capability, energy consumption, and privacy
concern (shown in Table 7) [64]. Researchers have discussed
various solutions for secure IoMT [63], [192], [193], [194],
[195], [196], [197], [198], [199]. Encryption is the basic
solution that encrypts plain text by converting the original
message into ciphertext. Then cipher-text is transmitted to
the receiver, where the message is decrypted. There are many
encryption mechanisms have been proposed in past litera-
ture, such as Asymmetric Key Encryption (AKE), Symmetric
Key Encryption (SKE), and attribute-based encryption (ABE)
[200]. An end-to-end key management scheme is proposed to
exchange the keys with the least resource utilization [201].

Moreover, secure authentication key agreement schemes
are proposed for a cloud-assistedWBAN [202]. The proposed
schemes created secure channels to exchange keys based on
the Diffie-Hellman method and Cipher-text Policy Attribute-
Based Encryption. A distributed framework is proposed for
secure IoMT [193]. The proposed framework uses five mod-
ules: handshaking/entry, listener/validation, security, conver-
sion, and publisher. Initially, a connection request is sent
to develop a link between sender and receiver tokens. Then
this request is validated based on encryption techniques and
updated on all adjacent devices.

Moreover, various cryptographic techniques /encryption
algorithms are applied to data. Finally, data is directed
to the requesting device, and a digital signature technique
is applied to validate the user’s authenticity. In contrast
to cryptographic methods, a friendly-jamming scheme is
used for IoMT to defend confidential patient-related data
and minimize the eavesdropping risk [195]. Further, the
friendly-jamming scheme integrates various communication
technologies such as Simultaneous Wireless Information and
Power Transfer (SWIPT), beamforming, and full duplexity.
In [196], an Identification Security Attribute (ISA) frame-
work is proposed for IoMT to calculate the security features.
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TABLE 7. Most common challenges of the IoMT.

ISA framework is based on two approaches: Technique for
Order Preference by Similarity to Ideal Solution (TOPSIS)
and Analytical Hierarchical Process (AHP). At first, the AHP
approach derives the weights of features then the TOPSIS
approach performs the security assessment of substitutes.

E. INTEGRATION OF IOT AND NANOTECHNOLOGY
The concept of ‘‘Nanotechnology as mixing, separating and
warping of materials at the atomic or molecular level’’ was
originally introduced by Taniguchi [203]. Eventually, nan-
otechnology becomes one of the most demanding technolo-
gies that modify the entire health services framework by
introducing nanoscale devices ranging from 1 to 100 nanome-
ters [204]. Further, nanotechnology is the study of extremely
small things that can be used across all the other science
fields, such as chemistry, molecular physics, computer sci-
ence, biology, and mechanical and electrical engineering.
It is widely used in many applications such as medicine,
electronics, food, space, solar and fuel cells, fossil fuel, bat-
teries, water and air quality check, chemical sensors, fabric,
and sports [205], [206], [207], [208], [209], [210], [211],
[212], [213]. Scientists and engineers are discovering var-
ious techniques to deliberately restructure the materials at
the nanoscale to precede the advantage of their enriched
properties, such as improved control of the light spectrum,
lighter weight, higher strength, and better chemical reac-
tivity than their larger-scale counterparts. Nanotechnology
comprises two construction techniques: bottom-up and top-
down [214], [215]. The bottom-up technique, also known
as molecular manufacturing/ nanotechnology, constructs the
materials from atoms or molecular components through a
self-assembly process. The top-down technique reduces the
size of larger structures into the nanoscale while keeping
their original properties without atomic-level control. The
bottom-up technique, known as molecular manufacturing/

FIGURE 9. Nano-scale device [216].

nanotechnology, develops materials from atoms or molecular
components through self-assembly. The top-down technique
reduces the size of larger structures into the nanoscale while
keeping their original properties without atomic-level control.

Nevertheless, integrating nanoscale devices with the IoT-
based network states an innovative networking paradigm
named the Internet of Nano Things (IoNT) [216]. IoNT is
a small-scale IoT, an ideal solution for medical applications
and remote environmental monitoring, and is the most ongo-
ing nano-scale network of interconnected physical objects
with nano communication [27, 66, 68, 218-222]. Further-
more, IoNT is the interconnection of nano-scale devices
(shown in Figure 9), existing communication technologies
(for instance, sensors networks, big data analytics, cloud,
and Fog computing), and the Internet to execute various
operations such as sensing, computation, processing,
etc. [222]. The infrastructure of IoNT is based on the
bandwidth and the area of operation required by a spe-
cific application. Referring to Figure 9, the entire struc-
ture of a nano-scale device is based on processing, sensing
(chemical, physical and biological nanosensors), actuation
(chemical, physical, and biological nanoactuators), storage
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(nano-memory), communication (nano-antenna and nano-
electromagnetic transceiver), and power unit (nano-power).
From the communication viewpoint, nano-scale devices face
major challenges such as antenna design, channel modeling,
bandwidth, noise, path loss, and channel capacity [27]. The
network architecture of IoNT is based on four basic compo-
nents: nano-routers, nanosensors, gateways, and nano-micro
interface devices. Nanosensors are the smallest components
of the IoNT network. Due to their small internal memory
and size, the calculation and processing capabilities (opera-
tions) that they can perform are insufficient. The energy they
store is also very restricted, as is the distance from which
they can transmit data [223]. Nanosensors are made-up of
nanoparticles/ nano-materials (graphene, copper, and carbon
nanotube) and are classified as physical, chemical, and bio-
logical nanosensors [216].

In addition, nanotechnology offers an advanced method to
carry out non-invasive diagnosis and identifies the abnormal-
ities in the tissues, chemical compounds, physical features
of structures, and biological agents i.e., bacteria, viruses,
etc., is named the Internet of Bio-NanoThings (IoBNT) [69],
[224], [225]. However, IoNT plays a very significant role in
a variety of applications such as biomedicine (for instance,
drug delivery and health monitoring system, bio-hybrid
implant, immune system support, and genetic engineering),
military (for instance, non-functionalized equipment, dam-
aged detection system, and Nuclear Biological and Chemi-
cal (NBC) defences), industry (for instance, food and water
quality control, office setup, and functionalized fabrics, and
materials) and environment (for instance, air pollution con-
trol, animals and biodiversity control, and biogradation) [27],
[73], [74], [216], [226], [227], [228], [229]. Figure 10 shows
the network architecture of IoNT in a healthcare network sce-
nario. Several nano-nodes are deployed in the targeted area to
ensure enough data can be acquired to fulfil the defined task
i.e., monitoring, broadcasting, therapy, diagnosis, supervising
the patient’s health condition, etc.

The communication among various nanosensors in the
nano-scale is categorized into two main categories; elec-
tromagnetic and molecular communication. Electromag-
netic communication occurs between nano-devices ranging
from 2 to 6 micrometres based on the novel nano-materials.
The nano-materials select the time interval and bandwidth for
the emission of electromagnetic radiation. In molecular com-
munication, sender nano-devices encode information into
molecules (for instance, protein and Deoxyribo-Nucleic Acid
(DNA)) and transmit within a DNA component. Due to
the large size and high computational power of the nano-
router(s), many nanosensors are associated with them to
handle a cluster of nanosensors to accumulate, combine
and forward the data to the nano-micro interface device.
However, a function of nanomaterials at the non-ionized
and safe Tera-Hertz (THz) gap or frequency band that is
considered as the sensing and communication paradigm of
nano-antennas within a range of 0.1 to 10 THz or 1012 Hz
(shown in Figure 11) [72], [222], [224], [225], [226], [230],

FIGURE 10. Standard network architectures of IoNT in the healthcare
application scenario.

FIGURE 11. THz band in the electromagnetic scale.

[231], [232], [233], [234], [235]. Moreover, it supports very
high transmission rates (Tbit/s), bandwidth, and throughput,
and low latency in a short range (up to a few terabits per
second and below one-meter distance) [70], [236]. The THz
communication overwhelmed the capacity restriction of the
existing wireless networks supporting new applications in the
nano-scale communication and networking field [237], [238],
[239], [240].

In the context of the wireless NanoSensor Networks
(WNSNs) communication paradigm, various routing pro-
tocols, such as flooding, proximity, and energy harvesting
protocols, are gaining more attention. The flooding routing
protocols are simple, consistent, and have restricted com-
putational power and energy, consequently increasing the
retransmission and energy consumption [239]. In addition,
the proximity routing protocols are proposed to enhance the
flooding routing protocols by handling the number of adja-
cent nodes [241], [242]. The energy harvesting-based rout-
ing protocols are introduced to stable energy harvesting and
consumption to maximize the network lifetime [243], [244],
[245]. Though Wang et al. [246] proposed an energy har-
vesting Slot Self-Allocation based Medium Access Con-
trol protocol (SSA-MAC) for distributed and centralized
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TABLE 8. Most common features of all integrated technologies.

nano-networks to increase energy efficiency and prevent
retransmission. In SSA-MAC, a time frame is categorized
into many time slots. Nano-nodes allocate a self-allocated
slot via their own identification while the remaining slots are
named as sleep slots. By using a self-allocated slot, the nano-
node receives packets from other nano-nodes and sends pack-
ets to the nano-controller in the distributed and centralized
nano-networks, respectively.

Moreover, Xu et al. [223], [247] proposed the Cen-
tralized Energy Harvesting-based Time Division Multiple
Access (CEH-TDMA) and Energy Balance Clustering Rout-
ing (EBCR) protocols to observe the data transmission pro-
cedure and minimize the communication overhead, energy
consumption, transmission distance, and nano-nodes in a
cluster respectively. In CEH-TDMA, time slots are assigned
based on the urgency of the data transmission [247]. Nano-
controller creates a Markov Decision Process (MDP) based
on all nano-nodes’ obtained packets and energy-related infor-
mation. In EBCR, a novel hierarchical clustering technique
is used by selecting the next-hop node based on the tradeoff
between channel capacity and transmission distance [223].
In addition, one-hop communication occurs between the
nano-nodes and cluster head, whereas multi-hop communi-
cation occurs between the cluster head and controller.

However, an energy-neutral event monitoring architecture
is proposed for IoNT to transmit the event and location
information [220]. In the proposed architecture, two main
options are designed and analyzed: a single pulse and two
pulses. In the first option, a single pulse consists of the entire
event harvested energy that interconnects both event type and
location information, while in the two pulses option, event
harvested energy is categorized into two pulses by which the
location information is conveyed before the event type infor-
mation. Furthermore, in cluster-based nano-networks, sev-
eral nano-devices, i.e., nano-actuators and nanosensors, are

deployed with THz communication along with the proposed
energy-efficient and fuzzy logic-based routing protocols for
the Body Area Nano-Networks (BANN) [219], [222], [223],
[227], [238], [248], [249]. In their proposed architectures,
the nano-devices are clustered inside the human body i.e.,
leg, hand, back, and chest area, along with each independent
nano-router to monitor and process the acquired data to the
gateway; at this point, the data is remotely accessed via the
Internet for further investigation and medicinal purposes.

IV. DISCUSSION
IoT has emerged as a significant research area offer-
ing the integration of various sensors/things with other
networks/technologies without human interventions. This
section summarizes all integrations of IoT technology.
Table 8 compares the various features of all considered tech-
nologies. The most significant components and platforms of
the integrated IoT network are shown in Figure 12, while
Tables 9 and 10 summarize the computational part and other
aspects.

Cloud computing provides low-cost services and high ver-
satility, power, and performance. Moreover, IoT adopts a
distributed computing paradigm with huge processing, stor-
age capacity, computation, and on-demand resources due
to resource constraints and short communication ranges to
process large amounts of data from different devices. How-
ever, this technology experiences many security threats and
vulnerabilities, i.e., deployment variations, identity man-
agement, user authentication, etc. To prevent these issues
to some extent, edge/fog computing is used to provide
low-latency computational services at the edge network
for delay-sensitive IoT-based applications. Apart from this,
blockchain technology provides a decentralized cloud-based
network infrastructure. Conventionally, the financial trans-
actions are settled via an authoritative financial institution
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FIGURE 12. Significant component of the integrated IoT networks.

TABLE 9. Computational part of significant components of the integrated IoT networks.

entity for verification, ensuring the execution of these transac-
tions. However, blockchain technology digitizes and verifies
these transactions and ensures the correct execution of these
financial transactions with several technical properties i.e.,
transparency, privacy, traceability, and immutability, without
the involvement of third-party authorities.

Furthermore, with the evolvement of AI technology, intel-
ligent machines automatically execute various functions
such as learning, perceiving, reasoning, and resolving com-
plex problems using their well-designed learning techniques.
In addition, IoMT supports remote healthcare in terms of
self/timely care and identification of various diseases. Never-
theless, various machine/deep learning techniques are being
utilized to provide security by identifying new attacks via
learning skills. In the context of IoNT, nano-scale devices are
interconnected to the existing communication technologies
and the Internet to execute a variety of operations (i.e., sens-
ing, computation, processing, etc.) in healthcare, agriculture,
remote environmental monitoring, i.e., traffic and atmosphere
monitoring, war field monitoring systems and many more.
Consequently, many benefits are achieved by the integra-
tion of IoT with existing technologies such as smart cities,

grid, homes, healthcare, transportation, and manufacturing
in terms of (a) improving the telecommunication service
management/cost-effective services, (b) improving the trans-
parency and traceability, (c) letting the users to securely share
their data, (d) reducing the operational/transactional/human
errors, (e) automatic decision-making abilities, (f) support-
ing e-learning facilities, (g) remote consulting, (h) physical-
location-independence, and many more.

V. FUTURE RESEARCH DIRECTION
The most significant research challenges and issues in inte-
grated IoT-based networks are still open for future research.

A. AN INTELLIGENT CIoT SECURITY ARCHITECTURE
A reliable and secure network has always been a space for
improvement. Adversaries make consistent attempts to hack
IoT devices, for instance, injecting malware in the sensors
or tampering with the data in the CIoT context, especially
financial or health-related data. As such, how to enable smart
things to choose between cloud, fog, and mist computing
would be an interesting security research direction in CIoT.
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TABLE 10. Most common platform used for the integrated IoT networks.

Secondly, dealing with a large amount of data with het-
erogeneity, scalability, and accurate data aggregation in IoT-
based networks and various wireless sensor devices with
constrained capabilities. Effective data sampling and traffic
forecasting schemes are also required to provide high accu-
racy and adaptability. This would also be a great potential
future research direction.

B. BLOCKCHAIN IoT
Considering the challenges identified in this paper, the
integration of IoT and Blockchain technologies should be
addressed. Integrating deep/machine learning and blockchain
should be considered to provide decision-making and data

prediction abilities would be an interesting research future
direction

C. OPTIMIZE ROUTING FOR WBAN- IoT
The wearable IoT devices in WBAN generate different types
of data with various QoS demands. Energy depletion, device
mobility, and node/link congestion are among the issues
affectingWBAN IoT routing. It would be interesting to devise
a multi-routing metrics intelligent-based routing scheme.

D. INTERNET OF NANO THINGS
The emergence of the Internet of Nano Things has made
significant contributions to clinical medicine and many other
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ground-breaking heights, particularly new technologies with
the integration of IoT. Nanostructure-based biosensors are
highly appealing candidates for rapid sensing in critical dis-
eases such as cancer detection. This has not been sufficiently
covered. It would be an interesting research to devise intelli-
gent cancer detection using deep learning techniques.

VI. CONCLUSION
This paper presents an in-depth review of IoT with its imme-
diate advancement involving existing emerging technologies
domain. IoT is the most prominent technology in industry
4.0, with a vision of an interconnected world of unlimited
things that can actively connect, identify, perceive, participate
in decision-making, and report on a global scale via the Inter-
net. As such, we have extensively discussed the background
challenges of IoT. The growth of IoT has also been discussed
to highlight its impact on various emerging technologies. Sev-
eral examples from the literature have also been referenced
to provide the applications of such emerging technologies.
We touched on integrating IoT and cloud, where several
solutions have been proposed over the years. Their weak-
ness has been highlighted. Integrating IoT and Blockchain
is also among the emerging technologies. How Artificial
intelligence is applied to IoT for different research design
objectives was discussed. We also discussed the integration
of IoT and WBAN. It is also another hot research topic that
is currently receiving attention. Integrating Nanotechnology
and IoT has also been discussed. We present the weakness
and research issues currently affecting each technology, and
finally, we suggest some future research directions.
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