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)e land registry system is one of the essential components of any governance model required to ascertain the ownership records
uniquely. )is paper reviews the existing literature and provides a detailed literature review consisting of 3 stages based on three
research questions (RQ) that highlight the step by step evaluation and analysis.We selected 48 primary articles out of 477 extracted
from different scientific databases based on criteria and RQ defined in the research method section. )e majority of these papers
focus on assessing the identity issues related to the land registry system and reviewing the existing identity models to find the best
possible identity model to resolve the identified identity problems in the land registry. )is paper examines the current land
registry model and its shortcomings. It explains the various blockchain types and their characteristics. It further evaluates the
usability of blockchain technology in different aspects of the land registry. Identity management is one of such weaknesses in the
blockchain-based land registry model that has been assessed in detail. Identity issues of blockchain-based models have been
further evaluated on defined criteria. )e paper ends with a discussion on possible identity models and their comparative analysis
to ascertain the most suitable identity model to resolve the identity issues of land registry systems.

1. Introduction

)e land registry system is a process of transferring land
ownership that protects stakeholders’ rights, increasing trust
and confidence among the people. Due to poor coordination
between various departments, the verification of land title
requires a physical visit, m making it time-consuming and
often encouraging bribery [1]. About 70% of the world’s
population does not have access to the formal land regis-
tration system, where bribery is a common occurrence;
around $700 million is said to be given as bribe in the land
registry office in India [2]. Furthermore, per theWorld Bank

study from 2007, two-thirds of court cases in the country are
pertinent to land disputes related to property title [3]. )e
paper-based land registry system poses several issues such as
high time complexity, centralised control, physical visit to
property site for verification, high transaction cost, vul-
nerability to human errors, corruption, fraud, lack of
transparency, third-party involvement, reduced reliability,
lack of effectiveness, and ownership issue [4] Blockchain
technology I a popular case of distributed ledger technology
(DLT) that emerged as a ground-breaking technology, es-
pecially in the case of transaction and record management. It
supports several attributes like immutability, security,
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integrity, authentication, and traceability, which is very
much essential for every land registry system. Several
scholars working on the land registry system suggested that
the use of blockchain technology in land registration en-
hances security and transparency, thus improving the effi-
ciency of the existing land registration system [5]. Also, it
will reduce the cost and time for the land transaction without
involving a third party. )e benefits of using blockchain in
the land registry system can be summarised as increased
transparency, increased trust, increased predictive capabil-
ity, reliability, increased control, cost reduction, reduced
energy consumption, security, ease of access, privacy, re-
ducing corruption, and error reduction [6–15].

However, the use of blockchain in land registry systems
has some limitations concerning the identity that needs
attention while designing a blockchain-based land registry
system. )ese concerns are compliance with identity prin-
ciples [16–21], need for identity solution [22–24], legal
validity [23,25,26], user control [27–29], and independent
verification [18,20,23,27,30]. To achieve efficient imple-
mentation of blockchain technology in the land-registry
system and to counter the limitations, it is necessary to
address these issues. Numerous studies have confirmed that
a digital identity is essential to carry out a reliable property
transaction and verification. ID verification for transactional
parties is also crucial in preventing cyber frauds and crimes,
as stated in Money laundering directive 2018/843 [31].
Currently, the land registry system does not have a specified
digital identity solution that authorises users to control their
personal information and data. Various researches and
reports emphasised the need for such a digital identity so-
lution to provide users with control and ownership over this
identity [21,26,30]. Moreover, using digital identity in the
land registry system will reduce the time involved, the risk of
fraud, and prevent information loss [32]. )e issue with the
current use of blockchain for identity management is related
to compliance with the “principles of identity” [18].

)e digital identity model is categorised into four dif-
ferent levels by Christopher Allen in the year 2016, namely,
as centralised identity, federated identity, user-centric
identity, self-sovereign identity (SSI) model [33,34]. Any
identity model must assure that users’ personal information
is being safely protected from data breaches and unau-
thorised dissemination [35]. )is paper reviews the different
identity models and tries to identify the best possible model
for identity, specifically for the use case of land registry
applications. )is paper examines these aspects based on
three research questions (RQs) and validates the proposed
solutions. All other identity models are controlled by
identity providers and not by the users themselves except
SSI. )e self-sovereign identity model satisfies the identity
principles allowing users to control and manage their per-
sonal data independently and enable minimal disclosure of
personal information [33,36].

)is article contains five sections. Section 2 explains the
background information like the land registry system basics,
including types and limitations, blockchain technology,
characteristics of blockchain, and digital identity. Section 3
describes the research method, research questions, data

sources, and extraction mechanism. It is followed by Section
4, which explains and discusses the outcomes of the review
extracted from literature based on research questions. Fi-
nally, Section 5 concludes the paper based on the findings.

2. Background

)is section provides a brief description of the domain and
technologies used in the study.

2.1. Land Registry System. Land registry is a method by
which a government agency registers and records land
ownership and rights. )ese records validate land title, fa-
cilitate land transactions, and avoid corruption. )e existing
land registry models have slowed down valid land trans-
actions and ownership verification. In some of the worst
situations, land misrepresentation may be allowed [37].
Land registry is a system in which government bodies
document the property rights and changes in land owner-
ship in compliance with the existing laws and regulations to
safeguard landowners’ rights and make land management
easier [38–40]. )e land is characterised by immovability,
scarcity, and high value. Land is the most significant and
essential matter of property. Land registration refers to the
registration of land and all properties on the ground [41].

Currently, land registration methods are generally
established in western countries. It is usually classified into
three types: contract registration, right registration, and
Torrens registration. Zhang Wei compares and relates land
registry systems in France, Germany, the United Kingdom,
and Australia [42]. )e authors in Refs. [43,44] explicitly
mentioned three types of Torrens registration, rights reg-
istration, and contract registration modes. In Ref. [45], a
comparative study of Japan and Hong Kong land registry
systems has been done, and suggestions are given. In Ref.
[46], the authors emphasise the development process,
problems, and suitable recommendations for the Chinese
land registry system. )e Comparative analysis of the land
registry bodies in Canada, Korea, Taiwan, and the USA has
been done in Ref. [47].

2.2. Types of LandRegistry System. Commonly, there are two
types of land registry systems: (1) title registry system, which
records land ownership, and (2) deed registry system, where
only deeds are registered, and ownership must be presumed.

(i) Deeds Registry System: a deed is a record of a
particular land transaction that proves a specific
agreement. )e deed is registered in the deed reg-
istration system. Nevertheless, the deed does not
serve as evidence for legal rights between the in-
volved parties in the land transaction [48,49].

(ii) Title Registration System: it registers and records
land ownership, land rights, and title, thereby
establishing legal rights and consequences. Using a
title registration system, people can see the legal
owner and point to the land’s actual coordinates.)e
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registered information is the ultimate authority for
validating claims and transactions [48,49].

2.3. Limitationof LandRegistry System. )egovernment faces
difficulties in maintaining land records and providing up-to-
date data. )e various departments keep and update land
records at the district and village levels. Also, poor coordination
between departments leads to nonsynchronised information,
leading to inconsistency and mismatch. )e limitations of the
current land registry are discussed below.

(i) High time complexity: in a traditional property
registry, the process to deal with property involves
different logical phases, such as housing evalua-
tion, document compilation, document execution,
execution of themain contract, money transfer and
registration, making the whole process more
complicated and costly [10].

(ii) Centralised control: land registry authorities’
central structure encourages corruption and fraud.
Every land registry department functions inde-
pendently, making a record-update in one de-
partment outdated for another department [11].

(iii) Physical property site visit and verification: a buyer
checks the physical location, coordinates, and the
previous property loan. )is entire process is
performed manually, making the process more
complicated and vulnerable to fraud and infor-
mation loss [30,50,51].

(iv) More transaction cost: the transaction cost in the
real estate market is due to information irregu-
larities of knowledge concerning the hidden cost of
property objects [10,52], and regulations [53].

(v) Lack of efficiencies: the land registry system has
irregularities such as incomplete records, difficulty
in navigation, and challenges to locate [6,54].)ese
irregularities result in a lack of transparency in the
land registry system [8].

(vi) Less secure: the centralised architecture of the land
registry raises issues of attack and corruption. It
contains unreliable, vulnerable, and vital docu-
ments resulting in difficulty to control the system
[10,51]. )e authenticity of the land registry is a
serious concern because records are not appro-
priately synchronised [14].

(vii) Lack of transparency: the current land registration
process lacks transparency for transactions, such as
leasing, purchasing, and selling, and does not
achieve data security and authenticity [14].

(viii) Ownership issue: there is no structured regulatory
system for land registries between the multiple
departments. )e land record is maintained at the
level of districts or villages and needs synchroni-
sation. )ere are various discrepancies between
documents and actual reality. Also, many users
claim ownership for the same piece of land
[4,55,56].

(ix) )ird-party involvement: during the traditional
land registry process, many individuals, such as
brokers, land inspectors, lawyers, notaries, and
authorities, participate in the process, resulting in
high costs, complexity, and delay [50,55].

3. Blockchain

Blockchain is an innovative technology for storing records,
contracts, and transactions [57]. )e blockchain is an ex-
ample of DLT, initially established for Bitcoin crypto-
currency. It is an immutable ledger that groups and stores a
set of records in a block. Each block is generated using
cryptographic hash functions and connected in the form of a
chain.

Blockchain is a decentralised ledger spread through a
network of connecting nodes, which records all transactions
among peers operating on the same protocol. Blockchain
records transactions without a trusted third party. It is a way
of monitoring transaction information, contracts, and
anything independently registered and verified. It guaran-
tees there is only one owner and no replication of the same
object or component [21,58].

3.1. Types of Blockchain. Researchers have classified block-
chain into three types, namely, public, private, and hybrid
(federated) blockchain [59–61].

(i) Public blockchain: it enables anyone to create,
modify, and validate the block by recording and
updating data using transactions between entities
involved [62]. It allows every node to participate in
the consensus process [63]. )erefore, every block
has equal authority in creating a new node if they
have the same set of resources.

(ii) Private blockchain: it allows only authorised par-
ticipants in the network to make, modify, and create
transactions inside the ledger [64]. It means that
only a small group of nodes can be allowed in the
consensus process, and a few can only generate the
new block. )is type of blockchain can be used in
financial institutions and other organisations where
general users can participate in some sort of con-
sensus with limited authorised persons.

(iii) Hybrid (federated) blockchain: it is a hybrid of
public and private blockchain models that balances
all features. Each node can participate in the con-
sensus process, and only a few can create a new
node. If the current land registry system uses a
hybrid blockchain, then all registrars, notaries, and
other parties will be involved in submitting official
land registry documents.

3.2. Characteristics of Blockchain. )e blockchain concept
contains the following characteristics.

(i) Shared database: one source and one backup da-
tabase are commonly used in the land registry
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system. )e blockchain is a decentralised ledger
that is shared across multiple databases.

(ii) Several writers: each transaction is stored in a
blockchain inside each copy of the database. )e
land registry system records the land transaction
and updates into one system; this copy is recorded
into the backup system.

(iii) Disintermediation: anyone can keep a copy of the
database and make a transaction on it. In the
current land registry systems, reliable third parties
also update a registration.

(iv) Timestamping: in the blockchain, record or
transaction creation and the modification time are
securely controlled. Nobody, not even the docu-
ment’s owner, can change the document after it is
registered, ensuring the credibility of the time-
stamping facility.

(v) Transaction validity: blockchain can check whether
the transaction is valid to prevent unauthorised
transactions. )e trusted third party checks
transaction validity in conventional land registry
systems.

(vi) Validation: blockchain records any sequence of
authenticated transactions. It is a public ledger that
is unalterable. All transactions are part of a ledger in
current land registry systems and can be validated
through an audit trail.

(vii) Scalability: blockchain can be extended easily.
Anyone who wants to upload a transaction can do
it.

4. Digital Identity

Digital identity is a substitute for the present notion of a
user’s true identity [65]. It contains digital information that
identifies the person’s uniqueness and provides the same
level of trust as provided in a face-to-face transaction,
producing a particular attribute that is deposited in data-
bases that differentiate users in a similar system [66].

4.1. Digital Identity Lifecycle. )e usage and prerequisite
process of digital identity is a series of cyclic events which
can be elaborated in the lifecycle model, as presented in
Figure 1.

(i) Registration: the initial stage of the digital identity
lifecycle is partitioned into claiming and verifica-
tion. (1) In the first step, the identity attribute is
inserted on the identity provider’s web or mobile
application to give the identity to the owner. (2)
Based on the selected security level by the user, a
suitable authentication method can be established
by a user. (3))e finalised application is provided to
the service provider.

(ii) Verification: in the verification stage, (4) the identity
owner confirms the verification of his or her identity
data provided by the identity provider. (5) )e

identity provider verifies the identity based on the
presented data. An official government ID is re-
quired for verification.

(iii) Issuance: after the successful identity verification,
(6) the identity provider processes the application of
identity owner and (7) assigns the identity cre-
dential employing the digital identity.

(iv) Authentication: to use online services, such as
accessing a web portal for making flight reserva-
tions, the identity owner uses a digital identity. (9)
)e trusted third party may request to verify the
identity owner. (10) )e identity owner chooses the
identity provider and provides one of the identity
credentials to verify their identity (12) and gives
consent to the trusted third party to access identity
attributes on a timely basis. (13) After providing
consent, the trusted third party receives the data to
authenticate the owner identity.

(v) Authorisation and service delivery: in step (14), the
trusted third party reviews the rights linked with the
owner’s digital identity. If the review result is
positive, the transaction is authorised. (15))en, the
service requested by the identity owner is provided.

5. Research Method

)e Kitchenham Guidelines [4] have been adopted to make a
straightforward, repeatable, systematic literature review to select
the most appropriate identity model for blockchain-based land
registries. )e organisational plans are developed to recognise
the need for review and to formulate a review plan. Further-
more, the review results are published by identifying the re-
search, selecting the samples, assessing the performance, and
extracting and synthesising the data. )e research method used
in this research study contains the research questions and data
sources. )e search terms used for retrieving papers is given in
Table 1, and the exclusion and inclusion criteria for searching
relevant articles is defined in Table 2.

5.1. Research Questions. )e first stage of systematic liter-
ature review (SLR) is to identify research questions (RQs)
that allow for a broad overview [67]. )e main aim of this
study is to answer the following research questions:

RQ: how to select the most appropriate identity model
for the blockchain-based land registry?
To answer the main research question, we have defined
three guiding questions:
RQ1: what are the identity issues in the blockchain-
based land registry?
RQ2: how to comply with digital identity principles?
RQ3: which method can be used to compare the most
appropriate identity model?

To address the above guiding questions, we used the
guidelines given by Kitchenham et al. for a systematic review
[67] and the standard procedure for selecting the literature
for research.
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5.2. Data Sources. Our study performs the search manually
through five databases: Scopus, IEEE Xplore, ACM Digital
Library, Science Direct, andWeb of science. Grey’s literature
is also included, for example, the related government project
reports, working papers, and appraisal documents. Block-
chain implementation in the land register is a new field of
study. )e inclusion of grey literature extends both state of
the art and the latest research sources in the area by utilising
more comprehensive research sources.

5.3. Primary Study Search terms and Search Strings. )e next
step was to search for all related papers. A final search was
carried out on January 19, 2022, covering publications from
2008 to 2022. )e search consists of journals, workshops and

conferences proceedings, government project reports, working
papers, review documents, and book sections. )e searched
terms are “blockchain,” “land registry,” “Identity model,” “Law
of identity” to check the title, keywords, and abstracts of aca-
demic papers. Some research papers use real estate in place of
land registry, so we have modified the search strategy and
utilised only the real estate and blockchain keywords.

In addition, some researchers use identity management
in place of the identity model. As a result, we finally decided
to discover all papers based on strings (“land registry” AND
“Blockchain” or “real estate” AND “Blockchain” or “Identity
model” AND “Law of identity,” “identity principle” or
“Identity management” AND “Law of identity,” “identity
principle”). Table 1 shows the search string and the results
from scholarly databases.

Table 1: Search terms and results from different scholarly databases.

Search terms IEEE Xplore Scopus ACM Science direct Web of science
“Land registry” AND “block chain” 7 28 19 36 14
“Real estate” AND “blockchain” 20 77 67 77 33
“Identity model”, “identity” AND “law of identity”, “identity principle” 8 9 5 8 2
“Identity management” AND “law of identity”, “identity principle” 6 21 8 24 11
Total with duplicates 41 135 99 145 60

6. Process
Application

7. Issue credentials

4. Request verification

5. Compare ID
with unverified

identity attributes

1. Enter Identity attributes
2. Set up authentication method
3. Submit application for digital ID

Identity
Owner

Identity
provider

Identity
Lifecycle

Identity
Owner

Identity
provider

Relying
party

9. Request authentication
14. Check access rights and

approve transaction

13. Forward attributes for
authentication

15. Deliver Service

10. Select IdP
11. Enter Credentials
12. Give consent

Service deliveryAuthorisationAuthenticationIssuance
Registration

Claim Verification

Figure 1: Digital identity lifecycle.

Table 2: Inclusion/exclusion criteria.

Selection
criteria Details

Exclusion

(i) Non-English journal
(ii) Duplication
(iii) Paper not related to the scope of our study
(iv) Papers that were older versions of studies that were already considered

Inclusion
(i) Papers with research scope of blockchain technology in land registry and sub-scope identity model and identity
principles
(ii) Published between 2008 and 2022
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5.4. Search for Relevant Papers. Not all the reported pub-
lished papers match our study’s scope, so the next step was to
determine the actual relevance of the publications received
against the specified search terms and search strings from
research databases. It is accomplished by setting the in-
clusion and exclusion criteria shown in Table 2. )ese cri-
teria have been used for all titles, abstracts, and keywords of
previously acquired publications to identify documents to
match with our research questions.

5.5. Searching Process and Finer Selection. In some instances,
titles and abstracts were inadequate to better match the
research questions with the chosen articles. )e full paper
reading is done to ensure the inclusion and exclusion criteria
compactness. A total of 480 papers were found in the initial
keyword searches from the selected scholarly databases (for
conformity, grey literature has been excluded from the
descriptive analysis). It was reduced to 458 after removing
duplication by inserting it into the Mendeley software. After
analysing the article under the inclusion/exclusion criteria,
73 articles were left for reading.)en, 73 papers were read in
full and reapplied with the inclusion and exclusion criteria.
)en, 37 papers were left. In addition, the 14 reports are
selected from the grey literature search, which results in the
final number of papers for this study as 51. Figure 2 shows
the procedure followed for the selection process.

6. Results and Discussion

)e descriptions and results of the research issues are listed
in Table 3. )is section is further divided into three sub-
sections (A, B, C). Section A presents the identity challenges
in the blockchain-based land registry system. Section B
describes how the identity model complies with identity
principles. Section C shows the different methods of com-
parison and analysis to select the appropriate identity model
for the blockchain-based land registry system.

7. RQ1. What Are the Identity Issues
Associated with Blockchain-Based Land
Registry Systems?

Many blockchain-based land registry systems have been
implemented to counter the limitations of the existing land
registry systems. In this section, various blockchain
implementations in the field of the land registry were
reviewed. A brief discussion of the identity issues associated
with the blockchain implementation land registry is dis-
cussed below:

7.1. Need for an Identity Solution. ID verification for
transactional parties is also crucial in preventing crime, as
stated in article 22 Money laundering directive 2018/843
[31]. Currently, the land registry system does not have a
digital identity solution that authorises users to control their
personal information and data. A blockchain-based
framework was proposed to minimise the issues in the
current system [22].)e blockchain is a new technology, and

using it for e-ID needs to satisfy the existing laws and ID
principles to protect user privacy. In an analysis to find
implementation challenges concerning the current author-
ised framework, the author stressed the need for creating a
digital identity solution to prevent criminal activity where it
should comply with the regulation in providing mandatory
control in obtaining the identity [23]. )e blockchain is
deemed as a tool to reduce land disputes in the Cyprus land
registration system. However, the implementation of
blockchain technology faces an issue in providing digital
identity to users [24]. In Ref. [70], the author discusses
several use cases of blockchain technology in countries such
as Ghana, Georgia, and Sweden, highlighting the importance
of a digital identity solution to use the blockchain-based land
registry system in these countries. )e blockchain is a new
technology; it may appear that more people are involved and
that things are more transparent, but it may also lead to
greater inclusion and the permanent removal of plural
ownership, use rights, and centralised land management in
cases where statute law does not adequately represent the
majority of land users.

7.2. Independent Verification. Independent identity verifi-
cation is essential to validate and verify its association with a
genuine user. In Ref. [18], the issue is related to the need for
independent verification and the necessity to disclose net-
work participants’ identity. Also, the lengthy process of
providing digital identity will lead to forged digital identity
from false, incorrect, and stolen documents [23]. In addi-
tion, the issue of the unknown identity of the user and
transaction data to be revealed in a permissionless block-
chain is also a challenge [20]. In the Turkish blockchain land
registry system, there is also the issue of ID verification and
the land record data placement in the blockchain system
[27]. As the process of verification of property and identity is
tedious, the use of digital identity protects the user’s personal
data and reduces the time, fraud, and loss of information
[30].

7.3. Compliance with Identity Principles. )e legal and
regulatory concerns are computed using, How to protect the
data collected by the digital identity system? How to protect
the privacy of personal information data? How to draft new
rules to prevent a user from obtaining services that increase
the cost of getting the certificates?

)e blockchain technology application in the land
registry would increase efficiency and provide greater se-
curity. A SWOT analysis of using blockchain technology in
record-keeping found that it may violate the laws for per-
sonal data protection. Blockchain technology needs to meet
the data protection and privacy required to execute per-
sonally identifiable information (PII) [16]. A new digital
identity solution in compliance with identity principles or
e-IDAS regulation contributes significantly and improves
the area [17]. In the analysis for the use of blockchain in land
registry systems in Georgia and Sweden, the study pointed
out the various issues of noncompliance with identity
principles, like disclosing the identity of the associated party
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Figure 2: Study selection procedure.

Table 3: Identity issues in blockchain-based land registry system.

Ref Description Year Limitations

[14]
Evaluated the use of blockchain in the land transaction by

analysing the three blockchain-based solutions to record transfer
and land ownership

2017
1. User’s rights can be violated when the blockchain will
show the personal identity information (PII) to the public
user

[16] Performed a SWOT analysis to use blockchain technology for
land record-keeping 2017 1. Lack of user control over the identity

2. Violates data laws for personally identifiable information

[17] Done analysis of the application and finding issues of using
blockchain in real estate by doing a case study in Germany 2017 1. Lack of digital identity and standards

2. Right to the privacy of the individual personal data

[18] Study to use and issues of applying blockchain technology in the
land registry system of Georgia and Sweden 2019 1. Disclosing the identity of the associated party without

consent
2. Lack of independent verification
3. Lack of disclosure of network participant identity

[19]
An overview of the use case of blockchain in real estate and
explored the potentials and its limitations of blockchain in

different sectors
2020 1. Lack of compliance with the regulatory requirement of

identity for PII

[20] Analyses the implementation issues of data protection and
privacy regulation in the blockchain land registry system 2018 1. Lack of data protection and privacy regulation

2. Issue of unknown identification

[21] To find the technical and legal obstacles in the adoption of
blockchain technology in land governance 2018 1. )e need for a robust identity management system that

satisfies the identity principle

[22]
Studied the application and issues of blockchain in Ghana land
registry and also proposed a blockchain-based framework for
land registration to minimise the current system’s problems

2020 1. Need to satisfy the existing laws and ID principles for e-
ID
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Table 3: Continued.

Ref Description Year Limitations

[23]
An analysis of different blockchain land registry systems was

done to find implementation challenges for the current
authorised framework

2019 1. Need for creating a digital identity solution

2. Digital identity compliance with the regulation to
provide control for obtaining the identity
3. A lengthy process of providing the digital identity
4. Implication challenge for the new law to the current
governance

[24]
To reduce the issue of land disputes and the problems with the
traditional and present land registration system in Cyprus using

blockchain
2020 1. )e need for a digital Id solution

[25]
Minimises the issue of transaction costs and time consumption

by using blockchain and identity management systems in
Swedish land registry transfers

2018 1. )e validity of a digital signature

[26]

To analyse various blockchain-based land registry systems in
Sweden, Georgia, England, and Wales. And, to find the causes of
delay in the adoption of blockchain technology for the real estate

sector

2019 1. Unable to provide the identity to involved parties

2. Standardisation of the digital data
3. Unable to satisfy the legality framework and provide
transparency

[27]
Study the issues in the Turkish land registry system and suggest
the use of blockchain technology in the Turkish land registry

system to provide tamper-proof record-keeping
2019 1. Lack of privacy for personal user data

2. )e validity of the electronic signature
3. Verification of ID and placing the land record in the
system

[28] Identified the constraints and benefits of using blockchain for real
estate and property rights 2020 1. )e need for methods for privacy preservation of user

data
2. )e anonymity of providing digital identity

[29] Identified the advantages and shortcomings of implementing the
blockchain as a technological solution in land administration 2019 1. Lack of data protection and privacy of personal user data.

[30]
Studied the problem of the real estate industry like time

consumption, manual process, and ownership issues by utilising
blockchain technology

2019 1. )e need for digital identity and the protection of
personal data

[32]
Discusses the challenges, limitations, and opportunities in the
real estate sector and explores the implementation challenges of

blockchain technology
2020 1. Lack of ID verification for prevention of illegal activity

and money laundering

2. )e ID needs to satisfy the identity principle

[68]

Explains the working of Swedish land registry authority in
collaboration with the chromaway and Telia company using

blockchain and emphasises the need for a secure ID solution for
personal identity information

2016 1. Lack of secure ID solution

[69]

)e study proposes a blockchain-enabled framework for small
land acquisition in Ghana to solve the country’s economically
opaque and poorly managed land administration procedures,
which encourage multiple sales of the same lands and other land
tenure security challenges. In Ghana, this blockchain-enabled
framework improves transparency, accountability, and land

record keeping

2021 1. Lack of validity of land ownership document

[70]

)e article looks at how blockchain can be used in land
administration in Ghana, Georgia, and Sweden. Blockchain land
registries may prolong zones of dispossession based on colonial

histories and current inequality

2021 1. )e need for a digital Id solution

[71]
It proposes a scalable land registry system based on blockchain

technology, which enables efficient, decentralised, and
transparent data sharing and storage

2021 1. Lack of data protection and privacy of personal user data

2. Lack of searching mechanism for huge user data
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for publicity function without user consent [18]. )e use of
blockchain technology in the real estate sector and its
limitations, such as the digital identity compliance with the
regulatory requirement of identity for PII, is presented in
Ref. [19]. In Ref. [20], the issues in implementing data
protection and privacy regulation, which increases the
concern of money laundering activities and knowing your
customer (KYC), has been discussed. A review to find the
technical and legal obstacle in the adoption of blockchain
technology in land governance, and analysis to identify the
need for a robust identity management system that satisfies
the identity principle of the user for providing identity to the
involved parties, parcels, and property is presented in Ref.
[21].

7.4. Legal Validity. )e process of adopting digital tech-
nology requires the legal validity of digital documentation to
make them legally binding. )e legal framework varies from
country to country, and cross-border transactions have to be
defined by some legal framework.)e uses of blockchain will
hasten the identification of the property, and provide se-
curity, trust, and accuracy of land transfer by digital tracking
of transactions. Nevertheless, the validity of digital signa-
tures across borders remains a challenge [25].

In implementing the smart contract in the current land
registry system, there are also issues related to the impli-
cation of the new law in contemporary governance [23].
Oxford University conducted various interviews with
startup companies and technical experts that revealed the
difficulties of standardising digital identity and blockchain in
satisfying the legality framework and providing transpar-
ency [26]. In reviewing the Turkish land registry system, the
author suggested using blockchain technology for tamper-
proof record-keeping, which can be recovered in the case of
disasters. However, there is a need for the legal validity of
electronic signatures [27]. Further in Ref. [69], the author
also examined alternate approaches for enhancing property
rights in the land sector in Ghana and internationally, in
addition to the current significant emphasis on the titling
and lease registration, For example, if alternate solution
paperwork, such as tamper-proof blockchain-based land
allocation notes, becomes widely accepted as a legal vali-
dation of land ownership, the dependence on chiefs and
government servants for leases and land title certificates, or
even other papers to safeguard leases and title certificates,
will be significantly reduced.

7.5. User Control. Managing digital identity: where the user
creates a digital identity for online services and remembers
the user ID and password, a centralised party controls the
identity and users have no control over their identity,
raising the issue of how users’ personal data are used and
protected and shared.)e weakness of adopting blockchain
in record-keeping is that it lacks sufficient user control over
verification of transactions as the government or organi-
sation controlling the blockchain may reverse the approved
transaction [16]. )e privacy of the users’ data is at risk
when the principles of publicity are applied [27]. Personal

data protection is also at stake as blockchain is an open
source, enabling everyone to view transaction data and logs
[28]. )e open nature of blockchain also concerns data
protection and privacy, such as personal ID [29]. )ere
should be some prerequisites for employing blockchain,
such as the lack of a generic and consistent blockchain
architecture to secure the user’s digital data. )e analysis
should be carried out in these directions. As the population
grows, the number of people who use the blockchain land
registry systems will also grow. So there is a concern related
to securing the users’ personal data. It means data on the
blockchain scheme will keep increasing. Storing and
protecting such massive amounts of data in blockchain
requires rapid search operations as well as effective privacy
mechanisms [71].

8. RQ2: How to Comply with Digital
Identity Principles?

Cameron examined identity models to find the cause of their
failure and market adaptability, and he established that some
guiding principles needed to build a successful Identity
model [72]. )ese laws also act as a guiding principle for
organisations and researchers working in the area of identity
management. )e Internet lacks a layer of identity’s nec-
essary capabilities and describes an identity metasystem that
the author believes might provide the Internet with essential
capabilities.

)e law of identity consists of seven principles that
provide several guidelines on how to manage and disclose a
user’s identity and how to identify various entities with
different types of identification.

Compliance with these laws is essential to build a suc-
cessful Identity model; else, it creates a sequence of side
effects that will gradually weaken the subsequent technology.
In 2005, Kim Cameron wrote the Law of Identity as an
identity and access architect at Microsoft Corporation [72].
)ese identity laws describe several objective dynamics that
specify a digital identity metasystem, generally accepted as
an online distributed computer framework.

Furthermore, Table 4 explains how identity models
comply with identity principles. )ese laws of identity are
briefly described below.

(i) Law 1: user control and consent: identity systems
only disclose user identification with user consent.

(ii) Law 2: minimum disclosure: the most successful
long-term solution is one that discloses the lowest
quantity of information and limits its use.

(iii) Law 3: justifiable parties: digital identity systems
should be established to limit information disclo-
sure to parties with the necessary, justifiable po-
sition in a particular identity relationship.

(iv) Law 4: directed identification: the universal identity
scheme must recognise omnidirectional identifiers
for public entities and unidirectional identifications
for private entities, simplifying discovery and
preventing unnecessary correlation disclosures.
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(v) Law 5: pluralism of operators and technology: the
identity system should manage multiple identity
technologies run by different providers and allow
them to communicate.

(vi) Law 6: human integration: the human user must be
represented as part of the distributed system that
can be integrated into communication mechanisms
between people and machines to safeguard from
identity attacks.

(vii) Law 7: consistent experience across contexts: a
unifying identity metasystem must ensure that its
users have a clear and consistent experience, en-
abling operators and technologies to differentiate
between different contexts.

9. RQ3: WHICH Method Can Be Used to
Compare the Most Appropriate
Identity Model?

9.1. Methods and Criteria for Comparison of Identity Model.
)e digital identity model is categorised into four different
levels by Christopher Allen in the year 2016 [33,34] as
centralised, federated, user-centric, and self-sovereign
identity models.

A comparative study has been performed on three
identity models (centralised, federated, and user-centric)
based on standards. )e standards selected for the com-
parison are complexity, implementation, scalability, user’s
requirement, and single sign-on (SSO) [34]. A comparison
of the personal identity models (domain and user-centric
identity models) was performed based on the criteria needed
to provide identity management functionality. )e criteria
selected are user control and consent, anonymity, reputa-
tion, trust making a decision, identity discovery, multiple ids
& identity providers, and SSO [73]. A survey on the tech-
nology used in the identity model is conducted on the core
design principles of the identity model [74].

A state of the art comparison of various initiatives of
identity model to support future networks is performed
[75]. A two-way mapping view analysis of the identity
model provides useful future research directions. )e
analysis is performed on identity and attribute mapping,
the connection among operations and general design
consideration [76]. In Ref. [77], a comparison of the
current identity model according to the Cameron identity
principles (“laws of identity”) [72] was performed to
determine the appropriate identity model for the identity
metasystem.

Traditional identity systems are centralised (as well as
federated models) depending on mobile wallet applications.
At the same time, these identity models have improved
usability [78]. Various digital identity management models
are compared to ascertain the usability requirement to
provide high-level analysis to adapt identity management in
a heterogeneous environment. )e usage requirements for
identity management discussed by the author are man-
agement, usability, interoperability, scalability, functionality,
trustworthiness, security, privacy, liability, and human in-
tegration [79]. In addition, the identity models and methods
are mapped to these identity management requirements
[80].

)e analysis of the identity models based on Cameron
identity principles (“laws of identity”) [72] is performed to
make a roadmap for managing and migration of identity in
heterogeneous environments [81]. To identify the trust
problems in the identity models, the author defined the trust
requirement by focusing on the trust issues and comparing
various available identity models based on these trust re-
quirements [82]. Table 5 provides a tabular representation of
these research works in literature for evaluating the identity
models.

)e primary purpose of our study is to identify the
identity challenges in blockchain-based land registry system
that mainly highlights the lack of compliance with identity
principles that have been already defined in Table 3.

Table 4: Identity model compliance with identity principles.

Law
no. Digital identity principles How identity model compliance with identity principles.

1 User control and consent

)e identity model must only be configured to view identity data in compliance with the user’s
control and consent. If a transaction is to reveal the identity data of the user, then user consent is
necessary to allow users for making decisions and to control their personal identity information

(PII).

2 Minimum disclosure
An identity model should disclose less personal identification information (PII) and restrict usage
until it is appropriate for the transaction to be carried out. )erefore, only a minimal number of

PII is then stored

3 Justifiable parties An identity model could reveal minimal identifying details to parties who have the essential and
justifiable position in the identity relationship

4 Directed identification An identity model should encourage the use of global identities for private use by public and local
identities

5 Pluralism of operators and
technology

An identity model should be robust enough to represent identities in a standard format for the
identification and validation even in different administrative domains

6 Human integration To ensure adequate security against identity attacks (e.g., impersonations and phishing), an
identity model must provide a safe link between users and machines

7 Consistent experience across
contexts

An identity model should offer the user a simple, consistent experience by providing support to
various operators and technologies
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)erefore, it is imperative to define the criteria for
evaluation and select the best appropriate identity model for
the land registry system. Table 5 provides a comparative
study of various methods used by different researchers to
compare identity models. We have selected compliance with
the identity principle to compare the identity model as it is
the most comprehensive criteria and provides a defined
structure to evaluate the models.

In the following section, we present a short description
of each identity model with respective pros and cons and
further compare these identity models according to com-
pliance with each law defined by Cameron. Table 6 sum-
marises the results of this comparison and highlights the
laws that each model addresses.

9.2. Type of Identity Model. )e identity models have been
classified into four categories: centralised, federal, user-
centric, and self-sovereign. )ese identity models have been
explained in this section.

(i) Centralised identity model: the centralised identity
model contains an individual organisation that
controls identity. It consists of one identity and
identifier within a trusted domain. It runs on a
client-server model and has a separate function for
service provider and identity provider (IDP). )e
identity provider provides the user authentication
and identity function utilised by every service. )e
service provider then sends a direct request to the
central identity provider to verify the user [74].
Centralised identity can manage a vast number of
users and is applied in various ways such as a single
sign-on [83], identifier, and a meta identifier do-
main [82]. )e different identity management
systems use a central identity system like PKI [84]
and Kerberos [85].

(ii) Nevertheless, storing all identities in one IDP is an
inefficient way to provide user privileges and access
to a different domain. At the same time, centralised
identity proves to possess inadequate privacy pro-
tection. Users have to store or memorise a range of
passwords as they have to verify separately with each
company. Organisations must use large hardware
and high costs to secure user verification, pass-
words, and data [82].

(iii) Federal identity model: multiple identity providers
agree and function under a shared trust framework
in the federated identity model. )is model dis-
tributes users’ digital information to multiple
identity providers rather than being centralised in
one. )is association of identity providers is com-
monly known as a federation and usually a unique
user identifier for every user. However, the user
usually will not utilise this model. Access is granted
through a single service provider. Various protocol
and identity management systems are implemented,
such as security mark-up language [86,87] and the
liberty alliance framework [88]. )e key difference

between the federal identity model and centralised
and third-party approaches is that the federal model
uses many to many identity management ap-
proaches. In contrast, centralised and third-party
approaches can be viewed as one to one [5,89].
Nevertheless, there are challenges, including inac-
curate identity usage, absence of uniformity, and
lack of information accuracy [82,90,91].

(iv) User-centric identity model: the user-centric
identity is proposed to solve the weakness of
adopting user participation. )e federal identity
consists of numerous organisations and domains
where the user has to memorise a large number of
passwords and identity credentials [92]. )e user-
centric method is designed by mapping the hard-
ware used to store the data on a personal device [93].
A personal device may be with and without a
keyboard and require authentication like a pass-
word. In the user-centric model, the user keeps
passwords and certificates from different service
providers inside a personal computer.)erefore, the
user is in control of his or her data. It is the first
model to implement a framework that supports user
identity management. Instead of handling multiple
identities, a user has a personal device that contains
several identities and passwords provided by the
different identity providers. )is personal device
serves as an IdP selector. It includes a collection of
credentials from various IdPs. After the authenti-
cation of a user by the IdP, the user can experience a
single sign-on experience without the communi-
cation and agreement among identity providers.

(v) Self-sovereign identity model: the user is the main
administrator of the identity in the self-sovereign
identity model (SSI), and they have much greater
control over data and information than others.
Unlike centralised, user-centric, and federated
models, the self-sovereign identity does not require
a person to manage the identity of individuals
[35,94]. It also provides the recording and transfer
of identity information and trust among entities
[95]. )e function of an identity provider is re-
stricted to as an issuer of identity only. It is a rel-
atively new concept in online identity management
that enables users to control and manage identity
information (e.g. attributes, identifiers, and cre-
dentials) [96]. )e SSI stores the identity infor-
mation locally on the user’s personal device.
However, placing personal details on the ledger is
not the right approach since the ledger is immu-
table; data written in the ledger cannot be modified
or deleted.)erefore, SSI uses the distributed ledger
to share claims, proof, and attestations instead of
sharing current attributes. SSI is based on Zero-
Knowledge Proof (ZKP), which allows one user to
prove that they know some information or fulfill a
specific requirement without providing the factual
information that supports the proof [97].
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9.3. Comparison of Identity Model Based on Identity
Principles. In this section, analysis of identity models has
been done based on their compliance with seven laws of
identity. Table 6 provides a comparative study of this
analysis of identity models based on identity laws.

(i) Law 1: user control and consent: the identity model
must provide an easy, convenient way to manage
user identity.)is identity model can gain user trust
by supporting the user in managing digital iden-
tities and publishing information. )e user-centric
and self-sovereign identity models operate on this
principle, but the user-centric identity model does
not entirely meet it. A user-centric model also
includes a third-party identity provider to store
identity information. It means a third-party IdP is
still required to control the identity.

(ii) Law 2: minimum disclosure: the Identity model is
vulnerable to identity attacks. )e best way to
mitigate this issue is to acquire only the details that
a provider “needs to know” and retain only the
information that needs to be preserved.” )us, by
following these processes, minimal harm can be
ensured in the event of an identity attack [72]. In
short, except for the centralised model, all models
have their way to manage limited disclosure. )e
federated model integrates the alias, which enables
recognisable data shown to the federation of third-
party identity providers. )e user identity infor-
mation is unreachable without contacting the IdP
who created the identity. )e user-centric model
aims to solve this type of identity attack but still has
multiple identities linked to their personal identity
provider. )e identity information always depends
on a third-party IdP, which is vulnerable to identity
attacks. In the self-sovereign model, users can never
place identity data on the ledger; it uses a zero-
knowledge strategy, which significantly reduces the
amount of information exposed to data breaches
since it never discloses the actual identity
information.

(iii) Law 3: justifiable parties: the identity model should
notify users of the party or parties it interacts with
when the information is exchanged. It, therefore,
sets out the main concepts of the user-centric and
self-sovereign identity model. )e user-centric and
self-sovereign model helps users to find the

preferred identity provider and share the identity
information.

(iv) Law 4: directed identification: to manage the
identities in a hyper-related environment, the
identity model needs to establish an identity rela-
tion to create a meaning for a given environment.
Consequently, the identity model needs to support
two separate identity connections: “omnidirec-
tional” and “unidirectional.” Public entities (e.g.
identity and service providers) should have sym-
metric, well-known identifiers.Where the customer
wishes to exchange information with other entities
based on the principle of minimal disclosure, a
short-term agreement shall be drawn up, showing
the least identifiable information that provides a
“unidirectional” identifying connection.

(v) Law 5: pluralism of operators and technology: the
identity model must allow multiple identity pro-
viders to interact with different technologies. )e
identity model should also promote the coexistence
of various technologies. All models have resources
to work in a different domain, except for a cen-
tralised model.)e federationmodel defines a set of
rules and agreements that allow for identity sharing
between various models with different strategies for
multiple organisations. Personal IdP offers inter-
operability to various identity providers in the user-
centric model. For example, in Ref. [98], an identity
provider module is implemented that allows users
to send authentication messages from one direction
to another. In the model of self-sovereignty, the
possibility of sharing identity claims adopted by
different domains is in line with the law of
pluralism.

(vi) Law 6: human integration: the identity model
should consider the user as a part of the system. It
must also have security protection to communicate
with human devices to defend against identity at-
tacks. In addition to preliminary identity authen-
tication, a person must have different means of
proving his or her identity. )is aspect of human
integration relates to the method of authentication.
For example, implementing multi-factor authen-
tication allows user authentication to take place
only if more than one form of identity verification is
provided. All identity models offer multi-factor

Table 6: Comparison of identity model based on identity principles.

Law no. Digital identity principle
Identity models

Centralised Federal User-centric SSI model
1 User control and consent x x x ✓
2 Minimum disclosure x ✓ ✓ ✓
3 Justifiable parties x x ✓ ✓
4 Directed identification x ✓ ✓ ✓
5 Pluralism of operators and technology x ✓ ✓ ✓
6 Human integration ✓ ✓ ✓ ✓
7 Consistent experience across contexts x x ✓ ✓
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authentication to achieve human integration at a
certain level.

(vii) Law 7: consistent experience across contexts: the
identity model allows a user to connect with the
identity and define the identity elements to be
exchanged. )e interaction of the user must also be
integrated into the identity model. Identity ap-
proval is a core aspect of the user-centric and self-
sovereign identity model. )e user-centric model
allows the user to determine which identity in-
formation is exchanged between the IdPs. Also, in a
self-sovereign identity model, when the consumer
manages his or her identity, he or she decides which
identity claim to be shared.

)e SSImodel can offer users complete control over their
identities to reduce management costs, increase efficiency,
and overcome the shortcomings of existing other identity
models. Only the necessary information will be revealed to
third parties that are known as selective disclosure [99,100].
Issuing identity credentials built on the trusted network
among two parties is the main objective of the self-sovereign
identity model. SSI can create a convenient communication
method using an easy, automated process and standard
format. Furthermore, new standards like decentralised
identifiers (DIDs) have been developed as the backbone of
the SSI environment. Self-sovereign identity must be ac-
cessible for use across multiple systems.

10. Conclusion

)is paper reviews the fundamental aspects of blockchain
application in the land registry system and issues related to
identity. First, it provides a background study that highlights
the land registry systems, problems, blockchain, and con-
cepts of digital identity. )is paper uses a systemic literature
review (SLR) based on three defined research questions
highlighting the identity issues with the blockchain-based
land registry, compliance with identity principles, and re-
view of existing identity models to resolve identity issues of
land registry. )is SLR has selected 477 papers based on
criteria and 85 articles from grey literature and finally used a
total of 48 articles for review. Firstly, it highlights the issues
associated with digital identity in compliance with the
identity principles. )en, it explores how identity models
comply with the digital identity principles and elaborates on
the laws of digital identity. Finally, it explores the different
comparison criteria for comparing identity models. )is
paper has further described and evaluated different models
of digital identity, namely, centralised, federal, user-centric,
and SSI models. All these four identity models have been
compared based on seven identity principles. )e com-
parison highlights that the centralised identity model lacks
most of the identity principles, and the federal model covers
only three principles. )e user-centric model covers most of
the identity principles but lacks user control and consent
criteria, which is an important aspect of digital identity. )is
study concludes that the SSI model complies with all the
identity principles. It is the most suitable model for

providing digital identity to users and resolving the iden-
tified issues related to the blockchain-based land registry
system.
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