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Abstract 
 
Penetration testing also known as pen testing, ethical hacking, or white hat hacking.  Ethical hacking 
is a similar activity that attempts to discover and fix vulnerabilities in a system. The objective of this 
paper is to identify several methods and vulnerability assessment processes used in penetration 
testing. Besides, the article has elaborated the benefit and challenges in adapting penetration testing 
in an organization. A literature review from analysis of academic published papers, articles, and 
other commercial articles are conducted through the research approach of this paper writing. The 
review focuses on various journals discussed on different of penetration testing methods and the 
fundamental differences between penetration testing methods and vulnerability assessment methods 
commonly practiced by organizations 
 
 

Keywords: Penetration testing, Security testing, Ethical hacking, Penetration Testing Process, 
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1. Introduction 
 

Penetration test is referring to the ethical computer attack that simulating 
possible cyber-attacks to test the security level of an information system in order to 
detect system vulnerabilities and implement security vulnerabilities [1].  It is an 
authorized simulation on cyber-attack on a computer system and to perform 
evaluation on a computer system. Penetration testing can involve in attempting 
breaching of the computer system such as system protocol, application protocol 
interfaces, servers, databases by any methods which possible to attack and damage 
the system [2]. Penetration testing is needed for an organization to minimize any 
possibilities being attacked by cyber criminals. Due to the rapid growth of 
technology, continuous in reviewing the penetration testing methodologies and 
standards to ensure the existing methodologies still relevance to the current 
technology trend and able to detect any cyber-attack methods which can harm to the 
system. 
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2. Literature Review 

2.1 Overview of Penetration Testing 
Penetration testing is a lawful and authorized in hacking a computer system 

with detecting and exploit computer systems for the purpose of improving the 
computer systems to be more secure [3]. It is done by simulating as a potential 
cybercriminal in hacking the system by using different hacking tools and methods 
[4]. With the advancement of technology and different hacking methods, 
penetration testing is getting more important and crucial [5]. Organizations often 
engaged penetration testers as a mitigation plan to reduce the computer system is 
being hacked [6]. With the various penetration testing methods, the testing will 
involve simulation scenarios within the system and networks to identify the system 
vulnerabilities. Besides, with the penetration testing method, it can be used to 
produce valuable analysis and information on the potential security risks and 
perform risk assessment on the likelihood for cybercrime exploitation [7].  

2.2 Benefits and Challenges in Penetration Testing 
 

Evolving in cyber-attack techniques have created awareness to 
organizations, government agencies as well as businesses about the importance of 
implementing cyber security in protecting the assets [8]. As such penetration testing 
is a process of simulating cyber-attacks against the computer system, networking, 
application and website. The main objective of penetration testing is to identify 
possible vulnerabilities which existence in the current system so that the security 
controls can be implemented to eliminate possible risks before exploitation by cyber 
criminals.  
Below are some of the benefits when an organization implementing penetration 
testing. 

2.2.1.1 Discovering system vulnerabilities 
Penetration testing able to reveal the weaknesses in the target system [9]. It 

allows the possibility of real cyber security risks to be identified whereby 
improvement at the software and hardware such as system architecture or network 
infrastructure can be considered to improve the overall security implementation.  
The assessment report from the penetration testing provides the overview of the 
system can be used in analysis for the overall security architecture of the system. 

2.2.1.2 Test on the system cyber –defence capability 
Since the penetration testing able to help in identifying the possible 

vulnerabilities and cyber-attack methods, thus once the attack incident happening, 
via the penetration testing, respond time and possible action plans applied to the 
attack can be estimated to reduce the potential damage and losses to organization 
[10].  Once the intrusion is detected, the experts will evaluate the effectiveness of 
the cyber security policy strategies to further determine if any action or 
improvement needed to mitigate the potential risk and cyber-attacks. 
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2.2.1.3 Ensure business continuity and customer trust 
Sensitive data leakage could cause the organization reputation impacted and 

lost trust from the customers, stakeholders as well as employees in the organization. 
When the penetration testing is completed, the cyber security control can strengthen 
for any vulnerabilities that being identified, thus when if the cyber-attacks are strike 
in, the organization able to response fast to the incident to reduce the impact and 
losses from the cyber-attack.  
 
Penetration testing has its challenges when adapting in order to securing the 
system [4]. 

2.2.2.1 Damage in assets 
Penetration testing involves hacking on the computer system. It can be 

exposed the risk on leakage sensitive data and damages if the activity is not 
conducted properly. Server may crash, crucial data may be corrupted [9]. 

2.2.2.2 Difficulty in defining test scenarios 
Penetration testing can be expensive and complex. Ideally, conducting a 

penetration test on the entire network and infrastructure with wider scope is the best 
approach. However, due to the advancement in technology and cyber-attack 
methods, determine the scope and test coverage with identified testing tools can be 
time consuming and may also involve more resources in carrying out testing tasks. 
Furthermore, the penetration testers have to equip with the appropriate testing 
skillsets to ensure each and every test scenarios are explored in all aspect in the 
target system [11]. 

2.2.2.3 Unethical Penetration Testing 
Penetration testing is defined as ethical hacking [1]. The penetration tester will 

use the same technique that cyber criminals use to search the vulnerabilities in the 
system. The organization has to decide and accept the view of ethical implication 
from the testing. Besides, some organizations will consider outsourcing the 
activities to third party, thus it is important for the organization to engage a good 
reputation penetration tester to perform the testing in an ethical manner [12]. 

2.3 Vulnerability assessment method 
Generally, to ensure a successful penetration test, there are several assessment 

phases need to be considered. The assessment is designed at the initial stage of a 
penetration test. In additional, the exploitation of any found vulnerabilities is a 
phase that is added to a penetration test to confirm their occurrence and to identify 
the potential damage that could occur as a result of the vulnerability being exploited 
and the associated impact on the organisation [13]. 

2.3.1 Planning  
The penetration tester will work with the organization to define the objective 

and scope of the testing, tools and techniques to be used. At this phase, the 
community will work together to understand the business needs, technical details, 
identifying and assess security risks. The scope of the penetration testing can be 
defined at this phase and based on the requirement defined by the organization [9]. 
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 2.3.2 Reconnaissance 
The penetration tester will collect as much as information related to the 

system such as application used, architecture design, technology platform, IP 
address, server, network information and any other related to the computer system. 
With the collected information the testers can easily identify vulnerabilities of a 
system [14][1]. 

2.3.3 Scanning 
By using selected penetration tools and techniques, the tester will scan the 

networking and web application of the target system and discover vulnerabilities.  
In this phase the tester will perform two types of analysis. Static analysis is a process 
which to find out vulnerability from the code, detecting error, logic that being 
implemented in the system. The objective is to find out the weakness within the 
source code before running the application. For dynamic analysis, the test is 
performed during the application execution. The objective is to find out error and 
performance in a running application [1]. 

2.3.4 Gaining Access 
This step will use various types of web application attack to discover 

vulnerabilities from the target system such as an application, firewall or a server. 
The tester will try to exploit the identified vulnerabilities and gain access to the 
target system for accessing the data and disturbing the system traffic.    

2.3.5 Maintaining Access 
After gaining access stage, the penetration tester will need to ensure system 

access still remained accessible, even the system has been reset or changed. This is 
because the real cyber criminals who attack the system will remain access the 
system for long periods to steal the information from the target system. 

2.3.6 Exploitation 
In this phase, once the vulnerabilities have been identified, the tester will 

proceed to exploit the system by access the data and damage the system by using 
different techniques and tools [1]. 

2.3.7 Evidence collection and reporting 
After all the phases are done, the exploited vulnerability evidence will be 

consolidated and reported for the organization review and mitigation plan. The 
management team will be based on the reporting to make decision on how to 
manage and access the risks in order to reduce the risk which will harm the 
organization assets. 

2.4 Penetration testing methods 
The results of the penetration tests can vary depending on which testing methods 
are used. Organizations are searching for most suitable and relevant penetration 
testing method to combat new forms of cyber-attacks while also looking solutions 
in securing the computer system and fixing vulnerabilities [15]. There are several 
penetration testing methodologies and standards have been discussed and evaluated 
[16]. 
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2.4.1 External Penetration Testing  
External penetration testing is a method of evaluating an organization's 

assets that are exposed to the outside the organization. During an external 
penetration test, the penetration tester uses vulnerabilities discovered on external 
assets to try to break into the internal network [17]. Alternatively, the tester could 
try to get access to sensitive data via external assets such as email, websites, and 
social media. 

 
The attacker conducts reconnaissance on the in-scope assets during the test, 

obtaining intelligence on all assets in scope. For password attacks, this intelligence 
comprises exposed ports, vulnerabilities, and general knowledge about the 
organization's users. Once the perimeter has been successfully broken, the exterior 
penetration test's objectives have been met, and the tester moves on to the internal 
penetration test. 

 2.4.2 Internal Penetration Testing 
Internal penetration testing helps in the assessment by determining how far 

an attacker can travel laterally through a network following external attacks. The 
testing is conducted within the organization’s network. 

 
During an internal penetration test, the tester will either use the exploited 

test environment from an external penetration test or do the assessment using a 
testing box or laptop on the internal network [17]. The testing will mirror an attack 
on the internal network by using the access rights from authorized employees or 
visitors. The preferable technique is to use a testing box or laptop, as this provides 
a more stable testing method than running tools over the attacked external asset. 

 
This method frequently involves exploiting less-critical systems and then 

using the knowledge obtained from these systems to attack the network's more 
essential systems. The test is normally ended once the attacker has gained domain 
admin access or control over the organization's most valuable information. 
 

2.4.3 Blind and Double-Blind Penetration Testing  
A blind penetration test method mimics the methods of a real cyber attacker. 

This is accomplished by giving the penetration tester with extremely limited 
information or no information prior to the test procedure such as only website URL 
or company name [18]. The tester has to guess most of the test scenarios or based 
on general information to exploit to the system. Blind penetration testing can reveal 
a lot of unnoticed information about an organization such as internet access points, 
network connections and confidential information.  

 
Double blind method is an extension of blind testing, which the only 

different is only a few employees such as security officer or project manager of the 
testing in the organization are aware to the testing activity [18]. This method is very 
crucial to measure and evaluate the effectiveness of the procedures for the 
organization response to the incidents during the testing. 
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However, this method is more time consuming and costly due to a lot of 
effort required to investigate the vulnerabilities with limited information. 

2.4.4 Targeted Penetration Testing 
Targeted testing combines both the organization's IT personnel and the 

penetration testing team to conduct the test. There is an understanding of the testing 
operations as well as knowledge on the aim and network design [19]. When the 
test's goal is to focus on the technical setting or network design rather than the 
organization's incident response and other operational procedures, a targeted test 
method may be more efficient and cost-effective. However, the testing may not 
provide a detailed view of the organization’s security vulnerabilities and incident 
response capability.  
 
3.  Research Methodology 
 

Research methodology is the techniques used to identify select, process and 
analyse the information about a research topic.  

3.1 Design 
The research method used in preparing this article is based on literature review 

which the sources of literature are mainly from published academic papers and 
official website from the defined topic. Penetration testing is widely discussed and 
there are numbers of studies are available from academic portals in the recent years, 
hence the target of research papers has been scope between years 2004 to 2020. 

3.2 Data Collection 
The information gathering from each literature was based on below assumptions: 

i. Sources from academic portal such as: Emerald, Science Direct, 
ResearchGate, IEEExplore, Google Scholar which the articles are written in 
English and published. 

ii. Article, papers, journal search keywords: Penetration testing, Security 
Testing, Penetration Testing Method, Ethical hacking from relevant articles 
or studies 

iii. Classification of the study type such as discussion on the methods used 
based on the paper title, abstracts and introduction. 

iv. Articles and papers focus on the discussed on penetration testing as in 
overview, benefits and challenges in penetration testing adoption in an 
organization, methodologies and methods used in penetration testing 
information. 

3.3 Data Analysis 
Based on the collected literature journals, articles or papers, the collected data 

is stored into a reference manager tool called Mendeley.  Furthermore, a dedicated 
library and sub-libraries are created to store the downloaded data based on the 
categories which easier to insert into the paper writing. 
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4. Result and Discussion 
 

The main objective in this paper is to identify the best penetration testing 
method for an organization in implementing and improving cyber security.  
  

Based on literature review [4][5][8][18][20][21] generally penetration testing 
methods and vulnerability assessment are complex in nature due to the penetration 
testers have to design test specification to find the vulnerability in the system. The 
vulnerability assessment methods can be categorised to three main testing phases 
which are test preparation phase, test phases and test analysis phase (Table 1) 
(Figure 1) [2][16] [14] [15][11] [22]. 

 
Table 1. Vulnerability Assessment and process 

 
Vulnerability Assessment Details Process 

Test Preparation Phase Planning 
Test Phase Reconnaissance 

Scanning 
Gaining Access 
Maintain Access 
Exploitation 

Test Analysis Phase Evidence collection 
Reporting 

 

 
 

Figure 1. Vulnerability Assessment method 
 

Based on one of the methods evaluations done in paper [7][11][16][18][23], 
the discussed penetration testing methods and assessment methods can be compared 
in the below based on the classification (Table 2). 
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Table 2. Comparison between vulnerability assessment method and 
Penetration Testing methods 

 
Vulnerability assessment method Penetration testing method 

This is the process of discovering and 
assessing a system's vulnerability. 

To identify vulnerabilities and exploits them 
to attack over the system. 

To discover and scanning 
vulnerabilities. 

To simulating vulnerabilities. 

Lower cost due to only follow the 
defined process to discover 
vulnerabilities. 

Higher cost due to need to identify 
vulnerability in the system, and most of the 
time with limited information and need 
qualified skillset penetration testers 

Can be performed by internal 
employees. 

Qualified skillset penetration testers 

When there is any new/changes to the 
networking equipment is deployed. 

Minimum once a year. 

Limited details about the 
vulnerabilities as the report only focus 
on the vulnerability and risk 
assessment at the organization level. 

Comprehensive details reporting of 
vulnerabilities as the report has to include all 
the information how are the identified 
vulnerability could harm to the system and 
recommendation on preventing the attacks. 

 
Information security threats are not fix. Furthermore, based on the advancement 

in technologies and emerging in various different type of system hacking methods, 
there is a need to consistently to review and monitoring the existing adopted 
penetration testing methods to ensure the efficiency and effectiveness of the 
penetration testing processes still relevant to the organization mission in reducing 
and mitigating cyber threats. 

 
A vulnerability assessment is less intrusive than a penetration test and does not 

always involve the same technical skills. Unfortunately, conducting such a thorough 
review that ensures the most dangerous vulnerabilities (i.e., high risk) are found 
may be unfeasible [2][24]. 

 
In the penetration testing profession, the difference between a penetration test 

and a vulnerability assessment is becoming increasingly important. Many 
penetration testers claim to be penetration testers but are merely capable of 
completing vulnerability assessments. If a corporation is unfamiliar with the 
process, it may believe that a networked system has been thoroughly evaluated 
when it has not [14][17]. 

 
Even though, there are plenty of methods in penetration testing, as long as the 

adopted method is aligned and agreed with the business requirement prior to kick 
start the testing and consider the best approach of these requirements can be met 
[4]. 
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5. Conclusion 
 

As the technology has emerged rapidly in various industries, penetration testing 
methods and standard have to be always being reviewed and strengthen with align 
to the organization cyber security objectives. This also to ensure the methods are 
always updated with the latest technologies and potential cyber attack methods and 
tools. By doing so, the penetration testing methods able to provide clear benchmark 
to assess the cyber security level of the organization and also to avoid the potential 
cyber attacks from cyber criminals. Thus, established and adoption to a set of 
effective and updated penetration testing method and standard is a must to ensure 
the scope of testing and the coverage of the penetration testing scenarios can be 
maximized. Besides, based on the testing result and finding, the organization able 
to make a decision based on the report analysis of the possible vulnerabilities to 
improve the cyber security level of the organization. 
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