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Abstract

This paper focuses on privacy and security concerns in Big Data. This paper also covers the encryption techniques by taking
existing methods such as differential privacy, k-anonymity, T-closeness, and L-diversity. Several privacy-preserving techniques
have been created to safeguard privacy at various phases of a large data life cycle. The purpose of this work is to offer a
comprehensive analysis of the privacy preservation techniques in Big Data, as well as to explain the problems for existing
systems. The advanced repository search option was utilized for the search of the following keywords in the search: “Cyber
security” OR “Cybercrime”) AND ((“privacy prevention”) OR (“Big Data applications”)). During Internet research, many
search engines and digital libraries were utilized to obtain information. The obtained findings were carefully gathered out
of which 103 papers from 2,099 were found to gain the best information sources to address the provided study subjects.
Hence a systemic review of 32 papers from 103 found in major databases (IEEExplore, SAGE, Science Direct, Springer, and
MDPIs) were carried out, showing that the majority of them focus on the privacy prediction of Big Data applications with
a contents-based approach and the hybrid, which address the major security challenge and violation of Big Data. We end
with a few recommendations for improving the efficiency of Big Data projects and provide secure possible techniques and
proposed solutions and model that minimizes privacy violations, showing four different types of data protection violations
and the involvement of different entities in reducing their impacts.
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Introduction processing resources, massive data streams must be treated
online. The speed of Big Data is the second key feature. The
speed refers to the frequency of data streams must be lowered
to handle huge data correctly. The observatory for solar
dynamics creates about a terabyte of data each day, for exam-
ple, and analysis of such rapid data can only be conceived after
reduction and summary (Battams, 2015). The “curse of dimen-
sionality” afflicts Big Data. To put it another way, in order to
uncover the most knowledge patterns, millions of dimensions

The phrase “Big Data” refers to the vast and ever-increasing
volumes of data that might overwhelm an organization (Ur
Rehman et al., 2016). It gathers massive, broad, and multi-
format data streams from disparate and independent data
sources (X. Wu et al., 2014). Big Data is believed to have
five properties, which are known as the five V’s: volume,
velocity, variety, veracity, and valence (Ahmed et al., 2021).
As illustrated in Figure 1, an overlapping sixth V has been
added to the large data formula: value (Awan, Rahim,
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Figure 1. The six V’s of Big Data.

(variables, traits, and attributes) must be successfully reduced
(Zhai et al., 2014). Internet user activity profiles, for example,
are sparse and vast, with millions of keywords and URLSs that
might be utilized (Chandramouli et al., 2012). Similarly, a per-
sonal high-performance genetic sequence not only increases
data volume and speed, but it also contributes to the data’s
high dimensionality (Ward et al., 2013). The volume and
diversity of large data are rising enormously for a variety of
reasons. Big Data is also employed in several nations to pro-
vide services for fields such as health care, medicine, opera-
tions in the public sector, distribution, marketing, and
production (Koo et al., 2020). Retailers, for example, are accu-
mulating enormous databases about their customers’ sales
activity. Organizations are working on logistics and financial
services, and social media users are sharing a lot of informa-
tion on sales prices and items (Sanchez-Moreno et al., 2020).
Volume and diversity in both organized and unstructured data
are two of Big Data’s problems (Awan, Rahim, Nobanee,
Munawar, et al., 2021). The use of Big Data in higher educa-
tion research (HE) improves education and learning processes,
advances individual assessments and education systems, and
optimizes decision-making and education governance (Florea
& Florea, 2020).

These new methods to analytics might be quite transfor-
mative. Retail purchasers utilize Big Data Analytics, for
example, frequently to identify products usually available
during each season and to predict geographical locations
where strong demand is expected. In addition to all the amaz-
ing business opportunities, Big Data analytics has so many
advantages that it has also generated several new data protec-
tion issues (Chen & Lin, 2014).

Big Data analysis may be utilized on the basis of safety
analytics for the identification of anomalies and fraud. The
analysis could be carried out in a dispersed setting, as data is

not always transferred from organization to organization. As
so many kinds of data are maintained in many different sys-
tems, additional research such as information mining and
statistical analysis can take place with the appropriate infra-
structure for the study of huge data (Gai et al., 2016). On the
one hand, massive amounts of data are collected and stored.
while, on the other, huge amounts of data are more difficult
to secure against unauthorized access (D. Zhang, 2018).
The cyber world also plays a significant role in rendering
cyber threats and attacks indefinitely susceptible.
Cybersecurity refers to the tactics, tools, and processes used
to combat cyber-attacks and cyber-based threats (Craigen
etal., 2014). In identifying and fighting fraud, cyber assaults
and other dangers, traditional security solutions weren’t par-
ticularly good. Intelligent cyber hackers may easily violate
the operations of a company in order to gain sensitive data,
such as intellectual property, number of credit card and cus-
tomer databases, to hurt the firm (Varshney et al., 2020). The
Internet of Things (IoT)-based applications are quickly
expanding in today’s society (Krishna et al., 2021). User data
privacy become a prominent subject for IoT academic
researchers (Guo et al., 2021). Electronic Health System
Studies in IoT Cloud have developed effective security pro-
cedures that offer complete frames with software features of
vital importance to ensure that data transmissions are secure
and correct between devices (Butpheng et al., 2020). As the
Internet becomes more affordable, the number of Internet
users grows on a daily basis. As a result, the volume of data
exchanged via the Internet is expanding (Awan, Khan, et al.,
2021). Social networking is rapidly expanding on a daily
basis these days. Every day, millions of people register for
social media networks. People utilize social media for a vari-
ety of reasons, such as entertainment, education, and busi-
ness (Awan et al., forthcoming). One of the most significant
breakthroughs in recent years has been the greater mobility
of portable yet powerful wireless devices capable of connect-
ing across a wide range of wireless networks with varying
link-level characteristics (Adjei et al., 2020). In the world of
technology, retrieving information from one location to
another is a critical component of the software world, which
is the foundation of all technology, as there is no such tech-
nology that does not require information (Science, 2018).
Almost every SNS is designed for information shares,
uploads, views, downloads, and understandings. Common
reasons for sharing information are to draw attention, build
social capital, reinforce links between people, attract the
same mind, and promote knowledge-based societies and
information (Sharif et al., 2021). As previously stated, differ-
ent people utilize it for different objectives, while some
hackers or unauthorized individuals use these platforms for
improper purposes by creating phony profiles. They con-
struct a bogus profile with a bogus photo by impersonating
another person. They utilize these profiles to disseminate
false information, defraud others, and engage in a variety of
other illegal activities (Awan, 2020). Cybercrime is rising
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quicker than the current cybersecurity system in today’s
computer and IT environment. Some of the causes of vulner-
abilities in a computer system to threat (Patel et al., 2008)
include poor system configuration, a lack of expertise, and a
restricted number of methods. Due to the rising cyber dan-
gers, there must be greater progress while creating tech-
niques for cybersecurity. Cyber dangers has significantly
increased. The pace of safety hazards and the necessity to
address these is becoming increasingly demanding (Peter,
2005). One of the most advanced methods for identifying
cybercrime is machine learning. In order to meet the restric-
tions of traditional detection approaches, machine learning
methods may be used (Firdausi et al., 2010). ML applications
in many life sectors, including as education, health, business,
and cybersecurity (Yasir et al., 2020) are being expanded
(Jusas & Samuvel, 2019; Manjula & Anandaraju, 2018;
Shaukat Dar & Ulya Azmeen, 2015).

The major aim of this article is to discuss data protection
and security concerns and the ways to discover any shortcom-
ings. This article discusses a number of Big Data Analytics
security and privacy issues. In addition to commonly used
security data sets, this research provides a brief overview of
machine learning methods. Despite the fact that cyber security
is paramount, there are breaches and roadblocks. This work
also highlights the significant problems and constraints that
face the use of cybersecurity (Shaukat et al., 2020).

The article is organized as follows: Section 2 is a review
of the literature. Section 3 explains how the method used in
the systematic review was developed; Section 4 provides
discussion; and lastly Section 5 covers findings and about
future work.

Literature Review

Today many of big data issues in privacy arise from a lack of
knowledge on how to evaluate and prevent security issues of
big data applications. There are various techniques to anony-
mization and algorithms available, as well as the possible
solutions to protect user’s privacy and violations that arise in
Big Data systems. This section describes how Big Data can
assist with security of information. Big Data analysis tools
are most commonly used for analyzing and storing trend
numbers for commercial reasons. Big Data analytical meth-
ods and technology are used in different industries such as
insurance, health, credit cards, net banking, etc. (Mujahid
et al., 2021). Big Data analytics can help detect fraud and
doubtful behaviors through the examination of network traf-
fic, financial transactions, and log files, along with the com-
bination of many data sources into a logical view. But
forensics and invasion detection have typically been a sig-
nificant issue in studying log files, network routes, and sys-
tem activities. Advanced large-scale data technology, such as
Hadoop related databases and stream processing has been
proven to store and analyze huge volumes of heterogeneous
data on an unexpected scale.

Due to the huge potential of Big Data Analysis, in addi-
tion to all economic advantages, there has been a torrent of
new data protection problems. Some of the worst privacy
problems are as follows:

Anonymization may be impossible to achieve.

The analytics of bid data aren’t completely accurate.
The individuals engaged are legally protected.
Unethical acts based on security intelligence inter-
pretation and audit compliance

Incidents involving data breaches and fraud
Discrimination

Information security is a major data issue

Data masking might be denied if personal informa-
tion is to be disclosed

9. Big Data will almost certainly die out

10. E-discovery concerns

11. Patents and copyrights will become obsolete

Rl e
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Information security is a Big Data issue. The research
community is focusing on the development in the period of
Big Data, computer science, and increasing business applica-
tions of quick and efficient algorithms for Big Data security
intelligence, with the primary aim of ensuring a safe environ-
ment free of unlawful access (Cheng et al., 2017).

Security analysis will revolutionize these technologies by
collecting and conducting comprehensive analysis of large
scale data from a number of external and internal firm
sources, such as susceptibility databases. Provide a full view
of security data and analyze data in real time. Note that ana-
lysts and system architects still need to be informed on their
systems to characterize “Big Data Tools” (Dev Mishra &
Beer Singh, 2017).

Big Data analysis offers a great deal of promise for the
improvement of all business areas, important advances and
support for people in a number of ways for privacy issues.
Organizations that adopt Big Data Analytics should, on the
other hand, first consider the privacy and security issues
before using analytics (Barth-Jones, 2012).

The key ideas and procedures for large data safety and
confidentiality were explored during Bertinoet and Ferrari’s
in addition, they underlined major research concerns that
need to be dealt with to ensure complete data safety and con-
fidentiality solutions in the context of Big Data (Varshney
et al., 2020).

Q. Zhang et al. (2016) established a computing paradigm
that protects your privacy, which operated through the down-
load of costly cloud activities. They have conceived a highly
scalable technique for encryption and decryption, on the cli-
ent side, while important processing activities are allocated
to the cloud. Their technique increases preparation efficien-
cies 2.5 times while keeping private data confidential com-
pared to traditional deep calculation.

Brki’c suggested a machine vision pipeline to assist pre-
serve the privacy of people in video streams by keeping the
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natural nature and utility of unidentifiable data and blurred
faces (Kim & Park, 2020).

In his work Zhang (Yu, 2016) points out that Big Data
gives both comfort and the privacy of individuals. He gives a
quick overview of the problems posed by data collection,
storage, and analysis. It highlights the necessity of validating
the trustworthiness of Big Data as well as the weaknesses of
existing technologies for data security and the legal side of
data protection.

In their paper, Bertino and Ferrari express concerns on the
threat posed to Big Data gathering by new data collecting
and processing. In this paper, they investigate key ideas and
approaches to protect the safety and confidentiality of Big
Data against dangers such as these. They also underlined the
problems of research to be solved to give the ever-growing
amount of Big Data with full data security and privacy solu-
tions (Varshney et al., 2020).

Xiang et al. (2016) formalized the general architecture of
Big Data Analytics to address the new security and privacy
challenges of data mining, recognized the conforming confi-
dentiality requirements, and presented a cost-effective and
privacy-preserving protocol for computational co-ordination
as an example.

(Kantarcioglu & Shaon, 2019).

Kantarcioglu and Shaon (2019) has created a data protec-
tion and confidentiality solution for a uniform data defense
in several data administration systems by complying with the
safety criteria with the usage of advanced SECUREDL soft-
ware. Companies can use their system to monitor sensitive
data access, observe audit logs, sterilize, and accumulate
sensitive data on the basis of data sensitivity and the needs of
Al Models, notice illegal access, and develop data sensitivity
and data type-based attribute-based access control policies.

Abouelmehdi et al. (2018) stressed that Big Data in the
health care sector is important and beneficial. In their paper
they conducted an investigation into current security and pri-
vacy problems in the healthcare field and evaluated exactly
how safety and confidentiality issues in Big Data influence
healthcare. Various data mining techniques were applied for
medical treatment such as; decision tree K-Nearest Neighbor
(KNN) Naive Bayes (Ali et al., 2019; Onan, 2015). Machine
learning and deep learning techniques are being applied in
various domains for-instance in health sector to improve the
performance of technology (Awan, Raza, et al., 2021).

Deep learning techniques are being employed on large
scale data for instance natural language processing domain is
being used to analyze the general behavior through senti-
ment classification (Onan, 2017, 2021; Onan & Korukoglu,
2016, 2017).

Many diseases can be predicted through machine learning
and deep learning models (Aftab et al., 2021; Javed et al., 2021).
There are additional regression models used to evaluate health-
care, notably polynomial regression, decision trees regression,

and random forest regression (Awan et al., 2019; Awan, Rahim,
Salim, et al., 2021; Gupta et al., 2021). For security point of view,
they should be reviewed and evaluated the anonymization and
coding techniques, their advantages and disadvantages lately
offered and proposed future guidance for study.

D. Wu et al. (2016) described the application of the large-
scale Wireless Sensor Networks (WSNs) method to Scalable
Privacy Preservation (Sca-PBDA; WSNs). They endorsed
their suggested technology with simulation results showing
that it decreased the use of network resources and maintain-
ing the privacy of sensors.

In this study, Gurajala et al. (2015) addressed how online
social media platforms such as Twitter and Facebook have
become highly popular for communication. Many businesses
and people use it for various purposes. Twitter has grown
highly popular with young adults and government users as a
method of instantly interacting with their audience and sim-
ply communicating their ideas. . Tweets as well as some
other communication data is being used in research for senti-
ment analysis and sarcasm detection (Onan, 2019; Onan &
Tocoglu, 2020, 2021).

The cloud data via cloud operators has been emphasized by
Gai et al. (2016). This jeopardizes users’ cloud data. They pre-
sented a new technique in their study for effectively dividing a
file and separately storing files on the cloud. Their preferred
choice is Security-Aware Distributed Storage (SAEDS), which
is primarily supported by Secure Efficient Data Distribution
(SED2) and Efficient Data Conflation (EDCon) algorithms.
They also assessed the safety and efficiency of the system.

Ambalavanan (2020) proposed various techniques for
efficient detection of cyber pressures. One of the main disad-
vantages of the safety system is that computer resources typi-
cally decide the safety dependability levels of ordinary users
with no technical safety expertise. A spam message also
poses a threat to workstation resources. Junk messages are
undesired and requested communications, which use a lot,
together with computer memory and speed, of network
resources. ML technology is used for the detection and clas-
sification of a communication as spam or ham. There are
other various ML techniques that can forecast data
(Applications et al., n.d.). ML-techniques are significantly
involved in detecting computer spam communications
(Chandrasekar, 2018), mobile text messages (Abdulhamid
et al., 2017), spam tweets, and video pictures. The IDS is a
computer network security system for scanning network vul-
nerabilities against malicious invasions. Signature, anomaly,
and hybrid based detection system are the main classes of an
interruption detection system for network analyses.

Machine Learning technology has a significant impact on
the detection of different forms of network and host com-
puter breaches. Numerous sectors are, nevertheless, consid-
ered as important problems for ML methods as zero-day
detection and novel assaults (Jusas et al., 2019). Cyber
defense systems may use a combination of approaches to
prevent data breaches. For servers that store and process
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Table I. Research Queries.

Sr. No Research interrogations Main enthusiasm
RQI What are the privacy and security issues of Big Data? To identify what types of issues, Big Data faced in terms of
privacy and security

RQ2 What are the possible solutions/ measures may be put in To investigate the possible solutions and procedures that
place to protect user’s privacy and security? can be taken to protect user’s privacy.

RQ3 What are the different forms of privacy violations that To determine the impact of privacy infractions in large
arise in Big Data systems? data systems.

RQ4 What are encryption techniques for various activities in To identify the anonymization techniques for Big Data
Big Data analytics? systems

RQ5 What are the suggestions for restricting privacy violations? To discover the types of risks of information security in

Big Data applications

Step 1 Planning

« |dentify research objeclives
* Review protocol

Step 2 Execution

» ldentify research objectives
» Selecting primary studies

* Quality assessment

+» Data monitoring

Step 3 Report

« Recommendation/Solutions
+* Conclusion

Figure 2. Stages of systematic review of literature.

data, physical security is essential. Honeypots and other spy
systems are used for enhancing data security along with pre-
ventive techniques such as firewalls. In order to detect mali-
cious activities access logs and alarm systems. In data storage
and transmission, encoding techniques are also used. Despite
these safeguards, data infringements continue to be wide-
spread and devastating and cyber criminals have identified
new ways of fighting (Shamsi & Khojaye, 2018).

Research Methodology

This Systematic Literature Review is designed to identify
any privacy gap in Big Data applications, in particular in
cybercrimes and various areas of the Internet, aspects related
to the privacy of Big Data applications, such as techniques
used to identify the privacy gaps and the security issues of
the Big Data review, which may lead to solutions for protect-
ing users’ privacy. As a result, the following search queries
were established, with Table 1 detailing the purpose of each
of them. We carry out a Systematic Literature Review, as
illustrated in the diagram below in Figure 2.

Review Protocol

Once the objectives were defined and search queries were
developed, the following repositories were established:

Search Process

The two primary digital libraries in the ground of Big Data
Analytics were the IEEE, SAGE, and Science Direct, and the
search was supplemented by Springer, MDPI, which are two
databases with access to a broad range of applications in a vari-
ety of areas. The keywords were then chosen on the basis of the
preliminary mapping and the main terms found in their abstracts.
The terms utilized were: Data protection prevention, Big
Data analysis, cybercrime, safety, and cyber security. The
advanced repository option was utilized for the search by the
use of the following in the search: “Cyber security” OR
“Cybercrime”) AND ((“privacy prevention”) OR (“Big Data
applications™)), in order to adjust the results.

Search Process

This research comprised on the following objectives:

O1: To discuss the privacy and security concerns of Big Data
02: The general goal of our study is to learn more about
solutions for large data analysis problems

03: Discuss different forms of privacy violations that
arise in Big Data systems

O4: Identify different encryption techniques for various
activities in Big Data analytics
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Table 2. Search String.

Table 3. Keywords Used in Research Paper.

Sources Search string Perspective Sr. No Index terms
IEEE, SAGE, (“Cyber security” OR Big Data | Big Data, cyber-crime, and data analytics
Springer, “Cybercrime”) AND Application 2 Big Data applications, privacy prevention, and IOT
MDPI, and ((“privacy prevention”) OR 3 Cyber-security, security, and artificial intelligence
Science direct (“Big Data applications”))
Table 4. Details of the Search.
Source Search chain Records
IEEE ((“big data privacy” “AND security””)) AND (“privacy” and “prevention”) 1,975
SAGE ((“Big data”)) AND (“privacy and prevention”) 10
Science Direct TITLE - (“Security and Privacy””) AND (“big data”) 70
Springer “Big data” 23
MDPI (“Privacy and challenges of big data”) AND (“cybercrime”) 21
Total records 2,099

Research Questions

The general goal of our study is to learn more about solutions
for large data analysis problems. The comprehensive map-
ping study covers various research issues to obtain an insight
into this subject (RQ). The following five RQs with their
motivations are presented in Table 1. These questions help us
categorize current research into Big Data Analysis and sug-
gest future field research possibilities.

Search String

Another phase of Systematic Literature Review consists of
searching for suitable research studies. For collecting published
articles on research topics, a search string was set up. We did a
pilot search using the precise terms, and we chose to limit the
privacy prevention search string to only Big Data applications. In
the pilot search, however, we also leveraged cyber security via
Big Data and machine learning. During Internet research, many
search engines and digital libraries were utilized to obtain infor-
mation. The obtained findings were carefully gathered in order to
gain the best information sources to address the provided study
subjects. Selected search engines and digital libraries were chosen
based on their scientific content and relevance to the objective of
this work. The databases used were Science Direct, SAGE, IEEE
xplore, Springer, and MDPI. The next step is to define uniform
methods and search terms for search engines and digital libraries
for technical and scientific literature. Table 2 shows the terms
chosen from the study questions to define the search string.

Search Keywords

During the early stages of our investigation, we used a meth-
odology to identify keywords. We initially collected key
terms from our research questions in order to relate our

Table 5. Research Resource.

Sr. No Research resources

IEEE Explore
Science Direct
Springer

MDPI

SAGE

Ul A W N —

research questions to our goals. The initial searches were to
assist us adjust the selection of our keywords. In the section
Keywords is a list of keywords indicated in Table 3.

Study Selection Process

The technique for searching and selecting study material was
carried out in four stages.

1. A search for papers in electronic databases including
the keywords “Big Data,” “Big Data analytics,” or
“Big Data applications,” as well as “privacy preven-
tion,” “cyber security,” or “cyber-crime.”

2. Examination of the title, abstract, and keywords of
recognized publications, as well as selection of sig-
nificant articles based on selection criteria.

3. Review of publications that were not deleted during
the previous phase.

4. Scanning cross-reference articles for in-depth research.

Table 4 shows the detail of search string of each data-
bases. When executing the search of the sources chosen, a
total of 2,099 records were collected, the distribution of
which may be shown in Table 5.
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Figure 3. Graph depicting the details of the search string.

Figure 3 shows the detail of search string of each
databases.

Research Resources and Methods

Data bases were utilized to locate the article in IEEE digital
library, Springer, MDPI, and Science Directory. Also utilized
by Google Scholars was to identify grey literature, such as
white papers and technical studies. Google Scholar has
shown itself to be a valuable tool for studies on bibliometric.
The autocomplete function was triggered when the following
search sentence was entered. Table 5 provides the search data
basis for our study project literature.

Methods of research or methods, processes, and tech-
niques for gathering data or evidence for analysis in order to
disclose new data or acquire a better understanding of a topic
are depicted in Table 6. This review article used the follow-
ing research techniques, which are listed in Table 6 given
below.

Figures 4 and 5 highlights the systematic review, and dis-
plays the number of articles by type of publication.

Result of Primary Studies

Once the research technique and topic have been determined,
primary research is carried out utilizing keywords. The fol-
lowing primary research findings are given in Table 7 and
graphically explained in Figure 6.

Figure 6 indicates the number of records of search string
of each data-bases.

From the information in Table 4 and Figure 6, the areas
with the biggest publication numbers are Asia, America, and
China, as illustrated in Figure 7, based on the geographical
distribution of the systemic review articles.

Table 6. Research Methods.

Sr.No Research methods Type of data used
| Journals Primary
2 Conferences Primary
B Total count of Journals & Conferences
Conferences
Journals 3
0 20 40 60 80
Journals Conferences
H Total count of
Journals & 63 40
Conferences

Figure 4. Count of journals and conferences in the systematic
review.

Figure 8 displays the flow charts that indicate the number
of records included and excluded in each selection step and
the criteria for which major research should be included in
the review.

Inclusion/Exclusion Criteria

After identifying these initial records, a first filter was con-
ducted, excluding any duplicate experiments, yielding 1,537,
to which the following inclusion and exclusion criteria were
applied until 502 were obtained, as indicated in Table 8.
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Figure 5. Distribution of the selected number of papers in the
systematic review with respect to time of publication.

Table 7. Result of Primary Studies.

Sr.No Search resource  Search date Initial research results
| IEEE Explore 20-June-2021 1,975
2 MDPI 27-July-2021 21
3 Science Direct 31-Aug-2021 70
4 Springer |-Sep-2021 23
5 SAGE 31-Oct-2021 10
SAGE | 10
Science Direct 70
MDPI 21
Springer | 21
IEEExplore 1975
0 500 1000 1500 2000 2500
IEEExp| Spring MDPI Sc%ence SAGE
lore er Direct
m Search String | 1975 21 21 70 10

Figure 6. Chart indicating the number of records of each search string.
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Figure 7. The systematic review’s article distribution by country.

Inclusion Criteria

The search string was used as the inclusion criteria, and stud-
ies that fulfilled following describes the inclusion criterion
for writing research paper. Table 9 provide the inclusion cri-
teria for each question which were applied for the selection
of review papers.

Exclusion Criteria

There is the following exclusion criterion for writing review
paper is listed in Table 10.

Quality Assessment

Quality evaluation (QA) is common in systematic literature
reviews, but it is less common in systematic mapping
research. After reading our articles, we concentrated on
assessing the research’s relevance to our findings. We exam-
ined the breadth of each inquiry to determine if it fit with our
objectives which was really useful in addressing our study
query. Examine each item to ensure that it has clear instruc-
tions that show us precisely what we need to do. Table 11
clearly depicts the quality assessment criteria of selected
research articles. These criteria are based on eight quality
assessment questions (QAs).

Queries for Quality Assurance (QA) must assess the
nature of the investigation of each assertion and provide a
quantifiable correlation between each proposition.

The relevant measurement was performed according to
the given indications to determine the evaluation linked to
the impact factor of each of the articles (Table 12).

Each of the papers was rated on a scale of poor to excep-
tional for their major contributions to our systematic review,
based on the degree of creativity, proposal details, validation,
findings, and analysis, as well as references and number of
citations. Table 12 displays the impact factor and rating for
each item.

For the evaluation of metrics linked to bibliographic ref-
erences, we established criteria in terms of the number of
references and the proportion of references. We utilized
Google Scholar analytics to determine the amount of cita-
tions. Table 13 depicts the overall score will range between 0
and 16, with values ranging from insufficient (0-2) to suffi-
cient (3-5), good (6-10), very good (11-13), and outstanding
(14-16).

Data Extraction and Analysis
The technique for data extraction was to provide a set of

likely responses to research queries.

RQ1. What are the privacy and security issues of Big
Data?
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Figure 8. Flowchart depicting the study selection process.

To respond to this query, this article examines a wide current research: volume, diversity, speed, and value. The
range of Big Data safety and privacy analytics. Big Data var- velocity, diversity, and volume of massive data present new
ies from traditional technology in four aspects, according to security concerns including a large cloud infrastructure, the
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Table 8. Inclusion and Exclusion Criteria.

Table 12. Quality Assessment of the Selected Papers.

Criteria References Ranking Impact factor
Inclusion Exclusion Ur Rehman et al. (2016) Q4 3
b leted Publications duficated Koo et al. (2020) Q2 32
ocuments complete ublications duplicate Florea and Florea (2020) R 32
Articles of the journal or Letters, reviews, and other
- . D. Zhang (2018) Ql 8
conferences publications to the publisher
The title and the abstract Publications that are not connected Varshney et al. (2020) Ql .
incorporate the search with Big Data or theme Guo etal. (2021) Q2 2.7
terms. Not accessible publications Butpheng et al. (2020) Q2 2.7
Awan, Khan, et al. (2021) Q3 23
Technology (n.d.) Q4 |
Table 9. Inclusion Criteria. Sharif et al. (2021) Q3 32
Shaukat et al. (2020) Q3 3.0
Sr.No Inclusion criterion Xiang et al. (2016) Q3 32
ICI  All Published research papers that can answer the Ab.ouelmehdi etal. (2018) Ql .
research questions Rajan et al. (2012) Q4 I
IC2  All published papers, journals, and books that are S?rla-Comas and I?ommgo-Ferrer (2016) QI 8
written in English language and according to Big Data Sivan and Zukarnain (2021) Q2 27

applications and privacy prevention of Big Data analytics

IC3  Studies that were subjected to peer review

IC4  The studies which provide more knowledge and prove
helpful for writing answer of my research questions

IC5 Studies that described the privacy prevention, security,
and their impact on Big Data applications

Table 10. Exclusion Criteria.

Sr.No Exclusion criterion

ECI Papers that have not been published in English

EC2 Duplicate papers

EC3 Literature work which are not giving the clear idea of
my research objective

EC4 Secondary data, such as magazines, articles, and reviews

Table 11. Quality Metrics.

Metrics Value Weight
About the  MI: The abstract contains facts as o/1 |
text of well as a fair assessment of what
the article  was done and discovered

itself M2: Give the qualifying criteria, as 0/1
well as the sources and procedures
of participant selection

M3: Provides system architecture 0/1 I
and component information
M4: Details about the system’s o/1 I

validation are provided

M5: Results are provided based on  0/1 I
objectives, limitations, and analysis

Mé: Provides a thorough and fair 0/1 I
examination

M7: References 0/1 1.5
M8: (Conference/Journal) Type of 0/1 I
publication

distinction between data source and design, and the cascad-
ing nature of data collection. These develop fast and force
protected suppliers to adjust their response to threats and
attacks (Rajan et al., 2012).

Cloud Computing provides three analytical and data stor-
age services. The three departments are:

Storage

1. Software services platform
2. Infrastructure services
3. Infrastructure

Transfer

New protocols and approaches are required to deal with the dif-
ficulties of Big Data transfer. It’s not enough of FTP and
SECURE COPY (SCP). Two recent developments aiming at
tackling massive problems with the flow are GRID FTP and
GLOBUS.

Privacy and Security

It is one of our time’s most serious challenges. Security is a state
that is devoid of danger or harm whereas privacy is a state that
others do not witness or disturb. However, many nowadays are
worried that the quantity of scams, spam, dangerous URLs, and
other hazards will increase their personal information on the
Web. In terms of cybercrime, India ranks 11th among the top 19
nations (Soria-Comas & Domingo-Ferrer, 2016; Figure 9).
Following are some other important issues in data security:
The “privacy” is defined as a person or group’s right and
capacity to check their own access and use of information
(Alier et al., 2021). In a variety of sectors, enormous
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Table 13. Article Evaluation Using Quality Metrics.

References Ml M2 M3 M4 M5 Mé M7 M8 Total
Ur Rehman et al. (2016) 0 0 | 0 0 0 I I 3
Koo et al. (2020) I 0 0 0 | 0 I 0 32
Florea and Florea (2020) 0 0 | I | 0 0 0 32
Chen and Lin (2014) | 2 0 0 0 0 0 0 33
Gai et al. (2016) 0 0 0 0 | 0 | I 33
D. Zhang (2018) I I 0 2 I I | | 8
Craigen et al. (2014) 0 0 | 0 0 0 0 0 |
Varshney et al. (2020) 2 I | | | 2 | 2 I
Guo et al. (2021) 0 0 | 0 0 0 0 | 2.7
Butpheng et al. (2020) 0 0 0 | | 0 0 0 2.7
Awan, Khan, et al. (2021) 0 2 I 0 0 0 0 0 2.3
Technology (n.d.) 0 0 0 0 | 0 0 0 |
Sharif et al. (2021) | | 0 0 | 0 0 0 3.2
Shaukat et al. (2020) I I 0 0 | 0 0 0 3.0
Cheng et al. (2017) I | 2 0 0 0 0 0 33
Dev Mishra and Beer Singh (2017) 0 0 0 0 0 | | | 33
Q. Zhang et al. (2016) | 2 0 0 0 0 0 0 33
Yu (2016) 0 0 0 0 0 I | | 33
Xiang et al. (2016) 0 2 I 0 0 0 0 0 32
Kantarcioglu and Shaon (2019) 0 0 0 0 0 | I | 33
Abouelmehdi et al. (2018) 2 | 2 | | | I 2 I
Shamsi and Khojaye (2018) 0 0 0 0 0 | | | 33
Rajan et al. (2012) 0 0 0 0 0 I 0 0 |
Soria-Comas and Domingo-Ferrer (2016) I | 2 | I | | 0 8
Singh et al. (2018) | 0 0 0 0 0 0 | 2
Alguliyev and Imamverdiyev (2014) 0 0 0 0 | I 0 | 3.3
Dev Mishra and Beer Singh (2017) 0 0 0 0 0 I | | 3.3
Sivan and Zukarnain (2021) 0 0 0 0 0 0 | | 2.7
Cardenas et al. (2013) 0 | 0 0 0 0 I 0 1.71
Alshboul et al. (2015) 0 0 | 0 | | 0 0 33
Alam and Awan (2018) 0 0 | I | 0 0 0 33
Sweeney (2002) I 0 0 0 0 0 0 0 |

volumes of data are created and analyzed every day. As a
result, systematic processes may be used to ensure data pri-
vacy (Singh et al., 2018). Big Data analysis facilitates abuses
of privacy. True, the impact of the privacy of end-users is yet
to be fully understood. Big Data applications must be created
that respect the privacy of people (Dumitras & Shou, 2011).

Employee privacy is threatened throughout the whole
data life cycle, which may be based on privacy issues raised
by data processing (Ebert et al., 2021).

Big Data analytics for APT detection. New algorithms for
detection are needed to analyze enormous volumes of data
from a range of sources. There are a few proof-of-concept
installations with promising results utilizing Big Data analyt-
ics for security event detection (Frangois et al., 2011).

High-performance encryption and decryption techniques;
encrypting the search, encoding the attribute, and targeting
the availability, reliability, and integrity of large-scale data
(Yen et al., 2013).

Information protection
Audit at the granular leve!

Computations in distributed systems

Database and transactional log file

High qaulified employees

Conception of security

A difficulty with data origin

Security research with big datasets

Big Data analytics for APT detection

Confidentiality

Figure 9. Some important privacy and security concerns of Big
Data confidentiality.

Security research with Big Data datasets. A great deal of
information is available, but it is virtually hard to separate
the ground reality from organically generated data. These
datasets may contain plenty of data, but it is difficult to
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Figure 10. Possible solutions to protect user’s privacy and
security.

determine what is good and/or where attack data may be
obtained (Geist & Reed, 2017).

A difficulty with data origin. Because large data enables
us to increase the amount of data sources we utilize, it is
hard to determine whether any data source can be confi-
dent enough to generate accurate results in our analytical
algorithms (Joseph et al., 2019). We thus need to check the
correctness and integrity of our tools’ data. To identify and
minimize the consequences of unlawfully added data, we can
use approaches from adverse machine learning and robust
statistics (Anam et al., 2021; Yang et al., 2019).

Conception of security. In visualization, people are excep-
tionally able to identify patterns in pictures. Although the
technology of visualization is still in its infancy, study and
development is growing (Pham & Dang, 2019).

While security solutions for open source and commercial
data visualization are available, the safety visualization of
data is still very essential; the Excel spreadsheets are con-
quered by pie charts, graphs, and pivot tables (L. Zhang
etal., 2012).

Highly qualified employees. Suitable qualified staff are
an essential part of a successful Big Data deployment for
information security. One of the problems is the lack of
such staff in this respect. Specific examples of competen-
cies are expertise in data management, data analysis, and
threat analysis (L. Zhang et al., 2012). As these skills are
improbable to be found in one individual, organizations
will need to establish teams of collaborators to obtain the
greatest results in their Big Data operations (Alguliyev &
Imamverdiyev, 2014).

The subject of how data is utilized for security purposes
has resurfaced as a political issue (Aradau & Blanke, 2015).

Both the database and the transaction log file are password
secured. Big Data management today requires automatic tir-
ing for availability and scalability with the rapidly increased
data base capability. Auto-tired systems do not track the

location of the database, providing a new problem for safe
database storage (Dev Mishra & Beer Singh, 2017).

Computations in distributed systems that are secure. Paral-
lelism is used to process exceptionally large amounts of data
in computations and physical storage. A excellent example is
the MapReduce Framework. The two primary attack preven-
tative methods are the protection of mappers and the defense
of data in the presence of untrusted mappers (Application
etal., 1999).

Audits at the granular level. The problems of security
are employed for a number of reasons, including compli-
ance, regulatory, and forensics. One instance of the attack is
missed. Granular auditing is utilized when dealing with data
objects almost certainly assigned (Lee et al., 2001).

Information protection. Data security has evolved into a
significant data problem in and of itself. Dealing with large
amounts of data is a difficult task from a security sense. Big
Data is being used by data analysts to learn about our buy-
ing habits, health state, sleep cycles, movement patterns,
online usage, friendships, and so on (Zwitter, 2014). A few
examples are financial services, commercial websites, social
networking sites, the health sector, networking, and anomaly
detection. As a result, information security is one of the Big
Data challenges. Customers’ and workers’ personal informa-
tion should be kept private (Nair et al., 2016). According to
the survey, 40 bogus accounts, 25 pages, 6 groups, and 28
Instagram accounts were banned on Pakistan by Facebook
which in May tried to influence public opinion (Rastogi
et al., 2018; Figure 10).

RQ2. What are the possible solutions/measures may be
put in place to protect user’s privacy and security?

To respond to this query, the possible solutions in order to
protect user’s privacy are as follows:

Several layers of protection. The security of an information
system is established in computer hardware through layer
expansion. The outer layers’ security is reliant on the internal
layers’ security. The more coatings there are, the greater the
security (Kuhn et al., 2005).

Protection of different domains. The four DNS categories
comprise the local area, network border, network broadcast,
and infrastructure. Consequently, numerous technologies are
used in different approaches to protect areas to develop a dis-
tributed security system (Stouffer et al., 2011).

Protection in a hierarchy. Because the value of the same
information varies depending on the institute. As a result,
hierarchical security is required, and in this situation, various
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access control techniques are employed so that a single user
is responsible for just one specific parameter (Zissis & Lek-
kas, 2012).

Protection of time-sharing. Data security is a fluid process
with Big Data. Taking the time to think about Big Data secu-
rity may greatly improve your results (Inbarani & Kumar,
2015).

Privacy is the key needs for users data exchange or access
(Sivan & Zukarnain, 2021).

Algorithm of 3KDEC. To provide a feasible solution to the
problem of transforming numeric data to alphanumeric type
and therefore encrypted data not being stored in existing
numeric fields, a symmetric key block encryption approach
is used (Figure 11).

The types of procedures that might be taken to preserve
consumers’ privacy are as follows:

The existence of legislation that protects user privacy is
the most critical condition for increasing user privacy. We
classified likely data privacy issues in Big Data systems into
four categories based on a literature review: Tracking by the

government, data gathering by service providers, re-identifi-
cation attacks, and data violations are all examples of data
violations (International Standard Organization, 2011). The
main objectives of data theft were financial systems and pub-
lic databases. Since theft of data from such systems might
have the most devastating consequences, this is appropriate
(Verizon, 2016).

Many businesses have quickly implemented large-scale
data analysis, before ensuring that all elements, notably
security and privacy, are taken into account. In striving to
rebuild and enhance the core idea for Big Data analysis, the
scientific community has given significant attention to this
expanding field. The proposed solutions of securing Big
Data analytics are summarized in Table 14.

Our key function in this research is to provide unique
ways for protecting data secrecy (Jacobs & Popma, 2019).

The most crucial requirement to improve privacy of users
is the provision of legislation that can protect user confiden-
tiality. Then measures are employed to secure privacy and
data anonymity. To avoid data theft, physical and security
precautions must be taken. These solutions are related. It
should be noted. Strong standards, for example, might
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Table 14. Proposed Solutions of Securing Big Data Analytics.

Article

Proposed solution

Studies

M. Li et al.

There is a privacy-protecting architecture in the cloud and Big Data scenarios. The recommended

Li et al. (2013)

design minimizes node authority by prioritizing them to avoid cloud providers from inspecting
and tracking the activity of users. The new architecture also makes it possible for Cloud clients
to personalize their privacy protection while restricting the supplier’s capacity to modify

confidentiality.
Harsh et al. and
Matthew et al.
medical and social media.
Y. Wang
data generated by users.
Youssef Gahi and
Imane El Alaoui
Lei Xu and
Xiaoxin Wu

than data processing protection.

The authors examined the need for large-scale storage and noted many possible challenges for
huge data. Harsh et al. and Matthew et al. highlighted Big Data problems, respectively, for

The authors developed a pay-by-data paradigm for authentication services to ensure access to
The authors have proposed novel ways to data bases, employing Big Database Analytics rather

CL-PRE is the author-defined way of certificate-less proxy encryption. This bases on random and
re-encoding keys and allows a data owner to share its data while limiting access control and

Cardenas et al.
(2013)

Alshboul et al.
(2015)

Gahi and Alaoui
(2019)

Xu et al. (2012)

decreasing the confidence in cloud infrastructure.
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Figure 12. Possible techniques of Big Data.

compel service providers to take action in order to avoid data
infringement. In addition, legislation might require service
providers to adopt data protection through design which
includes data protection safeguards in the design and devel-
opment process (Colesky et al., 2016).

Figure 12 shows the possible techniques in command to
defend confidentiality of Big Data are as follows:

The Big Data Platform consists of various technical devel-
opments, for both storage and processing. The effective and
direct application of the traditional security approaches to the
large data situations is not possible. They offer a collection of
methods which may be utilized to secure large-scale data.

Legality and rules. Big Data is an enormous phenomenon
that continues to transform the globe. There are insufficient
laws and regulations governing Big Data mining. Big Data
might include financial, health, and personal sensitive infor-
mation. Choose the site of storage and processing to comply
with the agreements of nations is crucial.

Encryption. Big Data may be utilized for storage, calcula-
tions, and communications security. The fact that data may

be collected in bulk and kept for later analysis may have a
“chilling effect” on society (McDermott, 2017). If hostile or
unauthorized nodes have access to the storage, no information
can be extracted from the storage as only parties with decryp-
tion keys may peek inside. Blind processing techniques are an
appropriate option based on homomorphic encryption.

Authentication. Authentication techniques are a good
approach to keep track of who has access to what. Such a
strategy should be used in the design of Big Data solutions to
manage both cluster membership and access to key storages.

Tagged data and meta data. The use of metadata and tag
techniques is another option for classifying the gathered data
according to its relevance and whether or not it should be
included in the treatment. In this approach, Big Data tech-
nologies will not treat all records the same and it will be able
to handle private data.

Distribution, that is, unstructured. It would be interesting to
find a technique for making it impossible for parties without
access to the global system to use data if a mischievous party
were to have admittance to one or more clusters. There are
numerous data extraction strategies, as well as distinct data
kinds (Alam & Awan, 2018).

Big Data’s distributed mode might be precisely tailored to meet
this goal. To do this, we must avoid keeping correlated data in the
same cluster and instead disperse it over multiple. Furthermore,
unstructured distribution allows data to be separated from indi-
vidual associated information, preventing hackers from obtain-
ing relevant information even if they have access to some nodes.

Anonymization. Anonymization is another way for safe-
guarding collected Big Data. The basic aim is to safeguard
the association of persons with vital information by utilizing
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Figure 13. Forms of privacy violations in Big Data.

data perturbation and data swapping techniques. There’s also
k-anonymity, which prevents data from being re-identified
by masking its true location among k—1 others (Sweeney,
2002). K-anonymity can prevent identification information,
which makes it hard to link the k-anonymized record accu-
rately to the original data set (Csanyi et al., 2021).

Activity tracking. It is necessary to log all activities con-
ducted over large data, as well as the individuals accountable
for these acts, in order to safeguard or at least oversee the
data. These logs might be examined to see if there were any
attempts to modify the large data that were harmful.

RQ3. What are the different forms of privacy violations
that arise in Big Data systems?

To respond to this query, the authors give an introduction of
data privacy and define four kinds of privacy abuses on Big
Data systems as well as analyze the strengths and limitations of
their protection measures in order to address this issue. They
also offer tips on how to protect your privacy. Figure 13 shows
the types of privacy violations in Big Data analytics.

The forms of confidentiality violations in Big Data sys-
tems are as follows:

Based on a study of the literature, we classified potential
data privacy violations in Big Data systems into four catego-
ries: government tracking, data collection by service provid-
ers, re-identification attacks, and data transgressions. A
collection of various kinds of privacy infringements as well
as samples and actual life instances are given in Table 15.

Figure 14 illustrates an overview of frequently used plat-
form for privacy violations as shown below.

RQ4. What are encryption techniques for various activi-
ties in Big Data analytics?

To respond to this query, the main focus of the paper is on
preserving the privacy of data using anonymization methods
(Liu et al., 2018). Every algorithm has its own set of advantages
and disadvantages and each algorithm responds in different
ways (Mohan et al., 2014). Few types of encryption algorithms
used in Big Data analytics are summarized in Table 16.

Figure 15 shows the types of anonymization techniques
used in Big Data analytics.

RQS5. What are the suggestions for restricting privacy
violations?

To respond this query, the suggestions for restricting pri-
vacy violations are as follows:

To address this issue, only a few methods are available to
prevent governments and service companies from invading
the privacy of the public. Such privacy breaches appear to
benefit the Service and users, in general, are ready to aban-
don their privacy to assist them. Re-identification and data
breaches, on the other hand, can be tremendously destructive
(Potzsch, 2009). Figure 16 depicts the suggested model for
minimizing privacy violations, illustrating four distinct
forms of data protection violations, and the roles of various
stakeholders in mitigating their effects.

There is more collaboration in the double-sided arrows
between objects whereas single sided arrows highlight the
necessity for a specific approach to prevent a certain kind of
protection offence.

In a more general sense, the public is not aware of the
challenges of privacy. The main preconditions for preventing
abuses of privacy are public awareness and highlighting
measures to limit access to personally identifiable informa-
tion. The usage of feedback awareness tools can do this. For
example, in social networks, where friends can make inap-
propriate images, such tactics may be helpful (Potzsch,
2009). Confidential gathering by service providers and gov-
ernments may be minimized through user-friendly policies.
Legislation should be designed to ensure privacy instead of
privacy of choice. Laws are essential to civil society and
governance and the promotion of awareness. The spreading
of social ethics to protect privacy can also be helped by civil
society. In order to securely keep personal information, sev-
eral conditions must be followed. If there is a data breach,
service providers must inform victims as quickly as feasible.
In order for companies to understand the necessity to secure
personal data, the governments need likewise implement
legislation.

Informaticians also play a key role. They must enhance
the safety of mass storage technologies. To achieve this,
cyber defense systems must be strengthened and efficient
encryption and storage solutions should be provided.
Interruption detection and prevention should be upgraded
to lower the occurrence of data violations. Data access pro-
cedures should also be standardized in order to assure per-
mission. The variability in storage methods for huge data
systems complicates matters. The research community
should also work on the usage of semantic web techniques
like data origin and linkages to develop individual data
protection rules and detect unintended data inferences
(Farkas, 2014). Anonymization processes should be
enhanced in order to diminish the effect of re-identification.
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Table 15. Types of Privacy Violations.

Form Description Examples/real-life incidents Studies
Government Governments employ monitoring programs PRISM: The United States administration collects data Shamsi and
monitoring to enhance security. Sensitive information  from key intelligence providers. Monitoring: Cities gather ~ Khojaye

may be obtained in a number of ways. data to enhance services such as traffic surveillance. (2018)
Service providers A service provider is able to collect and Auto-scan: Significant ads are shown via e-mails or Khan et al.
collect information.  utilize personal information from a user. postings on websites of the social media. Google (2019)
It must be remembered that privacy documents shared with other people accidentally:
might be unintentionally violated. Google unintentionally shared user papers with others.
Attacks on re- The combination of Big Data sets may Medical insurance and elector registration records were De Goede
identification distinguish individuals. connected to identify sensitive governor information. (2014)
Breach of personal A source of personal data can be hacked  Ashley Madison: A dating website has been hacked and Cheng et al.
information and displayed. has been exposed. Personal information on 157,000 (2017)
UK’s major telecommunications provider users
has been exposed. Experian says hackers obtained
sensitive information such social refuge and ID
numbers. Target: Information on private credit cards
was gathered via Target’s point-of-sale terminals.
Privacy abuses on big data applications
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Figure 14. Frequent platform for privacy violations.

Finally, to foster innovation and standardization, govern-
ments should help R&D.

Discussion

Big Data is a relatively new IT concept, and it is apparent
that further research is needed in this area. Many papers,
however, show a substantial gap, suggesting that research is
skewed toward traditional techniques and that Big Data is
under-researched. In the bulk of the articles, the study find-
ings are one-sided and incomplete. This drawback applies to

all of the articles utilized, with the exception of article (Dev
Mishra & Beer Singh, 2017), which covers a wide range of
topics and solutions for security concerns.

Both perspectives are presented in Table 17. This occurs
mostly in e-Commerce scenarios as example of a typical
method oriented to customer service providers and, secondly,
in web forums that demonstrate how people engage
arbitrarily.

Scholars can examine issues like social networks, multi-
media, commercial organizations, companies, the business
environment, anonymity protection, data watermarking, data
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Table 16. Types of Encryption Algorithms Used in Big Data Analytics.

Scheme of anonymity Description Weakness/attack Studies

K-anonymity There are at least k redundant identifications  If all documents contain sensitive information,  Ninghui et al.
(QIDs), to provide anonymity for k| people.  their confidentiality might be compromised. (2007)

Hintergrund Attack: Employing profound
evidence can be identified by using
background knowledge.

L-diversity At least one “well represented” value in the A similarity attack can be used by an adversary  Ninghui et al.
distribution of a sensitive characteristic to detect possible sensitive information. (2007)
applies to each equivalence class. Skewness attack: In some parts of the data

sensitive data may be recognized as it differs
greatly from the distribution of sensitive data
throughout the remaining dataset.
T-closeness The frequency distribution between sensitive  There are no computational solutions for Soria-Comas

features should be “close” in each equivalent

class to the circulation of sensitive
characteristics throughout the data set,
where t is the predefined threshold value.
Differential privacy
by reducing individuals’ impact during the
survey. This is achieved by introducing
sounds to the selected results (e.g., the
Laplace and geometric mechanisms).

The aim is to restrict sensitive data disclosure

t-closeness while decreasing data loss. Data
loss is therefore feasible when searching for
t-closeness.

and Domingo-
Ferrert (2013)

Soria-Comas
and Domingo-
Ferrert (2013)

Infringements of data may arise due to
improper disclosure of original data. This
approach, for example, maintains the privacy
of people by making the query results
sufficient noise; nonetheless, the data remains
on the server where data infringements occur.

Provence, role-based access control, and risk-adaptive access
control. In most articles, a larger variety of facts must be
studied in order to reach more definite conclusions.
Furthermore, there is a lack of comparison of alternative
options, as well as why or how they may be applied, in these
papers. The material included in this study also includes gaps
in terms of how specific security measures may be imple-
mented. Second, most papers lack technical information on
solutions, such as methods used to solve specific issues; case
studies, for example, might be beneficial in learning and get-
ting answers in a certain sector. Third, many publications
discuss security problems in a broad sense without providing
specific information about a specific problem in a given
region. Most frequent security and privacy concerns, in par-
ticular, lack specifics on what privacy entails and what infor-
mation must be secured. Technological advancements can
offer a number of benefits, but they can also present risks that
might posture a risk and result in a violation of privacy. If
corporations make sensitive information public, they may
face substantial fines. Big Data is a relatively new concept
that refers to the massive quantity of data that must be pro-
cessed and stored in directive to prevent data breaches. In
many sectors of Big Data, there are several security con-
cerns, and sensitive data must be safeguarded. Though,
because this field is still new, a lot of study in Big Data is
needed, and there are a lot of issues that need to be answered,
there is a lot of research that needs to be done. The findings
clearly show that security problems are identical across
domains, that solutions may be similar across areas, and that

Differential bele

privacy

anonymization
techniques

Figure 15. Types of anonymization techniques.

many solutions rely on encryption methods. Furthermore,
access to large amounts of data must be protected. Overall,
this work has contributed to the body of knowledge about
massive data security problems and highlighted research
gaps in the field. On the contrary, this is an under-researched
issue that needs to be thoroughly investigated.
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Conclusion

Many companies and governments in many industries are
using Big Data as a foundation to automate the processing
and extraction of important insights to aid decision-mak-
ing. The fact that all conceivable and diverse data must be
collected and computed may, however, result in numerous
security and privacy breaches. Although Big Data systems
have proven beneficial for analysis and forecasting, it is
important to implement protocols for keeping and preserv-
ing confidential data on Big Data platforms. A substantive
and organized effort is required to achieve this crucial
goal. The Six V’s notion of Big Data were viewed as
important issues. In order to build a more secure data pro-
cessing and data computing infrastructure for the study, we
intend to highlight several challenges about security and
privacy. As there are so many safety data, security has
become a huge data challenge. If we ignore or cannot
examine any of these facts, Big Data security analytics
technologies are not safe. The aim of Big Data analytics
for safety is to obtain information that can be activated in
real time. While Big Data analytics have a lot of promise,
they still have a way to achieve full potential. Numerous
security procedures were submitted for Big Data Analytics.
A particular protocol should be used because of the safety
issues and the application. Large data analytics focus on
security and privacy issues and enhance the safety and pri-
vacy of Big Data platforms.

Table 17. Pros and Cons of Disclosure of Big Data (Potzsch, 2009).

Applications Pros Cons
Web Social trade Theft of Identity
collectives  Relationships spam marketing

Collaborations
Reputation

Stalking, enlistment

In other settings,
negative reputations

Discrimination on prices

spam marketing

Theft of Identity

Convenience
Processing automated
Price bonus

Chosen information

e-Commerce

We’ve identified a number of security and privacy issues
that Big Data technologies should consider in this article. We
also discussed some potential solutions and strategies for
protecting this distributed system. We also address few pri-
vacy violations and also discussed encryption algorithms
used in Big Data analytics. Some of these protective mea-
sures will be included in an open source Big Data analysis
tool as part of future development. Currently, several pri-
vacy-preserving strategies for Big Data exist, such as anony-
mization protection technology, access control, encryption,
unstructured distribution, data tracing, differential privacy
protection, anonymization, and so on. We end with a few rec-
ommendations for improving the efficiency of a Big Data
project, and provide secure possible techniques and proposed
solutions and model that minimizes privacy violations,
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showing four different types of data protection violations and
the involvement of different entities in reducing their
impacts. However, in algorithms as well as in system areas,
further research is needed to deal with the increasingly many
problems ahead.
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