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ABSTRACT

The Vehicular Ad-hoc Network (VANET) provides smart network services 

across vehicles that are capable of sharing data. However, during an accident there are 

network security issues encountered, such as in the trustworthiness of vehicle 

information which is an important aspect of security in VANET. Therefore, the trust 

model has become an essential element in overcoming this problem. Various trust 

models at the time of a vehicle accident have been suggested in literatures, including 

the use of blockchain consensus algorithms. Proof of Event (PoE) consensus has been 

suggested to improve the trustworthiness of information within VANET, even though, 

PoE does not guarantee the trustworthiness of accident location data. As such, the aim 

of this research was to improve the blockchain consensus technique in improving the 

VANET trust model through the PoE consensus process and Proof of Location (PoL) 

consensus by generating Proof of Event and Location (PoEL) consensus. The PoEL 

consensus was used to obtain reliable location data from the vehicle, and to guarantee 

the authenticity of the event. Experiments were performed to see the level of trust of 

the information generated by the PoEL consensus. The results showed that the PoEL 

consensus gave a better level of information trust than the previous consensus. The 

average value of the information trust level based on the experiments conducted by 

PoEL consensus was 57.6%, compared to the PoW consensus of 38.2%, and PoE 

consensus of 49.4%. These increments occurred due to additional parameters to raise 

the level of trust in the information, namely confirmation of the event and the location 

of the accident. This study has proven that the use of PoEL consensus in VANET has 

succeeded in increasing the trust of vehicle information during accidents.
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ABSTRAK

Rangkaian Kenderaan secara Ad-hoc (VANET) menyediakan perkhidmatan 

rangkaian pintar merentasi kenderaan yang mampu berkongsi data. Walau 

bagaimanapun, semasa kemalangan terdapat masalah keselamatan rangkaian yang 

dihadapi, seperti kesahihan maklumat kenderaan yang merupakan aspek penting 

dalam keselamatan VANET. Oleh itu, model kesahihan telah menjadi elemen penting 

dalam mengatasi masalah ini. Pelbagai model kesahihan pada waktu kenderaan 

menghadapi kemalangan telah dinyatakan dalam kajian lepas, termasuk penggunaan 

algoritma konsensus rantaian blok. Konsensus Bukti Peristiwa (PoE) telah 

dicadangkan untuk meningkatkan kesahihan maklumat dalam VANET, walaupun, 

PoE tidak menjamin kesahihan data lokasi kemalangan. Oleh yang demikian, tujuan 

penyelidikan ini untuk adalah meningkatkan teknik konsensus rantaian blok dalam 

meningkatkan model kepercayaan VANET melalui proses konsensus PoE dan 

konsensus Bukti Lokasi (PoL) dengan menghasilkan konsensus Bukti Peristiwa dan 

Lokasi (PoEL). Konsensus PoEL digunakan untuk mendapatkan data lokasi yang 

boleh dipercayai dari kenderaan, dan menjamin kesahihan peristiwa tersebut. 

Eksperimen telah dilakukan untuk melihat tahap kesahihan maklumat yang dihasilkan 

oleh konsensus PoEL. Hasil kajian menunjukkan bahawa konsensus PoEL 

memberikan tahap kesahihan maklumat yang lebih baik daripada konsensus 

sebelumnya. Nilai purata tahap kepercayaan maklumat berdasarkan eksperimen yang 

dilakukan oleh konsensus PoEL adalah 57.6%, berbanding dengan konsensus PoW 

sebanyak 38.2%, dan konsensus PoE sebanyak 49.4%. Peningkatan ini berlaku kerana 

terdapat parameter tambahan untuk meningkatkan tahap kepercayaan terhadap 

maklumat, iaitu pengesahan peristiwa dan lokasi kemalangan. Kajian ini telah 

membuktikan bahawa penggunaan konsensus PoEL dalam VANET telah berjaya 

meningkatkan kesahihan maklumat kenderaan semasa berlakunya kemalangan.
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CHAPTER 1

INTRODUCTION

1.1 Overview

An ad hoc network is a network that is composed of individual devices 

communicating with each other directly. Mobile Ad Hoc Network (MANET) and 

Vehicular Ad Hoc Network (VANET) are popular ad hoc networks. MANET is a 

mobile device wireless network that can configure itself. Meanwhile, VANET refers 

to a network created in an ad hoc manner where different moving vehicles and other 

connecting devices come in contact over a wireless medium and exchange useful 

information to one another (Tomar et al., 2017). VANET works as a safety warning 

on the road, to warn of hazards such as collisions and road congestion. The warnings 

are sent using communication between vehicle to vehicle (V2V) and vehicle to 

infrastructure (V2I) (Soleymani et al., 2015). The V2V procedure is a vehicle to send 

and receive messages from each other. The messages contain warnings about 

accidents, road congestion, and other traffic information. On the other hand, V2I works 

between infrastructure and vehicles that send and receive messages from one another. 

The messages contain information such as location of gas stations and traffic light 

alerts. An On-Board Unit (OBU) is installed in each vehicle in order for interaction to 

occur between vehicles (Mokhtar and Azab, 2015). OBU is a transmitter that 

communicates between the vehicle and the Road-Side Units (RSU).

VANET will improve traffic flow by promoting intelligent transport and 

providing efficient information facilities. The purpose of VANET is to provide smart 

transportation that is capable of processing data and can manage itself for each vehicle. 

Then, it provides an application facility such as driving assistance and safety warning 

(Eze et al., 2014). However, there are network security issues encountered, such as the 

trust of vehicle information during an accident. Thus, the VANET trust model becomes 

an important element.
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The research conducted by Lu and Wang (2018) uses a blockchain-based 

anonymous reputation for the VANET trust model. Blockchain is a decentralized 

distributed database that creates data blocks in sequential series and integrates them 

within different data structures into a chain. Cryptography is used on blockchains to 

ensure that the data is tamper-proof and can be used for distributed networks and data 

storage in nodes (Zhang and Chen, 2019). The theory behind the blockchain originates 

from the simple essay entitled “Bitcoin: a peer-to-peer online cash network”. written 

by Satoshi Nakamoto (2008). In the context of digital currency, the consensus is an 

important element for every blockchain network since the consensus is reliable for the 

stability of the distributed network and protecting integrity. The consensus for a digital 

currency that was first developed was proof-of-work and introduced in Bitcoin. The 

consensus processes may be classified as Proof of Work (PoW), Proof of Stake (PoS), 

Delegated Proof of Stake (DPoS), Practical Byzantine Fault Tolerance (PBFT) and 

Ripple (Mingxiao et al., 2017). On VANET, a blockchain is used to verify the truth of 

information from vehicles because the vehicle can basically access the event 

information history on the blockchain.

1.2 Problem Background

The trustworthiness of information is a parameter used to measure the validity 

of information. This is important aspect of security at VANET Xiaonan et al., (2007), 

because data reliability in VANET affects the quality of safe or non-safe systems, and 

the trustworthiness of information has an important role in the security and efficiency 

of vehicle networks (Hutchison and Mitchell, 2013). Therefore, VANET focuses on 

the security of data exchange between vehicles. In addition, data communication 

between trusted vehicles can affect security. Thus, a comprehensive study of the trust 

model is required (Soleymani et al., 2015). Academics have recently conducted 

research on a blockchain that has great potential in various areas like the trust model 

needed at VANET.

Lu, et al. (2018) proposed a blockchain-based anonymous reputation system 

(BARS) to establish a privacy-preserving trust model for VANETs. This system is

2



used to prevent the distribution of false messages from internal vehicles while 

maintaining vehicle privacy. Two blockchains are used, namely Blockchain for 

Certificates (CerBC) and Blockchain for Revoked Public Keys (RevBC). All entities 

in VANET get transparent authority activities. In the communication for V2I and V2V, 

the public key acts as a pseudonym. In addition, Blockchain for Messages (MesBC) is 

used to record all the messages that are broadcasted and as proof to evaluate the 

reputation of each vehicle. Thus, the distribution of fake messages and bad behavior 

from evil vehicles can be overcome by reputation evaluation. In this research, the PoW 

consensus is adopted and the vehicles act as miners. However, the consensus is not the 

main focus of this research.

A decentralized trust management system in vehicular networks based on 

blockchain techniques was proposed by Yang et al. (2019). In this system, the 

Bayesian Inference Model is used by vehicles to validate the messages received from 

neighboring vehicles. The result of validation is that each vehicle’s source message 

will get a rating from other vehicles. The roadside unit (RSU) will use the rating of the 

vehicle to calculate the trust value of the vehicle involved and package this data into 

blocks. Then, each RSU will try to add their block to the trust blockchain managed by 

all RSUs. This research uses the consensus of PoW and PoS together. Thus, the greater 

the total offset (stake) value in the block, the easier the RSU can find the value for the 

hash function. During the rating generation, the distance between the message sender 

and event location are considered as the indicators of message credibility. However, 

there is no guarantee for the correctness of the location.

Additionally, there is a new type of blockchain to resolve critical message 

dissemination issues in the VANET. As proposed by Shrestha et al. (2019), a local 

blockchain is created for real-world event message exchange among vehicles within 

the boundary of a country, which is a new type of blockchain suitable for the VANET. 

In this scheme, event messages are used as transactions instead of cryptocurrency. This 

research adopts the PoW consensus mechanism. A consensus of all mining vehicles in 

the blockchain network can be established to generate a new block that can be used as 

ground truth for the next block. The Proof of Location (PoL) consensus is used to 

obtain trusted locations from vehicles that broadcast information about events on the
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network. PoL provides certificates of the original location. RSU validates the delivery 

event information by vehicle. According to Tippenhauer et al. (2011), GPS use is 

ineffective because it can easily be faked. PoL is safe because the location certificate 

can only be created with a valid RSU signature. Therefore, the vehicles cannot produce 

fake certificates. However, message trust is not guaranteed from the usage of only PoL. 

A blockchain mechanism that can make the messages more reliable is proposed to 

overcome this problem (Shrestha et al., 2019).

In another scenario, Yao-Tsung et al. (2019) proposed a Blockchain-based 

Traffic Event Validation (BTEV) using a proof-of-event (PoE) consensus mechanism. 

RSU is used to collect traffic data and verification of the data is conducted by the 

vehicle upon receiving notification of the event. This research has a two threshold- 

based and two-phase consecutive transaction-based event validation mechanism on the 

blockchain in order to identify the truth of events and speed up the delivery of 

transactions to the blockchain. The local-chain is circulated only for RSUs in the same 

region. Thus, vehicles can access traffic information efficiently when it comes to an 

area. The producer is chosen based on the timestamp of the event confirmation and 

each producer is qualified with proof of his own event. Thus, this can save power 

consumption costs compared to the PoW approach. Besides that, in this study other 

nodes can be used to verify block producers through proof of description of traffic 

events. This research focuses on the part that can be verified through vehicles and 

RSUs. However, verification of the incident and vehicle location is not discussed. The 

vehicle has information such as speed, direction, and location, which is packaged in 

the Cooperative Awareness Messages (CAM) (ETSI, 2014).

There are five main requirements that must be met in order to have information 

security and privacy in VANET. First, authentication is when the identity of each 

vehicle can be guaranteed and verified. Second, non-repudiation is a data operation 

that cannot be rejected by the sender. Third, privacy must be maintained where the true 

identity is well protected from any malicious threats. Fourth, efficiency is a real-time 

guarantee that must be achieved under certain conditions and good power 

consumption. Fifth, data integrity and correctness are guaranteed in the transmission
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process and must not be modified so that the sender's geographical data is accurate to 

avoid the recipient being blamed.

1.3 Problem Statement

Previous research describes some of the problems of blockchain 

implementation in VANET. First, a study conducted by Shrestha et al. (2019) which 

adopted the PoW consensus. In the PoW consensus, all mining nodes on the 

blockchain network can generate new blocks which can be used as the ground truth 

for the next block. However, large power consumption becomes a problem. Vehicles 

usually have limited power, and have difficulties in producing the power needed. 

Second, research conducted by Yao-Tsung et al. (2019) proposes a new consensus 

called Proof of Event (PoE) to validate traffic events and perform as a trust verification 

mechanism based on the decentralized nature of blockchain. This consensus is unlike 

the previous consensus which requires large computing power to solve difficult hash 

problems while this consensus only uses computing power for event validation.

However, there is a gap in this PoE consensus. PoE consensus uses a period of 

time to verify an event. So, the accuracy of the data will be questioned when two types 

of events occur at the same time. In the research, data such as destination, speed, and 

location are packaged in CAM. Should there be false data, CAM will give a value of

0 which indicates that the data is false. However, the is no further explanation given 

to why the data is false. Next, the vehicle is used to verify the proof of an event. 

However, the selection of verifiers is chosen randomly. This will affect the 

trustworthiness of information if there are any malicious vehicles. Several proposals 

have been made to overcome the problem. A proposal by Shrestha et al. (2019) uses 

an identity that is categorized based on the type of event. In addition to the problem 

where parameters are not elaborated in cases where data used in CAM is false. This 

can be overcome by proposing a Proof of Location (PoL) consensus that is used to 

provide evidence about the location of the vehicle at a certain time. A consensus 

proposed by Dasu et al (2018) produces a location certificate.
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The location certificate is digital proof that the vehicle is in a certain place. All 

vehicle locations must have a location certificate to prove their position at a certain 

time. This certificate is provided by a valid RSU. PoL is safe because the vehicle 

cannot produce fake location certificates without a valid RSU signature. The aim of 

this research is to hybridize a model of PoE consensus that uses little computing power 

with PoL consensus that provides evidence of vehicle location at a given time to 

improve security, information trust, and efficiency in the VANET trust model.

1.4 Research Goal

The main objective of this research is to enhance the blockchain consensus 

technique for information trustworthiness in the VANET trust model.

1.4.1 Research Objectives

The following issues need to be thoroughly investigated and analyzed in order 

to achieve the research goal:

(a) To hybrid PoE consensus with PoL consensus into Proof of Event and Location 

(PoEL) consensus for the VANET trust model.

(b) To develop a PoEL consensus to increase the trust level of information in the 

VANET trust model.

1.5 Research Scopes

To achieve the objectives, the scope of the research is restricted to the 

following conditions:
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(a) This study only compares the blockchain consensus technique used for

VANET based on previous research.

(b) The results of this research are to increase the trust level of information in the

VANET trust model with accurate event and location information

(c) The traffic data used in this study uses data based on previous research.

1.6 Significance of the Study

The expected outcome of this research is to increase the trust level of 

information in the VANET trust model with the proposed PoEL consensus. Thus, 

ensuring reliable information exchange in the VANET environment and guaranteeing 

the accuracy of the information. Research related to a hybrid consensus model between 

PoE and PoL is new. The use of the PoL consensus is expected to make the 

performance of PoE better. Thus, increasing the safety and security of the driver. This 

model is intended to be used by manufacturers and vehicle authorities in dealing with 

traffic problems and vehicle safety to protect human life and existing infrastructure. 

Thus, it can assist drivers to be more careful in driving a vehicle.

1.7 Organization of the Thesis

The following is an organization of the thesis:

(a) Chapter 1 explains the introduction of the research which consists of

background problems and statements. The purpose of the research and research

scope is discussed. Finally, the organization of the thesis is presented in the 

research.
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(b) Chapter 2 explains the VANET literature review, overview of blockchain,

blockchain consensus, previous research on blockchain in relation to VANET, 

and the VANET trust model with blockchain.

(c) Chapter 3 explains the research methodology which consists of a research

operational framework, a research conceptual framework, a software simulator 

in research, and evaluation parameters.

(d) Chapter 4 explains the design and implementation of the research. Which

consists of VANET and blockchain scenarios, proposed blockchain consensus, 

and environment scenarios.

(e) Chapter 5 explains the experiment and the results of the analysis of the

research. Which consists of scenario simulation, simulation results and 

analysis, and evaluation of experimental results.

(f) Chapter 6 explains research contributions to knowledge and future works.
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