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ABSTRACT

Recent security attacks have breached some of the most secure networks
around the world causing damages, stealing information, and data corruption. This
devastating situation has led security experts to question the effectiveness and
reliability of the present security controls against the hacking attacks. Thus, there is a
need to prevent systems hacking and fulfil managerial concerns about security risks.
This research focuses on the design and development of Hacking Countermeasure
Framework (HCF) using Delphi method that combines quantitative and qualitative
research questionnaires to address problems associated with the lack of hacking
anticipation, hiding and deception, and Defense-in-Breadth (DiB) techniques. This
research was conducted via an online, anonymous, and asynchronous six-round Delphi
methodology adapted from the classical Delphi method with a pre-selected security
experts panel. The study was arranged in four Delphi phases. Phase one covers analysis
of studies that have used pre-Delphi to explore hacking threats and the provided
recommendations for anti-hacking. Phase two covers derivation of factors for
identifying anti-hacking factors and their relationships. Phase three covers
development of a framework to prevent systems hacking and fulfil managerial
concerns regarding security risks. Finally, phase four covers validation of the research
deliverables using triangulation with five processes, namely study cases, interviews,
discussion workshop, review and quality assurance by cyber security experts, and
approval by CERTSs. The findings of this research confirms the importance of hacking
anticipation, hiding and deception, and DiB in a hacking countermeasure process and
provides enticing clues regarding the role of these three factors in the hacking
countermeasures. Despite recent calls for the replacement of Defense-in-Depth (DiD),
this research also confirms that DiD plays a vital role in anti-hacking processes.
Moreover, a clear linkage is identified between hacking risk assessment, anti-hacking
auditing, and anti-hacking compliance. Furthermore, the validation of framework
confirms that hacking countermeasure improves through the induced solutions for
DiB, and deception and hiding techniques. The HCF is useful for both academia and
industry and can contribute to theory and practice of hacking anticipation, DiB, and
hiding and deception..
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ABSTRAK

Serangan keselamatan baru-baru ini telah memusnahkan beberapa rangkaian
paling selamat di seluruh dunia yang menyebabkan kerosakan, kecurian maklumat,
dan rasuah data. Keadaan yang sukar ini telah menyebabkan pakar keselamatan
mempersoalkan keberkesanan dan kebolehpercayaan kawalan keselamatan sekarang
terhadap serangan penggodaman. Oleh itu, terdapat keperluan untuk mencegah sistem
penggodaman dan memenuhi keprihatinan pengurusan tentang risiko keselamatan.
Penyelidikan ini memberi tumpuan kepada reka bentuk dan pembangunan rangka kerja
tindak balas penggodam menggunakan kaedah Delphi yang menggabungkan soal
selidik penyelidikan kuantitatif dan kualitatif untuk menangani masalah yang
berkaitan dengan kekurangan jangkaan penggodaman, persembunyian dan penipuan,
dan teknik Pertahanan-Meluas (DiB). Penyelidikan ini dijalankan melalui metodologi
Delphi enam pusingan secara dalam talian, tanpa nama dan tak segerak yang diadaptasi
daripada kaedah Delphi klasik yang telah digunakan oleh pakar keselamatan sebelum
ini. Penyelidikan ini terdiri daripada empat fasa Delphi. Fasa satu meliputi analisis
kajian yang telah menggunakan pra-Delphi untuk meneroka ancaman penggodaman
dan pengesyoran yang disediakan untuk anti-penggodaman. Fasa dua meliputi terbitan
faktor untuk mengenal pasti faktor anti-penggodaman dan hubungannya. Fasa tiga
meliputi pembangunan rangka kerja untuk mencegah penggodaman sistem dan
memenuhi kebimbangan pengurusan mengenai risiko keselamatan. Akhir sekali, fasa
empat meliputi pengesahan hasil penyelidikan menggunakan triangulasi dengan lima
proses, iaitu kes kajian, temu bual, bengkel perbincangan, semakan danjaminan kualiti
oleh pakar keselamatan siber, dan kelulusan oleh CERT. Penemuan penyelidikan ini
mengesahkan kepentingan jangkaan penggodaman, persembunyian dan penipuan, dan
DiB dalam proses tindakan balas penggodaman serta memberikan petunjuk menarik
mengenai peranan Kketiga-tiga komponen ini dalam tindakan balas penggodaman.
Walaupun terdapat cadangan untuk menggantikan Pertahanan-Mendalam (DiD),
penyelidikan ini telah mengesahkan bahawa DiD memainkan peranan penting dalam
proses anti-penggodaman. Selain itu, kaitan yang jelas dikenal pasti antara penilaian
risiko penggodaman, pengauditan anti-penggodaman dan pematuhan anti-
penggodaman. Tambahan pula, pengesahan rangka kerja mengesahkan bahawa
tindakan balas penggodaman bertambah baik melalui penyelesaian teraruh untuk DiB,
dan teknik penipuan dan penyembunyian. Rangka kerja yang dibangunkan ini berguna
untuk kedua-dua akademia dan industri dan boleh menyumbang kepada teori dan
amalan jangkaan penggodaman, DiB, dan persembunyian dan penipuan.
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CHAPTER 1

INTRODUCTION

11 Introduction

Public and private sector operations and daily work are automated into e-
government or e-business environment like telemedicine, aeronautics, land and
railway and teleworking including criminal records tracking and checking social
security (Toapantaetal., 2020). Economy also depends on the web, for example, banks
transactions to and from financial departments are done electronically in hundreds of
billions of US dollars per day, and trillions of US dollars are sent daily worldwide via
electronic transfer (Serror et al., 2021). Defense sector is heavily dependent on
information systems too, starting from voice over IP communications, transmitting
military sensitive information regarding all types of logistics, precision weapons
guidance systems, nuclear power, to securities transactions, aerospace and much more
(Al-Qutayri et al., 2010; Christina, 2011; Toapanta et al., 2020). The problem here is
these information systems are insecure and susceptible to hacking, and these services
have been facing continuing destructive hacking attacks over the years (Satish et al.,
2007; Levy, 2010; Saha et al., 2021). Michelle (2010), Nunna and Marapareddy
(2020) and Yonemura et al. (2021) announce that all government departments and
agencies whether civil or military are facing increasing destructive hacking attacks,

and threatened to be closed down at any time.

Around 66% of organizations are breached they remain unaware for months
(Verizon, 2014). The security attacks continue to escalate world-wide making it very
hard to detect or prevent (Masters, 2015; Olenick, 2015). According to Lazarte (2016),
the number of complaints related to internet breaches in the United Kingdom alone has
acceded 2000% in the past three years. Irwin (2021) reported 84 incidents in August
2021 that account for 61 million records breach, in addition to the mobile network

hack, which affected 53 million customers and 40 million records. According to



Privacyrights (2017), the top most frequent cause of data breaches is hacking attacks,
and among 41% of the total breaches, 37% attacks are generated from within the
organization. In 2017, CynoSure Prime (2017) reported that 320 million hashes have
been exposed. In addition, the attacks get repeated in a variety of ways and reside in
systems unnoticeably causing losses in billions of US dollars (IBM, 2021; Masters,
2017). According to Shackleford (2016), this issue is becoming worse with the increase
of sophisticated attacks, making it vital to develop new models that can predict

attackers’ behavior.

Heubl (2019) stated that it is simple to hack web-connected Internet of Things
devices and critical infrastructure. In 2020, Bajak (2020) confirmed that millions of
smart devices are vulnerable to hacking. Purple Security (2021) reported that hacking
using ransomware worldwide rose 350% in 2018, and new victims will be every 11
seconds with estimated annual cost of $6 trillion, also 70% of organizations say that
security risk increased significantly, and 69% of organizations don’t believe the threats
can be blocked by their protection systems. In fact, 61% of organizations have
experienced hacking incidents. The education industry is ranked last in cyber security
preparedness out of 17 major industries. However, 41% of higher education cyber
security incidents and breaches were caused by social engineering attacks and 43%
have had student data attacked, including dissertation materials and exam results,
whereas 25% have experienced critical intellectual property theft, and 28% have had
grant holder research data attacked. Also, 87% have experienced at least one
successful hacking attack, and 83% believe hacking attacks are increasing in frequency
and sophistication. 79% universities have experienced damage to reputation, almost
74% have had to halt a valuable research project as a result of a hacking attack, and
77% also say a hacker breach has the potential to impact national security, due to the
potentially sensitive nature of the information which could been compromised. 64%
don’t believe their existing IT infrastructure will protect them against hacking attacks,
27% see the current security of their data center as ‘inadequate’ and in urgent need of
updating, 85% of universities agree that more funding must be given to IT security to
protect critical research IP, and On average, 30% of users in the education industry
have fallen for phishing emails. The education sector accounted for 13% of all data
security breaches during the first half of 2017, resulting in the compromise of some 32

million personal records.



In addition, 67% of financial institutions reported an increase in hacking
attacks over the past year, and 26% of financial enterprises faced a destructive attack,
and 79% of financial CISOs said hackers are deploying more sophisticated attacks.
Also, 70% of financial institutions said they are most concerned about financially
motivated attackers. In 2018 there were 80,000 hacking attacks per day or over 30
million attacks per year. 83% of global infosec respondents experienced phishing
attacks in 2018, an increase from 76% in 2017. In 2017, hacking cyber-crime costs
accelerated nearly 23% more than 2016 with an average about $11.7 million. The
damage costs is $11.5 billion in 2019, and in 2020, it is over $1 trillion. However the

damage related to hacking cybercrime is projected to hit $6 trillion annually in 2021.

The list of hacking attacks is so large, but giving samples in 2018 Cathy pacific
was hacked and 9.4 million accounts compromised, and cyber attackers hacked into
international computer systems and compromised five hundred million accounts. Also
in March 2018, over 300 universities worldwide suffered from a giant hacking attack
organized by Iranian hackers. According to the official information, 31 terabytes of
“valuable intellectual property and data” was exposed. In 2019, Maryland Department
of Labour was breached by hackers who illegally accessed names and social security
numbers belonging to 78,000 people, also Captical One had over 106 million records
stolen containing personal and financial information. In 2020 is Magellan Health was
hacked by a ransomware and data breach stating that 365,000 patients were affected in
the sophisticated hacking attack, and on an average 89% of healthcare organization had
patient data lost or stolen in the past two years. In 2021 are the Kaseya suffered a
ransomware hacking attack compromising up to 1500 companies with a staggering
ransom note of $70 million, and Saudi Aramco data breach exposing sensitive data on
employees and technical specifications of the organization. The hacker group ZeroX
demanded a payment of $50 million. The U.S. government spend $15 billion on cyber
security related activities in 2019 up 4% over the previous year, however, in 2021, the
United States faced 38% of the hacking attacks putting it the number one target for
targeted hacking attacks, with nearly 60 million Americans have been affected by

identity theft (Purple Security, 2021).

The above reports are also supported by Imperva (2021d) who already

observed hacking threats increase with over trillions attack requests analysed and



billions successful attacks, and as per Lohrmann (2021) recent report found that the
average cost of a data breach rose to $4.2M per incident. Also Irwin (2021) said that
in month August 2021 84 incidents accounted for 60,865,828 breached records, in
addition to the mobile network hack, which affected 53 million customers and 40
million records in the same month. Hill and Swinhoe (2021) stated that hacking affect
hundreds of millions or even billions of people at a time as hackers exploit the data-
dependencies of daily life. How large hacking is in the future might remain speculation,
but as this list of the biggest data breaches of the 21st Century indicates, hacking have
already reached enormous magnitudes. The following isjust a sample, LinkedIn Date
in June 2021 impacted 700 million users, Sina Weibo in March 2020 impacted 538
million accounts, Facebook in April 2019 impact 533 million users, and Marriott
International (Starwood) in September 2018 impacted 500 million customers. Also,
CSIS (2021) focussed on incidents since 2006 on government agencies, defense and
high tech companies, or economic crimes with losses of more than a million dollars,
which included attacks on Centers for Medicare and Medicaid Services and NSO
Pegasus spy where “Zeroclick”, Ukrainian energy outages, and eStuxnet attack at
Iranian nuclear power plant. As reported by Purple Security (2021), in 2017, the
average number of breached records by country was 24,089. The nation with the most
breaches annually was India with over 33k files; the US had 28.5k. Moreover, 54% of
companies are experiencing an industrial control system security incident, and the
estimated total will be 33 billion hacked records by 2023. This list increases highly to
include all aspects of life such infrastructure, nuclear power, education, health, finance,

defense systems and private life as shown in Table A-1 in Appendix A.

To help secure services, the Open Web Application Security Project (OWASP)
OWASP (2021b) has designed web applications and services security guide, which
provides best practices and countermeasures to most common attacks. Yuill et al.
(2006) propose a technique for dealing with security attacks which uses deception to
hide assets from hackers. Denning (2007b) focus on the ethics of cyber conflict and
analyzed hackers’ ethics. McClure et al. f2012) provide a breakdown of hacking
procedures and structured hacking procedures into nine processes. They provided
sample hacking attacks and countermeasures within each hacking stage. Similar anti-

hacking approaches have been also adopted by Subramanian et al. (2021), Hartmann



and Steup (2020), Dargahi etal. (2020), Lee etal. (2020), Marin etal. (2020), Toapanta
etal. (2020), Cho etal. (2020) and Java et al. (2019).

At every attack, researchers are recommending new security solutions to cater
for the newly encountered sophisticated attacks. However, over the past years scientists
have been working on countermeasures against hacking attacks, and despite this, the
systems are not just getting compromised by new attacks, but old onces are repeated
over and over again in other ways. In addition, with technology advancement, the
security breaches are increasing and becoming more sophisticated and aggressive (IC3,
2021; CVE Mitre, 21; OWASP, 2020; Breach, 2010; Scambray et al., 2010; Levy,
2010). It is because most ofthe information security best practice models are not based
on hacking countermeasure, but built upon certain compliance requirements that suit
specific scope of businesses (Aldrich, 2009). Dyer et al. (2012) showed that as traffic
analysis is possible, TLS, SSL, SSH, IPsec and other network security mechanisms are
insecure, and same is reported by IspartNersllc (2021), Akhmetzyanova et al. (2020)
and Kozachok et al. (2019). In addition, Sanchez and Korunka (2019), Nakasone
(2019) and Harrison et al. (2010) mentioned that the source of hacking attacks is not
just from individual criminals, but also from organized terrorist groups and foreign

governments.

The devastating security status led many security experts to question Defense-
in-Depth ability to defend security attacks. For example, Prescott (2012) conducted
field surveys and concluded that information security defense mechanisms based on
Defense-in-Depth cannot withstand against security attacks, and security professional
must adopt new models for anti-hacking. This research conclusion about Defense-in-
Depth was supported by multiple testimonials and references. Bratus (2007) stated that
security professionals must give away traditional thinking, and anticipate hackers
thinking instead. Regarding Defense-in-Breadth, Amoroso (2013, 2017) gave
community suggestions to handle the security issues. Recent attacks have helped to
gain new supporters, such as Scott (2014), Robinson (2015), Kewley and Lowry
(2015), Cho and Ben-Asher (2017), Igbe (2017), Cicotte (2017), Filkins (2017), Chen
(2020), Cho and Ben-Asher (2018), Stokes and Childress (2020), Lee et al. (2020) and
Reddy etal. (2021), for Prescott’s call for new framework, replacing Defence-in-Depth

(DID) or at least to adopt Defense-in-Breadth (DiB) along with Defense-in-Depth.



Further, according to Dargahi et al. (2020), Toapanta et al. (2020), Cho et al. (2020),
Java et al. (2019), Summers (2015), Madden (2015), Summers et al. (2014), Graham
(2013), Kimbell (2011), Mahmood et al. (2010), Wiles (2010), Yoo et al. (2006),
Boland and Collopy (2004), and Buchanan (1992), to be able to prevent hacking,
hackers’ activities and cognitive skills must be analyzed and utilized in designing
hacking countermeasures, which is missing in the present information security

frameworks and compliances.

On the other hand, Oman does not have a national cyber security strategy, but
has paid much attention to cyber security public awareness, training, and security
incident recovery. Due to the necessity of addressing risks and security threats in
Oman’s cyberspace, the government of the Sultanate of Oman officially launched
Oman Computer Emergency Readiness Team (OCERT) in April 2010. OCERT was
developed to build trust between the Omani government and citizens with regards to
e-government services. In addition, OCERT provides awareness, training and auditing
services upon request. This initiative was introduced due to the considerable number
of Omani citizens who are unaware of their exposure to security risks (Alkaabi, 2014).
Alkaabi (2014) conducted a comparative study of sharing sensitive information among
friends and relatives between the Gulf Cooperation Council (GCC) countries including
Oman, Kingdom of Saudi Arabia (KSA), and United Arab Emirate (UAE). The study
revealed cultural similarities of sharing sensitive information with friends and family
members, which can lead to security preaches. The study by Alkaabi (2014) urged a
development of a new framework that can protect from security preaches. In 2019,
Oman Computer Emergency Response Team (OCERT) was very much improved with
the introduction of a new information security framework that covered issencial

security requirements as given in E-Oman (2019).

Although this research provides a solution to a global security issue, it pays
great attention to the requirements of Oman Computer Emergency Response Team
(OCERT) in OCERT (2021) and E-Oman (2019). In an attempt to develop a new
framework for sustained cyber-siege defense, this research contributes towards a
working solution for the security problem, and as such converting Computer
Emergency Response Teams to Computer Emergency Readiness Teams. As this

research concentrates on technical hacking, countermeasure tools and techniques, and



management practices, the resultant output is a technical and administrative hacking
countermeasure security framework. This research fulfills the missing hacking
countermeasure gap found in information security frameworks. Moreover, it sets a
baseline design to develop a proactive security solution to protect information systems
by continuously guarding against hacking activities. It serves as a guide for
information security specialists considering hacking countermeasure approaches to
their information systems security design, and sets major guidelines for future

research in the field of hacking countermeasures.

This chapter provides an introduction of the research, which begins with
problem background and highlighting defensive measures in the existing information
security systems. The chapter sets problem statement, and the main questions that put
aroadmap for the final research deliverables. In addition, the chapter defines objectives

and scope, and highlights the benefits of this research.

1.2 Problem Background

Hacking is defined by Gavel et al. (2020) as “the expertise in any field that can
be used for both ethical and unethical purposes. Those who perform hacking are known
as Hackers. Therefore, hackers are classified as per their working and as per their
knowledge. The ethical hackers are also known as white hat hackers. Ethical hackers
use their hacking techniques for providing security legally. Generally white hat
hackers are legally authorized hackers that work for Government”. Similarly,
McClure (2012), Follis and Adam (2020a), and Malwarebytes (2021) explane hacking
as the activities performed by black hat hackers seeking compromise of digital
equipment on entire networks, such as computers, tablets, smartphones and all other
network devices. On the other hand, white hat hackers use their knowledge and
experience to improve information security and prevent hacking attacks by finding
systems’ vulnerabilities and providing solution recommendations. Also The
Economic Times Security (2021) says “hacking is an attempt to exploit a computer
system or a private network inside a computer. Simply put, it is the unauthorized access

to or control over computer network security systems for some illicit purpose”.



Hackers are intelligent and highly skilled in computers, and all kinds of
hacking are illegal. Compromising security systems requires more intelligence and
experience than making them. In general computer hackers are categorized into black
hat, white hat, and grey hat hackers. Black hat hackers are also called crackers who
conduct hacking to control systems for personal profit. Black hat hackers steal, destroy
or prevent authorized users from accessing their systems. This is done by searching
for vulnerabilities in networks and network connected devices. On the other hand,
white hat hackers are sometimes called ethical hackers who are professionals perform
hacking to check the security of security systems for the sake of hardening systems
against hacking attacks. However, grey hat hackers are curious people who have basic
hacking skills enabling them to compromise systems to discover potential security
weaknesses, then they notify network admins with the weaknesses discovered (The
Economic Times Security, 2021). Also, Countermeasure is the tools and techniques
used to defend assaults before, during and after the attacks had happened, and
prevention is the process that takes place before attacks and used to prevent it from
happening, which is regarded as an early stage of countermeasure (Subramanian etal.,
2021; Chesti et al., 2020; Cappelli et al., 2020; Liu et al., 2018).

Dargahi et al. (2020) and Chesti et al. (2020) stated that despite the availability
of Al-based solutions, anomaly detection and other advanced solution, hacking attacks
using crypto-ransomware and other techniques are spreading. Bratus (2007), Schwab
and Poujol (2018) and Follis and Adam (2020b) state that anti-hacking is a critical
requirement for organizations’ reputation, effective operations, and financial stability.
However, available security controls can cater to limited risks due to the
limitations in processes and procedures that govern the operations of the security
tools. In contrast, hackers gain new knowledge of systems vulnerabilities and
Information Technology (IT) personal does not have that knowledge (Bajak, 2020;
Fonyi, 2020; Goebel et al., 2019). As a result, hackers are granted authorized access
to systems to execute administrative level tasks, hide themselves, and resist preventive
measures (Subramanian, 2021; Hartmann and Steup, 2020; Burgess et al., 2017,
Shackleford, 2016; Masters, 2015; Olenick, 2015; Denning and Denning, 2010; Geer,
2006).



In addition, hacking steps represent anticipation and can vary in type and
number of hacking steps or processes from three to nine steps or processes, for
example, three steps given by Zadig (2016), five steps by Schifreen (2006), six steps
by Microsoft (2020), Dell SecureWorks (2014) adopted what is called Cyber Kill-
Chain model which has seven steps, also seven steps by Tipton and Krause (2007),
seven steps by Barnes (2002), and nine hacking model as given by McClure et al.
(2012). Thus, procedures, activities, innovations and tools differ from one hacking
assoult to the other, therefore, characteristics, symptoms, and losses of the attacks also
vary (Lee etal., 2020; Dargahi et al., 2020).

On the other hand, Defense-in-Depth (DiD) provides security protection in a
layered form like an onion (Sattarova and Tao-hoon, 2007; HP, 2007; Eric, 2011).
This approach uses multilayer defense systems, if hackers break one layer, they face
the following in in-depth security (May et al., 2012; US-CERT, 2021b). Despite the
advances in Defense-in-Depth techniques, hacking attacks are increasing enormously.
It is because hackers are always ahead in discovering system vulnerabilities, which
open doors for various hacking attacks (Lohrmann, 2021; Statista, 2020; Benoit et al.,
2010; Rachana, 2010; Sami, 2009; Norman and Mark, 2009; Geer, 2006).
Accordingly to Breach (2009), McClure et al. (2012), Haque and Chowdhury (2018),
Heubl (2019) and Pham et al. (2020) researchers are developing advanced security
controls, but hackers are also using highly sophisticated techniques using advanced
automated hacking tools. It is noteworthy that the reported incidents representjust a
fraction of hacking incidents, otherwise, security breaches and associated losses are
increasing on daily basis (Lohrmann, 2021; Imperva, 2021d; Oracle, 2020; Alvarez et
al, 2017, Verizon, 2017a, Prescott, 2012; Russinovich and Schmidt, 2011; Levy, 2010;
Clarke, 2009).

In general, most available security solutions concentrate on the choice of
tackling single threat at a time, such as introducing some kind of Authentication,
Authorization, and Accounting (AAA) capabilities. These capabilities facilitate
foundations to perform some kind of a Defense-in-Depth system. Recently, with the
increase in attacks from the insiders, security approaches being used are losing
supporters. Toapanta et al. (2020), Marin et al. (2020), Saxena et al. (2020), Cappelli
et al. (2020), Homoliak et al. (2019), Liu et al. (2018) and Telstra (2017), Norman



(2010) and Harrison et al. (2010) show that conventional protection approach may
reduce security risks and liability costs, but most likely will not prevent hacking
from happening. Anti-hacking maybe possible if the right tools are used with the right
techniques and procedures, however, with Defense-in-Depth systems, this is just a
wish that is not based on reality (Lee et al., 2020; Dargahi et al. 2020; Cicotte, 2017;
Cho and Ben-Asher 2017; Shackleford, 2016; Robinson, 2015; Scott, 2014; Prescott,
2012).

As present information security frameworks rely on Defense-in-Depth
techniques for the provision of the various security requirements, having healthy
information system does not mean that there is no danger. Knowing that Defense-in-
Depth tools have many limitations, it is just a matter of time for hackers' to hack due
to the inherited common shortcomings in information security solutions that are based
on Defense-in-Depth (Prescott, 2012). In this regard, Prescott (2012) also got number
of testimonials and incidents supporting an argument regarding failure of Defense-in-
Depth approach against hacking attacks, and suggests to adopt Defense-in-Breadth
instead. This argument by Prescott (2012) regarding Defense-in-Depth and Defense-
in-Breadth was also supported by Lee et al. (2020), Stokes and Childress (2020), Cho
and Ben-Asher (2018), Cicotte (2017), Amoroso (2017), Shackleford (2016),
Robinson (2015), and Scott (2014).

There are some ofthe problems that affect Defense-in-Depth security tools and
techniques. It is related with the inherited shortcomings within the Defense-in-Depth
tools and techniques associated (Imperva, 2021a; Amoroso, 2017; Shackleford, 2016;
Prescott, 2012; Cox, 2012; Vijayan, 2009). Examples of these shortcomings include,
firstly, anti-malware limitations in the malicious codes and zero-day attacks are not
blocked by a signature-based detection technology, and malwares encrypt themselves
and disable awide variety of antivirus and security software (IBM, 2021; Chesti et al.,
2020; Mercaldo and Santone (2020); Masters, 2015; Olenick, 2015). Secondly,
filtering limitations, if attacks are application driven inside avalid connection, then the
attacks and malicious codes are not blocked (Campion et al., 2021; Hamadouche et
al., 2020; Eskandari etal., 2020; Botacin etal., 2019; Alvarez etal, 2017; Shackleford,
2016; Hongxin etal., 2012; Qian and Mao, 2012; Cox, 2012; Awasthi, 2010). Thirdly,

patch delivery limitations with regard to too many vulnerabilities and patches to
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evaluate and test before deployment (Fonyi, 2020; Goebel et al., 2019; Shackleford,
2016; Dey et al., 2015; Jang and Brumley, 2012; Johnson, 2008). Fourthly, it is
becoming increasingly difficult to contain contagions, as new threats with new tricks
and unknown motives are looming (Hamadouche et al., 2020; Botacin et al., 2019;
Shackleford, 2016; Meyers and Harris, 2009). Alvarez et al. ( 2017) state that with
Defense-in-Depth, it is becoming hard to manage and configure, and can be complex

to configure and manage, which is supported by Toapanta et al. (2020).

The fifth limitation is that current information security solutions rely on human
factor (Yonemura et al., 2021; Witjes and Wentland, 2021; Cappelli et al., 2020;
Aggarwal et al., 2019; Liu et al., 2018;, Alvarez et al., 2017; Shackleford, 2016;
Prescott, 2012; Cox, 2012; Vijayan, 2009). Sixthly, present security solutions lack
ability to maintain effective access control, as access point technologies are easily
bypassed (Saxena and Alam, 2021; Rakhra et al., 2020; Wang-R et al., 2012; Cox,
2012; Anwar et al., 2010; RSA, 2010; Vijayan, 2009). Also, recent attacks prove that
continuously increasing breaches are due to the ineffectiveness of hacking prevention
in the existing Defense-in-Depth access controls (IBM, 2021; Bajak, 2020; Heubl,
2019; Masters, 2017; Privacyrights, 2017; Telstra, 2017; Shackleford, 2016; SANS
Institute, 2015; Data Loss Database, 2015; Verizon, 2014). Seventhly, secure links
have limitations as IspartNersllc (2021) reported since 2015, SSL/early TLS
encryption protocols were deemed as no longer secure. For example, TLS, SSL, SSH,
IPsec etc., are popular mechanisms but it is possible to analyze their traffic (OWASP,
2021c; OWASP, 2021d; Akhmetzyanova et al., 2020; Kozachok et al. 2019; Michael,
2015; Dyer etal., 2012; McClure etal., 2012). Reports show over 320 million hashes
were exposed in 2017 (CynoSure Prime, 2017), also Hill and Swinhoe (2021) show
increasing hacking attacks over the years starting with Marriott International
(Starwood) in September 2018 impacted 500 million customers, Facebook in April
2019 impact 533 million users, Sina Weibo in March 2020 impacted 538 million

accounts, and LinkedIn the impact was 700 million users in June 2021.

Considering the aforementioned problems, it is evident that the available
practice models are weak and they limit the proper use of Defense-in-Depth security
tool and techniques. Hackers have been successful in their attacks continuously and

repeatedly over the years, because they first discover systems vulnerabilities and then
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use these vulnerabilities to attack (Fonyi, 2020; Goebel etal.,2019; Goebel etal., 2019;
Casey, 2011; Goodin, 2011; Lennon, 2011; Storm, 2011; Denning and Denning,
2010). This implies that available security tools and management techniques can only
prevent normal users from unauthorized access to certain systems or services. They
tries their level best to reinforce security against hackers to some extents by not making
it too easy to break though, thereby reducing damages when it happens. In fact, the
problem is that most of the security tools available, conduct preventive measures

against known threats, and take corrective actions after incidents.

The derivatives above on the effectiveness of Defense-in-Depth against
hacking are not criticizing the security tools. Damiani etal. (2011) states that advanced
research in this field should not be neglected as some security building blocks are now
firmly in place for some vulnerabilities. In fact, the tools mentioned in the above are
essential security pillars in any security solution. This analysis came from a practical
experience to highlight vulnerabilities concerning the deployment and use of such
tools, for the sake of raising alarms on security holes that may open the door for
hackers. The limitations of Defense-in-Depth approach and the information security
frameworks adopting it against hacking attacks is due to the unsuitability of these
frameworks for anti-hacking, the shortcomings within the defense tools, and the
vulnerabilities associated with operating systems and applications software (Pham et
al., 2020; Haque and Chowdhury, 2018; Cox, 2012; Prescott, 2012; Vijayan, 2009).

With respect to solutions that provide features for behavioral analysis, which
are useful for providing hacking detections and some countermeasures, there is no
single framework that fits for all organizational needs and objectives (Monarchi and
Puhr, 1992; Calder, 2008; Kirvan, 2020; CSO, 2021). This statement is still valid as
Prescott (2012) stresses that Defense-in-Depth solutions are still incomplete, because
successful hacking attacks and associated losses are increasing. Also, the skills and
efforts required are decreasing due to the dependency on Defense-in-Depth only.
Prescott (2012), Scott (2014), Robinson (2015), Kewley and Lowry (2015), Cho and
Ben-Asher (2017), Igbe (2017), Cicotte (2017), Filkins (2017), Haque and Chowdhury
(2018), Pham et al. (2020) and Infosecurity Magazine. (2021) conclude continuing
with Defense-in-Depth only as anti-hacking is not an option, which is also supported

by articles like Subramanian et al. (2021), Hartmann and Steup (2020), Dargahi et al.
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(2020), Lee etal. (2020), Marin et al. (2020), Toapanta et al. (2020), Cho et al. (2020)
and Java et al. (2019).

For an information security framework to be successful, it must rely on, first,
strong leadership support and a comprehensive body of effective and efficient
information technology security policies and procedures. Secondly, comprehensive
body of effective and efficient hacking countermeasures that promote public trust,
ensure continuity of services, comply with legal requirements, protect system assets,
and recognize risks and threats (OSU, 2016). Complying with this requirement, Karen
(2010) in his research shows that in order to fulfill information security challenges
with regard to hacking, organizations must have the ability to ensure that their infosec
solutions cover all information systems factors, anti-hacking best practices, services,
and products that can mitigate hacking risks. In addition, Filkins (2017) and Cox
(2012) stressed that to support anti-hacking requirement, hacking countermeasure
solutions should be addressed to the core problem, and that is, to have 100%
vulnerability free hardware and software. This is not feasible at all and can never be
achieved, as critical vulnerabilities are increasing dramatically, and hackers are simply
moving on to new attack surfaces. Bajak (2020) said millions of smart devices are
vulnerable to hacking. In addition, Saha et al. (2021) stated that cyber-physical
systems and Internet-of-Things devices are increasingly deployed in multiple
functionalities. These devices are inherently insecure due to software, hardware, and
network vulnerabilities, therefore presenting large number of security holes that can
be hacked. Hence, having 100% vulnerability free system is again not an option to be
considered for anti-hacking. In addition to the limitations within defence-in-depth

mentioned above, there are three main problems that are discussed below.

1.2.1 Missing Anti-Hacking Factors Addressing Susceptibility To Hacking
Risks

Awareness and knowledge of systems and local system risks is an essential

security requirement, and there are many studies and recommendations to resolve this
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issue. Scientists like Bratus (2007) stated that security professionals must give away
traditional thinking, and anticipate hackers thinking instead. According to Sun Tzu
and Cleary (2005) and Lancor and Workman (2007), one of the main best practice for
hacking countermeasure is to know your enemy. Mahmood et al. (2010) states that
without better and truer understanding the antisocial behavior that lead to hacking, the
most effective countermeasures cannot be readily designed. Ability to understand
hackers’ behavior in various circumstances helps slowing the attack, limiting the
impact of hacking breaches, and lessening the damages caused by hackers (Mahmood
et al., 2010). Bratus et al. (2010), McClure et al. (2012), Afroz et al. (2012), Wu
(2014), Trabelsi and McCoey (2016), Java et al. (2019) and Toapanta et al (2020),
Marin etal. (2020) recommend departing from the traditional thinking to hackers mind

to anticipate hacking.

Flow (2017) emphasizes that one major requirement for hacking
countermeasure is anticipating what hackers are doing and then counteract
accordingly. Similarly, Cox (2012) stated it is impossible to block all vulnerabilities
or detect new ones, but firm security policy and proper configuration may be the best
option. Summers etal. (2014) state that hackers are adept to re-engineering ambiguous
problems for bringing inventive solutions, idea iterations, and envision probable
solutions. Therefore, investigating hackers’ activities and motivations brings new
insights into how to avoid becoming hackers’ target. Summers (2015) suggests
deepening knowledge of emergent fields of hacking activities to gain further
understanding of hackers mind as strategic organizational capabilities. Researchers
like Subramanian et al. (2021), Hartmann and Steup (2020), Dargahi et al., (2020),
Lee et al. (2020), Marin et al. (2020), Summers (2015), Madden (2015), Graham
(2013), Kimbell (2011), Wiles (2010), Yoo et al. (2006), Boland & Collopy (2004),
and Buchanan (1992) recommend exploring hackers thinking in designing and
planning for hacking activities to deepen information about hackers’ way of thinking
in solving problems and to improve hacking countermeasure designs. Moreover,
Summers (2015) showed that there is a need for developing assessment to measure
hackers traits and their existing cognitive skills, in addition to the requirement to
examine the nature of association between hackers’ traits, cognitive skills and hacking.
Examples of exploring hacking anticipation are given by McClure et al. (2012), Dell

Secureworks (2014) and Microsoft (2020) who structured hacking anticipation into

14



hacking steps and gave detailed procedures for hacking steps. In addition, experts such
as Subramanian et al. (2021), Purple Security (2021), Imperva (2021a), Hartmann and
Steup (2020), Dargahi et al. (2020), Lee et al. (2020), Marin et al. (2020), Toapanta
et al. (2020), Cho et al. (2020), Microsoft (2020), Java et al. (2019), ACSC (2018),
Burgess et al. (2017), Blackmer (2017), Grimes (2017), Melone (2017) and Amoroso
(2017) also recommend hacking anticipation as a mean for awareness and knowledge
of systems and local systems risks. Hence, from the literature review above, a sub

research question is derived as shown below:

Sub-question 1: How to apply hacking anticipation techniques in the most
effective way to give the highestpossible positive impact on hackingperception

and countermeasure?

1.2.2 Missing Anti-Hacking Relationships That Close Hacking Gaps

Researchers believe that Defense-in-Depth cannot defend against hacking
attacks, and are introducing other approaches to effectively secure systems against
hacking. One approach is given by Prescott (2012) who concluded that defense
mechanisms based on Defense-in-Depth cannot withstand hacking attacks, and
security professionals must adopt new models for anti-hacking. Prescott (2012, 2011)
supported this conclusion with many evidences on the weaknesses of Defense-in-
Depth against hacking attacks. He recommends Defense-in-Breadth (DiB) with
overlapping defense layers that complement one another. Also, in the Defense-in-
Breadth arena Amoroso (2017) provided suggestions for community on how to handle
security issues. The Defense-in-Breadth approach is also recommended by Scott
(2014) who stated that Defense-in-Depth uses independent methods organized in
layers of defense tactics to defend against certain targeted attacks. Traditional
information security has pursued this Defense-in-Depth approach for a very long time,
which is being threatened due to the introduction of billions of new connections,
protocols, and instrumentations that contain vulnerabilities both in depth and breadth.

Hence, Defense-in-Depth and Breadth are essential anti-hacking requirements as they
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both consider the unique challenges and synchronize different tools to strategically
address them (Scott, 2014).

Robinson (2015) recommends extending defense mechanisms to cover both
Defense-in-Depth and Defense-in-Breadth to care for vulnerability threats from
outside the organizations, such as malwares, Trojans and other hacking activities, and
calls for both Defense-in-Depth and Breadth approaches to be used together. To assess
the ability of Defense-in-Breadth to defend against hacking, Kewley and Lowry (2015)
conducted a series of experiments on the DARPA Information Assurance (lIA)
program and showed that Defense-in-Breadth is equally important as Defense-in-
Depth, and using Defense-in-Depth without Defense-in-Breadth is strictly ineffective
for a sophisticated adversary. They recommended that Defense-in-Depth and Defense-
in-Breadth must be used together. In addition, Cho and Ben-Asher (2017) developed
a probability Defense-in-Breadth model using Stochastic Petri nets and found out that
Defense-in-Breadth outperforms Defense-in-Depth by minimizing attack success

while maximizing system lifetime.

Furthermore, Igbe (2017) documented that Defense-in-Depth has done a good
job in the past, but as technology evolves, especially with the advent of cloud based
work place, Defense-in-Depth has shown some shortcomings. Thus, there is a
requirement to revise Defense-in-Depth tools and techniques. It is noteworthy, that the
intention is not to throw Defense-in-Depth, but to keep tools and techniques that are
still effective and augments it based on the nature of new requirements. Defense-in-
Breadth is about implementing multiple security controls at every layer reference of
the Open Systems Interconnection model (OSI). It is also about automation of the
security controls and processes, thus, Defense-in-Depth and Defense-in-Breadth
should be used simultaneously. With proper security controls, such as Defense-in-
Depth and Defense-in-Breadth, coupled with best security practices, the number of
successful attacks will reduce (Igbe, 2017). These recommendations are also supported
by Filkins (2017) who states that, to countermeasure hacking, two security
requirements must be accomplished, i.e., compliance with hacking countermeasure

policy, and Defense-in-Breadth must contract with other partners.
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Similarly, the recommendation to introduce Defense-in-Breadth in parallel
with Defense-in-Depth is also suggested by Cicotte (2017), stating that most recent
breaches are occurring at application layer and to ensure ever-expanding perimeter is
protected, organizations must have Defense-in-Breadth together with Defense-in-
Depth. In fact, due to the continuous increase in cybercrime, such as APTs, malware,
and ransomware, Cicotte (2017) advices to build a new solid security framework from
scratch instead of trying to enhance the existing frameworks. Thus, in addition to the
two main research questions, it is also important to set sub-research questions. They
will help develop solutions to fill the identified gap in the hacking countermeasures,
and facilitate in finding answers. In addition, the recommendation for Defence-in-
Breadth is also given by Reddy et al. (2021), Stokes and Childress (2020), Lee et al.
(2020), Chen (2020), Cho and Ben-Asher (2018)., Trump (2018), Uhr (2017), Alfor
and Greven (2017), and Healy (2017).

Sub-question-2: How to apply Defense-in-Depth techniques in the most
effective way to give the highestpossible positive impact on hackingperception

and countermeasure?

Sub-question-3: How to apply Defense-in-Breadth techniques in the most
effective way to give the highestpossible positive impact on hackingperception

and countermeasure?

Another approach that is believed effective in securing systems against hacking
attacks is given by Dahbu et al. (2017), Gartzke & Lindsay (2015), Yuill et al. (2006)
and Denning (2007b), who show that hiding and deception is atechnique that is usually
used by hackers in compromising systems, but also can be used to counteract hacking
activities. In addition, Imperva (2017a) and Amoroso (2017) have suggested deception
as one of the main hacking countermeasure requirements to be used, and introduced
hiding and deception as a school that brings complementary techniques to strengthen
hacking countermeasure. According to Almeshekah and Spafford (2016), many
computer defenses that use deception are merely based on ad-hoc attempts to

incorporate deceptive elements in their design.
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One of the first technical hiding deception frameworks was designed by Bell
and Whaley (1991) who presented the general deception model. Also, Yuill et al.
(2006) have proposed a way of dealing with security attacks using deception to hide
things from hackers, which is a very important parameter in hacking countermeasures.
In year 2007, Denning (2007b) has published a paper on the ethics of cyber conflict,
where the author analyzed hackers’ ethics, and talked about the hacking procedures.
In 2014, Almeshekah and Spafford (2014) presented a framework for planning and
integrating deception in information security defenses. This framework was based on
the deception model of Bell and Whaley (1991). In 2016, Almeshekah and Spafford
(2016) proposed three general phases for deceptive factors, namely planning,
implementing and integrating, and finally monitoring and evaluating. Different
experts, such as Basak et al. (2021), Ferguson-Walter (2020), Huang and Zhu (2019),
Al Amin et al. (2019), Amoroso (2017), Dahbu et al. (2017), Gartzke & Lindsay
(2015), Zager and Zager (2015) and AlKaabi (2014) recommend deception, which
implies that Hiding and Deception is one of the main important hacking

countermeasure factors.

Hacking Anticipation, Defense-in-Breadth and Hiding and Deception as main
hacking countermeasure factors are also recommended to be combined together for
stronger and more effective defense against hacking. According to Imperva (2017a),
rising attacks shows that four out of five organizations breached in 2016 were due to
weaknesses in the mobile services, secure applications, patch management, cyber
insurance, antiviruses etc. To overcome this problem, Imperva (2017a) recommends
the followings: i) Specialized countermeasures should be added to complement
existing defenses, ii) Shift from establishing baseline security postures for determining
the type of cyber threats and other obstacles for security, iii) Reduce attack surface and
use an overlapping set of detection-focused countermeasure to mitigate the residual
risk, iv) Apply behavior analysis, and v) Use deception techniques. Also Imperva

(2021a) brought similar recommendations.

The aforementioned recommendations (two to four), are contained within
hacking anticipation as per Prescott (2012), McClure et al. (2012) and Dell
SecureWorks (2014). Also, the recommendation one and five in Imperva (2017a)

refers to Defense-in-Breadth and hiding and deception factors, respectively. These
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three recommended factors are also supported by Amoroso (2017), who brings three
main requirements to countermeasure hacking saying that traditional defense systems
are based on signature processing and they are ineffective in detecting APTs and
hacking activities. To provide more effective solutions, he recommends applying
heuristics behavioral, followed by breadth virtualization, and finally, create new
security features, such as deception, which well supported by Kulkarni et al. (2021),
Alshammari et al. (2020), Al Amin etal. (2020), Efendi et al. (2019), Aggarwal et al.

(2019). This review delivers the following sub-question.

Sub-question-4: How to apply hiding and deception techniques in the most
effective way to give the highestpossible positive impact on hackingperception

and countermeasure?

In addition, Incident Management (IM) and Event Handling is also regarded as
one of the main countermeasure factors that should be included in any information
security solution (Boyle and Panko, 2021; Lamar university, 2021; Olzak, 2017;
Luttgens et al., 2014; Prescott, 2012; Panko, 2011; Tutton, 2010; Michael, 2010;
George and Sokratis, 2010; Gregory, 2007; Williams, 2006). This also raises a fifth

research sub question as follows.

Sub-question-5: How to apply incident management and event handling
techniques in the most effective way to give the highestpossible positive impact

on hackingperception and countermeasure?

1.2.3 Missing Framework Structures That Prevent Systems’ Hacking

Breaches negatively impact reputation, confidence, regulatory aspects,
financial costs, and cause losses that ere direct and indirect. Industry is becoming
susceptible to industry risks with the increase of sophisticated hacking attacks, making
it vital to develop new models that can predict attackers’ behavior (Shackleford, 2016;

Dover, 2016; Burgess et al., 2017). Recent security attacks are of global nature and
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target sensitive areas causing severe damages and losses. This forces security experts

to explore new security solutions other than Defense-in-Depth.

Considering the aforementioned discussions (in Sections 1.2.1 and 1.2.2),
experts such as Scott (2014), Robinson (2015), Kewley and Lowry (2015), Cho and
Ben-Asher (2017), Igbe (2017), Cicotte (2017) and Filkins (2017) agree on two main
points, i) Defense-in-Depth has limitations and cannot provide defense as a stand-
alone, ii) while keeping Defense-in-Depth, it is must to have Defense-in-Breadth.
Experts like Prescott (2012) Cicotte (2017), Amoroso (2017) and Imperva (2021b)
advice developing a new framework. In addition, experts such as Microsoft (2020),
Burgess etal. (2017), Blackmer (2017), Grimes (2017), Melone (2017), Flow (2017),
Amoroso (2017), Trabelsi and McCoey (2016), Madden (2015), Dell Secureworks
(2014), Wu (2014), McClure et al. (2012) and Mahmood et al. (2010) also recommend
hacking anticipation, and experts such as Basak et al. (2021), Kulkarni et al. (2021),
Ferguson-Walter (2020), Alshammari et al. (2020), Al Amin et al. (2020), Efendi et
al. (2019), Huang and Zhu (2019), Aggarwal et al. (2019), Al Amin et al. (2019) ,
Amoroso (2017), Dahbu et al. (2017), Almeshekah and Spafford (2016), Gartzke &
Lindsay (2015), Zager and Zager (2015), AlKaabi (2014), Almeshekah and Spafford
(2014) and Yuill et al. (2006) recommend hiding and deception. Thus, missing any
one of these three countermeasure factors (hacking anticipation, Defense-in-Breadth
or hiding and deception) will induce weakness in defending against hacking.
Furthermore, there are some other hacking countermeasure factors that are currently

in use, namely risk assessment, auditing, penetration testing, and compliance.

Loch etal. (1992) reported that security threat risk is the effect of a wide range
of forces that are capable of inducing adverse consequences. This threat is dynamic
that varies over time to adjust to various preventive and deterrent measures (Yeh and
Chang, 2007; Schuessler, 2009). According to Blumstein (1978) General deterrence
theory posits that people will not commit crimes when the risk of getting caught is
high and severe penalties are applied. Logan and Clarksons (2005) suggest security
assessment, continuous network monitoring and also planning and consultations with
others in the field as major security requirements. Risks assessment has also been
recommended as a major security requirement by Saha etal. (2021), Lee et al. (2020),
Ponemon (2018), McNab (2017), Teixeira et al. (2015), Summers (2015), AlKaabi
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(2014), Zhanshan (2011), Nayot et al. (2011), Basuki et al. (2010), Singaravel et al.
(2010), Jeffrey et al. (2009), Denning (2007a), and Judith et al. (2007). Similary,
auditing and penetration testing is an essential security requirement that has been
suggested in many resources, such as PCI-DSS (2020), Long (2020), Wahsheh and
Mekonnen (2019), NIST (2018), Trabelsi and McCoey (2016), EC-Council (2016b),
Summers (2015), Kim (2014), and Shackleford (2012). Also, the importance of
following information security standards and compliance is strongly stressed by many,
such as ISO/IEC (2021a,b,c), ITG (2021), Drake (2021), PCI-DSS (2021c), Mirtsch et
al. (2020), Kirvan (2020), Lachapelle and Bislimi (2016), Mathew et al. (2011) and
Jeff (2010).

These countermeasure factors have years of accumulated best practice
experience and are very strongly recommended; as advised by Scott (2014), Robinson
(2015), Kewley and Lowry (2015), Cho and Ben-Asher (2017), Igbe (2017), Cicotte
(2017), Filkins (2017) and Amarendra et al. (2019). Thus, in addition to the previous
five sub-questions, it is also a requirement to set sub-research questions that develop

solutions to fill the identified gap in hacking countermeasure.

Sub-question-6: How to apply hacking risks assessment techniques in the most
effective way to give the highestpossible positive impact on hackingperception

and countermeasure?

Sub-question-7: How to apply auditing and penetration testing techniques in
the most effective way to give the highest possible positive impact on hacking

perception and countermeasure?

Sub-question-8: How to apply standards and compliances techniques in the
most effective way to give the highest possible positive impact on hacking

perception and countermeasure?

Summarizing the analysis of hacking problem in this section, to
countermeasure hacking, it is essential to, firstly, depart from the traditional thinking
to hackers mind. (Subramanian et al., 2021; Purple Security, 2021; Imperva, 2021a;
Hartmann and Steup, 2020; Dargahi et al., 2020; Lee et al., 2020; Marin et al., 2020;
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Toapanta et al., 2020; Cho et al., 2020; Java et al., 2019; ACSC, 2018; Burgess et al.,
2017; Blackmer, 2017; Grimes, 2017; Melone, 2017; Flow, 2017; Amoroso, 2017;
Trabelsi and McCoey, 2016; Madden, 2015; Summers, 2015; Summers et al., 2014;
Dell Secureworks, 2014; Wu, 2014; Graham, 2013; Kimbell, 2011; McClure et al.,
2012; Afroz et al,, 2012; Mahmood et al., 2010; Bratus et al., 2010; Wiles, 2010;
Vijayan, 2009; Bratus, 2007; Yoo et al., 2006; Bolan & Collopy, 2004; Buchanan,
1992). Secondly, apply Defense-in-Breadth (Reddy etal., 2021; Stokes and Childress,
2020; Lee et al., 2020; Chen, 2020; Cho and Ben-Asher, 2018; Trump, 2018; Uhr,
2017; Alfor and Greven, 2017; Healy, 2017; Cho and Ben-Asher, 2017; Igbe, 2017;
Cicotte, 2017; Shackleford, 2016; Dover, 2016; Kewley and Lowry, 2015; Robinson,
2015; Scott, 2014; Prescott, 2012; EMA, 2010; Harrison et al., 2010; Aldrich, 2009).
Thirdly, apply hiding and deception (Basak et al., 2021; Kulkarni et al., 2021; Huang
and Zhu, 2019; Ferguson-Walter, 2020; Alshammari etal., 2020; Al Amin etal., 2020;
Efendi et al., 2019; Aggarwal et al., 2019; Al Amin et al., 2019; Amoroso, 2017;
Imperva, 2017a; Dahbu et al., 2017; Almeshekah and Spafford, 2016; Gartzke &
Lindsay, 2015; Zager and Zager, 2015; AlKaabi, 2014; Almeshekah and Spafford,
2014; McClure et al., 2012; Yuill et al., 2006; Hinson, 2008). Finally, according to
this research problem analysis and findings above, the following section derives the

statement of problem.

1.3 Statement of the Problem

As a result of the hacking problem analysis provided in section 1.2 that
highlighted the anti-hacking limitations and main problems within defence-in-depth is
that the hacking problem still persists and there is no hacking countermeasure
framework integrates hacking anticipation, Defence-in-Breadth and hiding and
deception. Thus in an attempt to try to provide a solution for hacking countermeasure,
this research is approaching an anti-hacking solution via anticipating hacking, using
Defence-in-Breadth and applying the concept of hiding and deception. Therefore, this
research aims for a state of the art information security solution in this challenging
field, by answering the main research question and statement of problem that says

How to prevent systems hacking and fulfill managerial concern about systems
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hacking risk?. This also leads to finding answers for the following main research

guestions.

i) What anti-hacking factors can address organizations’ susceptibility to

hacking risk and effectively secure systems against hacking?

il) What are the anti-hacking relationships that close the security gap

causing hacking and improve organizations’ anti-hacking needs

iii) What framework structure can best prevent systems’ hacking and fulfill

managerial concern about systems’ hacking risk.

Furthermore, from the eight sub-research question that relate to the three main

research questions above, there are eight hypothesis derived as follows.

Sub-question-1 relating to the first main research question: How to apply
hacking anticipation techniques in the most effective way to give the highest
possible positive impact on hackingperception and countermeasure?

Hypothesis 1: Applying hacking anticipation will have a positive impact on

hackingperception and countermeasure.

Sub-question-2 relating to the second main research question: How to apply
Defense-in-Depth techniques in the most effective way to give the highest
possible positive impact on hackingperception and countermeasure?

Hypothesis-2: Using enhanced Defense-in-Depth will have a positive impact

on hackingperception and countermeasure.

Sub-question-3 relating to the second main research question: How to apply
Defense-in-Breadth techniques in the most effective way to give the highest
possible positive impact on hackingperception and countermeasure?

Hypothesis-3: Applying Defense-in-Breadth will have a positive impact on

hackingperception and countermeasure.
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Sub-question-4 relating to the second main research question: How to apply
hiding and deception techniques in the most effective way to give the highest
possible positive impact on hackingperception and countermeasure?

Hypothesis-4: Using hiding and deception will have a positive impact on

hackingperception and countermeasure.

Sub-question-5 relating to the second main research question: How to apply
incident management and event handling techniques in the most effective way
to give the highest possible positive impact on hacking perception and
countermeasure?

Hypothesis-5: Using hacking incident management and event handling will

have apositive impact on hackingperception and countermeasure.

Sub-question-6 relating to the third main research question: How to apply
hacking risks assessment techniques in the most effective way to give the
highestpossible positive impact on hackingperception and countermeasure?

Hypothesis-6: Using hacking risk assessment will have a positive impact on

hackingperception and countermeasure.

Sub-question-7 relating to the third main research question: How to apply
auditing and penetration testing techniques in the most effective way to give
the highest possible positive impact on hacking perception and
countermeasure?

Hypothesis-7: Using anti-hacking auditing andpenetration testing will have a

positive impact on hackingperception and countermeasure.

Sub-question-8 relating to the third main research question: How to apply
standards and compliances techniques in the most effective way to give the
highestpossible positive impact on hackingperception and countermeasure?
Hypothesis-8: Using anti-hacking standards and compliances will have a

positive impact on hackingperception and countermeasure.
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14 The Research Motivation

There are reports in section 1.1 and section 1.2 that showed more than 50% of
companies and organisations experienced hacking security incident in year 2021.
More than 33 billion hacked records are estimated by 2023, and hacking increases
highly to include infrastructure, education, health, finance, defense systems, nuclear
power, and all aspects of life. Furthermore, recent hacking attacks have increased the
supporters for the call to adopt Defense-in-Breadth (DiB) together with Defense-in-
Depth, or to develop a new anti-hacking framework replacing Defense-in-Depth
(DiD). This call is motivating this research to develop a new Hacking Countermeasure

Framework.

This thesis presents anew era in information system security, leading to the
hart of the latest defense technique using “Hacking Countermeasure Framework”.
This thesis should also set major guide lines for future researches in this field; which
can regarded as the necessary security pillar for all organizations. On the other hand,
the study serves as a guide to network designers considering the security requirements
of their information systems, taking hacking anticipation, defense-in-breadth, and
hiding and deception approach to network security design. Hense, hacking problem is

reduced through this research.

15 The Aim of the Research

The aim of this research is to develop Hacking Countermeasure Framework by
anticipating hacking, and As-To-Be Defense-in-Depth capabilities against hacking,
Defense-in-Breadth, and hiding and deception techniques to further enhance the

hacking countermeasure capabilities.
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1.6 Objectives of the Study

This research sets major guidelines for future researchers in the field of
hacking countermeasure. In addition, the study serves as a guide for information
security specialists considering hacking countermeasure approaches to their
information systems security design. Other good approaches may exist, but this
core study aims to fill the missing hacking countermeasure gap that is currently there in
information security frameworks and best practice models. The objective of the study
is to develop an anti-hacking security solution for protecting information systems by
continuously guarding against hacking. As a result of the previous problem analysis
and recommendations in section 1.2, the objectives are directed to design and develop
Hacking Countermeasure Framework that directs countermeasures to hacking steps.

Therefore, the objectives are summarized as follows.

i) To identify anti-hacking factors that can address organizations’
susceptibility to hacking risk and effectively secure systems against

hacking as per Delphi method.

i) To derive the anti-hacking relationships that close the security gap causing

hacking, and provide organizations’ anti-hacking needs.

iii) To develop hacking countermeasure framework that prevents systems

hacking and fulfills managerial concern about hacking risk.

iv) To validate the hacking countermeasure framework through a selected
validation tools such are meeting satisfaction rate on Delphi, discussion
workshops, research review, conducting interviews, frameworks
comparison, and finally, approval of the framework by Computer

Emergency Response Team (CERT).
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1.7 Scope of the Study

For sake of conducting this research number of research methods were
reviewed including Diffusion methodology, Design science, Quantitative method,
Qualitative method, Mixed method and Delphi. However Delphi method was found
most suitable for conducting this research due to special type of survey sample required
to participate, and also due to the specific criteria that Delphi method features.
According to Skulmoski et al. (2007) Delphi method is well suited for information
systems research because Delphi is a fluid discipline ripe for research, and it is a
structured process within which quantitative, qualitative, and mixed methodologies can
be used, but, differs from the other research methods in three main things that maintain
the reliability and validity, these are first the survey sample is preselected according to
specific criteria, secondly, the sample size is much smaller, and thirdly, the Delphi case

design.

This research is organized in four phases containing six Delphi rounds. Phase
one, is building nature of reality and knowledge for analysing hacking problem, anti-
hacking capability within Defense-in-Depth  techniques, and identifying
recommendations for anti-hacking. The deliverables ofthis phase serve as a feasibility
study for this research, which is done via literature review, interviews and pre-Delphi
surveys.  Second phase first identifies anti-hacking factors that can address
organizations’ susceptibility to hacking risk and effectively secure systems against
hacking. This provides deliverables for the first research question, first objective, and
testing of the first hypothesis using Delphi round one. Also phase two derives What
are the anti-hacking relationships that close the security gap causing hacking and
improve organizations’ anti-hacking needs for the second research question, second
objective, and testing of the second to eighth hypothesis using Delphi rounds two and
three. The third phase serves the derivation of framework structure to prevent systems
hacking and fulfills managerial concern about hacking risk, it provides deliverables
for the third research question and third objective using Delphi rounds four to six.
Finally, phase four research documentation that verifies final research deliverables and
fulfills the fourth research objective using study cases and generalization by

contribution to knowledge and documentation through thesis write-up.
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The scope of this research is concentrated on deriving a hacking
countermeasure framework to further enhance the hacking countermeasure

capabilities. The scope of the work is structured to cover the following.

i) This work is organizational investigation for hacking countermeasure.

i) This research is conducted in the lenses of the model for managerial

perceptions of security risk from Straub and Welke (1998).

iii) This research is using Delphi method for developing the Hacking
Countermeasure Framework for securing organizations.
iv) The research is conducted using expert panel that is specialized in

information security.

1.8 Significance of the Study

As shown in the problem background in Section 1.2, there is a significant
increase in security holes in both hardware and software, and hackers are breaking into
systems. Hackers are also always ahead in discovering system vulnerabilities, and
consequently, information systems are continuously and successfully being attacked

heavily on daily basis.

The significance of this research is very important in the attempt to design and
develop a framework for hacking countermeasure. To do so, this research addresses
identified hacking security gaps by introducing solutions based on hacking
anticipation, Defense-in-Breadth, deception and hiding techniques. The research

significance of this work are as follows:

i) This framework reduces hacking problem by integrating hacking

anticipation, hiding and deception, and Defense-in-Breadth, and provides
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enticing clues regarding the role of these three factors in the hacking

countermeasures.

i) This framework shows that Defense-in-Depth (DiD) still plays an

important role in hacking countermeasure.

ili) The deliverables of this research can be used as an add-on anti-hacking
module for information security standards and compliances that are

missing anti-hacking modules.

iv) This HCF is useful for both academia and industry and enhances theory
and practice of hacking anticipation, Defense-in-Breadth, and hiding and
deception.

v) This research sets an example in the use of Delphi method that involves
Oman CERT, Malaysia CERT, and international key-informant cyber
security experts from a variety of organizations that include military,

security departments, public, and private organizations.

1.9 Thesis Organization

This thesis consists of six chapters. Chapter one provides a brief background
of the problem and discusses available information security solutions with respect to
limitations in defending against hacking attacks. The chapter provides statement of the
problem, sets the aim and objectives of the study, and highlights the scope and the
benefits of the study. Chapter two reviews the relevant literatures that relate to the
information required to design and develop the hacking countermeasure framework,
such as hacking steps, countermeasure factors, defense tactics and framework
architecture. Chapter three provides research methodology, followed by chapter four
which presents the actual research work to design and develop the hacking
countermeasure framework for securing organizations. Chapter five covers the

research validation and results analysis. Finally, chapter six concludes the thesis.
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1.10 Summary

This chapter introduced hacking threats and highlighted the importance of
design and development of hacking countermeasure framework. It provided problem
statement, research objectives, scope of research, and benefits of the study. The
literature review and research methodology for achieving the set objectives are

discussed in chapter two and three, respectively.
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